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Mepnym

TKOTIOG TNG METATITUXLOKNG SLatpif3ng etvarn va StepeuvnBovv ot SuvatodTnTEG SNULOVPYLG Kot
QaVATTTUENG EVOG Suvapkov gpyaieiov To omoio Ba Baciletat oto povtédo SAMM (Movtédo
Qpipavongs E¢ao@diiong Aoytopikov) tov opyavicopov OWASP kat oto véo IM'evikd Kavoviouo
ywx mv Ipootacio Aedopévwv (GDPR - General Data Protection Regulation), 2016/679.
"Exovtag amd tig 25 Maiov 2018 mAfov TeBel 08 LTIOXPEWTIKI EPAPHOYT YIX TX KPATN-HUEAT
¢ Evpwmaixis Evwong o véog Ievikdg Kavoviopog yia my Ipootacia Aedopévwy (GDPR -
General Data Protection Regulation), kot omov cUp@®vA LE TOV TTAPAV KAVOVIOUO OTIOLOG
0pYOVIOHOG eTTESEPYATETAL SLOELPILETAL KL SLAVEUEL TIPOCWTILKA SeSoEVQ, B TIpETTEL AUTO VX
AQUBAVELXWPA UTIO GUYKEKPLLEVOUG OPOUS KAL TIPOUTIOOETELG KABWG 1) OTIOLX UT) GUUHOPPWOT)

Do TiwpelTaL TIAL0V e TIPOCTIUO.

OL0TOXOL TNG LETATITUXLOKNG SLrTpLBng epAap farvouy Ty SLepeyvnor KL TOV TTPOGOL0PLoHO
QUTWV TWV V0 TPOTUTIWY, TOGO TOL HovTtéAov SAMM (Movtédo Qpipavong EEac@diiong
Aoylopukot) 660 kat Tov véou Ievikov Kavoviopov yux my Ipootacio Aedopévwv (GDPR -
General Data Protection Regulation), kat kupilwg TOV TPOTIO LE TOV OTIOI0 T XUPAKTNPLOTIKA
KO OL ATTALTIOELG TOUG KOAUTITOUV TOV KUKAO (1§ QVATITUENG EVOG AOYLO KOV,

Metd amo eloaywyn Se5oUEVWY 0TO EPYOAELD, B EAEYXETAL KATA TTOGOV TO TEAKO ATIOTEAEG AL

elva evapOVIopEVO e Ta SUO TTAPATIAV® TIPOTUTIAL

Q)G €K TOUTOU, HEAETATOL KOL TIAPOVOLATETAL 1) CXETIKN ME TO Bpa uTtapyov BipAoypapia
TIOAAWV KoL eTiEPOLG Bepdtwv. Exel peAetnBel o véog I'evikog Kavoviopdg yix myv [pootacia
AeSopévwv (GDPR - General Data Protection Regulation), 1 évvola g 8L TikdTTAG KO TOU
amoppritov Twv Sedopévwy, To povtédo SAMM (Movtédo Qpipavong Efac@dAiong
Aoylopko), 1 évwolx g Avamtuéng tov Xvomuatos Ao@odslog oe éva KUKAO {wmg
QVATTTUENG AOYLOUKOV, O (810G KUKAOG w1 AVATITUENG AOYIOUKOU UE ATIWTEPO OKOTIO VO
KaBOPLOTOUV Ol TEAKEG TIPOSLAYPUPES TOU LTIO QVATITUEN epyodeiov KaBwG Kol Ta
QTIAULTOVHEVA KPLTIPLA YLOL TV QVATTTUEN TOU pYaAElov. ETa eTUEPOUG BEpaTa ExeL e€eTaoTel
oV mapovoa PiAoypa@ia GTL GTNV TIPOOTITIKY] EVOG OPYAVIGHOU, 1) KOQOAELX ElvaL X
EMEVELON IOV EKTIUATAL WG EEOIKOVOUNOT KOGTOUG AGY W HELWHEVWV {NIULWV ATIO TIG EKACTOTE

TapaPLacels acpoeiog [1].



AoV avodvbnke N vapyovoa PiAoypapia, TTPoadlopilovTal Kot avoAVOVTOL Ol TEXVIKES
IOV BEWPOVVTAL KATAAANAES Yol TNV SNHLOVPYIX TOU TIPAKTIKOU ATIOTEAETUATOS KAL TEAOG

TIPOVOLALETAL ) SLSIKAG {0t VAOTIOMOTG KOt TO TEAKO TIPAKTIKO QMO TEAET AL

Emumpdofeta, kaBwg 1 TeEXVOAOYiot TIPOYXWPAEL Kl VEX TIPOTUTIO STLOVPYOUVTOL Kot GAAQ
egellooovtay, €xel egetaotel Kat 1 oxeTikn BBAoypagio amd ™V oKOTIA TWV XCVPHATWY
SikTOwV 416 Yevids [2] kot tou Sladiktou Twv mpaypatwy (Internet of things) [3], kabBwg To
gpyaieio ov Ba avamTvEoupe B UTTOPoVGE UTIO TIPOUTIODEGELS VAL EQAPUOOTEL OE OUTES TIG

800 TEXVOAOYIES KL TIPOTUTIAL



Summary

The purpose of the master thesis is to investigate the possibilities of creating and developing a
checking tool based on the OWASP model SAMM (Software Assurance Maturity Model) of the
OWASP organization and the new Regulation 2016/679 (GDPR) 2016/679 of the European
Parliament and of the Council of the European Union for its member states of 27 April 2016 on
the protection of individuals with regard to the processing of personal data and the free

movement of such data circulation of such data.

Having adopted the new General Data Protection Regulation (GDPR) as of 25 May 2018, which,
in accordance with this Regulation, is currently being implemented by Member States of the
European Union, it manages and distributes personal data, this should be done under certain

terms and conditions as the non-compliance will now be penalized with a fine.

After importing data into the tool, it will be checked whether the final result is in accordance
with the two above mentioned standards. The objectives of the work include the exploration
and identification of these two standards and the way their features and requirements cover

the life cycle of a software.

Therefore, the relevant literature on several and individual topics is being studied and
presented such as, the General Data Protection Regulation, the concept of privacy and data
confidentiality, the SAMM (Software Assurance Maturity Model) model, the concept of
Developing the Security System in a software development cycle and also the software
development life cycle (SDLC) have been studied, trying to define the final specifications of the
tool being developed as well as the required criteria for developing the tool. According to the
literature review that has been performed on the subtopics, security is an investment serving

to reduce expenses due to financial damage caused by security breaches.

A thorough investigation has also been carried out on potentially available tools that combine

the SAMM model and the new General Data Protection Regulation (GDPR).

After analyzing the existing literature, the techniques considered appropriate for the practical
effect are identified and analyzed. Finally, the implementation process and the final practical

result are presented.



In addition, as technology evolves and new standards are introduced and established. The
relevant literature has been studied for both 4th generation wireless networks and Internet of
Things,, as the tool that we are developing can be applied to the aforementioned technologies

and standards.



Evyaplotieg
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Beviapiv ®payrdivog, 1706-1790, Apepkavog TIOAITIKOG & CUYYPOPEAS

H mapoVoa Sibaktopikny Slxtpiffn] amoteAel T0 EMOTEYACUA WOG HEYAANG TIPOCWTILKIG

TipooTdBelag péca amd SUGKOALES Kot BUGIES.

Xwplg v apaxivnon, v ot pL&n Kot Ty Voo TNPLEN, TNV AVEKTIKOTN TA KAL TV KATOVOT| oM
apKeETWV avBpwTwv 8ev Ba Ntav Suvat) 1 vAomoorn Kat 1 TEPATWON OUTHAS TNG

HETATITUXLOKNG SLarTpnis.

[MpwTtioTwg, TTavw amd 6Aovg Ba 11BeA va euxaploTiow Tov emPBAETovTa pov Ap. NikoAao
ZKAGBo, yia v apéplot otpiEn Kot KAtavon o] Tov o kabe emimedo kab' 6An v Siapkelx
NG EKTIOVNONG TNG LETATTTUXLXKTG SLtpLPn|s. Tov euapLoTw TIPOoWTILKG Yo OAEG EKEIVES TIG
OUUPOVAEG KaL TI TIPATNPNOELS TOU Yl TO TG TIPETEL VX €VePYEl €vag epeuvnTig,
ey yeApaTiog Kot avOpwog, cUUPBOVAES TToL B TpooTIaB oW Vo EPapPOlw o€ KABE TTTUXT)

TG TIOPELNG LOV.

Evyapioties amd kapdiag, oy Oeia pov Pwtevi) MavaAn kat tov Oeio pov Kwota Zgnka yia
TIG YOVEIKEG TOUG GUUPBOVAEG KoL TNV PUXOAOYIKT] TOUG UTIOOTNPLEN, KABWG KAl 0ToV €EpeTO

@0 kL ouvaded@o Ap. EppovounA ZeppeAn yio v ompién tou.

TéAog, euxaplot pe MV Puym KoL v Kapdid pov v yuvaika pov Apmia Tlepdyov, yio 0An
TNV QPEPLOTI KAL AVUTIOAGYLO TN UTIOCTIPLEN TNG KATA TNV SLAPKELX TwV SUCKOAWY GTLYHWV

TIoL T)pOaV.
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Kegpaiaio 1
1 EIZATQrH

1.1 £komo¢ epyaciag

Kabwg amd tig 25 Maiov 2018 tébnke o€ e@apuoyn o véog I'evikog Kavoviouodg
vy Vv Ilpootacia AeSopévwv (GDPR) g Evpwmaikns ‘Evwong, éxel yivel ma
ELLPAVIG 1] «TIAPOVCa» TOU 6XESOV 0€ OAEG TIG TITUXEG TOU TOUEN TNG TEXVOAOYING
™¢ mAnpowopkns (Information Technology) [4] [5]. Emiong, éxet yivel eppavign
XPNON TWV HOVTEAWYV SLAc@AALOTG wpiavong AoyLopikov [6].

Me yvopova To Tapamavw, SNUOUPYNONKE 1 AVAYKN EVOWUATWONG TwWV
amaltnoewv Tov véou evikoy Kavoviopov yia tv [pootacia Aedopévwv (GDPR
- General Data Protection Regulation) ota povtéda Siaoc@diiong wpipavong

AOYLOULKOV.

Bdoel twv mapamdvw wg okomog g gpyaciag tEBnke m Snuovpyla evog
gpyaAeiov OV B EVOWUATWVEL TIG ATIALTIOELS TOU VEOUL 'evikov Kavoviopov yux
v [lpootacia Aedopévwv (GDPR - General Data Protection Regulation), o€ éva
HOVTEAO SLAC@AALONG WPIHAVONG AOYLOULKOU, UE OKOTIO va amavTnOolv Ta eENG
EPWTNUATA:
e Xpelwaletal va mpofAe@Bovv ol ATALTOELS TOU KAVOVIGUOU OE £Va
HOVTEAO SLaAC@AALONG WPIHAVOTN G AOYLOULKOV;
e [lowx elvat T TAEOVEKTHATA EVOG EPYAAEIOV HOVTEAOV SLAGPAALOTG
wplpavong Aoyloplko TO OTO0 EUTEPLEXEL TNV OKOTILA TOU
kavoviopov GDPR;

e Tidedopéva umopovv va egaxBolv amo eva TETolo epyaieio;



Oa umopoVoe Eva TETOL0 epYaieio va P OLUOTIOMBEL 0€ TTPAYUATIKES

OUVONKEG;

1.2 Aoun gpyaociag

H gpyacia opyavwbnke pe tov €&ng tpomo:

Yto KepdAawo 1 - Elcaywyn, efnyeital o okomdg TG epyaciag Kot
QTIOTUTIWVOVTAL OL BAGIKEG EVVOLEG.

Xto Kepdaiawo 2 - BifAoypagikn Emiokomnong, mapovolaletal 1
BBAoypa@ikn épevva otnv omoia BacioTnke 1 epyacia woTe va
Tpaypatomolnet.

Yto KepaAaio 3 - MeBodoAoyla, epumepléxetal o oxeSAoNOG KaL 1
uebodoAoyla OV EQEAPUOCTNKE YLA TNV ETTEVEN TNG EpyaTiag.

Xto KepdaAalo 4 - YAomoinom, mapovotaletal o TpOTOG VAOTONONG
TOVU TIPAKTIKOV ATOTEAECUATOG TNG EPYATIAG.

Yto Kepddawo 5 - AmoteAéopata, mapatifevralr ta efaxbBévra
amoTteAéopata BAGEL TWV SOKILWY IOV £YLVAY 6TO EPYAAELO.

Yto KepdAaio 6 - AvdAvon ATOTEAEOUATWY, TPAYUATOTIOLELTAL ™)
AVAAVOT) TWV ATOTEAECUATWY TIOU TIPOEKLYPAV HECW TWV SOKLUWV
IOV £YLVAV 0TO EPYAAELO.

Ito Kepdlalo 7 - ZuuMEPACUATA, OTMOTUTIWVETAL 1) KPLTIKN TNG
epyaciag, o oXOAoUOG TWV amoTeEAecUdTwY. TéAOG, TTpoTElvovTaL

UEAAOVTIKEG ETIEKTAOCELG TIPAKTLKTG XPTIONG TOV EPYAAEiOL.

1.3 BAGLKEG EVVOLEG

Ty evomta auth 6 0ploTovV oL fACIKES EVVOLEG 0L OTIOLEG Bt Xp1OLLOTIOLOVVTAL

0TO UTIOAOLTIO TNG EPYATLAG.

Fevikoc Kavovioudc yia tnv llpooctacia Asdopuévwyv (I'’KIIA ) / General Data

Protection Regulation (GDPR):_Q¢ I'evikog Kavoviopog Ipootaciag AsSopévwv

opiletat o Kavoviopog (EE) 2016/679 ywia tnv Tpootacioc Twv QUOLK®V
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TPOCWTIWYV EVAVTL TNG EMEEEPYATIAG SESOUEVWV TIPOCWTILKOV XAPAKTIPA KOL Yo

™V eAeVOEPN KUKAOPOpPLa TwV eSopevwy avtwv [7].

[BuwtikdoTnTa §sdopévwy (Data Privacy): To (Slwtikd amdppnto Sedopévwy,

elval 1 TTuxn g texvoAoyiag g mAnpogopiag (Information Technology) mou
QOYOAELTAL E TNV IKAVOTNTA EVOG OPYAVIOHOV 1) EVOG ATOUOV Vva Kaboploel ol

dedopéva o€ Eva CUGTNUA VTTOAOYLOT UTTIOPOVV VA LOLPAcTOUV UE Tpitoug [8].

MovVT£A0 wPOTNTAC LKAVOTNTAC Yy Aoyiopuiko (Capability Maturity

Model for Software): Eivat eva povtédo mouv Paociletar oe eva mAaiclo

wpOTTAG pe okomd va Bondnoet toug opyaviopoUS va BEATIWOOULV TN

Stadikaoia Tapaywyng Tou AoYLopkoV TOUG Kal TV oldtnta avtov [9].

KukAoc {own¢ avdntuine Aoyviosuwkov(Software Development Life Cycle -

SDLC): O kVkAog {wng avamtuéng Aoylopkov (SDLC) eivar évag 6pog Tov
XPNOLUOTIOLEITAL OTN UNYAVIKY) CUOTNUATWY, OTA CUOTHUATA TAT|POPOPLOV KoL
oTNV TeYvoAoyia Aoylopikol ylax va meptypaPel pa Stadikaoia oxediaouov,
Snuovpylag, SOKIUWV KAl AQVATITUENG €VOG CUOTHUATOS TANpowoplwv [4]. H
£VVoLla TOU KUKAOU {w1)G TOU GUOTIUATOG AVATITUENG EQAPUOLETAL O VA PAOUA
SLapop@woewv VAKOU Kal Aoylopikol, KabBws €va oVoTnua umopel va
ATOTEAELTAL HOVO ATIO VALKO, LOVO ATIO AOYLOULKO 1} aTtd cLuvSvaoud Twv dvo [5].
Ymapyxovv ouviBwg €L otddla autovy Tou KUKAOU: avAAvoT, OXESLAOUOG,

VAT TUEN Kol oKLY, VAOTIOMoT), TEKUN plwon Kat a&loAdynon.

Kivkdoc Tomnce  avantuinge ac@alovc  Aoyiomukov  (Secure Software

Development Life Cycle - Secure SDLC): ()¢ kUkA0G {wNG avATITUENG AOQAAOVG

Aoylopkol opiletal 1 oelpd Sadlkaclwv o€ €vav KUKAO {wNG avamtuéng

AoylopikoV, 1 ool €xel oxeSLAOTEL PHE TETOLO TPOTIO WOTE VA ETILTPETEL OTIS
OUASEG AVATITUENG VA SNULOVPYOVUV AOYLOULKO KAl EQAPUOYES KATA TETOLO TPOTIO,
WOTE VA UELWVOVTUL ONUAVTIKA Ol Kivéuvol ac@AAelag, va eEaAei@ovtal ol
EVTIAOELEG ACPAAELAG KAL EV TEAEL VO LELWVETAL TO KO0TOG. H Stadikacia, 6Twe kat
0 TaPadoolakos KUKAOG QVATTUENG CUCTNUATWY, XWPLETAL 0t SLAPOPES,

SLadoykES Kot Stakpltég petag Toug paocels [10].
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Movtédo Sac@diiong wpipaveng Aoyiopkoy SAMM: To povtélo SAMM

(SAMM (Movtédo Qpipavons EEao@daiions Aoylouikov - Software Assurance
Maturity Model) eivat éva mpoTuUTIO atvemtuypévo amd tov opyavioud OWASP to
0TI0{0 €XEL WG OKOTIO VX TIPOCPEPEL TNV amapaitntn Bonfela oToug 0pyavioUoUs
woTe va elval og B€on va a&loAoyolv, va SLapop@®o0oLVV KoL VA EQAPUOCOUV LA
OTPATNYLKN YA TNV Ao@AAElQ Tov Aoylopkov. Emiong &nulovpynbnke ue
YVOUOVX VO UTOPEL Vo evowpaTwBel elte og évav vELOTAUEVO KUKAO (w1¢

AVATITUENG AOYLOULIKOV o€ eTIiTESO OpyavIoUoV, eite o€ emimedo épywv [11].

12



Kepaiaio 2
2 BipAloypa@ikn
ETtiokommong

2.1 KVkAog {mn¢ avantuing ao@aiovg
AoylopikoV (Secure-SDLC)

YTO TIPONYOUHEVO KEPAAALO ATTOTUTIWONKE 0 0PLOUAG TOV KUKAOU (w1 G AvATITUENG
AC@POAOVUG AOYLOULKOU, OMWG O POAOG TOU OTNV MEAETN Bewpeltal opKeTA

ONUAVTIKOG (OOTE VA TTPAYUATOTIOW Ol fLat EKTEVIIG AVAALGT) TOV.

Yto mapeABOv 1 ac@dAela oe €vav KUKAO (wnG ovATTUENG AOYLOULKOV
TeplopOTav UOVO OTIG OLVNOLOPEVEG TeEXVIKEG eAEyxov Tapafiaong Kot
mpoondBelag Sielodvong (penetration testing) katd T Sldpkela TG PAONG TWV
Sokipwv [12]. ‘Ouwg pe v Tdpodo Tov XpOVou Kal e TIG EEAIEELG TOL KAASOL TNG
ACPOAAELG TWV TANPOQEOPLWV BOewpeltat PEATIOTN TPAKTIKY 1 TANPNG
EVOWUATWOT TNG ao@AAelag o€ kabBe @don &vog KOKAOUL (wnG avATTLENG
AoylopikoV [10]. ‘Etotl poékuPe 1 évvola Tou KUKAOL {wN G avVATITUENG Ao@AAOVG
AoylopikoV. ‘'OTov o€ €vav TETOLO KUKAO Slac@aAiletal OTL OAEG Ol ATTAPALTITES
SpACTNPLOTNTES IOV APOPOVV TOV TOUEN TNG ACPAAELNG B TTpayuaToTomBovv

o€ OAgG TG pdoelg [13].

Ta Baokd TAEOVEKT AT IOV TIPOKVUTITOUV ATtO TNV XP1)0T) €VOG LOVTEAOL Secure
SDLC etvat ta €816 [14].

e H ovvedntomoinon twv (TNUATWV AOQAAELRG ATIO TA EVELAPEPOUEVA
Hep.

e ’'Eykaipn aviyvevon EAATTWUATWVY 6TO CUCTN A
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e Meiwon Tou KOOGTOUG WG AMOTEAECHA NG EYKALPNG QVIiYVELONG Kol
eMAVONG TWV ITNUATWV.
e YUVOAIKN UEIWON TWV EYYEVWV EMXEPNUATIKOV KwSUVWV Yyl TOV

opyaviouo.

2.1.1 ®d&om oxedraopov

v @d&on Touv oXeSAoUOV 0 TPWTAPXLKOG 0TOXO0G eival 1 dnulovpyla €vog
oxedlov VYPMAOV EMITTESOV TNG KATAGKELTG TOU AOYLOULIKOV. OTOU Ta EUTIAEKOUEV
HEPT, OL XPNOTEG KOl Ol TPOYPAUUXTIOTEG, €EETALOUV TIG ATMALTNOELS Kol
kaBopifouv To €0POG TNG €PYACING TOU GUGTIUATOS KUl TOU AOYLOUIKOU TIOU

TPOKELTAL VX KaTaokevaoTel [13].

Avutog 0 oxedlaopog kabopilel OAa Ta PEPT TOU GUOTHNUOTOG TIOU TIPETEL VA
avVaTTUXB0VV, OTIWG Ol ETMKOLVWVIEG UE VTINPECIEG TPITWV CUGTNUATWY, Ol POES
XPNOoTwv, evexoueves kAnoels Pdoewv SeSopévwy, €vw TO KOUUATL NG
ACPAAELNG ETILKEVTPWVETAL OTA KATWOL Kaipla onpeia [14]:
e AvaAuvom Kw8EUVOU apxLTEKTOVIKNG, OnAadn tnv Befaiwon oOTL €xouv
e@apuooTel oL BEATIOTEG ao@aAeic TPAKTIKESG oxeSlaoNG.
e MovteAomoinon aneldwv (threat modeling), amoTOTWoN TPOTIWV TOU TIWG
évag emTIOEUEVOG B HTTOPOVGE VA EKUETAAAEVTEL TO O)XESL0.
e AvaAvom oxeSlaopov eAéyxov aoc@alisiag , SnAadn v emBewpnomn Tov

AoyLopkoV Yo eAAelTovTa 1} advVATo OTOLYXELX EAEYXOV AOPUAELQG.

2.1.2 ®aomn @appoyng

IV @Aon NG EQEAPUOYNG TIOU ELVAL KOL YVWOTI KAL WG (PAOT «KWEIKOTIONoNG»,
Ol TIPOYPUUUATIOTEG EPAPUOLOVV TO OXESIAOUO TOU AOYLOUIKOU YPAPOVTAS
KoOKa. Evw, To KOUUATL TNG AOQAAELNG ETKEVTPWVETAL GTOV EAEYXO YLX TNV
XPNON Twv BEATIOTWV TPAKTIKWV OCUYYPAPNG KOSIKA AT TNV HEPLA TWV

Tpoypappatiotwyv [13].

2.1.3 ®dom Soxurg
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v @d&on TG SOKIUNG, TO WUEXPL OTIYUNG VLAOTOMUEVO AOYLOULKO, TEPVAEL
SLa@opwv €8V SOKIUES Kol alOAOYEITAL WG TIPOG CUYKEKPLUEVES ATALTNOELS. OL
SOKIUEG TIPAYUATOTIOLOVVTAL WG TIPOG TIG AELTOVPYLKES ATIALTNOELS KABWE KoL TIG
un AELTOVPYIKESG SoKipueg [14].
ETtiong mpaypatomolovvtal SOKLUES YL TIG ATIALTIOELS ACPAAELAG TOU TIPOIOVTOG
LLE TIG TtL0 cLVNOLoPEVEG va elvat ot €&Ng [14] :

o YTaTikEG SokLUEG acpareiag e@appoywv (Static Code Analysis).

e Avvaulkég SokIpéG aopadelag e@apuoywv (Dynamic Code Analysis).

e Avaivon mnyaiov kwdika (Source Code Review).

e Aokuég fuzzing.

e Aoxiuég Sieiodvong (Penetration Testing).

2.1.4 ®don mapaywyng

Iv @d&on ¢ mapaywyns mePAauBAveTtal 1 €k600N TOU OAOKAPWHEVOU
AOYOUIKOV O TOpAYWYIKO TePIBAALOY, OTwG E€MIONG KAL 1) EKTEAEON

TIAPAUETPOTIO)CEWV KAL SPACTNPLOTNTWV 0TO TEPLPAAAOV TPy WYTSG.

AT ™V pEPLA TNG ACPAAELAG TIAT|POPOPLIOV TIPAYUATOTIOLOVVTAL KUPLWG Ta £ENG
[14]:
e A&loAdynon tuyov evmtabelwv (Vulnerability Assessment).

e [lapaupetpomoinon ac@daielag (Secure Configuration - Hardening)

2.1.5 MovTéAo SLlao@aAiong wpipaveng Aoytopikov SAMM

To povtédo Sltaoc@daiiong wpipavong Aoylopuikov SAMM amotedel éva TTPOTUTIO
Tov €xel dmuovpynBel amd tov opyaviopd OWASP. Q¢ okomo, €xel v
SLAPOPPWOT CTPATNYIKNG YIA TNV EVOWUATWON TNG ACQAAELXG TOV AOYLOULKOU

0€ VAV VPLOTAUEVO KUKAO avATITUENG AOYLOULKOV.
Bdoel twv mapamavw, Ba pmopovoe Kavelg va xapaktnpioet to SAMM w¢ évav

081nY6 Tov opilel Ta Baoikd OTASLX YIX TNV EKTEAEOT TWV KATAAANAWY BUATWV

WOTE VA EPAPUOOTEL EVaG KUKAOG {w1)§ avATITLUENG ac@aAoVg Aoyilopikov [11].
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To povtédo Sev xpnopoTolei pia eviaio «OprouvAa» yia GAOUGS TOUG 0PYAVLGOUG.
AnAady), elval €VEAIKTO KOl ETITPEMEL OTOUG OPYAVIOHOUG OL OTolol TO
XPNOLUOTIOLOVV, VA TO EPAPUOLOVV G€ OTIOLX (PACT 1] OE OAEG TIG (PACELG TOV KUKAOU
(wN¢g Tov eMAEyovV, BAcEL TNG EMKIVOUVOTNTAG KAL TNG AVEKTIKOTNTAG TIOU

kaBopileTal amd T oTPpATNYIKY TOL opyavicuov [11].

Aopikd, To povtédo SAMM Baoiletal o€ Eéva cVVOAO 12 TPAKTIKWYV AC@AAELQG, OL
0ToleG OUASOTOLOVVTAL OE TECOEPLS ETLXEIPTUATIKEG AELTOVPYLEG KAl 1) KAOE
ETIYEPNUATIKN AElTOUpYlX AMOTEAETAL ATIO TPELS TMPAKTIKEG ao@dAelag. Ev
ouveyela, KABE TPAKTIKY ACPAAELNG TIEPLEYXEL EVA GUVOAO SPACTIPLOTITWY TIOV
elval StapBpwpévo oe tpla emimeda wppotntag (1-3). Ot SpaotnploTnTEG OTO
XOAUNAOTEPO EMIMESO WPLHOTNTAS Elval oUVIOWG TILO EVKOAO VA EKTEAEGTOUV KL
aTaALTOVV AlydTepn Tpoomdabela amd ekeiveg mov Bplokovtal 6to LVPMAOGTEPO
emimedo wpudéTag [11].

SAMM Overview
Software

Development

Business Functions
0] Governance | Do

Security Practices

Strategy & Education & Security Design Security Environment
Metrics Guidance Requirements Review Testing Hardening
Policy & Threat Secure Code Vulnerability Operational
Compliance Assessment Architecture Review Management Enablement

Ewova 1. Awaypappatikn ameikovion Sours povtélov SAMM.

H Sopur Kot 1 apXLTEKTOVIKI) TOU LOVTEAOU WPLULOTNTAG TOV povTéAov SAMM eilval
SLapBpwpévn pe tétolo TpdTo Wote va vrootnpilovral Ta €&Ng Kaipla onueia
[11]:
1. Aftiodoynon TG TPEXOVOAG KATAOTHONG WG TPOG TN Slac@AALoN
QG PAAELAG TOU AOYLOLKOV.
2. KaBoplopd Tov otpatnylkoy otdyov Touv TPEMEL va AdBel évag
opyaviopuag.
3. Alpudp@won evOg TTAGVOU EQAPUOYTG YLIA TO TIwG Kol Ti B vAoTomnOel.
4. ZupPBourég PBaoclopéveg oOTIGC PBEATIOTEG TPAKTIKEG Yl TOV TPOTO

VAOTIOMOTG CUYKEKPLUEVWV SPACTNPLOTITWV.
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2.1.6 Apyx£G Tov povtédov SAMM

To SAMM w¢ povtédo Poaociletal o0& KATOLEG YEVIKEG OPXEG OL OTOLEG
ATOTUTIWVOVTAL KATwOL [11]:
1. H ovumepipopd tov opyaviopov peTafdAAeTtal apyd pe v mapodo
Tov XpOvou. ‘Eva emituxnuévo Tpoypappa ao@AAelag AoyLopuikon, Oa
TIPETEL v KaBoplleTal o€ PIKPES EMAVAAPELS TIOV TIPOCPEPOVV ATITA
kéPON  SlafeBaiwong evw  epyalovtal TPOOSEVTIKA YylAd TOUG
HLOKPOTIPOOEGLOUG GTOXOVG.
2. Agv VTIAPYEL EVA CUYKEKPLUEVO LOVOTIATL IOV VA AELTOVPYEL TO (610 o€
OA0VG TOVUG 0PYAVIOHOVG, 0AAL KAOE TTAQICLO0 ACPAAELAG AOYLOULKOU Ba
TIPETIEL VAL TIPOCAPUOTETAL 0TI AVAYKESG KAL TNV KOUATOUPX TOU KAOE
OPYQVIOHOU, WOTE VX TIPOCPEPEL TN HEYLOTN EVEALEIL.
3. OL08MYlEG OXETIKA HE TIG SPACTNPLOTNTEG ACPAAELAG TIPETEL VU E(VAL
KOVOVIOTIKEG. O TIPETEL VA TTPAY LA TOTIOLOVVTAL OAX T fNIHATA YLK T
Snuovpyla kat TNV a&loAdynorn evog TPOYyPAUUATOS SLaAC@AALONG, 1)

omoia Ba eival kaBopLopévn KL LETPT|OLUT.

2.2 EMYEPNUATIKEG AELTOVPYLEC

Yto vymAdtepo emimedo, TO povtéAo SAMM opilel Téooeplg KPIOLUES
ETIYELPTOLAKEG AelTovpyies. KaBe emiyelpnuatikn Aettovpyla elvat pla katnyopia
TIOU EUTIEPLEXEL SPACTNPLOTNTES TIOU OXETI(OVTAL PE KAGSOUG TNG AVATITLENG
AOYLOUIKOU KOl KABE OPYAVIOUO TIOU EKTANPWVEL O€ KATOLO BABUO auTES TIG
ETYEPNHATIKEG AstTovpyieg [11]. Emiong yia kaBe emiyelpnuatikny Aettovpyla Tou
novtédov SAMM, opilel Tpelg TPAKTIKEG ao@aAeiag. Kabe mpaktiky aoc@aieiag,
elval €vag TopEAG OXETIKOG HE TIG SPACTNPLOTNTEG TIOU AVTLOTOLXOUV OF uia
EMYEPNHATIKN AstTovpyla. ETiong yix kaBe mpaktiky ac@adeiag opiovtal tpla

eminmeda wppotntag [11].

2.2.1 AwakvfBépvnon
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H «SltakufBépvnon» wg eMYEPNUATIKY AELTOVPYia, E0TIALEL OTIS SLadIKaoieS Kal
TIG SPACTNPLOTNTES TIOV OXETIOVTOL UE TOV TPOTIO LLE TOV OTIO(0 EVAG 0PYAVIOUOG
StaxelplleTal T CUVOALIKY AVATITUEN AOYLOULKOV.

Tuykekpuéva, meplapufavel emidvon mpofANUATWY TOL emnpedlovv TNV 0pHN
Asttovpylad TV  OHASWV TOU EUTAEKOVTAL OTNV AVATTUEN, KABWG Kol

ETIYELPTLATIKEG SLaSIKAOLES IOV £xouV Kablepwbel o€ emimedo opyaviopov [11].

OL TTPAKTIKEG Ao@AAELNG TTOV EVTAGOOVTAL 0T TAXIoLX TNG StakvfEpvnong, Baoel
Tov povtéAlov SAMM eival ot &ng:

1. H «otpatnyikn kat oL LETPNOELG», 1) OO APOPE TO CUVOAO CTPATNYLKIG
KatevOBuvong, TG SLAGEPAALOTG TOU AOYLOULIKOV, TO TPOYPAUUA KOL TNV
0pYAvVWOoT TwV SLadkaclwv aAAd Kot T §pacTnpldTNTES Yo TN CUAAOYY
UETPNOEWV OXETIKA e TO eTimedo ao@areilag [11].

2. H «molttikiy kat n ovuudp@won», 1 omola a@opd ™ pvdulon yw Tnv
ACPAAELN, TN CLUUOPPWOT] KAL TOV €AEyX0 TOU TAQiCLOU ao@alsiag o€
0AOKAN PO TOV 0pYavIouo [11].

3. H «ekmaidevon kat n kabodnynomn», 1n omoia agopd v avinon Twv
YVWOOEWV ACQPAAELAG TIANPO@OPLWYV TOv TpoowTikov. To oToio
ETITUYXAVETAL HECW TNG KATAPTIONG Kal TNG Kabodnynong ota Bépata

ACPAAELXG TIOV APOPOVV TIG AeLTOVPYieG epyaciag k&Be atdpov [11].

2.2.2 Kataokeun

H «kataokeun» wg eMYEPNUATIKN AELTOUPYIA, A@OPA TIS Sladkacieg KAl TIG
SpaoTNPLOTNTEG IOV OXETI(OVTAL PE TOV TPOTIO UE TOV OTOLO €vAG OPYAVIOUOG
opilel oTOXOULG KAl TPAyel AOYIOUIKO oTa avamtuilaka €pya. Ewdwkotepa,
meplappavetat n Saxelplon mPoIdVTWY, N CLAAOYN] TWV  ATALTOEWV, N
Snuovpyla apyLTEKTOVIKNG VPNA0D EMITESOV, KAL O AETITOUEPT|G OXESLATHOG TG

epappoyng [11].

Ol TIPAKTIKEG AO@AAELNG IOV EVTAOCOVTAL OTX TAXIOLA TG KATAOKELTG, BAoel

Tov povtédov SAMM eivat ot €€ [11]:
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1. H «extiunomn ameldwv», 1 omoia TEPAAUPBAVEL TOV EVTOTILOUO KoL TNV
AMOTUTWON SUVNTIKWV ETMOECEWY PE OKOTIO TNV KAAUTEPN KaTtavonon
TWV KIVEUVWV ao@aAELag.

2. Ol «aTaITOElS AC@AAELAG», Ol OTIOLEG APOPOVV TNV AMOTUTIWON Kol
OLUTEPIANYM  TWV  OXETIKWV HE TNV  OAOQPAAELQ  TIAT|POQOPLWOV
ETILYELPTOLAKWV AVAYKWOV TOU AOYLOULKOU.

3. H «ao@aAng apxltektovikn», 1 omola meplapufdvel v evioyvon tng
Stadikaoiag Tou oxedlaopoy, WOoTe va €EUTNPETOVVTAL Ol AVAYKESG TNG
AC@PAAELNG  TANPOPOPLOV KAl O EAEYXOG TWV TEXVOAOYLWV TIOU
XPNOLULOTIOLOVVTAL YLIA TNV TIAPAYWYT] TOU AOYLOULIKOU ATIO TNV OKOTILX TNG

A0 PAAELAG.

2.2.3 EmaAnOsvon

H «emaAnBguon» w¢ ETLXELPNUATIKI AELTOVPYLA, ETKEVTPWVETAL OTLS SLASIKAOLEG
Kal TIG SpaoTnpLlOTNTEG TOU OXETI(OVTAL HE TOV TPOTIO HE TOV OTOLO €vag
0pYaVvIoPOG eAEYXEL Kat Sokipdlel To mapayBev mpoiov. Kuplwg meplapfavovtal

epyacies SLao@AALONG TTOLOTNTAG KAL SLA@OpwV E8WV SOKIUES TOU TIPOIOVTOG.

Ol TTPAKTIKEG AOPAAEING TIOV EVTAGOOVTAL OTA TAXIOLX TNG EMaABgvoNG, BAcEL
TOU povtéAov SAMM eivat ot €€ng [11]:

1. H «emokommon tov oxedlacpouv», n omola meplapfavet Tnv embewpnon
TOU oxeSlouoV Tov TPOIOVTOG, WOTE va Pefatwbel N VTTapEn emapKwy
UNXAVIOUWV Ao@AAEXG.

2. H «avaBewpnon kwdika», meplapfavet v afloAdynomn touv mmyaiov
KWOOIKA e OKOTIO TNV avakdAvym evmabelwv Kot v KabiEpwon piag
Baokn G Ypapung yla ac@ain kKwdikoToinon.

3. H «8okiun ac@aieiog» meplapfavel ™ SoKiun Tou AOYIOUKOU KATA TO

XPOVO EKTEAEOTG TOV, TIPOKELLEVOU VO AVAKAAVPOOVV TpwTd onpeia.

2.2.4 Moapaywyn

H «mapaywyn» wg emiyelpnuatikn Asttovpyla, meprlapfavel tig Stadikaoieg kat

TIG SpAcTNPLOTNTEG IOV OXETI{OVTAL LE TOV TPOTIO [LE TOV OTIOL0 EVAG OPYAVIOUAG
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Slaxelpiletal v KukAo@opia o€ TAPAYWYIKO TEPLBAAAOV EVOG AOYLOUIKOV TTOU

ExeL SnuovpynOel.

Ol TIPAKTIKEG AO@AAELNG TIOV EVTACOOVTUL OTA TIAQICLA TG TTAPAYWYNS, LE Bdon
TO povtédo SAMM eivat ot €€ng [11]:

1. H «S8wayxeilplon evmaBelag» meplapfdavel  Snuovpyia OUVEKTIKWV
SLadkaolwy  SlayElploNG EOWTEPIKWV KAl EEWTEPIKWOV  AVAPOPWYV
evmadelag.

2. H «mepBarrovtiky oxAnpuvon» (Hardening), meplapfavet v
TAPALETPOTION O TOV TIEPIBAALOVTOG TIOV EKTEAEL EVU AOYLOULKO.

3. H «Aettoupyikn evepyomoinon» mepAaUPAveEL TOV EVTOTIIONO Kal TNV
KOATAYPAPY] TWV OXETIKWV PE TNV ACPAAEL TTApo@oplwy. [TAnpogopieg
IOV XPELACETAL EVag POPEAG EKPETAAAEVONG Yl Vo pLBUIcEL CWOTA, Va

AVATITUEEL KL VAL EKTEAETEL VA AOYLOUIKO YLX TOV EKAGTOTE OPYAVIOUO.

2.3 Tevikog Kavoviopog ywx tnv llpootacia
Aedouévwv (GDPR)

0 T'evikdg Kavoviopog ywa v Ilpootacio Aedopévwv, (GDPR - General Data
Protection Regulation), Tov Evpwmaikol KowvofouvAiiov kat touv ZupfovAiov o
omoiog Ymelotnke otig BpuEéAdeg tov Ampidlo tou 2016 Kol pe KATOANKTLIKY
nuepopnvia e@appoyng tmv 25" Maiov 2018, kaBopilel To vopobetTikd MAdiCLO
ota kpatn péAn ¢ Evpwmaikng Evwong 6cov a@opd TNV TPootasia Twv
(PUOLKWV TIPOCWTIWV EVAVTL TNG eMeEepyaciag Twv SeSOUEVWYV TIPOOWTILKOU
XAPAKTNPA, TNV EAEVOEPT KUKAO@OPLA TWV SESOUEVWY QUTWYV KAl TNV KATAPYN O
™¢ odnylag 95/46/EK (I'evikdg Kavoviouodg ya v lpootacio Aedopévwv) [7],
[15].

O VéoG aUTOG KAVOVIOUOG €XEL ELOAYEL TAEOV €VVOLEG OTIwG «YTeVBULVOG
[Ipootaciag AeSopévwv» [16], «YmevbBuvog emelepyaoiagy, «Emeepyaoia
dedopévwvy, oL oTroleg ival €vvoleg Kol oplopol AAANAEVSETOL e TNV aVATITUEN

TOV gpYaAEiov pag KaBOTL emMPedlel AUETH TNV ETILAOYT] TWV KPLTHPLWV.
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Q¢ «YTevbuvog emetepyaaoiagy, (dpbpo 4, Tap.7), oplleTaAl «TO PUOIKO 1) VOULKO
TPOOWTO, ) SNUOCLA apXT), ) VTHPECIA 1] AAAOG POPEACS TTOU, UOVA 1] ATIO KOLVOU UE
aAda, kaBopi({ovv TOUGC OKOTOUC KalL TOV TPOTO TNG emeéepyaoias SeSoUEVWY
TPOOWTILKOU XAPAKTHPA OTAV Ol OKOTOL KAl 0 TPOTOS TN¢ emeéepyaoiag autg
kaBopilovtal amo to Sikato tn¢ Evwong 1 to Sikaio kpdtoug uéAovg, o vmevuvog
emeéepyaoiac 1 Ta ELOIKA KPLTHPLA YL TOV SLOPLOUO TOV UTTOPOVV Va TTPoPAETOVTaL

amo to Sikato ¢ Evwoncg 1) to Sikato kpatovg uéiovey. [7]

Q¢ «Eme€epyaocian, (apbpo 4, map.2), opiletal «kabe mpaén 1 ocipa mpaéewVv mov
TPAYUATOTIOLE(TAL UE 1) XWPLS TN XPTION AUTOUATOTIONUEVWY UETWY, OE deSOUEVA
TPOCWTIKOU YAPAKTHPA 1) 0 CUVOAX SESOUEVWY TIPOCWTIKOU YAPAKTHPQ, OTIWS 1)
ovAdoyn, n kataywptlon, n opyavwon, n dtapbpwon, n amobnkevon, n mpooapuoyn
N n ueTtafoAn, n avaktnon, n avalitnon mAnPoPopPLWYV, 1 XpP1ion, 1 KOLVOAGYNan UE
Sdtapifaon, n dtadoon 1N kaBe aAAn uopen Stabeans, n CUOYETION 1) 0 CUVEVACUOS, O
TMEPLOPLOUOG, 1) Staypa@n ) N KatacTpoPn». [7]

2.3.1 Mpoowmika §edopéva

Katd ovvémewa epunvediovtag tov Kavoviopud, ws Sedouéva mPpoowtikol
xapaktipa, opilovtal «kdfe mAnpopopia MoV apopd TavTomouUEVo 1
TQUTOTIOOLUO  QUOLKO TPOOWTO  («UTTOKE(UEVO Twv  Sedouévwv»): To
TQUTOTIOLOLUO PUOLKO TTPOCWTO E(VAL EKEVO TOV 0TOLOV 1) TAUTOTNTA UTOPEL v

éaxpipwbel, ausoa n éuueoa [...J» (dpbpo 4, map.1) [15].[7]

Emtiong, epunvevovtag Tov Kavoviopo, wg «IIpocwikd AeSopévar» epunvevovtat

oL KATwOL katnyopieg mov mapatiBevtal otov [Mivaka 1:

Ap1Buog AeAdtiov TavtdéTTOG TnAépwvo
Ap1Bp6g Poporoyikov Mntpwou AtevBuvon
(ADM)
Ap1Bpog Mntpwov Kowvwviknig Emayyelua
Aoc@dAiong
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OVOUATETWVLO Exmaidevon

Agdopéva l'ewypa@ikng Oéong (GPS) Evéwxgépovta
duokd XapaKTNpLOTIKA ApaotnplotnTeg
Owoyevelakn Kataotaon TuvnBeleg

Mivakag 1. Mivakag evéeiktik®v Mpoowmikwv Aedopévwy Bdoet tov GDPR.

Emtiong, cvppwva pe to Apbpo 5 touv Kavoviopov, avapepovtat £8L (6) apyEg ot
omoieg StEmovv v emegepyacia SESOUEVWV TTPOCWTILKOU XUAPAKTNPA, KUL YIX TLG

omoieg o utevBLVOoG eteCepyaaiag TeAel UTIO eLOVVY:

(1) v «VOHUOTNTA,  QVTIKEWHEVIKOTNTA KAl  Sl@AVEL»  TNG
emegepyaoioag.

(2) ToV «TtepLOPLOUO TOV GKOTIOU» TNG eMEEEPYATLAG.

(3) TV «eAaylotomoinon Twv dedopévwv» TG emeiepyaaoiag.

(4) Vv «akpifelar» TG emegepyaciag.

(5) Tov «meploplopd ¢ mEPLOSOU aTToONKEVONG» TNG ETMEEEPYATIAG.

(6) TNV «AKEPALOTNTA KL EUTILOTEVTIKOTITA» TNG EMECEPYATLAG.

EmumpooBeta, yia TNV vopOTTA NG €MECEPYADIAG, OTIWG AVAPEPETAL GTOV
Kavoviopd, Ba TpEMEL va LOYVEL TOVAAXLOTOV Ml oMo TS KATWTIEPW

TPOUTIODETELG:

(1) ouvaiveon Tov VTIOKELEVOL TwV §eSoUEVWVY OTNV eMeEepyaoia.

(2)n emetepyaoia eival amapaitntn yw v ektédeon ocvufacns Tng
0TolaG To VTIOKEIUEVO TV SeSoUEVWY elvatl CUPBAAAOLEVO PEPOG.

(3)n emegepyaocia eival amapaitnTn ylw T CUUUOP@PWOT UE EVvoun
VTIOXPEWOT) TOL VTIELBVVOUL emegepyaciag.

(4)n emelepyacia eivat amapaitnty yie ™ SaVraln  {wTikov
OUUPEPOVTOG TOU VUTOKELMEVOU TwV SeSopévwv 1 AAAOVL PUOLKOV
TPOCWTIOU.

(5) n enetepyaoia elval amapaitn ya TNV EKTANPWON KABKOVTOG IOV
eKTEAE(TAL TTIPOG TO SNUOGLO CUUPEPOV 1| KATA TNV AoKnon dnuéoiag

efovoiag mov £xel avateBel otov vTELOLVO eTteEepyaTiag.
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(6)n emeEepyaoia elval amapaitnTn ylad TOUG OKOTOUG TWV EVVOUWY

OUUPEPOVTWV TIOV ETISLWKEL 0 LTIELOLVVOG emefepyaciag 1 TPiTOC,

EKTOG EAV EVAVTL TWV CUUPEPOVTWV QUTWV VTIEPLOYVEL TO CUUPEPOV 1

Ta BePeAlWON SIKALOUATA KAl Ol EAEVOEPIEG TOU VTIOKELUEVOL TWV

dedopévwv  mov  emPBdAdlovv TNV mMpooTtacia TwV deSouévwv

TPOCWTIKOU XUPAKTNPA, OlwG €AV TO UTIOKEI(UEVO TwV SeSopévwv

eivart Ttondi.

EmumpooBeta péoa oto I'evikd Kavoviopud vapyouvv dpbpa mov vofFonbovv kat

aTmaLtovV TV e@apuoyn tov Secure SDLC ta omola mapatiBevtal ToapoaKaTw:

Ap16po6g ApBpouv | TitAog ApBpou

Apbpo 24 EvBUvn tov umevBUvou emelepyaciag

Apbpo 25 [Ipootacia Twv dedopevwy 1181 amo 1o oxeSlaopud Kot €§
opLopov

Apbpo 28 Extedwv Vv enegepyaoia

Apbpo 32 Aoc@drela eme€epyaoiag

Apbpo 33 I'vwotomoinon mapafiocong edopuévwv TPoow KOV
XOPOAKTIPO OTNV ETMOTITIKY QPXT|

Apbpo 34 Avaxoivwon mapafioong dedopévwyv Tpoowmikov
XOPAKTNPA GTO UTIOKEILEVO TV S€50UEVWV

Apbpo 35 Extiunon avtiktdmov oxeTikd pe Ty pootacia
dedopévwv

Apbpo 37 OpLopo66 Tov vTeELVBVVOL TTpooTaGiag SESOUEVWV

Apbpo 39 Kabnkovta tov vmevBlvou mpootaciag dedouévwyv

Mivakag 2. [Mivakag apBpwv GDPR mov amattovvtat oto povtédo Secure SDLC.
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Kegpaiawo 3
3 Ms0BodoAoylax

Bdoet Tng €peuvag  TOU  UTAPXOVTOG EPELVNTIKOU Touéa 1 oTolx
TPAYUATOTOONKE 0TO KEPAAALO 2, Slamiotwinke 6TL MANOWpa ApBpwv ToL
kavoviopov GDPR €xouv kolvd XOpOKTNPLOTIKA HE TIG SLAPOPES PACELS TOU
Hovtédov SAMM, evw emioNG TOAAEG ATIALTIOELS AUTWVY UTTOPOVV VA KAAV@OoUV

LE EUTAOUTIONO TOV 18{ov povtédov [15], [17], [18].

EmumAgoyv, SlamotwOnke 0TL oL aAAQYEG TTOU UTOPEL VA XPELAOTEL LA EPAPUOYN
Yl TNV GUUHOP@WOT] € TOV KAVOVIOUO ETIELTA ATIO TNV QPAOCT) TNG LVAOTO(N oG,
KOOTI(OUV  XPNUATIKE OAAX KOl XPOVIKA OQPKETA TOo TOAV Yyl Vv«

mpaypatomomnBovyv og avtn [19].

TéAog, €ywve ep@avig n avdykn ¢ vwoBetnong touv kavoviopo GDPR ota
HoVTEAQ Slac@AALonG wplpavong AoyLopikol 0Twg elvat To SAMM kaBwg AoV

OL aPXEG IOV SLETTOVV TOV KAVOVIOUO EIVOL UTTOXPEWTIKES Sl VOO [8].

TOUPWVA LE TA CUUTEPACUATH OUTA, WG OKOTOG TNG epyaciag TEONkeE n
Snuovpyla evog evormompévoy gpyaieiov, To omolo Ba €xeL TIC ATMTAPALTNTES
ATALTIOELS TOU Kavovio oV GDPR evowpatwpéves oTig SLadikaoieg Tov LOVTEAOU
SAMM. OvolaoTiK®, To epyadeio auTd Ba €xeL TNV SUVATOTNTA VA ELPAVIOEL TOUG
SEIKTEG CUUUOPPWOTG TOU KAVOVIGOU GTO LOVTEAO.

Texvikd, To epyadelo Ba Baciletal o€ TPOTOTMOMOELS EVOG ATO TA UTIAPYOVTA
epyaleia (Baoiopévo oe Excel) g epyaielofnkng tov povtédov SAMM. H emtidoyn
TOU GUYKEKPLUEVOU LOVTEAOV SLo@AALONG wPIHavoNnS AoYLopLkoU SlevepynOnke,
kabBwg Bdoet g BLBAOYypa@ikng emokOTMoNg Bewpeital éva amd Ta TLO

Stadedopéva povtéda oto €idog tou [20].
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TéAoG, ws yvopovag Ténke n un aAdayn Twv Sladlkaclwyv Tov povtéAov SAMM
(WOTE TO TEAIKO ATIOTEAECUA VO UTIOPEL VA XPTOLUOTIOMBEL aTtO 0pYAVIGUOVE TTOV

Nn6n 1o eapuolovv xwpic va Tpaypatomon el cvyxvon.

3.1 YRApXOUOGA KATAGTAGCT) EPYAAELOV

To epyaieio mov Ba amoteAéoel TV Baon ekkivnong pag elvat éva epyaieio excel,
TO omolo £xel SnuovpynBel amd tov opyaviopud OWASP pe 6KoTd Vo ATTOTUTIWVEL

TOV VTIAPYOV SEKTN WPLHOTNTAS CUUPWVA [E TO TIPoTLUTTO SAMM [21].

Amotedeital amd mévte (5) ovykekpluéva @UAAQ Kol ToL OTOlor ETYPAUUATIKA
elval Ta €€c:

e Attribution and License

e Interview

e Scorecard

e Roadmap

e Roadmap Chart

AlvovTaG (LA YEVIKT] TIEPLYPAPT] TWV TIPOAVAPEPHEVTWV UAAWY Ba Aéyape OTL:
To VAo «Attribution and License» TepLEXEL KATIOLEG YEVIKEG TIANPOPOPILES YIA TO

epyaieio, OTIwG £kE0ON KAl TIEPLYPAPT], TTOV £XEL AVATITUXOEL ATTO TOV 0PYAVIOUO

OWASP.
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Software Assurance Maturity Model (SAMM)

Version: 1.5

Description: One aim of the Software Assurance Maturity Model (SAMM) is to help organizations build software security assurance
programs. The current position and future targets can be charted and the SAMM document includes roadmap
templates for different industries. This spreadsheet helps produce roadmaps once the plan is known. It is structured
with four phases of improvement, like in SAMM, although could be altered to suit any number of stages.

Roadmap Chart Template v1.0
Colin Watson
Aidan Lynch

Interview Template v1.0
(s): Nick Coblentz, Eoin Keary, and Seba Deleersnyder
Contributors:

Element:
Authors: Brian Glas

License: Creative Commons Attribution-ShareAlike 3.0 License
This work is licensed under the Creative Commons Attribution-Share Alike 3.0 License. To view a copy of this license,
visit http://creativecommons.org/licenses/by-sa/3.0/legalcode; or, (b) send a letter to Creative Commons, 171 2nd
Street, Suite 300, San Francisce, California, 94105, USA.

The Software Assurance Maturity Model (SAMM) was created by Pravir Chandra and is now an Open Web
Application Security Project (OWASP) project.
SAMM is licensed under the Creative Commons Attribution-Share Alike 3.0 License

https://www.owasp.org/index.php/OWASP_SAMM Project

Attribution and License Interview Scorecard | Roadmap Roadmap Chart ® 4

Ewkova 2. ®OANo «Attribution and License» gpyaleiov.

1o @UALo «Interview» cLUTANPWVOVTAL OAX EKE(VA TA GTOLXELX TTOV APOPOVYV
TOV 0pYQVIOUO o€ oxéon UE TI§ TEooepls (4) kUpleg Emiyelpnuatikég Aettovpyleg
KOl GUUTIAT|PWVOVTUL OL EPWTNOELS IOV APOPOVV Kal TIG Swdeka (12) TPaKTIKES

ACPAAELAG VLA VO UTTOPEL VX VTTOAOYLOOEL £TOL 0 SEKTNG WPLUOTNTAS,.

B C D E 1 J
SAMM Assessment Interview: Brick Builder For Acme Brick Co

q
2
3
4 [Intenview an indidual based on the questions below organized according to SAMM Business Functions and Security Practices
5 |Select the best answer from the multiple choice drop down selections in the answer column.
6 |Document additional information such as how and why in the "Interview Notes™ column

7 |The formulas in hidden columns F-H will calculate the scores and update the Rating boxes and other worksheets as needed

8 |Once the inteniew is complete, go to the "Scorecard” sheet and follow instructions

9

10 Organization: [<cme Brick Co

1 Project:|Brick Buider

12 Interview Date:[26Feb-17

13 Interviewer:[Steve

14 _Persons Interviewed: |Willy Thomas, Kate Smith, Joe Kats, Ars Fiickory, Rick Links

15

16
17 Strateqy & Metrics Answer intrview Notes Rating
18 s there a software security assurance program In place? Ves, it's loss than a year old
19 Guidance: Assurance program is documented and accessibie to sta

20 Guidance: Assurance program has been used in recent development efforts. 1.48
21 Guidance: Staff receives lraining against assurance program and responsibilies.

2

2 [Ate development staff aware of future plans for the assurance program? Yes, a small percentage areldo
2 Guidance: Assurance program goals are documented and accessible to stall

2 Guidance: Assurance program goals have been pressnted to staff

26 [t Guidance: A plan has been put in place to reach those goals in a specific period of time

27

2 Do the business your organization's risk profile? Yes, the majorfty of them are/do
2 Guidance: Organization has documented mativation behind creating a sofvare SecuTily GSSUrance progiam.

30 Guidance: Assurance program has been customized to align with the organization's motivation and goals

3 Guidance- Worst-case scenarios for organization's application and data assets have been collected and documented.

32 Guidance. Scenarios. contributing factors, and mitigating factors have been reviewed with business ownsrs and other staksholders

33

1

3 [Are many of your applications and resources Tzed by risk? Yes, at least half of them areldo
36 Guidance: A dala and application fisk system has been j

37 Guidance: An evaluation criteria has been created to apply the classification system to data and applications.

38 Guidance: Staff receives training in how to apply evaluation criteria to application and data assets

39 Guidance. Most applications and data have been categorized using this svaluation criteria.

400 sua

4 [Are risk ratings used to tailor the required assurance activifies? Yes, the majority of them areldo
) Guidance. The assurance program is customized based on data and application fisk classification

43

4 Does the orqanization know about what's required based on risk rafinas? Yes, at least half of them areldo

Attribution and License Scorecard | Roadmap | Roadmap Chart @ .

Ready.

Ewdva 3. dOANo «Interview» gpyaleiov.
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Yto emlOpevo @UAAO «Scorecard» QATMOTUTIWVOVTOL OUVOALKA, O SUVAULKOUG
Tivakeg Kol ypa@nuata, ot Swdeka (12) mpakTikés ao@aieiag oe cuVSLACUO PE
TOV VPLOTANEVO SEKTN WPLLOTNTAG Kol T eMITALOV Tpla (3) emimeda wpLluodTTAG

oL B€AeL va TAOEL 0 OPYAVIOUAG.

ITg ekoveg 4 €wg 9 THpPaKATwW, @ailvovtal Ta TepleEYOUEVA TOU @UAAOL

«Scorecard».
A | B |l € | DO | E | F | H | | J
1 SAMM Assessment Scorecard: Brick Builder For Acme Brick Co
—
Notes:
Data in this worksheet is automatically imported from the Interview and Roadmap worksheets and will automatically update wh
changed in the respective worksheets. This is mostly a read-only worksheet, changes should be made in Interview or Roadmag
3 |worksheets
4
5 : Organization: Acme Brick Co
6 | Project: Brick Builder
[ Interview Date: 2/28/2017
g | Interviewer: Steve
9| Persons Interviewed: Willy Thomas, Kate Smith, Joe Kats, Ars Hickaory, Rick Links
10
11 Current Maturity Score
12 Maturity
13 Functions Security Practices Current 2 Functions Current

14 e T [0 Strategy & Metrics 1.48 l].4? i.lli? |0.35 Governance

Sy == |Policy & Compliance 0.90 |0.35 |0.35 I 0.20 Construction

S e |Education & Guidance 1.05 Verification

Lo BT B Threat Assessment 1.10 Operations

17

18 oG] T ) Security Requirements

T LT T B Secure Architecture

Verification

Verification

Verification

Operations

Operations

Operations

®

Ewkova 4. Current Maturity Score mivakag péoa oto ®0AAo «Scorecard».
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I Current Maturity Scuml

Strategy & Metrics
3.00
Operational Enablement Policy & Compliance

Environment Hardening Education & Guidance

Threat Assessment

Issue Management

Security Testing Security Requirements

Implementation Review Secure Architecture

Design Analysis

SAMM Current Score |

Ewdva 5. Current Maturity Score Sidypappa SoputkoV atotyeiov péoa oto VAN
«Scorecard».
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I Current Maturity Score
Governance Constructior Verificatior Operations
governanc .

. Strategy & Metrics 1.48 0.00 0.00 0.00
G“"'E;"“"“ Policy & Compliance |  0.90 0.00 0.00 0.00
ELT B e Education &

- Guid 1.05 0.00 0.00 0.00
L{:nnstr:uctlo 0.00 1.10 0.00 0.00
FONSHIEHO 0.00 1.55 0.00 | 0.00
L.{:-nstr:uctlﬂ 0.00 1.45 0.00 0.00
Verification 0.00 0.00 1.85 0.00
Verification 0.00 0.00 1.05 0.00
Verification 0.00 0.00 1.12 0.00
Operations 0.00 0.00 0.00 1.93
Operations 0.00 0.00 0.00 1.70
Operations 0.00 0.00 0.00 0.95

Ewkova 6. Current Maturity Score ouvykevipwtikdg mivakas péoa oto ®OAA0
«Scorecard».
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Business

Functions

Governance

Construction

Verification

Operations

Scorecard | Roadmap | Roadmap Chart |

| Attribution and License | Interview |

Ewdva 7. Phase 4 Maturity Score Tivakag péoa oto ®@UAA0 «Scorecard».

®
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Phase 4 Maturity Score

Strategy & Metrics
3.00
Operational Enablement Policy & Compliance
250 7933 250

200

Environment Hardening Education & Guidance

1.60 1.50

2.33
Issue Management Threat Assessment
Security Testing Security Requirements
2.25
Implementation Review Secure Architecture

Design Analysis

SAMM Phase 4 Score

Ewkdva 8. Phase 4 Maturity Score Sidypappa SoputkoV ototyeiov péoa oto VAN
«Scorecard».
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Phase 4 Maturity Score

Governanc
e
Governanc
e

Governance Constructior Verificatior Operations

EL = | Education &

Constructio
n
Constructio
n
Constructio
n

Verification
Verification
Verification
Operations

Operations

Operations

Strategy & Metrics 2.33 0.00 0.00 0.00
2.50 0.00 0.00 0.00
2.20 0.00 0.00 0.00
0.00 1.92 0.00 0.00
0.00 1.95 0.00 0.00
0.00 1.70 0.00 0.00
0.00 0.00 2.00 0.00
0.00 0.00 2.25 0.00
0.00 0.00 1.52 0.00
0.00 0.00 0.00 2.33
0.00 0.00 0.00 1.85
0.00 0.00 0.00 1.60

Ewdva 9. Phase 4 Maturity Score ocuykevtpwTikdg Tivakag péoa oto dVANO

«Scorecard».

AxoA0VBwGs T0 PUALO «Roadmap» avtAel otolyela amo Tig kapTéAeg «Interview»

KOl OTOTUTIWVOVTAL OE GUYKEKPLUEVEG OTNAEG oL S00eloeg amMAVINOELS KAl M

KAlpaKa ovppop@wong touv povtédov SAMM, TOCO Yyl TNV U@LOTAUEVN

KATAOTAON 000 KL YLO TIG UTTOAOLTIEG TEOOEPLS (4) PACELS WPLUOTNTASG, OTIWG

@aivetal kal otnVv eikova 10.
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L]
SAMM Assessment Interview: Brick Builder For Acme Brick Co

“improving” anawora arc highlhs

The scores are imported i

e questons and answers from fhe erviev: ab are automaticaly Copled over (and wil be Updated when changed)
Inere are four pnases of Mmprovement by defaut, 1 you need
Tivere are lidden colums for each plisse sl keep Uach of e answer values and scorng ks,
e in groen to help indicato wherc improvomonts arc made.
kening" answers are highlghted in RED to help indicate where answers are lower than before.

more, Snoui be able o copy paste acational phase:

into Scorecard workshests and updated
The lef panes are frozen, so the projecions can be scrold to aign wih the questons 1o creata “views"

[bo the business stakenolders

risk profile?

T EERE) ]
|
Interview Date:[26 Feb-17 1
|
Persons Thomas. Kate Smith Joe Kats. Ars Hickory. Rick Links |
Strtogy & Metrics
‘I: nce program in place? Yes, it's less.
sw Tuture pians tor

[Yes. iFs less than a year oid
Yes, at least nalf of them

Yes, the majority of them arcido

Yoo, the majority of thom

Yes, its a number of years
Yes,at least ait of them
Y5, the majority of them

2.00

Yes, it's a number of years
Yes, the majortty of them
Y3, the majority of thom

217

Yes, its a pretty mature
Yes, the majormty of them
Y3, the majority of thom

sm2

|Are risk ratings used to taior the required assurance activiies?
oes

risk ratings?

rerdo
Yes, the majority of them areldo
Yes, atleast haif of them areido

Yes, the majority of them
Yes, atleast half of them

Yes, the majority of them
Yes, the majority of them

Yes, the majority of them
Yes, the majority of them

Yes, the majority of them
Yes, the majority of them

3
Bl e

y sper

th that of otner

areia0
Yes, we did itonce

ves,
Yes, we do iLevery few

ves,
Yes, we o itevery fow

ot we o eveny rem |

Venrmeanionee |
i
I

Ave projets
[ S

it

el OF Complacs wilh policies and
o ovider

1 Y717 e v Rating R LTI TR I T T I S T
I basie 0.90 v o e e | 1.00 | vouirmaniaer e, | 1.78 [verorrnininecten, | 2.00 | veoui e e | 2.50
pc2 ‘Doe: Ves, there. Yes, there is a standard set Yes, there is a standard set Yes, there is a standard sef| Ves, the standard set is

| e esstimir ot | Ve, ot least hal of them Ve, the majority of them Yes, the majoriy ofthem

Yes, sticastnalf of them
os, across the

Yoo, acrose the

Yoe, acrose the

[ves, scrose the organization

Rating

heen given

T
51 |boes cach proiect team

Fraining?

es, we do it avery few years

Ar I
e et curny |

1.05

1.20

es, we o it af least

| _Rating
[1.45

Yes, we do i af least

[ _Rating
[1.70

Vo vttt ]

2.20

15 O[5 0[] ] 195 5 0] ] 3] 693 5 1 03] 13950 60~ [ | [ 191 {0 ¥[34 [0 9=

Attribution and License

Interview | Scorecard

Ewkova 10. dOAAo «Roadmap» epyadeiov.

Yes, atleast half of them

<

Yes, the majority of them

them areido t half of them it least half of them it least half of them Yes. the majority of them
s areTdo es, e mar 5, the
2 | 10 pull n securny coaches for use on projects? Yes, a smal percentage Yes, a small percentage Yes,a smal percentage Yes, a smai percentage
Vs, Ves, teams witalrun Their Ves teams Ves, teame Vs, teame
EG3 |are developers tested to ensurs s baseline skill set for secure development practices? Yes, we did it once e do i every T es, we do it every feur es, we do it every few Yes, we doit atleast
C— — a— a—
Answer Rating. Ansy Rating Answer Rating. Answer Rating. Answer Rating
a1 [Do projects in your organization consider and document ikely threats? Yes, asmallpercentage arcido |4 4(() | Yes,asmallpercentage | 4 o) | Yes,atlcasthaliofthem | 4 S| Ves, the majorityof them | 4 @@ | Yes, the majoriy of them | 4 gy
oes your organization it faces? - Yes, a small percentage - Yes. a small percentage B it least half of them - it least half of them B
iy V3, 5 small poreontage Vo3, @ small porssntag: Vs, a small porooniage Vo3, 5 small pereontage
™ | for

Yes, the majority of them

TéAog, otig ewkoveg 11 kat 12, ywx to @UAA0 «Roadmap Chart», vmédpyet n

AMOTUTIWON UE THIVAKA KOl YPAPNUATH ATO TNV apYK] KATACTHOT £wG TNV

TETAPTT PAOT, LE TEALKO SelKTN ATOTUTIWONG TNV ATTOKALGT ATIO TO HOVTEAO.
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B9

A

Notes:

- f’!

Data in this worksheet is automatically imported from the Interview and Roadmap worksheets and will

automatically update when changed in the respective worksheets. This is mostly a read-only worksheet, changes

should be made in Interview or Roadmap worksheets.

’

2

3 Software Assurance Maturity Model (SAMM) Roadmap

4 |Qrganization: Acme Brick Co

5 Project: Brick Builder

6 Version v1.0

7 Date 2/28/2017

8 |Author Steve

9

10 |Source Data As-ls To-Be

|1 |Security Practices/Phase Start Phase 1 Phase 2  Phase 3  Phase 4 Current GAP

12 |Strategy & metrics 140 1.58 TZ.00 C2A7 T L33 0.85

13 |Policy & Compliance 0.90 1.50 175 7 ozoo T o2 1.60

14 |Education & Guidance 1.0 20 Toi4as "m0 7 om0 1.15

I5 | Threat Assessment 1.10 N 0.82

|6 |Security Requirements 1.65 1.70 170 " o19s 7 oq1ss 0.40

I7 |Secure Architecture 145 145 T "m0 7 om0 0.25

18 |Design Analysis 185 1.85 " 185 7 ozo0 T o0 0.15

19 [Implementation Review 1.05 1.20 135 T o1e0 T o2s 1.20

10 |Security Testing 112 1.12 a1z Tz T oas: 0.40

M |Issue Management 1.93 1.93 " 208 7 ozos T 23 0.40

12 |[Environment Hardening 1.70 1.70 170 o1 T o1ss 0.15

3 |Operational Enablement 0.95 1.05 " 120 ¥ 145 " 1,60 0.65

]

5 S AMM velocity: 1. 1.77 2.43 2.47 8.02

% 17% 22% 30% 1% 67%

T

8

9 |Valid Maturity Levels 0

i0 0.5

i1 1

12 1.5

i3 ?

i4 2.5 |
Attribution and License Interview Scorecard Roadmap Roadmap Chart ()

Ewova 11. ®VAAo «Roadmap Chart» cuykevTpwTIKOS TIVAKAG.

34



@
s
=
=
-
=
:Z
o
T
.
.
o
;
i
<
<

To-Be Security Practice

ase 3  Phase 4 Current GAP Phase 1 Phase 2 Phase 3 Phase 4
A7 2.33 0.85
w00 " o250 1.60
g0 7 o2 1.15 200
.92 1.92 0.82

95 7 o1 0.40 r 100
70 7o 0.25 Strategy & metrics

e I 0.00
.00 2.00 0.15

60 T 235 1.20

b 3.00
27 1.52 0.40
08 | | 233 0.40 200
85 7 185 0.15
45 7 160 0.65 1.00
Policy & Compliance 000
]

30% % 67% 300

2.43 2.47 8.0z
Education & Guidance 0.00

Threat Assessment

Roadmap || Readmap Chart i ()] l}

Ewkova 12. ®UAAo «Roadmap Chart» Sidypappua.

3.2 Tevikn TEPLYPAPT) TOVU VEOU EPYAAELOV

ZT0 TApOV KEPAAALO YIVETAL LA YEVIKT TIEPLYPAPT] TOU WG Bt EUTAOVTIOTEL HE
VEX oTolyela, OTNAEG KAl @UAAQ TO TPOTOTOUEVO ATIO EUAG EPYNAElD KoL

TapovoLAleTAL 1] TEALKT) TOV €kS00T).

Oa BacloTOVE 0 Eva 1101 VTTAPX WV EPYAAELD aTtd TNV epyareloBnkn Tou OWASP,
10 «SAMM Assessment Toolbox v1.5», 6TTOU PHETA Ao TNV AMAPALTNTN ELCAYWYT
dedopévwv amd éva xpnotn, o AMOTUTWVEL TNV VELOTAUEVT] KATAOTAON
WPLLOTNTAG TOU HOoVTEAOV SAMM kaBw¢ Kol TI§ TEGoEPLS (4 )SLAPOPETIKES PATELS

oV emBupel va @TACEL EVaG 0pyaVIoUOG.
[Tlo ovykekpéva 1 Sk pag mapéufacn otnv mapoloa €pevva Elval 1

TPOTIOTIOMOT] TOU EPYAAEIOV pE TETOLO TPOTO, WOTE VA TOAPAUEVEL WG EXEL M

UETPNON TWV SEIKTWV TOV £X0UV OXECT UE TNV LETPNOT TWV SEIKTWV WPLLOTNTAG
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WG TPOG TO HOVTEA0 SAMM Kat 0 EUTAOVTIONOS TOV UTIAPYOVTOG EPYAAEIOV HE TNV
TPOCONKN VEWV KAPTEAWV, GTNAW®Y, TIVAK®WV KUL YPAPTNUATWY, EXOVTAG WG TEALKO
OKOTIO TNV ATOTUTIWOT) TNG UTIAPX0VoAS cLUUOp@wong Tov GDPR o€ oxéon e to
SAMM, v emBuunt cupPdpEwWON Ylx kabe évav amd toug Tpelg (3) kKOKAoLG
IOV EMOVUEL VA PTAGEL 0 OPYAVIOUOG KOl TEAOG 1) VTIAPYoVoa attokALom Tou GDPR

YEVIKA o€ ox€om Ue To TPOTLUTIO SAMM.

To amotéAeopud pag, otoxevel oto va SnuloupynBel éva epyaieio 0Tov PeTd TV
eloaywyn dedopévwv Ba avaAvel kal Ba Tapovotdlel Ta OTIOlX KEVA onpela
UTLAPXOLV o€ éva KUKAO avamtuéng Aoylopikov (Software Development Lifecycle
- SDLC) kaBw¢ kuplwg B eoTiaoel 0€ §UO (2) ONUAVTIKEG TIEPLOYES, OTIWG KAL KATA
TOOOV £Va £pY0 1 £VaG 0PYAVIOHOG evappovileTal pe To poviédo SAMM (Movtédo
Qpipavong EEac@aiiong Aoylopikol) Kal TAUTOXPOVWG AV KAAUTITETAL O VEOG

I'evikdg Kavoviopog yia v lpootacia AeSopévwv (GDPR) kat e Tt fabuo.

EmumpooOeta, éva onpavtiko otolyeio mov Ba avamtuiovpe oto epyareio eival n

SuVATOTNTA VX ATIOTUTIWVEL TIG OTIOLES aTtokAloels amd to GDPR.

Avuto Ba pag Swaoel T SuvatotnTa, e faon Ta cupmepAcpata Tov Ba eEaxOovV
Vo UTIOpECOVV vV TIPOTaBoUV onpela kKol PETPA BEATIWONG UECW QUTOVOUWY
EVEPYELWV 1] CUUTATPWUATIKY EQAPUOYT] GAAWV TIPOTUTIWV KAL HOVTEAWY OUTWS
WOTE TO TEAIKO HAG ATOTEAEOUA VU Elval o€ TIAT P K&ALVYM Tov povtélov SAMM
(Movtédo Qpipavong EEaoc@dAiong Aoylopikov) Kal Twv amaltioewy Tov ['evikov

Kavoviopov lpootaciag Asdopévwv (GDPR).

3.3 Xxedlaopnoc Epyaieiov Kot ATXLTOVUEVEG
TPOSLAYPAPEC

E@booov éxel Teplypa@el 11 VELOTAUEV KATACTAOT) TOU EPYAAELOV, Ba TTPETEL VX

amavtnOel to epwTnua «Tw» BEAovpe va kavel To EpyaAelo.

Amotédeopa  autov elvat 1 Snuovpyla OAwv  EKEVWV TWV  TEXVIKWYV

TPOSLAYPAP®V, XAPAKTNPLOTIKWOV KAl ATALTIOEWY TOV TPETEL Vo SLABETEL TO
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epYaAelo, yla va UTIOPECEL VA aVTATIOKPLOEL e 0WOTO KAl BEATIOTO TPOTIO GTOV

OKOTIO TNG Snulovpyiag Tou.

Kata v Sudpkela tou oxedlacpov tov gpyaieiov, Ba YapToypaAP)OOVUE TIG
amaitnoels Tov GDPR péoa otig TUTKEG SpacTnploTTES EVOG KUKAOLU SAMM Kal

Ba kaAUTToVTaL Ta faoikd onpeia Ta oTola elva:

e Y& molo onpeio ™G Stadikaciag Ba mpémel va cupmepAapdveTal Kat va
eumAgketatl o YmevBuvog Awxyeipliong Aedopévwv (YIIA) oto mAaiolo tng
SLaKLBEPYNONG YLX TNV ACPAAELA TWV AOYLOULKWV;

e M xapToypa@nom oxETIKA UE TI§ amaltnoels Tov GDPR, oe oxéon e tig
ATIALTIOELG TIOV UTIAPYOUVV TNV AOQAAELX TOV AOYLOULKOV.

e Tnv epappoyn TG mpootaciog Twv WIWTkwV dedopévwy (Data Privacy)
amd TNV MPWTIN @AcN ™G SNUoVPYING EVOG Ao@AAOVG AOYLOHIKOU Kal
EVOWUATWOT) 0TV APYLTEKTOVIKI] TOU.

e Tnv evowpdtwon ™G évvolag NG «ISlwTikOTTAG» 08 TOAITIKEG Kol
odnyleg mov oxeti{ovtal HE TNV CLYYPAPT ACQPAAOVG AOYLOUIKOU YlX
TIPOYPAUUATIOTEG.

e Tnvdievépyela Alotag eAéyxou o€ onpeia mov amtovtal tov GDPR katd tnv
Suapketa Sokipwy Sleloduomng kat SOKILWV Ao@AAELAG AOYLOULKOV.

e Evowpdtwon kal @apuoyn Twv e8IK®OV AMALTOEWV YVWOTOTONoNG
mapafiaong GDPR ot1ig Swadikaocieg Swayeipiong evmabelag Kol

ovupaviwv.
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Kegpaiailo 4
4YAomolnon

ZT0 TPONYOVUEVO KEPAANLO QATOTUTIWVETAL 1) TIEPLYPAPT] TOU EPYAAEIOV KAL OL
ATOLTIOELS TOU. XTO TOPOV Ke@AAalo mapovoialetat n Swadikaocia g
vAomoinong. Eme&nyeital nAadn to «Ilweg» SovAevel To epyaieio, Kat TOLES eival
oL amapaitteg TPpooONkeg ov €xouv yivel oTo gpyaleio ylx va PTIOPECEL va
AVTATIOKPLOEL OTA AVWTEPW {NTOVUEVA KUL TIG ATALTHOELS TTIOU AVOAVOVTAL OTX
TAPATIAVW KE@AAXLN, KABWEG Kol UL aVAAVTIKY €MEENyNon Twv @UAAWV TOU
gpyaieiov ylwr Tov TPOTO TOU SOUAEVEL KOl QVTATIOKPIVETAL OTNV EL0AYWYN

Sedopévmv.

AvuTo emitevyBnke pe Tov EUMAOUTIONS TOV Bacikov epyareiov afloAoynong [20]
OTIWG AUTO KATAYPAPETAL 0TO PUAAO «Interview» kal AMOTUTTWVETAL 0TO PUAAO
«SAMM-GDPR Scorecard», To omoio amotelel pla eUTAOVTIOUEVT) €KS0OM TOU
@UAAOV «Scorecard». Avtiotolya oto @UAA0 «SAMM-GDPR Roadmap chart»
ATOTUTIWOVETAL 0 081KOG XAPTNG Kol Yl TN otadlakn avénon tou emmédou
ouppop@wong touv GDPR. To @UAA0 «<SAMM-GDPR Roadmap chart» amoteAel tnv

EUTAOVTIONEVN €kG00M TOU PUAAOL «Roadmap chart».
Eldikotepa aAday£g Exouv TTPayHATOTOmOEl 0TA TAPAKATW O HElQ:

1. ®VAAo «Interview»
a. XmAn K: llpootédnke to «Rating» mov apopd to GDPR.
b. ZmAn L: [Ipootébnke n ovoxétion pe to GDPR oVppwva pe v
ueAétn g TOREON [22].
2. ®VvAAo «Roadmap»
a. LZmAn K: Ilpooteébnke to «GDPR-SAMM Rating» ywx kdBe €va
enimedo wppuotag (Maturity Level), kaBwg kot yia v TpgYovca

kataotaon (Current State).
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b. ZmAn L: [Ipootébnke n cvoxétion pe to GDPR oVppwva pe tmv
ueAétn g TOREON [22].
3. ®VAAo «<SAMM-GDPR Scorecard»
ZmAn H: Ilpootébnke to «GDPR-SAMM».
b. XmAeg I&]: [Ipootédnke Iivakag «Current GDPR-SAMM Maturity»
TOGO Yl TNV TPEXOUOA KATAOTAON OGO KAl ylad TNV 4" @dom
wpotntag (Maturity Level).
c. ImAegsL éwg R: [Ipootébnke Aldypappa.
4. ®VAAo «<SAMM-GDPR Roadmap chart»
a. IlpooBnkn otnAwv otov mivaka «Source Data» pe ta Sedopeva mov
a@opovv to GDPR.
b. Avtikataotacn Ttouv Swxypdupatog pe TG @A&oelg  (To
gvavayvwoto) kat overlay 2 Staypappatwv (SAMM kat GDPR).
5. ®UAAo «Lookups»
a. Ep@avion (Unhide).
b. Anuovpyia Alotag «Yes_No» amd ta kedd $A$4:$A$5

Emtiong oto mapakdatw Staypappa pong (flowchart) avamapiotatal n Stadikaocia
IOV AKOAOVOE(TUL WG TIPOG TOV TPOTIO AELTOUPYING IOV tKOAOVOEL TO VED EpyaAeio.
[Tapovoialetal pe EekabBapo TPOTO 1 PO TWV EPYACLWOV HEGH OTO EPYAAELO KL OL
SpaotnplotTnTEG OV Aaufdvouv xwpa. Ol EVEPYELEG IOV YIVOVTaL ATIO T HEPLA
TOU XpNoTH KaBws Kot ol Siepyacies ov Aapufavouy HEPOG AUTOUATOTIOUEVH
0T OXETIKA VALK BACEL TWV GLUVAPTICEWY TIOV £xouV dnuovpynBel péoa oto

epyaieio.
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AwSikaclaa  VTOAOYLOHOU TNG TPEXOLVONC KAl TNG PBEATIWUEVNC
ovupop@wong pe to GDPR.

(1) ZuAAoyn Asdopévwy
SAMM (MepthapBavel EpwTrOELG Kot yio To GDPR)

(2) YmoAoyiopot Tpéxouoag KATAOTACNG
SAMM GDPR

SAMM GDPR

SAMM JUOXETIONAG pe peBodooyia Agile SCRUM *
(6) Avadopa eEEALENG wpLUOTNTAC
SAMM GDPR Juoxetopdg pe peBodoloyia Agile SCRUM *

Awaypappa 1. Awdikacia VTOAOYLOHOU TNG TPEXOLOAS KoL TNG BEATIWHEVNG
ovpupOp@wong pe to GDPR.

Amnoutei
Sebopéva anod
TOV XpHoTN

IXETKO PpUANO
gumAoutiopévou excel

Z0vtopn nepypadn
Asttoupyiag

Brjua Stadikaoiog

Elcaywyn amavinoswy yla
YuMhoyn Asbopévwv Interview Nat TNV TPEXOUOA KOTAOTAON OE
SOUNUEVO EPWTNLATOAOYLO
AUTOMOTOG UTIOAOYLORLOG
Seiktn cuppopodwaong (rating)
Interview Nouw ava security practice yla tn
OUUUOpdwWOoN pe To SAMM
KoLt to GPDR
AUTOUOTOG UTIOAOYLOWOG
Selktn cuppopdwaong (rating)
ava business function yia t™
OUUUOpdwWOoN e To SAMM
AUTOMOTOG UTIOAOYLOROG
Seiktn cuppopodwaong (rating)
SAMM-GDPR Scorecard Oxt ava business function yia t
OUUUOpdwWOoN pe To SAMM
KoLt to GPDR
Emiokomnnon emumédou
OUUMOpdWONG ava security
Scorecard Oxt practice kat business function
yla T cuppopdwon Ue To
SAMM (Fpadnua Radar)

YrnoAoylopol Tpéxouaoag

\ Scorecard Oxt
KOTAOTAoNG

Avadopa Tpéxouoag
KOTAOTOONG
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SAMM-GDPR Scorecard

Elcaywyr otolyeiwv
€€EALENC wpLpOTNTOC

Roadmap
Yrniohoylopot e€€AENG Roadmap Chart
WPLUOTNTOC

SAMM-GDPR Roadmap Chart

Roadmap

Roadmap Chart

Avadopad e€EMENG
wpLLoTNTOG

SAMM-GDPR Roadmap Chart

Oxt

No

Naut

Oxt

Oxt

Oxt

Oxt

Emlokomnnon emumédou
OUUMUOpdWONG ava security
practice kat business function
yla Th CUHOpdwWaon LE TO
SAMM kot to GPDR (Fpadnua
Radar)

Elcaywyn amavinoswy yla
TtV emBupntr) HeAAOVTIKN
wpLpotnTa SAM oe Sopnuévo
£pWTNUOTOAGYLO (avTioToL o
TOU £pWTNHATOAOYIOU TOU
dUAou Interview

AUTOMATOG UTTOAOYLOMOG
Seiktn cuupopodwaong (rating)
ava security practice kot ova
ddaon weLULOTNTAC yLa T
OUUMUOpdwWOoN e To SAMM
Kot to GDPR

AUTOLOTOG UTIOAOYLORLOG
Selktn cuppopdwoaong (rating)
ava security practice,
business function kot ava
ddaon weLULOTNTAC yLa T
OUUUOpdwWOoN pe To SAMM
AUTOMOTOG UTIOAOYLOMOG
Selktn cuppopdwaong (rating)
ava security practice,
business function kot ava
daon wpLudTNTAG yLa T
ouppopodwaon pe to SAMM
Kot to GDPR

Emlokomnon emumédou
OUUMOpdWONG ava security
practice, business function kat
$Aaon wpLLOTNTOG yLa TN
OUUUOpdwWOoN e To SAMM
(Fpadruata Radar kat Area).
AnotUnwon velocity tng
Sltadikaoiag wpipavong pe to
SAMM

Emlokomnnon emumédou
OUUUOpdWONG ava security
practice, business function kat
$Aaon wpLLOTNTOG yLa TN
ouppopodwaon pe 1o SAMM
KaL to GDPR (Fpadnuata
Radar kal Stacked Bar).
Amnotunwon velocity Tng
Sladikaoiag wpipavong pe to
SAMM ko to GDPR.

Awdypappa 2. Bipata Swadikaciag vmoAoylopol NG TPEXOVOAS KoL TNG

BeATiwpévng ouppopewong pe to GDPR.
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[TapakAtw TEeEPLYyPAPOVTAL AVOAVTIKOTEPA Ol OTIOLEG TAPEUPACELS EYLVAV OTO
TAQLOL0 TOV EUTTAOVTIONOV TOV gpyaAeiov.

4.1 ®VAA0 «Interview»

Yto @UAAO «Interview» £xouv TpaypatomolnOel KATOLEG TPOOOHNKES Yl Vo
UTTOPEDEL VA VTIOAOYLOTEL KOL AVTIOTOLXX 0 AVAAOYOG SEIKTNG WPLUOTNTAS YLA TO

GDPR.’Etot édafav xwpa Svo ToA) cUYKeKPLUEVES TTaPEUPATEL.

[Ipwtov elonxON plax véa otAn «Rating» akpfwg SimAa amd v avaioyn oAy
Rating mov vmoAoyilel to SAMM, pe ™ Sta@opd 6TL avtn 1 véx ot)An «Rating»
vToAoyileL Tov vloTapevo Seiktn wpipavong tov GDPR. H dgbtepn ot)An mov
mpootédnke ovopaletat «GDPR Related?» (ot)An «L»), 6mov o xpnotng mov

eloayel ta dedopéva, emdeyel petadd dvo Suvntikwy amaviioewyv, Nat 1 'Oxt (Yes

/ No).

0 aAyoéplOpog mou SnuLoLVPYNONKE YA va UTIOPECEL VA UTIOAOYLOTEL O TPEXWV
delxg wplpavong tov GDPR Baociletar otnv ocvvdptnon SUMIF kat eivat

«=SUMIF(L18:L60,"Yes",H18:H60)».

Enti tng ovolag aBpoilel tig Tipeg otig meploxeg L18 €wg L60 g otnAng L mov elvat
n otAn «GDPR Related?», Stafdlel av exel emAeyBel wg amdvtnon to Nau (Yes)
KOl UTIOAOYI(EL QUTEG TIG ATIAVTICELG LOVO YL TNV TIPWT TIPAKTIKY ACQAAELAG 1
omoia eival n «ZTpatnykn & petpnoeig» (Strategy & Metrics ), to SM1 éwg SM3

IOV aVNKeL oTig Tteploxeg H18 €wg H60.
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K18 v 2 =SUMIF(L18:L60,"Yes",H18:H60)
B c D E G H J K 1

10 Organization:|Acme Brick Co
n Project:|Brick Builder
12 Interview Date:|26-Feb-17
13 Interviewer:|Steva
14 Persons Interviewed:|Kate Smith, Joe
15
L —— DPR Related?
17 Strategy & Metrics Answer Interview Notes Rating Rating Answer
18 |ls there a software security |  Yes, it's less than a year old 0.2 0.467 Yes
19 Guidance: Assurance
20 Guidance: Assurance 1 -48 1 -1 3
4l Guidance: Staff receives
2
23 Are development staff aware Yes, a small percentage are/do 02 Yes
24 Guidance: Assurance
25 Guidance: Assurance
26 Sl Guidance: A plan has been
27
28 Do the business stakeholders Yes, the majority of them are/do 1 Yes
29 Guidance; Organization has
30 Guidance: Assurance
3 Guidance: Worst-case
32 Guidance: Scenarios,
33
34
35 Are many of your applications| Yes, at least half of them are/do 0.5]0.667 Yes
36 Guidance. A data and
37 Guidance. An evaluation
38 Guidance: Staff receives
39 Guidance: Most applications
40 SM2
41 Are risk ratings used to tailor Yes, the majority of them are/do 1 Yes
42 Guidance- The assurance
43
44 Does the organization know Yes, at least half of them are/do 05 Yes
45 Guidance: Staff receives
46
47
48 Is per-project data for the cost Yes, at least half of them are/do 0.5]0.350 No
48 Guidance. Statistics are
50 Guidance: Baseline security
51 Guidance: Actual security
52 Guidance; Actual spending
53 Guidance: Spending
%4 SM3 Guidance: Security spend

Attribution and License

in
| Interview | Roadmap Scorecard SAMM-GDPR Scorecard Roadmap Chart SAMM-GDPR Roadmap Chart Lookups

Ewkova 13. ®OAAo «Interview», ovvdptnon SUMIF yia Itpatnywky kat

Metpnoels.

Avtiotolyol aAyopiBuol Baolopgvol

(6lo TUTMO OoUVAPTNONG EXOUV

SnpovpynBel Kal yla TIG UTTOAOLTIEG EVTEKA TIPAKTIKEG ACPAAELAG LE TIG AVAAOYES

OAAQYEG OTIG TIEPLOYEG TOU (PUAAOV, Yl va elvat LKavo To gpyaieio va vtoAoyilet

LLE CWOTO TPOTIO TOUG AVTIGTOLYOUG SEIKTEG WPLUATNTAG AVAE TIPAKTIKY XCQAAELAG

OTWG @aivetal kKat otnv eikova 14 (VAo «Interview», cuvaptnon SUMIF yux

[ToAttikn kot Zvupudp@won) mov Pploketal akplBw¢ TAPAKATW, KAl 1 omoix

Tapovotldlel Tnv ovvaptnon SUMIF ywa v mpaktikny ac@aieiag PC1, IMoAltikn

Kal Zuppopewon (Policy & Compliance).
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K62 d fx =SUMIF(L62:198,"Yes",H62:H38)
B (& D E FIG| H J K
3 Guidance: Worst-case
32 Guidance: Scenarios,
33 |
34
35 Are many of your applications Yes, at least half of them are/do 4050667 r
36 Guidance: A data and L
3r Guidance: An evaluation
38 Guidance: Staff receives
39 Guidance: Most applications
40 SMz
41 Are risk ratings used to tailor Yes, the majority of them arel/do 51 [
42 Guidance: The assurance L
43
44 Does the organization know Yes, at least half of them are/do 6|05 [
45 Guidance: Staff receives |
46
47 L
48 Is per-project data for the cost Yes, at least half of them are/do 7]05[0350 [
49 Guidance: Statistics are [
50 Guidance: Baseline secunty
51 Guidance: Actual security
52 Guidance: Actual spending
23 Guidance: Spending
54 SM3 Guidanee: Security spending
55
56 Does your organization Yes, we did it once gl02 i
57 Guidance. Statistics L
58 Guidance: Compare potential
59 Guidance: Security cost-
60
61 Policy & Compli Answer Interview Notes Rating Rating
62 o project stakeholders know Yes, a small percentage are/do 910.2[0.350
63 Guidance: Project
64 0.90 | 0.90
65 Are pli requir Yes, but on an adhoc basis 10 0.5
66 Guidance: External, third-
67| PC1 Guidanee: A consolidated
Guidance: statements or
63 responses have
69 Guidance: Security
70 Guidance: The organization
71
T2 L
73 Does the organization utilize Yes, there is a standard set 11] 0.5]0.350 [
74 Guidance: A set of secunty L
75 Guidance: Optional or

Ewova 14.

Attribution and License | Interview | Roadmap Scorecard SAMM-GDPR. Scorecard Roadmap Chart

®dVAA0 «Interview», ovvdaptnon SUMIF vy IMoArtikn kot

Zuppop@woN.

SAMM-GDPR Roadmap Ch

Kata mv Sidpxela emAoyng ¢ amavinong amo tov xprotn otnv otAn «GDPR

Related?» (otAn «L»), oL emAoyég Twv dvo Suvntikwv amaviioewy, Nat 11 Oxt

(Yes / No) xaBopifovtal oto @UAA0 «Lookups» pe tnv Snulovpyia Alotag. Auto

TIEPLYPAPETAL TAPAKATW OTO KEPAAALO 4.5
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GDPR Related?
Answer
Yes -

Yes

Yes

Yes

Yes

Yes
Chart Lookups

Ewkova 15. dV0A)o «Interview», otijAn GDPR Related pe amavtiosig.

ITo TTApaATIavw KEQAAaLa EXeL TTEPLYPa@el OTL TO povtédo SAMM amoteAeital amo
TECOEPLG ETIXELPNUATIKEG AELTOVPYiEG. H kaABe emiyelpnuatikn AetTovpyla TEPLEXEL
TPELS TIPAKTIKEG OAOPAAELNG OTIOTE EYOUHUE OUVOALKA SWEEKA TPAKTIKES
ac@areiag. Kabe mpaktikny ac@oadeiag amoteAel pla eploxn AUeca cLVEESEUEVN

LLE TNV ETIXELPTUATIKN AELTOVPYia IOV TIPpECPEVEL
Emtiong kaBe mpakTiky ao@aieiag, AMOTEAEITAL ATO CUYKEKPLUEVEG EPWTNOELS

OTIOV AUTEG ATIOTEAOUV £V CUVOAO SpAcTNPLOTHTWY KoL Ol 0TolEG SOVAEVOUV

aKpLBWS HE ToV (8510 TPOTO OTIWG SOUAEVOUVV GTO VTIAPYWV EPYAAELO TOU LOVTEAOU
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SAMM. To povtédo SAMM yla KaBepld amo TG SWOEKA TIPAKTIKEG AOPAAELNG

kaBopilel ws oTOXOLG, TPl EMITMES O WPLUOTNTAG.

Avtd avtimpoowmedovtal and ) Stafabuion Twv amavtioewy mov Ba 50000V

0TO EPWTNUATOAOYL0. Ol ATAVTNOELS Elval TTAVTA SLapBPWUEVES O€ Pl KAIpHaKX

TEGOAPWV (4) SUVNTIKWV ATAVTNOEWV HE TIOAVEG EMIAOYEG TO OXL, HEPLKWS,

TePLTOL PLoO KoL TTOA.

Av Ba émpeme va amoTUTIWOEL PLA CUOYETLOT AVAUECH OTIS ATIAVTINOELS KL TOV

Babud pétpnong touv SelkTn WPLHOTNTAG TOUS Ba TV WG €81\G:

» To «Oxw» wovtat pe Babpo pétpnong 0, SnAadn pe v mavteAng A elm

WPLLOTNTAG.

» To «Megpkwe» pe Babpo petpnong 0,2.

» To «mepimov pood» Badbuod pétpnong 0,5.

» To «moAU» pe Tov péyloto Babpod pétpnong mov elvat to 1.

‘Oc0V a@opa TNV HETPNON TNG WPLLOTNTAG AUTI) ATIOTUTIWVETAL GTOV Tiivaka 3

(IMMivaxag pETpnong wpudTTag) WS €ENG:

KAlpaka Qpuotntag

Heprypagn

Ba®pog pétpnong oto
£PWTNUATOAOYLO

Oyt

[MavteAng éAAewm
WPLLOTNTAG TTOV
QVTLTTPOCWTEVEL TO
XOAUNAOTEPO OMUElO
OTIOV TIAE0V €lval
UTIOXPEWTLKO QUTO TO
onueio ekkivnong ya tig
OTIOLEG SPACTNPLOTNTEG.

0

Mepikwg

ApxK1 KaTavonomn Kot
QUTOVOLEG EVEPYELEG OE
Dépata ao@aleiag.

0,2

[Tepimov

Avgnon g
QTIOTEAECUATIKOTN T
OTOV TOUEN TNG

A0 PAAELAG.

0,5

[ToAVY

MANpng yvaon tng
TIPAKTIKNG ACPAAELOG
0TO PEYLOTO Babuo.

Mivakag 3. [ivakag LETpnong wpLuoTnTas.
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'OAEG OL TAPATIAV®W TIAT|POYOPIES TAPATNPOVVTUL HECH OTIG SLAPOPES OTHAEG TOU

@UAAOVL «Interview».

Na onuelwBel 0TI KAOE TPAKTIKN ao@AAelag pTtopel va BeATiwOel avetaptnTa amo

TIG AAAEG HECW AUTOVOUWY SPACEWV.

Y& €vav OUYKEVTPWTIKO Tiivaka Tou €xel Snuovpyndel akplfws TapaKATw, 0
Tivakag 4, TapatnpoVVTAL Ol 4 ETLXELPTUATIKEG AELTOUPYIEG KoL oL 12 TTPAKTIKEG
AC@POAEIOG TIOU EUTIEPLEXOVTOL KOL OL OTOlEG LTAPYOUV HEoX OTO (PUAAO

«Interview»,

ETiyeipnuatikég Asttovpyieg

1) Awkvfépvnec

2) Kataokegv 3) EmaAn0cvo 4) Azttovpyie

n n n S

Itpamywn &

Atloroynon

Kpttikn oxediov

Awaxeiplon

uetpnoets (SM) ameAwv (TA) (DR) mudtwv (IM)
[ToAtTikn kot Amautioeig Avaokommnon [Teptarrov
ovppop@won (PC) ac@aleiag (SR) epappoyng (IR) YxAnpuvon (EH)
Exmaidevon & Ac@arnig AokéG ao@adeiag Aertoupykn
KaBodnynon (EG) apxLTeKTOVIKT (SA) (ST) Evepyomoinon (OE)

Mivakag 4. Emyepnuatikég Aettoupyieg.

Ev cuveyela, kaBe TTpaKTIKY ao@oAelag TeEPLEXEL EVA GUVOAO SpACTNPLOTHTWY IOV
elvat StapBpwpévo ot tpla emimeda wpotntag (1-3) ta omola meptypapape

TAPATIAVW.

Ot 8paocTnpldTTEG 0TO XAUNAOTEPO €TIMESO WPLHOTNTAS Elval cuVOwWS Lo
€UKOAO VO EKTEAEOTOUV KL QTALTOVUV ALYOTEPN MPOOTADEIA ATO €KE(VEG TTOL

Bplokovtal oto vYmMAOGTEPO eTiTESO

0 xpNoTNG KAAELTAL VA ATIAVTNOEL O OAEG TIG EPWTNOELG ATd TNV OTNAN «E»
OUHO®WVA UE TNV VQLOTAUEVT] TIAVTA KATAOTACT WPLLOTNTAG IOV VTIAPYEL OTOV
opyaviopod, kabwe kat va emAEEEL amd v oA (L) av 1 ouykekpLuévn epwTnon

oxetiletar pe tov 'evikd Kavovioud ywa v Ilpootacia Aedopévwv (GDPR).
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El8 - fe Yes, it's less than a year old

B C D E Fl G H J K L M

SAMM Assessment Interview: Brick Builder For Acme Brick Co

Select the best answer fram the multiple choice drop down selections in the answer calumn_
Document additional information such as how and why in the “Interview Notes” column_
The formulas in hidden columns F-H will calculate the scores and update the Rating boxes and other worksheets as needed.

1
2
3 =
4 |Interiew an individual based on the questions below organized according to SAMM Business Functions and Security Practices.
5
6
T
8 |Once the interview is complete, go to the "Scorecard” sheet and follow instructions.

E)

10 Organization:|Acme Brick Co

1 Project:|Brick Builder

12 Interview Date:|28-Feb-17

13 Interviewer:| Steve

14 Persons Interviewed: |Kate Smith, Joe

15 ]
16 Governance ‘GDPR Related?
17 Strategy & Metrics Answer Interview Notes Rating Rating Answer GDPR Rating
18] Is there a software security | Yes, it's less than a year old I=1l02]0467 No
19 Guidance: Assurance Ho

= (VR HEETE Yes, it's a number of years old 1.48 0.67

2; Guidance: Staff receives Yes, it's a pretty mature program

23 Are staff aware Yes, a small percentage are/do 2|02 Yes
24 Guidance: Assurance

25 M1 Guidange: Assurance

26 Guidance: A plan has been

27

28 Do the business stakehold Yes, the majority of them are/do il Yes
29 Guidance: Organization has

30 Guidanee: Assurance

31 Guidance: Worst-case

32 Guidance: Scenarios,

33

34

35 Are many of your icati Yes, at least half of them are/do 410.5]0.667 Yes
B Guidance: A data and

v Guidance: An evaluation

38 Guidance: Staff receives

39 Guidanee: Most applications

40 M2

41 Are risk ratings used to tailor Yes, the majority of them are/do 51 Yes
42 Guidance: The assurance

43

44 Does the oraanization know Yes, at least half of them are/do 6108 Yes

Attribution and License Interview Roadmap Scorecard SAMM-GDPR Scorecard Roadmap Chart SAMM-GDPR Roadmap Chart Lookups

Ewkova 16. ®OANo «Interview» pe GDPR.

IV mapakatw KOV, elkova 17, @aivovtal 0Aeg oL SUVNTIKEG ATTAVTIOELS TTOV
UTTOPEL VUG XPNOTNG VU ETHAESEL VI KABEULA ATIO TIG EPWTIOELG IOV KAAEITAL VAL

OUUTIANPWOEL HEGH OTO EPYAAELD.

Governance

Strategy & Metrics Answer
Is there a software security Yes, it's less than a year old ~|| 0.2 [0467
Guidance: Assurance Mo

Guidance: Assurance Yes, !tls less than a year old
Yes, it's a number of years old

Guidance: Staff receives Yes, it's a pretty mature program

Are development staff aware Yes, a small percentage areldo 21 0.2
Guidance: Assurance
Guidance: Assurance
Guidance: A plan has been

SM1

Do the business stakeholders Yes, the majority of them are/do K
Guidance: Organization has
Guidance: Assurance
Guidance: Worst-case
Guidance: Scenarios,

Ewkova 17. ®V0A)o «Interview», mibavég amavtiosls yio SAMM.

H Babuoroyia mouv mpokVTTeL BAocel TG kabe amdvtnong eival auty ToOL

TEPLYPAPETAL TILO TIAVW.
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Avtiotolya ywx to GDPR €xouvpe TIG 2 SUVNTIKEG ATIAVTIOEL TIOU QVAPEPAUE

Tapamavw Tov eival, «Nat 1 'Oxw, avaddyws av oxetiletaitn epwtnomn pe to GDPR.

GDPR Related?
A

Interview Notes

Strategy & Metrics Answer
Is there a software security Yes, it's a pretty mature program 1 0.733

Guidance: Assurance Yes

Guidance: Assurance 1.
Guidance: Staff receives

Are staff aware Yes, a small percen areldo 2102 ves
Guidance: Assurance
Guidance: Assurance
Guidance: A plan has been

SM1

Do the business Yes, the majority of them are/do 3[1 Yes
Guidance: Organization has
Guidance: Assurance
Guidance: Worst-case
Guidance: Scenarios,

Ewkova 18. dVA)o «Interview», mbavég amavtroelg yiao GDPR.

To @UAA0 «Interview» eival amd TG o PACIKEG KAPTEAEG SLOTL amd TN
OUYKEKPLUEVT] KAPTEAX YIVETAL T ELOAYWYT TWV SeS0UEVWY, Ta OTIol £V oLVEXElX

TPOPOSOTOVV TA VTTOAOLTIA PUAAX BdoeL TOV aAyopiBpov Tov €xel SnulovpynOel.

Yto mapov onpeio va onpuelwdet 0tL otnv oAn «GDPR Related?» ot amavtioelg
oL €xouv 800&l Yyl To av VTIAPXEL CLOXETION TNG KABe epwtnong pe tov GDPR,
elval tedkég. Kabwg emiong 1 emAoyn g amdvtnong «Nat 1 ‘Oxw, £ywve peta amod

TIPOOEKTIKY UEAETN KoL avTAnym tng kdbe epwtnong Eexwplotd kal To €L8IKO

Bdpog auTrg.

ETtiong yla ka0 TTpakTIKN ac@AAELaG OTIWG 1) «ZTPATNYLKN kKat Metprioeis» (SM),

vmapyovv 3 emnimeda, (SM1, SM2 kat SM3).

Kabe emimeSo amoTeAeital amd KATOLEG EPWTNOELS TOV elval oty ovcia ot
Spaotnplotnteg o€ oxéon pe to GDPR, kat to k&Be emimedo, 0w yLa mapaderypa
To (SM1), eite Ba £xel 0AeG TIS epwTNOELS oxeTI{OpeveG pe To GDPR eite oL Agv
SUvatal SMAadT) va UTTAPYEL LECH O€ LK TIPAKTIKT AOQAAELNG AVA ETITESO TTAVTA,
epwtNom moL oxetifetal e To GDPR kot oto (510 emimedo dAAN epwTnom TOL SV

oxetiletat ue to GDPR.

'OTwg @aiveTal KAl TNV TAPAKAT®W ELKOVA, YLK TNV TTPAKTLIKI Ao@AaAeiag SM2 kot
SM3 ™G TPAKTIKNG Ao@PAAELNG «ZTpATNYLKN Kot Metproeig» (SM), ol epwtnoelg
oto pev SM2 mov €xouv oxéom pe To GDPR eivat 6Aeg «Noat - Yes», v oL Epw TN OELS

o0to SM3 mov Sev £xouv oxéomn pe To GDPR eivatl 0Aeg «OxtL - No».
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M

i Are many of your applications Yes, at least half of them are/do 4(0.5(0.667 Yes

16 Guidance: A data and

i Guidance: An evaluation

38 Guidance: Staff receives

i Guidance: Most applications

10 I

il W Are risk ratings used to tailor Yes, the majority of them areldo 51 | Ves

2 Guidance: The assurance

13

u Does the organization know Yes, at least half of them areldo 6105 | Yes

15 Guidance: Staff receives

16

17

1§ Is per-project data for the cost Yes, at least half of them are/do 7[05[0.350 No

4 Guidance: Statistics are —
30 Guidance: Baseline security

i Guidance: Actual security

2 Guidance: Actual spending

i3 Guidance: Spending

i Guidance: Security spending

2 g ——)
36 Does your organization Yes, we did it once (0.2 No

i Guidance: Statistics T |
38 Guidance: Compare patential

9 Guidance: Security cost-

30

Fil Policy & Compliance Answer Interview Notes Rating Rating

Aftribution and License | Interview | Roadmap | Scorecard | SAMM-GDPR Scorecard | Roadmap Chart | SAMM-GDPR Roadmap Chart | Lookups

Ready  Caleulate

Ewkova 19. d0A)o «Interview, emtineSa kat GDPR cuox£Tion epwTHOEWV.

4.2 ®U0AAo «Roadmap»

Yto @UAAo «Roadmap» n tapepfaon eivaitn mpocHeon twv otnAwv «GDPR-SAMM
rating» , yla kaBe éva amod ta téooepa maturity level (otAeg O, T, Y, AD) aAAd kat
v Vv tpéYovoa katdotaon (otAn J) OTMwG @aIvETAL KAl OTOUG TOPAKAT®

THVOKEG.

[MapaAAnAa otnv otAn AE, mpootebnke n ovoxétion e to GDPR.
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16 Interviewed:|Willy Thomas, Kate Smith. Joe Kats, Ars Hickory, Rick Links |

17 GDPR-SAMM Rating
I ent State
y & Metrics Answer Rating Rating
EU Is there a software security assumnce pregram in place? Yes, it's a pretty mature pregram 1] 1 ]0.733 1 75 1 40
21 | SM1|Are development staff aware of future plans for the assurance Yes, a small percentage are/do 2|02
2 Do the busi h d d your organization’s risk Yes, the majority of them are/do 3|1
23
24 Are many of your applications and resources categorized by risk? Yes, at least half of them areldo 4 [0.5]0.667
25 | SM2 | Are risk ratings used to tailor the required assurance activities? Yes, the majority of them are/do 511
26 Does the organization know about what's required based on risk Yes, at least half of them are/do 6|05
7
28 SM3 Is per-project data for the cost of assurance activities collected? Yes, at least half of them arefdo 70.5]0.350
29 Does your organization regularly compare your security spend with Yes, we did it once 8|02
30 Policy & Ci li A Rating Rating
31 PC1 Do project slakeholdels know their project’s compliance status? Yes, a small percentage are/do 9102|0350 0 90 o 90
32 Are pli q specifically considered by project Yes, but on an adhoc basis 10| 0.5
33
34 Does the organization utilize a set of policies and standards to control Yes, there is a standard set 11| 0.5]0.350
35 Are project teams able to request an audit for compliance with policies Yes, a small percentage are/do 12/ 0.2
36
T Are projects periodically audited to e ab line of Ii Yes, a small percentage are/do 13| 0.2]0.200
38 FE Does the organization systematically use audits to collect and control Yes, localized to business areas 14102
39 Ed ion & Guid. Answer Rating Rating
10 EG1 Have developers been given high-level security awareness training? Yes, we do it every few years 15]0.5]0.500 1 05 1 05
“" Does each project team und d where to find secure develop Yes, at least half of them arefdo 16| 0.5
12
13 EG2 ‘Are those involved in the development process given role-specific Yes, at least half of them areldo 17]0.5]0.350
4 Are stakeholders able to pull in security coaches for use on projects? Yes, a small percentage are/do 18| 0.2
15
16 EG3 Is security-related guidance centrally controlled and consistently Yes, teams wri their own
7 Are develop tested to ahb line skill-set for secure Yes, we d once

Construction Current State
Attribution and License Interview ‘ Scorecard SAMM-GDPR Scorecard Roadmap Chart SAMM-GDPR Roadmap Chart Lockups

Ewkova 20. d0ANo «Roadmap», Tpoodnkn othAng].

6 Inlerviewed:‘wmy Thomas, Kate Smith, Joe Kats, Ars Hickory, Rick Links ‘

8 Governance Phase 1 Projection Phase 2 Projection
9 Strategy & Metrics Answer Rating Rating Answer Rating Rating
0 Is there a software security assurance program in place? Yes, it's less than a year old 02 0.567 1 23 Yes, it's a number of years old 0.5[0.667 1 50
'1|SM1|Are development staff aware of future plans for the asumm:e Yes, at least half of them are/do 05 1 _58 u Yes, at least half of them areldo 05 2.00 .
72 Do the business your ion’s risk Yes, the majority of them are/do 1 Yes, the majority of them are/do 1
3
4 (Are many of your applications and resources categorized by risk? Yes, at least half of them are/do 05 0.667] Yes, at least half of them are/do | 0.5{0.833
'5 | SM2|Are risk mlmgs used to tailor the required assurance activities? Yes, the majority of them are/do 1 Yes, the majority of them are/do 1
6 Does th ion know about what’s required based on risk Yes, at least half of them are/do 05 Yes, the majority of them are/do 1
i
i} Is per-project data for the cost of assurance activities collected? Yes, at least half of them are/do 05 0.350 Yes, at least half of them are/do  [0.5]0 500
9 Does your ization regularly compare your security spend with Yes, we did it once 0.2 Yes, we do it every few years 05
i Policy & Compliance Answer Rating Rating Answer Rating Rating
il Do pro]ect stakeholders know their project’s jance status? Yes, at least half of them are/do 05 10.500] Yes, the majority of them are/do 1 10.750
I 8] Are q pecifically i by project Yes, but on an adhoc basis 05 [ | 1 -50 1 -50 Yes, but on an adhoc basis 05 1 -75 1 -75
i Does the organization utilize a set of policies and standards to control Yes, there is a standard set [ 05 [0500] Yes, there is a standard set 0.5[0.500
i [Are project teams able to request an audit for compliance with policies Yes, atleast half of them areldo | 05 ] Yes, at least half of them are/do 05
6
i7 Are projects perlodlcally audited to ensure a baseline of i Yes, at least half of them are/do 05 \U.Em Yes, at least half of them are/do 0.5[0.500
PO oes h ly use audits to collect and control Yes, across the izai 05 ] Yes, across the izati 05
1: — — Educau:n :IGuldIanoe - - - Answer - — — Rating Rating - - Ansva T T Rating Rating
ave developers been given high-level security awareness training? 'es, we do it every few years . . es, we do it at least annually
1 28] Does each project team where to find secure p Yes, at least half of them are/do 05 1 -20 1 -20 Yes, at least half of them are/do 05 1 -45 1 -45
2
3 £ Are those involved in the development process given role-specific Yes, at least half of them are/do 05 0.350 Yes, at least half of them are/do 05(0.350
4 Are able to pull in security coaches for use on projects? Yes, a small percentage are/do 02 Yes, a small percentage are/do 02 o
5
6 £ Is security-related guidance centrally controlled and consi Yes, teams write/run their own [ 02 [0.350] Yes, teams writefrun their own
7 Are developers tested to ensure a baseline skill-set for secure Yes, we do it every few years 05 Yes, we do it every few years
8 Construction Phase 1 Projection
Adtribution and License | Interview | p_} Scorecard | SAMM-GDPR Scorecard | Roadmap Chart | SAMM-GDPR Roadmap Chart | Lookups ® [l )

Ewkova 21. d0A\o «Roadmap» mpootnkn otnAwv O kot T.
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B € D u v w X Y z AA| AB | AC
The e and answers from the Intenview tab are automatically
four phases of improvement by default, if you need more.

flei=ta ard
lieliwoiehearafe aniltsesherfofaiexlnt

The left p:
12 Organizati Brick Ca
13 j Builder

14| Interview Date:|28-Feb-17

o[ TYTIY TTIOTITES, FRaTe ST, 708 FSars, ATs FICROTy,

) [GDPR-SAMM Rating

Rating Rating Rating

20 050B33217 1.67 1 1000233
22 ity of them are/do 7 [ w [
23
24 [Are many of your applications and resot Yes, at least half of them are/do 050633
25| SM2|Are risk ratings used to tailor the required a: the majority of them are/do I
1

26 Does the organization know about what's re Yes, the majority of them are/do

21

28 Is per- 05[0500 05[0500
29 Sm‘Doesyo 05 05

30 Rating

Rating
e 2.50

Policy & C i
31 j— ‘Do project stakeholders know their project’s cor
Are i i i i

Rating
b 2.00[ 2.00

o

Nz
0

Does the organization utilize a set of policies and standards
|Are project teams able to request an audit for i

1 [1.000
7

0.5[0750
ired [ 1

050750

1
0.5[0500
05

B P(ZZ‘

el ‘Are T o Tl T o T

38 use audits to collect , across the
39 Education & Guidance Answer Rating Rating Rating Rating
40 Have developers been given high-level security awareness Yes, we do it at least annually 1 [0750 1 [1.000

41 56" |poes each projectteam where to find secure Yes, at least half of them are/do 05 1.70 1.70 1 2.20 2.20
42

43 =1 [Are those involved in the development process Te- Yes, the majority of them are/do 7 [0600 s, ity of them are/do 71 [0600
az able to pull in security coaches for use on Yes, a small percentage arefdo 02 Yes, a small percentage are/do (3

Yes, teams wri

Yes, teams write/run their own
Yes, we do it every fe

e
or

un their own
|Are developers tested to ens: ast

n
Roadmap Chart | SAMM-GDPR Roadmap Chart | Lookups ®

Ewkova 22. dVA\o «Roadmap» npooGnKn omAwv Y, AD xat AE.

4.3 ®UALA0 «SSAMM-GDPR Scorecard»

Yto @VUA0 «SAMM-GDPR Scorecard» éywav mapeufacels oe mivakes pe v
TPOGONKN VEWV oTNAWV Kal Staypappdtwy. ‘ETol yia autd 1o Adyo otov Tivaka
«Current Maturity Score» €ywe mpoob1kn véag otnAng (ot)Ang H) mov petpast to
deix wpotntag tov GDPR oe kabepid amd tig 12 MPAKTIKEG ACPAAELNG

Eexwplota.

Ta dedopéva auTd Ta AVTAEL QUTOUATA ATIO TNV ELOAYWYT TWV SESOUEVWV TTOV

€Xouv yilvel 0To UAAO «Interviews.

EmumpooOeta otov (610 ivaka otig otAgs I kal ] mpootédnke o mivakag «Current
GDPR-SAMM Maturity» TOU QTOTUTIWVEL TIG UETPNOELS WPLUOTNTAG AV KAOe
ETIYELPTLATIKN AELTOVPYIA ATIO TIG TEOGEPLS CUVOALKA TIOV €xeL To SAMM, Tdvta
o€ oxéomn kKat pe to mpotumo SAMM kat to GDPR, kat epgavifel Toug oXeTIKOUG

SEIKTEG WPLUOTNTAS YLIA TNV TPEXOVCA KATAGTAGT TOU 0PpYAVLIOUOV.

EmumAgov otov (510 mivaka, «Current Maturity Score», 0Tw¢ @aivetal Kol 0TIg
elKOVeG 23 kal 24, €qovpe SNUOVPYNOEL Eval VEO SLAYPUUUA TIOU HAG SElXVEL
YPAPLOTIKA, TTOCO KOVTA elval To vplotapevo «Current Maturity Score» emimedo

wppotnTag SAMM kat GDPR, o kaBe emiyelpnuatikn Aettovpyla.
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Current Maturity Score

SAMM Maturity

3 Functions

4 Governance

5 Governance

Y Governance
Construction
Construction
Construction

Verification
Verification
Verification
Operations
Operations

Operations

Security Practices

Current

Strategy & Metrics

1.42

Policy & Compliance

0.90

1.05

1.10

7]
'8 |
ig Phase 4 Maturity Score |
i0 SAMM Maturity
Business )

1 Functions Security Practices Current - = x ELERE Phase 4 GDPR-SAMM Maturity

Ll | Strategy & Metrics 2.33 50 | 1.83 Business | s | oo |

| Attribution and License | Interview | Roadmap | Scorecard @MM—GDPR Scorecard Roadmap ¢

Ewkova 23. ®0AAo «<SAMM-GDPR Scorecard», Current Maturity Score mivakag pe

GDPR.
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Current Maturity Score | | Current M
SAMM Maturity
Functions Security Practices Current GDPR | Current GDPR-SAMM Maturity
. Business

[ 2| Strategy & Metrics 1.48 0.67 l e |. e | T —
—_— o 2.00

0B e Policy & Compliance 0.90 0.90 Governance Operational Enablement e
Governance 1.05 Construction 200
Construction 0.80 Verification Environment Hardening 150

Construction
Construction
Verification
Verification
Verification

Operations

Operations

Operations

1.55 Operations
—— -
035 | SAMM-GDPR Current Score
> O 0
0.75 i SAMM L
=g GOPR Govemna
0.35 nce
.“
&
0.92
) Operatio Construc C
1.58 ns tion
0.95
0.60 Verificati
O ! o

Phase 4 Maturity Score

SAMM Maturity
Business N
Functions Security Practices Current i = ¥ HRE e LY
) Business
0 B e Strategy & Metrics 2.33 IJ.SD 1.83 Funclions | SAMM GDPR
| Attribution and License | Interview | Roadmap | Scorecard | SAMM-GDPR Scorecard Roadmap Char]
ady

Values MNames

4 Series

V| (Select All)
v | SAMM
~| | GDPR

4 Categories

I}J (Select All)
Bl

v| Govemnance
v| Construction

| Verification

v| Operations

Ty

Select Data...

Apply

Ewkova 24. ®0AAo «SAMM-GDPR Scorecard», Current Maturity Score Stdypappa
SAMM-GDPR.

Avddoyeg mpoobnkeg €xouvv TpaypatomonBel otovg Tivakes tng «Phase 4

Maturity Score» 6Twg @aivetal otnv elkova 25.

I Phase 4 Maturity Score I

Phase 41

SAMM Maturity

Business
Functions

Security Practices

Current

| GDPR

|Phase 4 GDPR-sAMM Maturity |

Governance

Strategy & Metrics

2.33

Governance

Policy & Compliance

2.50

Governance

220

Construction

Construction

Construction
Verification
Verification
Verification
Operations

Operations

Operations

1.83

Values

Narmes

Business [
Functions 4 Series
V| (Select All)
7 I SAMM
Verification ~| | GDPR
Operations 4 Categories

eriicat’
a A

| Attribution and License ‘ Interview | Roadmap ‘ Scorecard SAMM-GDPRS:orecardl Roadmap Charl

Apply

7] (Select All)
+| Governance
| Construction
| Verification

| Operations

Select Data...

];Iuc(')va 25. ®VAAo «<SAMM-GDPR Scorecard», Phase 4 Maturity Score Staypappa
SAMM-GDPR

0 aAydpBpog mov Snuovpynbnke PBaociletar otmv ocvvaptnon AVERAGE kat

vToAoyileL To péco Gpo.
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‘Etol ywx tov mivaka «Current Maturity Score» 1 ouvvaptnon eivat 1
«=AVERAGE(H14:H16)». YmoAoyileL To péco 6po amd ti§ meploxés H14 éwg H16
TIOU O€ QUTH TNV TEPIMTWOTN €lval OAOKANPN 1 ETMXEPNUATIKY AElToupyia
«Alakvépvnon - Governance», oL TEPAAUPAVEL KL TIG 3 TIPAKTIKEG AOPAAELAG,
Tov elvat N ZTpatnywkn & upetpnoels (Strategy & Metrics), n IMoAttikn ko
ovppop@won (Policy & Compliance) ka1 Ekmaidevon & KaBodjynon (Education
& Guidance).

Apa 1,13+0,90+1,05 = 3,08. Kat ev ovvexela amoTumwveL TOV HEGO OPO GTOV
mivaka Current GDPR-SAMM Maturity, otnv otAn K. Kat o omotog mpokUmtet 1,03
KaBwg elval To amotédsopa NG Slaipeong tou 3,08 Sl TV TPLOV TPAKTIKWV

Ao PAAELNG.

H mpaypatomomBeica mpootnkn @aivetal mapakdtw otnv ewkova 26 (GVALo

«SAMM-GDPR Scorecard», cuvaptnon AVERAGE yia AtakuBépvnon).
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K15 - A | =AVERAGE(H14:H16)
A B T ¢ o e _F | n ] J K
7 Interview Date: 2/28/2017 y
8 | Interviewer: Steve
9 Persons Interviewed: Willy Thomas, Kate Smith, Joe Kats, Ars Hickory, Rick Links

Current Maturity Score

Functions
Governance

Governance

Governance

Construction

Construction

Security Practices

Current

Strategy & Metrics

Current GDPR-SAMM Maturity

Policy & Compliance

Education & Guidance

Threat Assessment

Business.
Functions

Governance

Construction .

Verification

Operations

Construction SAMM-GDPR Current Score
20 Verification 0.75 e S AN
'GOPR Govema
Verification 0.35 nee
21
22 Verification 0.92
Operatio Construc
Operations 1.58 ns tion
23
24 Operations 0.85
o Verificati
25 Operations 0.60 on
26 |
27 |
23
29 Phase 4 Maturity Score |

SAMM Maturity

Business
Functions

Governance

Governance
Governance

35 Construction

35 Construction

a7 Construction

Varification

N

Security Practices

Current

Strategy & Metrics

3 GDPR |

Phase 4 GDPR-SAMM Maturity

2.33

Policy & Compliance

2.50

Education & Guidance

Threat Assessment

1.83

Attribution and License | Interview | Roadmap | Scorecard

Business.
Functions

Governance

Construction
Verification
Operations

SAMM-GDPR Phase 4 Score

sl S AN

SAMM-GDPR Scorecard Roadmap

Ewéva 26. ®OMo «SAMM-GDPR Scorecard», ouvéptnon AVERAGE yia
AwaxvBépvnon.

Avddoyol aiyopiBuol Baciopévol otov TUTO ouvApTNnong Average €xouv

SnpovpynBel Kol yla TIG UTTOAOLTIEG 3 ETILXELPTUATIKEG AELTOVPYIEG UE TO EPYAAELD

VO UTTOAOY(LEL TOUG AVTIOTOLYOUG HEGOUG OPOUG WPLUOTNTAG AV ETILYELPT|LATLKES

AeLTovpyleg OTWG @AIVETAL KOl GTNV €EKOVA 27 IOV TAPOVCLALEL TNV GUVAPTN O

SUMIF yia v 31 emixelpnuatikn Aettovpyia «Kataokeun — Construction».

AvuTo €xel mpaypatomomOel kat yia tov ivaka Current Maturity Score kot Phase

4 Maturity Score mov givat péoa 6to @UAA0 «<SAMM-GDPR Scorecard».
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K16 - S

=AVERAGE(H17:H19)

cC | D| E | F

Current Maturity Score

SAMM Maturity

13 Functions Security Practices

Current

| Goer |

Current GDPR-SAMM Maturity

0 F L | Strategy & Metrics

Governance

Policy & Compliance

= E b= | Education & Guidance

mat.hmt

Construction | =

0.80

1.55

Business
Functions

Verification

Operations - 1.53

Construction | 0.35 | SAMM-GDPR Current Score
Verification 0.75 i SAMM

GOPR Govema
Verification 0.35 nece
Verification 0.92

Operatio Construc

Operations 1.58 ns tion
Operations 0.95
Operations 0.60 Ver;z:aﬁ

Ewodva 27. ®VAo «SAMM-GDPR Scorecard», ouvdptnon AVERAGE vy
Kataokeun).

4.4 ®VAA0 «SAMM-GDPR Roadmap chart»

®dUAA0 «SSAMM-GDPR Roadmap chart»

a. IlpooBnkn otnAwv otov Tivaka «Source Data» pe ta Sedopéva ov
agopovv to GDPR

b. Aviikatdotacn Tou  SLXYPAUUATOG  HE @doelg (o

evavayvwoto) kat overlay 2 Staypappdtwv (SAMM xat GDPR)

TIS

Yto @UAAo «SAMM-GDPR Roadmap chart» mpootébnkav otnAeg ot OTOLEG
vmootnpifouv ta dedopéva mov agopovv To GDPR. Etol yia autd T0 AdY0 €YLve
TPooBNKN oTNAWV oTOV Tilvaka «Source Data» Tov amoTuTwveL Ta SeSopéva IOV

a@opovv to GDPR kot mov @aivetat otnv elkéva 28 apakdtw.
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Software Assurance Maturity Model (SAMM) Roadmap

Organization: "fcme Brick Co
Project: "Erick Builder
Wersion vl
Date 22802017
Aithar Steve
SAMM Maturity Progress
ISDurce Data I fs-ls To-Be
Security PracticesiPF  Start Phase 1 Phase 2 Phase 3 Phase 4 Current GAP SARM Current GAF GOFR
Strategy & metrics 142 (107 48 T2z T ozoo T 180 T 200 1500 233 183 032 077
Policy & Compliance | 030  [030] 150 7180 " 175 "ars " ozoo "zoo” o zs0 Tzso 150 160
Education & Guidancd 105 1050 120 "0 7 o145 T1as T om0 Tiro” ozan Trmn 115 115
Threat Assessment i [os0f 10 Toso T o138 086 | 182 | 136 182 | 136 03z 0585
Security Requirement] 155 (1585 170 "1720 7 170 Tiro " o1s5 Tss T o1as Tss 040 0.40
Secure Architecture 145 0350 146 "oas " 1w "oas 7 oaw Toas” im0 Toas 0326 0.00
Design Analysis 185 [o7s[ 138 To7s " 185 0075 | 200 075 200 075 015 0.00
Implementation Fewid 105 0360 120 "o03% "7 135 Tos0 " 10 oS0 oz Tors 120 0.40
1| Security Testing 2 osef e "oge " o Tose T ozr Toae” s T 040 0.0
Issue Management 133 168 1@3 T 188 T 208 T 158 T 208 158 233 | 158 0.40 0.00
‘|Environment Hardeniq 170 (0350 170 "oss " 170 Toss " o1ss T T o1ss T 015 015
i|Operational Enablemq 035 [0B0] 105 "o70 " 120 Toss 7 o145 "7 o1e0 T 0EG 050
i SANMDM yelogity: 142 177 227 253 208
! fane 2o 28 ki B
! GOPR yelocity: 117 122 1586 168 52
I 2tz 2w e 0% T
1
Walid Maturity Lewels 1]
] 05
1
| 15
i z
i 25
3

IEuc(')V(x 28. VAo «SAMM-GDPR Roadmap Chart», Source Data.

Axopa  ywx va amotumwOel

OWOTA O€

YpA@NUA TpaypaToTol|Onke

QVTIKATACTAOT) TOU apXlkoU SLypAUHATOG HE TG QACELS, Yl va €lval TLo

EVAVAYVWOTO, Kal Snuovpynoape overlay 2 Staypappdatwv (SAMM kot GDPR) pe

™V xpnon stick bar charts 6mwg @aivetal kot 6TNV TAPaKATw ELKOVA, ElkOVA 29.
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Ewkova 29. dVANo «SAMM-GDPR Roadmap Chart», Atdypappa.
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Ta dedopéva mov Stafalel To Staypappa ta avtAel amd o i(5lo @UAAO, amd TOV
Tivaka «SAMM Maturity Progress». Ztnv mapakatw eikova, eikova 30 fAémovpe

WG SOVAEVEL TO SLAYPAUUQ, EVOEIKTIKA YLa TNV Aot wpuotntag 1 (Phase 1).

Q11 - % || =p1a
A B 3 E F G H 1 J K L M N o F o B £l T u ¥ W ® hd
Notes:
Dats i thi is icalyi Intervies and P andwil
the respective worksheets. This is mostly aread 3 Roadmap worksheets.
1
2
;| Software Assurance Maturity Model (SAMM) Roadmap Software Assurance Maturity Model (SAMM) Roadmap
4 | Organization: "Aome Brick Co Acme Brick Co
5 | Project "Ewick Builder Exick Builder
6 | Version w0 w0
7 Dae 212812007
& Author Steve
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Ewova 30. dUAAo «SAMM-GDPR Roadmap Chart», highlight phase 1.

TéAog, oto UAA0 «SAMM-GDPR Roadmap Chart», otnv mavw 8e&Ld mAgupd tov
@UALOV, UTIAPXEL EVAG CUYKEVTPWTIKOG THIVAKAG IOV XTIOTUTIWVEL OAES TIS (PATEL,
OTIWG TNV TPEXOLVOA OAAQ KAl TIG UTIOAOLTIEG TPELS PACELS WPLLOTNTASG, SnAadT) To
OV €lval 0 0pyavIoUOG Kot To Tov BéAeL va @tdoel H afia e8w éykeltat 6TL fdoel
TWV AAAAYWV KoL TWV TIPOCONKWY OV KAVALE OTO EPYAAELD, ATIOTUTIWVETAL N
KABe @aom EexwploTq, yia KaBepid amo Tig§ 12 mpakTikéG ac@AAELag, TO0O YLo TO
SAMM 600 kat yia to GDPR kat avtd pmopolpe va to So0pE ATOTUTIWUEVO OTIG

TAPAKATW £1kOVES 31 kat 32.
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A3 2 £ | Software Assurance Maturity Model (SAMM) Roadmap

Software Assurance Maturity Model (SAMM) Roadmap

stere

s o

'SAMM and GDPR Progress Maturity.

Ewova 31. @O0 «SAMM-GDPR Roadmap Chart», Zuykevtpwtikog Iivakag yia
SAMM kot GDPR.

|

Phase 4 | Phase3 Phase2 Phase1 | Start < Phase4 | Phase3 | Phase2 Phasel | Start >
Strategy & metrics 233 200 200 1.58  1.42 Strategyt  1.83  1.50  1.50 1.3 1.07
Policy & Compliance 250 200 1.75  1.50 080 Pdicy®C  2.50  2.00  1.75  1.50 0.0
Education & Guidance 220 170 145  1.20  1.05 Education  2.20 170 145 120  1.05
Threat Assessment 192 192 1.35  1.20 110 ThreatAs: 135 135 095  0.80 0.0
Security Requirements 195 195 170 170 1.55 SecurityR 195 195 170 170 155
Secure Architecture 170 170 1.70 145  1.45SecureAn 035 035 035 035 035
Design Analysis 200 200  1.85 1.5  1.85 DesignAni 075 075 075 075 075
Implementation Review 225 1.60  1.35  1.20  1.05 Implement 075 050  0.50 035 035
Security Testing 152 127 142 142 142 SecurityT  1.02 092 092 092 092
Issue Management 233 2.08 208 1.93 193 IssueMan  1.58 158 1.58 158 1.58
Environment Hardening 1.85 1.85 1.70 1.70 1.70 Environme 1.0 1.10 0.95 0.95 0.95
Operational Enablement 160 145 1.0 1.05 095 Operation  1.10 140  0.85 070 0.0

Strategy & meatrics Strategy & metrics
300 —— 3.00

Operational Enablement licy & Compliance Operational En ablemen

Environment Hardening Education & Guidance Environment Hardening ,

| Threat Assessment Issue Ma it

Security Testing \ / Security Requirements Security Testing

Ay

\ £
Implementation Review __— Sacure Architecture Implementation Review

W Phase 4 Design Analysis W Phase 4 Design Analysis
B Phase 3 B Phase 3

rort SSAMM-GDPR Rosdmap Chai_ookips | @ < -~
Ewdva 32. ®VAA0 «SAMM-GDPR Roadmap Chart», Zuykevtpwtikog Iivakag yia

SAMM xoat GDPR #2.
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4.5 ®VALo «Lookups»

To @UAA0 «Lookups» Ntav kpu@d péca oto epyadeio kat to ep@avicape. H
TPoaON kN Tov £ywve Tavn Snuovpyia Aiotag «Yes_No» otig meployég $A$4:$AS5,

OTIWG PALVETAL KL 0TNV €lKOVA 33.

yes_no | 5 || Yes

P B c D E F G H
_m:_‘ | | I | I |

Data in this worksheet is used to feed the Interview worksheet and Roadmap worksheet and provides answers and values.
Please do not edit without understanding the potential impact to the SAMM model as it will alter the scoring model.
There are currently seven categories of answers, the colors/numbers in column | indicate which questions in which Business Function are using that specific

Answer Rating Scale

Yes 3 3 3 No 0

- 2.0 2.99 2+ Yes, it's less than a year old 0.2
2

e
s
—
=

=
25
T

[
5

5 | 2 2 4 Yes, it's a number of years old 0.5
- 1.01 1.99 1+ 3 Yes, it's a pretty mature program 1
3 | 1 1 1 2

9 | 0.01 0.99 0+ 1 No 0
10 0 0 0 0 8 Yes, some of them are aware .
1) Yes, approx. half of them are aware 05
12 Yes, most of them are aware 1
13|

14 No 0
15| c Yes, a small percentage are/do .
16| Yes, at least half of them are/do 0.5
17 Yes, the majority of them are/do 1
18|

19| No 0
20 ) Yes, we did it once .
21| Yes, we do it every few years 05
22| Yes, we do it at least annually 1
23 |
24 | No 0
25 £ No, it is not applicable 1
26 | Yes, but on an adhoc basis 0.5
27 | Yes 1
2
29 | No 0
30 F Yes, teams write/run their own .
3 Yes, there is a standard set 0.5
32 Yes, the standard set is integrated 1
33 |
| No 0
35 IS Yes, localized to business areas .
36| Yes, across the organization 0.5
37 Yes, across the organization and required 1
3
: -

&

| Attribution and License ‘ Interview | Roadmap | Scorecard | SAMM-GDPR Scorecard | Roadmap Chart SANMM-GDPR Roadmap Char‘ti Lookups I

Ewdva 33. dOANo «Lookup», Snuiovpyia Aiotag.
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Ke@aAaio 5
5 ATToOTEASONATA

Ta amoteAéopata TOU  EPYNAE(OV  ATOTUTIWVOVTAL OTOV  TOPAKATW
OUYKEVTPWTLIKO TIVAKQ, TIVAKAG 5 — ZUYKEVTPWTIKOG TiVaKag cuoxETiong SAMM

Domains kat dpBpwv Tov kavoviopov GDPR.

SAMM Domains GDPR Articles Related
SM Strategy & Metrics Yes
PC Policy & Compliance Yes
EG Education & Guidance Yes
TA Threat Assessment Yes
SR Security Requirements Yes
SA Secure Architecture Yes
DR Design Review Yes
IR Implementation Review Yes
ST Security Testing Yes
IM Issue Management Yes
EH Environment Hardening No
OE Operational Enablement No

Mivakag 5. ZuykevtpwTikdg ivakag ovoxétiong SAMM Domains kat GpOpwv
Tov Kavoviopov GDPR.
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Ke@aAaio 6

6 AvaAvo1) ATTOTEAECUATWV

0 oxeSLoUOG KL 1] AVATITUEN TOV EUTTAOVTIOUOV TOU EPYNAEIOV HE YVOHOVA VX
KaAUTITEL TOV VEO IMevikd Kavoviopud twv Ipoowmikwv AeSopévwy, odnyel o€ éva
LKOVOTIOIN TIKO QTIOTEAECUAQ, |LE ATIOTEAEC A O XPT)OTNG VO ATIOKOWUICEL TNV OALOTIKY)
ELKOVU O€ OXEOT UE TNV CUUUOPPWOT] TIOV £XEL 0 0pYaVIOUOG Tou oto GDPR, kot o
0TI0{0G KAVOVIOLOG EIVAL EVOWUATWUEVOS LEGH OTLG TUTILKEG SPAGTNPLOTNTES EVOG

KUkAouv SAMM.

Xa&pn 0To EPYAAEI0 ATTOTUTIWOVOVTAL YPTYOPX TLG OL OTIOLEG ATIOKALTELG HETAEL TWV
ETIYEPNHATIKOV PACEWV Kol S{veTal ) SuvatdTnTa 6TOV XP1oTh va TTPoalvel o€
eVOEXOUEVEG SLOPOWTIKES KLVIOELG YL TNV ETITEVEN LEYXAVTEPN G WPLLOTNTAG KAl

KaT EMEKTAOTN CUUHOPPwOoNG Tou GDPR peoa otov kOkAo SAMM.

Emtiong Bdom tng emefepyaoiag mov KAVAE YLO VA HTIOPECOVE VA ATIAVTI|OOVUE
TIG EPWTNOELS OTIS 12 TPAKTIKES ao@dAelag (SAMM Domains) kat ota ETUEPOUG
SAMM Maturity Levels yia to av ta media autd €xovv cvoyétiomn pe to GDPR 1y o)L,

SNuovpyNoapE TOV TTAPAKATW Tivaka o€ excel.

AOYw TOV OTL8eV N TAV SUVATOV VU XWPETEL EVKPLVESTATA AGYW TOV PEYEBOUG TOV,

TIPOPNKALE GE CTLYULOTUTIO 000VNG KL TO ELCAYAYAUE OAV ELKOVA, ELKOVA .
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A B C D E
21 SAMM Domains SAMM Maturity Levels GDPR Articles Related
3 SM1 |Estabiish Unified strategic roadmap for software security within organization Yes
4 | SM| Strategy & Metrics  |SM2 [Measure relative value of data and assets and choose risk tolerance Yes
5 SM3 |Align Security Expenditure with relevant Business indicators and asset value No
] PC1 |uUnderstand relevant governance & compliance drivers Yes
7 | PC| Policy & Compliance |PC2 |Establish Security & Compliance Baseline + understand project risks Yes
b PC3 |Require Compliance and measure projects against organization wide standards Yes
9 EG1 |offer Development staff access to resources around the topics of secure development Yes
10| EG | Education& Guidance |EG2 |Educate all personnel in the saftware lifecycle with role specific guidance on secure development Yes
1 EG3 |Mandate extensive security training and certify personnel for baseline knowledge Yes
12 TA1 |Identify and understand high-level threats to the organization and individual projects Yes
13| TA| Threat Assessment |TA2 |Increase accuracy of threat assessment and improve granularity of per project understanding Mo
14 TA) |Completely tie compensating controls to each threat against internal and third-party software Yes
15 SR1 |Consider security explicitly during the software requirements process Yes
16| SR | Security Requirement |SR2 |Increase granulairty of security requirements based on business logic and known risks Yes
17 SR3 |mandate security requirements process for all software projects and 3rd-parties interdependencies Yes
18 SA1 |Insert consideration of proactive security guidance into the software design process Yes
19| SA | Secure Architecture |SA2 |Drect the software design process towards know secure services and secure-by default designs Mo
20 SA3 |Farmally control the software design process and validate utilization of secure components No
21 DR1 | Support adhoc reviews of software design to ensure baseline mitigations for known risks Yes
22| DR Design Review DR2 |Offer assessment services to review software design against comprehensive best practices for security Mo
23 DR3 |Require assessments and validate artifacts to develop detailed understandingof protection mechanisms No
24 IR1 |opportunistically find basic code-level vulnerabilities and other high-risk security issues Yes
25| IR |Implementation Review|IR2 |Make code review during development more accurate and efficient through automation Mo
26 IR3 |Mandate comprehensive code review process to discover language-level and application-specific risks No
21 ST1 |Establish process to perform basic security tests based on implementation and software requirements Yes
28| ST Security Testing  |ST2 |Make security testing during development more complete and efficient through automation Yes
29 ST3 |Require application specific security testing to ensure baseline security before deployment No
30 IM1 |Understand high-level plan for responding to vulnerability reports or incidents Yes
31| IM| Issue Management |IM2 |Elaborate expectations for response process to improve consistency and communications Yes
32 IM3 |improve analysis and data gathering within response process for feedback into proactive planning No
K] EH1 |Understand baseline operationel environment for applications and comp! Mo
34| EH |Environment Hardening |EH2 (improve confidence in application operations by hardening the operating environment Yes
35 EHJ |Validate application health and status of operational environment against known best practices Yes
36 OE1 |Enable communications between development teams and operators for critical security-relevant data Yes
37 | OF |Operational Enablement|OF2 |improve expectations for continuous secure operations through provision of detailed procedures Yes
38 |OE3 Mandate communication of security information and validate artifacts for completeness No

Eméva 34. ZuyKeVTPWTIKOG Ttivakag ovoxetions SAMM domains, Maturity Levels
and GDPR.
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Kegpaiaio 7

7 TUUTIEPACUAT

Avagopikda pe v agloAdynon g cLPUPOPPWOoNG UE TIS amattroels Tov GDPR, 1

TPOOTACIN TWV TIPOCWTIKWV SeS0UEVWV ATIOTEAEL éval ATIO TA ONHAVTIKOTEPQ

THaTa KAtd TV avantuin véwv epapuoywv. H pebodoAoyia touv povtédov

SAMM (Movtédo Qpipavong Efac@dAiong Aoylopikol - Software Assurance

Maturity Model tov opyaviopov OWASP pmopel va:

AZloAoyNoEL TIG VTIAPYOVOES TIPAKTIKEG ACPAAELAG AVATITUENG AG@AAOVG
AoylopikoV.

Avamtitel éva otaBepo TPOYPAUUA AVATITUENG ACPAAOVG AOYLOHULKOV.
Emideiel pe aflomoto kol peTprjopo tpomo v eEEALEN kat ™ BeAtiwon
TOV EMITESOV ACPAAELAG AOYLOULKOUV.

Oploel SpaoTNPLOTNTES KAl TIPAKTIKEG IOV OXETI{OVTAL UE TNV AOPAAELX
AOYLOHIKOU KAl VA LETPNOEL TNV ATOSOTIKOTNTA TOUG, TOGO Yl TV {Sla T
AglTovpyla TG EQAPUOYNG OCO KAl YLt TO OUVOAO TNG €TALPEING 1] TOV

0pYQVIOHOU TIOU aELOTIOLEL TO AOYLOLKO.

H mpotewvopevn pebodoroyia GUVETAYETAL KL LK OELPA ATIO TTAEOVEKTILATA Yl

TOV 0pyavioud, To £€pyo N To TPoiov Aoylopikol Tou Ba emiyelprnosl va

evowpatwoel Ton kavoviopud GDPR og éva kvkio SDLC 6mwg to SAMM. Avta

mepAapfavouv:

Tn pelwon ¢ mpoomdBelag yia Tn Slaxelplon EMMALOV KAVOVIOTIKWY
amaltnoewv 0mws To GDPR. O epyacieg mov epapudlovtat yia to SAMM
XPNOLULOTIOLOVVTAL KaL Yla TNV KAALYM TwVv amattioewv tov GPDR.

Tnv av&non ¢ mapayouevng aiag amd tn xpnon tovu toolkit tov SAMM.
To epyaieio Tov SAMM Ba aTOTEAECEL EPYAAELD KALYLA TNV KATOYPAPT) TNG

KaAvymg Twv amattmoewyv Tov GPDR.
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e Tnv avénon tov pubuov mapayduevns aiag amd ™ xpron tov SAMM. To
T0G00TO KAALYNG Twv amattioewv Tov GPDR Ba eivat mAéov petpropo
KOl KOTAYEYPAUUEVO OTIO TO TPWTA OTASIK AVATTUENG AOYLOULKOV
oVHE®WVA PE To SAMM.

e Tnv uoBemon g apyns «IStwtikdtnTag ano to Lxediaoud» (Privacy by
Design - PbD). To SAMM, dpa kat ot apxeg TI§ ISLwTIKOTNTAG IOV ATTALTEL
To GPDR, g@apuoletal o OAEG TIG PACELS AVATITUENG TOU AOYLOULKOU

(Zxedlaopog - YAomoinomn - Aokipég - Mapaywyn).

EmmAéov twv mapamdvw, Kol ylr TNV TANPOTNTA NG ofloAdynong g
TpotewopevnG peBodoroyiag, Ba mpémel va onuewwBel OtL M xpron NG

OUYKEKPLUEVT G LEBOBOAOYIAG EVOEXETAL VA ELPAVIOEL KAL KATIOLEG ASUVOULIES.
Avtég meplapfavouv:

e Tnv ad&nom Tov XpOVOU TPOETOLUAGIAG EVOS £PYOU AVATITUENG AOYLOULKOV
- Kuplwg WG TTPog TNV av&Avot] Tov.

e Tnv avénom tov MANO0UG TWV EUTTAEKOUEVWY HEPWV GTNV EQAPLLOYT TOU
SAMM. E@o6oov to SAMM toolkit amoteAécel epyaieio kalt ywa Tnv
oVUUOp@won pe To GDPR, B pémel va epmAaKel TNV EQAPUOYT KAL TNV
TapakoAoVBNo Tou kat o poAog tou Data Protection Officer (DPO),
amaitnon mov umopel va elval avinuévng SuokoAlag ylx KATOLOUG
0pYQaVIOUOUG.

e Tnv avdnon twv yvwoewv mov Ba mpEMEL va @EPEL 1] opuAdSa yla TNV
gfutmpétnon kat tTwv avaykwv touv GDPR. H ouykekpuévn amaitnon
umopel va e€looppommBel pe v eumiokr touv Data Protection Officer
(DPO).

e H pebBodoAoyia dev agopd To cVVoAo TwV apBpwv Tov GDPR aAAd eoTidlel
oe ekelva mov oyetiCovtal pe TNV avamtuén Aoylopkov. EvrtolvTolg
amoTeAEl Pl ypnyopotepn pEBodo agloAdynong 50Tt Baociletal o 16N

UTIAPXOVOX TIPAKTLKY.
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7.1 MgAAovTtikeG EmekTaoelg

H mapoVoa epyacia mapovoionoce Tnv oflomoinon Kol EMEKTAON €VOG
TUTIOTIONUEVOL  gpyaAeiov  aMOTUTIWONG TOU EMMTESOV  WPLUOTNTAG  HLOG
EQAPLOYNG 1) EVOG 0pyaviopoV o€ oxéon e To Movtédo Qpipavong EEao@aiiong
Aoylwopikov SAMM, wote va OUUTEPAAPEL, VA TOCOTIKOTIOMOEL KL VA

ATOTUTIWOEL TAVTOXPOVA KAl TO ETITESO CUUUOPPwWONG pe To GDPR.

To ovykekpluévo epyaieio «SAMM Assessment Toolkit v1.5» Bon®& otv
ATOTUTIWON TNG TPEXOVOAG WPLUOTNTAS EVOG OPYAVIGUOU O OXEOT] LLE TO ETMITTESO
ovppop@wong SDLC touv aAAd Kot TNV mapaywyn evog odikov xaptn (roadmap)

yla 1 otadiakn avéno tov.

To vmoym epyodeio €xel oxedlaotel pe TPOTO, OVTWG WOTE VA EMSEXETAL
EMEKTACELG KAL TIPOCONKES KAt Exouv TPOoAe@Bel Sl @opa ETHEPOVS GTOLXELX KAl

dedopéva Ta omola ev avaABnKav Adyw TEPLOPLEUEVOV XPOVOV.

Aappavovtag vtoYv otL and tov opyaviopd OWASP exel dnuovpynBel pa
evnuepwpevn €kdoon tov SAMM, 1 SAMM v2.0, n omoia Bploketal akopa o€
SOKIHAOTIKO 0TAS10, TO VTIOYT EpYadeio Ba uTtopEl vl TPOCAPUOOTEL EVEALKTA KAl

VoL XPNOLUOTIOMOEL PE TNV eVUeEpwUEVT €KSOOT).

[MapadAAnAa, GAAN pla peAdovtikn eméktaomn, Aapfdvovtag vmoyn Kot Tnv
TIOAVUTIAOKO TN TA GAAWV TPAKTIKWOV, HOVTEAWV KAl TTPOTUTIWVY, EVAL 1) ETTEKTAON

TOVU EPYAAEIOV KAl 0€ AAAEG TIPAKTIKEG, TIPOTUTIA KOl KAVOVIOTIKEG SLATAEELS (TU.).

PCI-DSS).

Emiong, kaBwg ot kUKAoL (W1 AVATTUENG AOYLOUIKOU Sla@EPouV avd LOVTEAD
SDLC, Ba pmopovoe va Tapapetpomonbel 1o epycdeio yla tnv aAAayr Tovu

apLOpoU TWV PACEWV WPLLOTNTAS.
TeAog, pa peAdovtikn eméktaon Kot eEEALEN elvat ) tpocBeon eldikoV Bapoug ava

EPWTNUA TOV HovTéEAoL SAMM, w¢ Ttpog TN onuavtikénTa pe To GDPR mov Oa £xel

KOl QVTIKTUTIO OTA QTOTEAECUATA TIOU ETMLOTPEPOVTAL GTO XPNOTN HECW TNG

68



SLlEMa PN Tov BACEL TWV ATAVINUEVWVY EPWTNOEWV KAL AUTO B ATTOTUTIWVETAL

eBIKOTEPA 0TO KOUUATL TNG BabpoAoyiag (scoring).
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