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Summary

Phishing attacks remain a huge threat and are becoming more prevalent every year. Phishing
attacks are increasing and are becoming more frequent, events that hinder the ability of
cybersecurity operations to effectively defend against them. The term ‘phishing’ comes from the
concept of hackers ‘fishing’ for sensitive information by creating "bait" in the form of deceptive

emails and texts.

Investigate phishing attacks before or during expected or unexpected social, political, economic
events and create targeted information to effectively understand and address the problem.
Despite awareness efforts by cybersecurity organizations, phishing attacks are still successful at

the expense of much of society.

The main axes analyzed are the overview of phishing attacks by classifying them, based on
events and population groups. Further identified and analyzed existing classifications. Also,
included tables and figures from existing studies. Phishing attacks are categorized based on the
main features used. Additionally, searched topics like phishing scams related to COVIT-19 and
disinformation during the pandemic, etc, and investigated phishing attacks before the
pandemic. Also, list the key characteristics of the attacks and then list the key information in a
table. A list of anti-phishing countermeasures, e.g,, how to recognize red flags for phishing etc.

Identify awareness efforts aimed at educating people about phishing attacks.

Finally, evaluating one hundred infographics by collecting and analyzing the qualities through a
framework for the overall quality of the awareness material. Analyzing the results and draw our
conclusions based on them. In conclusion, by presenting elements for the correct creation of an

infographic.



MepiAnym

0L emBéoelg phishing mapapévouv pla tepdotia ameldny kat SadiSovtat 6A0 kat
TEPLooOTEPO KABe xpovo. Ou emBécelg phishing aviavovtal kat elval mo cuyvég,
YEYOVOG OV €UTIOSIZEL TNV LKAVOTNTA TWV AELTOVPYLWV TNG KUBEPVONCPEAELNG Va
QUUVOVTOL OTIOTEAECUATIKG evavtiov Toug. O 0pog ‘Papepa’ TpoépxeTal amd Tnv
évvolad Twv Yakep Tov «Papevouvv» egvaiocOntes mANpowopieg SnuovpywvTag
«SOAWUA» UE TN HOPEN TTIAPATIANVT TIKWV UNVUUATWV NAEKTPOVIKOU TaXUSpOoEiov Kal

KELLEVWV.

Atepeuvol e TIG eTIOECELS TOU NAEKTPOVIKOU PapERATOG TPV 1] KATA TN SldpKelx
QVOUEVOUEVOV 1] AVATIAVTEXWV KOWWWVIK®WV, TIOALTIKWY, OLKOVOUIKWY YEYOVOTWV KL 1)
Snuovpylar  OTOXEVHEVNG  EVNUEPWONG YL OTMOTEAECUATIKY] KOATOVONOT Kol
QVTLPETWTILOT TOV TiPoPBANHaTOG. [TapOAES TIG EVUEPWTIKEG TTPOOTIABELEG ATIO LEPOVS
TWV O0PYAVIOUWV KUPBEPVOACEPAAELAG, Ol ETIOECELS MAEKTPOVIKOU PapéUatog

€€akoAovB0UV Va elval ETITUXNUEVES €1G BAPOG LEYAAOV HEPOVG TNG KOLVWVIAG.

Ol kupLoTEpPOL GEoveg OV B avaAVCOLPE Elval 1 ETILOKOTNGT TWV EMOECEWY TOV
NAEKTPOVIKOU PAPEUATOG TAELVOLWOVTAS TIG, LE BAOT TA YEYOVOTH KAL TIG OHASEG TOV
TANBuopoV. ‘Exovpe mpoodiopioet kat avaAVoel Tig vtapxovoes tasvounoels. Emiong,
EXxoupe oLUTEPAGBEL TIVAKEG KAl oYNUATA amd LVTApyovoeg HeAETeS. Tig €youvpe
Katnyoplomoinon pe PBdon ta PBACIKA YXAPAKTNPLOTIKA TIOU XPTNOLLOTIOU|OQUE. .
[Ipaypatomomoape avalnor o€ BEUATA OTIWG ATTATEG NAEKTPOVIKOV YAPEUATOG IOV
a@opovv to COVIT-19 kal Tnv mapamAnpo@dopnon Kata Tn Sldpkelx TG mavenuiog
KAT. Atgpevvnoape emiong T emBEoelg NAEKTPOVIKOU PapPEUATOG TPV ATO TNV
Tavénuia. AKOUN ava@EPOuE Ta BACIKA XOUPAKTINPLOTIKA TWV EMOECEWV KL, 0TN

OUVEXELN, VO KATOXWPOVE TIS BACIKES TANPOQOPLEG OE Evav TIVaKa.

Emiong avagépovpe avtipetpa katd touv phishing my. mws Ba avayvwpiocovpue
KOKKIVEG onuaieg ylx pnvopata mMAEKTPovikoU Yapéuatos KAT. Axkoun 6Oa
Tpocdlopicovpe TPooTABELEG EVALCONTOTOMONG IOV GTOXEVOUV OTNV eKTAiSeLON

TWV avOpWTIWV OYETIKA e emB£oelg phishing.



Tédog Ba aflodoynoovpe ekatd infographics ocuAAéyovtag kol avaAVovToag TIG
Bl0TNTEG  HEOW  €VOG TMAQLOIOU ylX TNV OUVOALIKY] TNG TOLOTNTA TOU UALKOU
evaloOntomoinong. Oa avaAoovpe Ta amoTeAEopata Kal faon avtwyv Ba BydAovue
Ta ovumepacpata pag. Ev kataxAeldt Ba Tapovcsidoovpe oToXEIX Y TNV OWOTN

dnuovpylia evag infographic.
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Introduction
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Phishing attacks remain a huge threat and are growing more widespread every year. Phishing
attacks are increasing and are more common, which hinders the ability of cybersecurity
functions to effectively defend against them. The term ‘Phishing’ is derived from the notion of
hackers ‘fishing’ for sensitive information by creating ‘bait’ in the form of deceitful emails and
texts. Hackers commonly replace ‘€ with ‘ph’ in their online language which is where the exact
term comes from. Even though various news, reports, and anti-phishing campaigns attempt to
spread awareness and knowledge, people still fall victim to novel phishing methods. There are
many kinds of phishing attacks such as fake websites, spear phishing, deceptive phishing etc. 3.4
billion phishing emails are sent daily, and the annual number goes way beyond one trillion. The

figure is growing, and the threats are getting more sophisticated. [1]

Phishing attacks [2] are most common in the form of an email, although mobile-
phishing methods are quickly on the rise. 96% of phishing attacks arrive by email. The
3% are malicious websites and just 1% via phone. When it's done over the telephone,
it is called vishing and when it’s done via text message, it is called smishing. Phishing
typically involves a criminal impersonating a well-known brand to encourage victims
to either click a certain link that will allow the hacker access to their computer or enter
sensitive information under false pretenses.

Typical examples include an ‘urgent’, ‘important’ or ‘take action’ style email claiming
that you need to perform a specific action. Usually, individuals are targeted with an
email or text that at first glance resembles a legitimate communication from a trusted
organization, so the cybercriminals manipulate your trust to get you to respond to the

panic they’'ve created to capture your sensitive data. [3]

Phishing attacks impact many actors, from individual victims to companies and government
agencies. Phishing is a type of social engineering attack that is used to steal user data, including
login credentials and credit card numbers. That happens when an attacker, pretending to be a
trusted entity, dupes a victim into opening an email, instant message, or text message. The
recipient is then tricked into clicking a malicious link, which can lead to the installation of
malware, the freezing of the system as part of a ransomware attack or the revealing of sensitive

information.
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Attackers always take the benefit of human factors that generally ignore the critical warning

messages. Some of the driving factors behind these crimes are:

» Banking credential theft of credit card details, CVV number and online credentials for

websites like PayPal and eBay etc.

» [dentity theft- attackers steal sensitive identity details of a person such as ID number etc.

» Trade secrets and confidential document theft targets specific companies to steal

sensitive information.

» Notoriety hackers sometimes carry out scams to gain popularity and recognition among

peers.

Phishing attacks statistics reveal that users open only 3% of their spam emails, while 70% of
them open and read their phishing emails. More than 50% of those who open spear-phishing
emails click on malicious links within an hour of receipt. Despite the ever-evolving sophistication
with which phishing scammers innovate, phishing strategies can never be 100% successful.
They are close, however, phish statistics show that spear-phishing emails work because they are
believable. Often, the user on the receiving end doesn’t know what to watch out for. Despite
awareness efforts by cybersecurity organizations, phishing attacks continue to be successful at
the expense of a large portion of society. A recent example is the coronavirus pandemic, which
has given food for malicious individuals to create multiple baits and fool unsuspecting citizens

and organizations.

A phisher may use public resources, especially social networks, to collect background
information about the personal and work experience of their victim. These sources are used to
find information such as the potential victim’'s name, job title, and email address, as well as
interests and activities. The attacker can then use this information to create a reliable fake
message. Typically, the emails the victim receives appear to come from a known contact or

organization. Attacks are carried out through malicious attachments and links to malicious
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websites. Scammers often set up fake websites, which appear to be owned by a trusted entity
like the victim’s bank, workplace, or university. Through these websites, attackers attempt to
collect private information like usernames and passwords, or payment information. Some
phishing emails can be identified due to poor copywriting and improper use of fonts, logos, and
layouts. However, many attackers are becoming more sophisticated at creating authentic
looking messages and are using professional marketing techniques to test and improve the

effectiveness of their emails.

With so much of our lives taking place online, especially with Covid-19 pandemic,
attackers are getting increasingly inventive, using social engineering to persuade
consumers to hand over information. That’s why many organizations prepared a scary
yet necessary list of phishing statistics to show you how sophisticated such schemes
are anymore and hopefully, to give you an upper hand in your attempts to stay safe
online individually and professionally. Also, cybersecurity companies have identified
several campaigns by hackers who are attempting to exploit concerns about the COVID-
19 outbreak for their own criminal ends. Crooks often use current affairs to make their

scams timelier.

The strengthening of society's resilience to phishing attacks through targeted
awareness of the possibility of such attacks before or during expected or unexpected
social, political, economic events and crises. The paper will also investigate the
practices used by organizations that inform citizens about cyber security issues and
especially regarding phishing. Subsequently, targeted information material will be

created which will be a model for effective countering of phishing.

Many organizations including ENISA, EUROPOL, SANS Institute and Cyber Safe Work,
produce and distribute infographics to raise the Cybersecurity awareness of people. In
addition, the infographic design and assessment are also massive based on
unsystematic approaches. Consequently, this study examines and analyzes the
properties that can guide or be useful for cybersecurity awareness infographic design
and its quality. In the following chapters will develop an infographic framework to
analyze one hundred infographics. Subsequently, by collecting the data of the analysis,

creating graphs, and examining the results. Furthermore, listing ways to create the
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right design of an infographic so, can individuals and employees be informed about

phishing attacks. [4], [5]
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Chapter 2

Background work and Literature

review
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2.1 Phishing taxonomies

Phishing attacks are divided into several categories, the most clickable phishing email in the U.S,
Europe, Middle East, and Africa are the business phishing emails. In U.S phishing emails, the
subjects that are most populated are focused on security alerts that are related to passwords
and internal company policy charges. On the other hand, the top subjects in Europe are related
to the user’s everyday tasks such as more personalized subjects that are interesting to users. The
subjects that business phishing emails are using for their attacks are by sending accept
invitations such as staff meetings, employee portals, enclosed attachments, immediate

password verification required and ‘company name’ invoice.

The top email categories on phishing attacks are shown below:

» Banking and Finance

*  Online Services

* Human Resources

= IT

* Business

» Coronavirus/COVID-19 Phishing

» Mail Notifications

= Holiday

» Phishing for Sensitive Information

= Social Networking
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TOP-CLICKED
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TOP 10 EMAIL CATEGORIES
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Image 2.1.1: Top-clicked phishing email categories by Knowbe4
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According to [6] in 2013 Malcovery reported that Facebook, WhatsApp Fargo etc. were
the top organizations targeted by the attackers. Consistent to a 2021 analysis of
phishing emails, women are less likely to both open and enter their data in a malicious
phishing attempt. Allegedly, males are 225% more likely to respond to phishing emails
than females. These findings are from the research of a study by Sheng et al. which
suggested that men were less susceptible to being caught in a phishing attempt due to
their better education in technical areas. However, in 2022 the educational gap in
STEM subjects is much smaller and this is no longer the case. The age group 18-25 years
are likely to be the attacker’s victim. The figure 2.1.2 shows the statistics of phishing
websites based on domain in the fourth quarter of 2104 .com (41%) was the most used
domain to carry out phishing scams followed by .net (7%), .org (5%) and .br (3%).
Phishing statistics of 2015 reported by Google Safe Browsing is that the number of
malicious web pages fell from 18454 to 14977 but the number of phishing pages
increased by 8707.

Phishing Domains

LJCom

Jniet

JOrg

br
IP-based
S8

EELEEEERL

Figure 2.1.2: Statistics of phishing websites based on domain by E-crime Report 2013 Q4.
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Social phishing attacks are increasing through the years because more than 80% of the
population is using social media like Facebook, Twitter, and Instagram, so hackers love
using it instead of email to gain your personal information or clicking on malicious

links.

150% increase
in phishing atternpts

= Social media phishing
in fraudulent social accounts

. b increase

Figure 2.1.3: Social Phishing Statistics by Inspired eLearning [7]

on social media

Symantec’s Internet Security Threat Report 2019 shows spear phishing emails are
used by almost 65% of all known groups. The report also tells, that 96% of targeted
attacks are carried out for the purpose of intelligence gathering. In 2020 also Symantec

reported an enormous spike in COVID-related emails being used. [8]

SPEAR PHISHING INTELLIGENCE GATHERING

Source:

Figure 2.1.4: Symantec statistics about Spear phishing. [8]
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Proofpoint provides information about employee knowledge of phishing terms. So, the
statistics showed the four age groups, baby boomers (aged 55 plus) were most likely

to recognize the terms ‘phishing’ and ‘ransomware’.

What Iz Phishing? What Is Ransomware?

285

Apge: 18-22 Ap= 23-38 Ape 18-22 Ape: 23-38

66% 43%

Apge: 39-54 Age- 55+ Ape 35954 Ape: B5+

mm Comect mm Incomect s | don't know

Figure 2.1.5: Knowledge of phishing terms varies among generations. [8]

20



Although when it came to the terms ‘smishing’ and ‘vishing’, the older generation was

the least likely to know the definitions.

What Iz Smizhing? What Iz Vishing?
Age: 18-22 Apge- 23-38 e: 18-22 Age- 23-38
Apge: 39-54 Ape: 66+

mm Tomect mem ncomect s | don'tknow

Figure 2.1.6: Smishing terms charts [8]

Gen Z has a demographic ranging from ages 11 to 24. Attackers target Gen Z victims
and they use social media requests [9] and chatbots to engage with their victims.
They’re then prompted to make P2P payments like PayPal, unknowingly acting as
players within money mule networks. The Millennials have also been exposed to
technology, so they’re generally comfortable with digital interactions. However, they
tend to experience identity fraud at greater levels than other generations. According to
the FTC, Millennials are 25% more likely than Gen X and Baby Boomers to reportlosing
money to fraud. The victims have ages from 24 to 40 and are more likely to encounter
fraud through robocalls and mobile texts. Gen X are between the ages of 41 to 65.
Although they did not grow up with technology from an early age, they tend to have a
considerable amount of experience using technology. However, the range of digital
services that they’re comfortable using is much narrower than that of Millennials and
Gen Z. Some common attacks used to engage with Gen X include robocalls, SMS, and
emails. Generation X are more likely to be vulnerable to triggers such as financial
information and interest rates. Attackers tend to target Baby Boomers, from 57 to 75
years old, using more traditional methods. They usually respond to tactics such as

robocalls, while younger generations are easier to reach through other forms of
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technology and communications. Some common triggers include attacks related to the

IRS, healthcare, social security, credit cards, and consumer warranties.

2021 JAVELIN IDENTITY FRAUD STUDY
Criminal scam tactics and triggers by generations

Tactics:

« Roboc
« Text

are
» Social security

Triggers:

. 2nd requests
« Mule recruits Confirmations

JAVELIN | Mitek
Figure 2.1.7: 4 types of generational fraud victims [10]
If the email contains a link, around 12% of people will click on it. On the upside, only

49% will enter data into the website the link leads them to. Now, let’s see what makes

employees click on fake links, according to email phishing statistics

Employee Actions Leading to the Success 7 TRUELIST
of Phishing Attack

20% 12% 4%
Click on a fake Click on a fake Enter dataon a
attachment link fake website

Figure 2.1.8: Employee Actions Leading to the Success of Phishing Attacks [10]
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Phishing attacks saw a huge increase when the COVID pandemic started. New to online
and remote work people make mistakes, and attackers saw their chance. In March
2020, saw 500,000 attacks alone, marking a massive spike in recent phishing attacks
at the time, from 218,000 in January 2020, with Google blocking 18 million malware

and phishing emails about Covid in April 2020.

LinkedIn is the top social media subject to watch out for. There is a massive 47%,

phishing messages related to the professional network are the top social media subject

to beware.
Phishing Demographics by Age o/ TRUELIST
Click on phishing emails [l Did not click on phishing emails [l Don't know
80% Don't know what a phishing email is

2 %
p ) B~
(¢)
*® X
o
2 v
40% 4 N 3P
- 2
X
- X
— =] o
2 o~ b =
L o 2 8 B
; ] l . .
18-30 years 31-40 years 41-50 years 51+ years

Figure 2.1.9: Phishing Demographics by Age [10]
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Adults aged between 25 and 34 years or 35 and 44 years were more likely to receive a
phishing message (58% and 60% respectively) than other age groups. Those aged 35
to 44 years also had the highest proportion of respondents who replied to the message
or clicked a link (4.8%).

Those aged 25 to 44 years were most likely to receive a phishing message

Proportion of adults who received a message that may have been phishing and the proportion of those who
replied to or clicked on a link in the message, by personal characteristics

All adults
25-34
35-44
45-54
55-64
65-74

75+

“lﬂﬂ

[ ] Received a message [ ] Replied to or clicked a link

Figure 2.1.10: Proportion of adults who received a message that may have been phishing and the
proportion of those who replied to or clicked on a link in the message, by personal characteristics [11]
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Festive season attracts potential scammers trying to ruin the fun. This is because
scammers become more active during the holidays, targeting all groups but most of the

seniors.

$100M 40k

$80M

$60M
5401
$20M
L II - | -

Under 18 18t024 251034 5todd 451054 55to 64 Over 65

Amount lost

=
=
2
sytodal jo aaquunpy

=

k

@ Amount lost @ Number of reports

Figure 2.1.11: Age groups of scam victims on holidays.
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Barracuda researchers [12] have seen attacks about COVID-19-related spear-phishing
attacks since January 2020, but they have observed a recent spike in this type of attack,
up 66% since the end of February 2020. They observed three main types of phishing
attacks using coronavirus COVID-19 theme scams [13], brand impersonation, and
business email compromise. Through March, 54% were scams, 34% were brand

impersonation attacks, 11% were blackmail, and 1% were business email compromise.

Number of coronavirus-related
spear-phishing attacks in 2020

Barracuda.

Figure 2.1.12: Spear phishing attacks related on Covid-19 [14]

Types of coronavirus-related
spear-phishing attacks

— 1%

Scamming
Brand Iimpersonation
Blackmailing

Business email compromise

Barracuda.

ney, secured

Figure 2.1.13: Types of spear phishing attacks related on Covid-19 [14]
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Global phishing statistics further show that out of all security incidents during 2020,
80% were phishing attacks. Although in the first quarter of 2022 the total attacks were
1,025,968 so the phishing activity trends are shown below. Financial attacks remained
the first choice of hackers with webmail and software-as-a-service (SaaS) providers
remained in the second place of choice, while attacks against retail/ecommerce sites

fell from 17.3 to 14.6 percent after the holiday shopping season.

HHELFNETSECURITY
MOST-TARGETED INDUSTRIES, 1Q-2022

Financial
SAAS / Webmail
eCommerce / Retail
Other

Social Media
Crypto

Payment

Logistics / Shipping

SOURCE: |APWG

Figure 2.1.14: Trends of Phishing Attacks on 2022 by Help Net Security [14]
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Zscaler reviews twelve months of global phishing data from its security cloud to
identify key trends which mimic popular brands. The 2021 report showed dramatic
29% growth in overall phishing attacks compared to previous years, with retail and
wholesale companies bearing the brunt of the increase. Phishing attacks are impacting
businesses and consumers with alarming frequency, complexity, and scope, with the

rise in phishing as a service making it easier to launch successful attacks.

B HELPNETSECURITY

PHISHING ATTACKS MIMIC POPULAR BRANDS
AND CAPITALIZE ON CURRENT EVENTS

Top themes in 2021

BR Microsoft

Negal
Streaming

ciiviD-19

e Telegram

amazon
UL

£ OneDrive
P PayPal

- BINANCE
Google

ROBLEX

Figure 2.1.15: Phishing attacks mimic popular brands and capitalize on current events 2021 by Help Net
Security [14]
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Phishing Statistics from 2022 and beyond are as of Q3 2019, phishing attacks are at
their highest they’ve been in three years and is the number one cause of data breaches.
Fraudulent transfers are sent to more than 140 countries. 68% of all phishing websites
use HTTPS protocol and 78% of known cyber-espionage incidents involve phishing.
Also, 90% of successful data breaches and hacks spawn from phishing attacks. 66% of
people aged 55 plus recognize the term phishing but only the 47% of 18-22 years old
know what phishing means. SaaS and webmail are the most targeted industry sectors
with 33% of all phishing attacks following financial institutions accounting for 19%
and the less targeting area is Cloud storage and file hosting have a 4% target rate. [15],

[11]

The most common phishing techniques that cybercriminals used to collect personal
information from users are more advanced and their techniques that are being used

are also advanced. [16], [17]

» Spear phishingis more targeted and after more valuable information than credit
card data. They do research to make the attack more personalized and increase

their chances of success.

» Link Manipulation is the type of attack in which the attacker sends a link to a

fake website.

» Keyloggers refer to the malware used to recognize inputs from the keyboard

and the information it will be sent to the hackers.

= Vishing is the voice phishing the attacker through phone calls asks users to dial
a number. The purpose of this method is to get personal [18] details such as a

bank account.
= Malware is phishing scams that involve malware to run on a user computer.

Either the user clicks on a fake link or may also attach downloadable files on the

mail that the attacker sends to the victim.
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= Social Engineering is a technique that manipulates users by clicking
questionable content for many technical and social reasons. Phishers count on

victims not thinking twice before infecting the network.

2.2 Phishing attacks

The COVID-19 pandemic coincided with a global epidemic of scams and frauds. The
unprecedented cybersecurity concerns emerged during the pandemic sparked a
torrent of research to investigate cyber-attacks and to propose solutions and
countermeasures. The phishing was by far the most frequent type of attack. Many
reports by governmental bodies, security firms and the grey literature that
investigated phishing attacks during COVID-19, or that proposed countermeasures
against them. Fraudsters are always adapting their phishing attacks, and recent
emerging trends have exploited the COVID-19 pandemic and rising cost of living. In the
latest year, 4.8% of all fraud was perceived to be coronavirus-related, rising to 6.3% of
all cyber fraud. In one campaign, victims received text messages apparently from the
NHS claiming they had been in close contact with someone who had the Omicron
variant. The message provides a link to a website claiming to be hosted by the NHS
where they can book a test, prompting them to provide personal information and pay

a delivery fee.

Cyberattack campaigns was revealed by analyzing and considering cyberattacks in the
context of major world events. Following what appeared to be substantial gaps
between the initial breakout of the virus and the first COVID-19-related cyber-attack,
the investigation indicates how attacks became significantly more frequent over time,
to the point where three or four different cyber-attacks were reported on certain days.
An intense look into the recent advances that cybercriminals leverage, the dynamism,
calculated measures to tackle it. The hacking attacks was the most frequent with a
record of 330 out of 895 attacks, accounting for 37%. Next was Spam emails attack with
13%; emails with 13%; followed by malicious domains with 9%. Mobile apps followed
with 8%, Phishing was 7%, Malware 7%, Browsing apps with 6%, DDoS has 6%,
Website apps with 6%, and MSMM with 6%. BEC frequency was 4%, Ransomware with
2%, Botnet scored 2% and APT recorded 1%.
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Spear * Check sender Targeted = Seniors

Phishing email address and
name

= (Check the email
format

» Verify shared links

2.3 Countermeasures against phishing

Individuals and organizations often fall to frauds that involve many forms of social
engineering techniques, where the information required is garnered from a person
rather than breaking into a system. [19] Cyber criminals can easily play on people’s
psychology and perceptions. Also, they often update their tactics to keep up with the
latest news or trends, but here are some common tactics used in phishing emails or
text messages. There are ways that can be protected from phishing attacks [18].
Attackers rely on the fact that people are busy, these spoof emails appear to be
legitimate. As a result, recipients are more likely to take what is written in them
seriously and act upon it. Here are some cyber scams and ways to protect and avoid

them [20], [21]:

Bank phishing emails may look identical to the types of correspondence that real
banks send by replicating the logos, layout, and tone of real emails. Also, they use
language that transmits a sense of urgency, for instance implying a penalty if you do
not respond, so it may ask you to download an attachment or click on a link. There are

some tips that must be kept in mind to keep alert from these attacks.

* First, must keep our software updated, including your browser, antivirus, and

operating system.
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» Second, be especially vigilant if the ‘bank’ email requests sensitive information.
Alegitimate bank will only communicate with you securely through your online

bank account.

» Third, check for inconsistencies and anything that does not make sense such as
a slight difference in the sender’s address. Also compare the sender’s email
address with previous real messages from your bank and check for bad spelling

and grammar mistakes.

* Fourth, do not reply to a suspicious email, forward it to your bank by typing in

the address and do not click on the link or download the attachment.

Romance scams usually take place on online dating websites, but defrauders often
use social media or email to contact the victim. There are some ways to recognize
the scammer. It must ring a bell that someone who has recently met online
professes strong feelings and repeatedly asks to chat privately. Their messages are
often poorly written and vague, and their online profile is not consistent with what
they tell you. Also, they may also ask you to send intimate pictures or videos of
yourself. Their profile is that they patiently wait to gain your trust, sometimes
waiting up to weeks or months. They will always have an excuse to justify why their
webcam is not working, being unable to travel to meet you and why they always
need more money by elaborating a story and asking you for money, gifts, or your
bank account or credit card details. If you do not cooperate, they may try to
blackmail you. So, to avoid it, must be very careful about how much personal
information we share on social networks and dating sites. Always have in mind the
risks. Scammers are present on the most reputable sites. Research the person’s
photo and profile using online searches to see if the material has been used
elsewhere and it is not fake. Be alerted to spelling and grammar mistakes,
inconsistencies in their stories and excuses such as their camera never working.
Don’t share personal pictures, videos, or any compromising material that the
defrauder could later use to blackmail you. If you agree to meet in person, tell family
and friends where you are going. Never send money or give credit card details,

online account details, or copies of important personal documents.
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Lottery and Free Gift Card Scams work because they play with people’s desire for
free money, so they post on social media claiming to give out free gift cards for
popular stores like Starbucks or announcing that you have won the lottery. By
clicking on them, you're taken to a site that asks you to enter your information to
claim your winnings. They ask you for your phone number to secretly charge you
in data fees or ask you, your banking information to wire you money and in the end,

they steal from you instead.

Investment scams may include profitable investment opportunities such as
shares, bonds, cryptocurrencies, rare metals, overseas land investments or
alternative energy. The signs that must be alert are receiving an unsolicited call,
repeatedly and they promised quick returns and assured that the investment is
safe. They try to convince that is a great offer and you have a limited time to accept

the offer and it is only for you.

Cryptocurrency investment scams trick victims into buying an unknown
cryptocurrency via an exchange platform. [22] They trick them into transferring
their assets from their legitimate wallets to a dubious recipient. Scammers posted
ads on the internet or social media. Unsolicited investment offers received by email,
social media, or telephone. A few of the methods are fake crypto investment
companies and they request to transfer your legit crypto investment to an alternate
crypto address that is under the control of criminals. Here are some ways how can

protect ourselves:

= Search and ask around before making a crypto investment.

» Be careful where you send cryptocurrency. Once the transaction is completed,

you will be unable to recall it and you lose everything.

» [f you receive an investment opportunity from a friend, confirm that the

message really came from them.
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» Beware of unsolicited requests encouraging you to open and fund new crypto

accounts. They will direct you to wallets controlled by scammers.

» Be clear on the conditions of your purchase and cryptocurrency ownership.

Healthcare Scam is a popular form of false medicare or social security advertisements.
They offer services such as a corrected social security card with the person’s married
name, a social security card to replace a lost card, a social security statement or a social
security number for a child. These companies may have profiles that feature the
Medicare logo to seem legitimate. Scammers play on people’s healthcare needs, so must

double check a service offered with other previous healthcare Insurance.

Photo of You Scams are phishing schemes that are often seen on social media too. People
receive a message in their Facebook inbox saying something like ‘Have you seen this
photo of you? The message then links to a page that looks identical to the social media
site and prompts you to log in. If you log in, they can gain access to your account and
have your login credentials as well. They bet on people’s reputation so can spot it and
protect us by putting our profile in private so that only your connections can message
you. Don’t click on suspicious links and when logging into social media, must check that

we use the correct URL.
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See Who Viewed Your Profile Scam persuades a person to click on a link, where they are
either directed to a fake login which can be used against you. We can prevent the attack by
checking that the URL is legitimate. Individuals can ensure their information and identity are
completely secure, try Panda Security’s Identity Theft Protection or Bitdefender which works to

keep your personal details safe from attackers.

Tax Season Phishing Scams are coinciding with tax deadlines. They can come in all forms such
as emails, phone calls, social media, and text messages. The attackers cleverly spoof the name of
a legitimate tax authority and attempt to use fear or urgency to get victims to divulge personal

or sensitive company information that can be used for identity thett.

Holiday scams are the busiest time of year for scammers. They know surges in online
shopping, holiday travel, and time constraints can make it easier to catch victims off

their guard with relevant schemes. Here are four holidays’ attacks:

» Black Friday and Cyber Monday Deals: must remember that when a ‘special
offer’ sounds too good to be true, it usually is. Avoid clicking on links in emails

or popups with very deep discount offers.

» Charity Tricksters: Holidays are traditionally the time for giving. It's also the
time that attackers try to pry money out of people that mean well. Prefer to

donate only to charities you already know.

* Complimentary Vouchers or Gift Cards: A popular holiday scam is big discounts
on gift cards. Don't fall for offers from retailers or social media posts that offer

mock vouchers or gift cards paired with special promotions.

» Bogus Shipping Notices: Individuals are going to see emails supposedly from
Amazon or a shipping carrier in your inbox that claim your package has a

problem or could not be delivered.
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Some ways that Individuals can stay safe are to use strong passwords but not reuse
them for a second time and avoid unprotected Wi-Fi because scammers can intercept
data transfer. As well, must verify before buying, because fraudulent ads, apps and
websites can be hard to spot, so must take time to read the customer’s review and after
use them. We should be alerted to watch out for ‘Lookalikes’. ‘Lookalikes’ are sites that
cybercriminals create that imitate familiar brands. These sites may sell goods and be

infected with malware or steal credentials.

Covid-19 scams are related to represent the CDC, FDA, or WHO, or medical companies
such as Pfizer or Moderna. Also, they informed the victims that fake products and Kkits
that claim to prevent or treat COVID-19 have appeared, posing threats not only to
victims’ money and privacy but also their health. [23] The scammers may guarantee
early access to the vaccines in exchange for a deposit or fee. They find their victims
through phone calls, robocalls and phishing. To avoid Covid-19 scams individuals
should first contact the organization agency directly to see if the contact is authentic.
Do not click on any links or download attachments. Also, must ignore questionable
offers of Covid-19 vaccines or test kits and never submit personal information through

emails, text, or online forms. [24]

Individuals can recognize phishing scams by notice some clues such as:

= [t says that they notice some suspicious activity or log-in attempts.

* They claim there is a problem with your account or your payment information.

* They say they need to confirm some personal or financial information

= Ifthey include an invoice, you do not recognize it.

» They send a link to click to make a payment

» They say you are eligible to register for a government refund

» They offer a coupon for free stuff
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In conclusion here are four ways to protect ourselves from phishing attacks:

Protect your computer by using security software

Protect your cell phone by setting software to update automatically

Protect your accounts by using multifactor authentication

Protect your data by backing it up

Social engineering attacks consist of numerous methods. The basic definition of social
engineering is the psychological manipulation of others into divulging confidential information
or carrying out certain actions. It is therefore distinct from conventional hacking attacks because
it plays on people’s natural tendency to trust as well as on their credulity and lack of awareness.
The aim is usually to extract sensitive data from companies or individuals. This prevents data
leaking out of a company by making employees aware of the threats. [25]

Companies use lots of different tools to protect themselves against cybercrime (e. g. anti-virus
software), but the weakest point in an IT security system is usually the human being. Social
engineering specialists are excellent psychologists. They can manipulate the victim and use

clever arguments and formulations.

Social engineering is a difficult cybersecurity threat to protect against because the tactics that
attackers use prey on an individuals’ reasoning. When employees haven’t been trained to
recognize social engineering attacks, the risk of falling victim rises. Because social engineering
training plays such a critical role in minimizing threats, many organizations take cyber

awareness training very seriously.

By 2022, for example, research firm Gartner projects that 60% of large organizations will have
a full-time equivalent dedicated to security awareness. Social engineering training, which is
often a part of security awareness programs, gives employees the tools they need to recognize
these types of attacks, which helps groom more discerning, responsible employees who are

better equipped to protect both themselves and their organization.

To prevent such attacks, there are several social engineering and cyber security measures to

bear in mind such as below:
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Training of employees on social engineering: As have already mentioned, one of the most
important aspects of social engineering prevention is risk awareness. It is therefore essential to

organize staff workshops and educate them on the value of data.

Putting employees to the test: Occasionally, it is a good idea to put employees through a test
to see if they would do the right things in the event of a real attack. Do they switch off their
monitors when they leave their desks? Are there any important documents on their desks?
What will they do if an unknown number of calls impersonates someone offering services the
company is looking for? Answering these questions will help ensure that each person on the

team is aware of what to do.

Multi-factor authentication: Even a strong password is not always enough. It is better not to
rely on single factor authentication for important data. In addition to passwords, multi-factor

verification can include fingerprint scanning, security questions, or SMS codes.

Do not allow strangers to connect to your primary Wi-Fi network. Strangers at home or in
the workplace should be allowed to access Wi-Fi via a guest Wi-Fi connection. Such an
arrangement allows the main encrypted, password-secured connection to stay secure and
interception-free. If any third party tries to “eavesdrop” for information, they won't be able to

access the activity you and others have kept private.

Use a VPN. In scenarios where someone on the main wireless network finds a way to intercept
traffic, a VPN can keep such intruders out. VPNs provide services that allow users to keep their
internet connection private over an encrypted “tunnel”. The connection is safeguarded against
third-party intruders and eavesdroppers. Users’ data is anonymized so that it cannot be traced

back to the user via cookies or other means.

Security of network-connected devices and services. Securing network-connected devices,
smart devices, and the cloud services associated with these devices is important. Protect the
generally overlooked devices, such as home network routers or car infotainment systems, home
theaters, etc. Data breaches on all these devices could spark personalization for a potential social

engineering scam.
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2.4 Discussion

Many citizen communities can be a target of phishing attacks such as students, staff, seniors, girls,
and people working at specific industries. New data have revealed that ages between 25 and 44
years are most likely to be most targeted, according to results from the Telephone-operated
Crime Survey of England and Wales (TCSEW). [11] Traditionally sent via email, phishing
involves messages from attackers posing as legitimate organizations to extract personal
information, or money, from the victims. They have taken advantage of age significant events,
including the coronavirus pandemic and the rising cost of living, to target victims. There is also
evidence of attackers taking advantage of widespread behavioral changes because of the
pandemic, such as the rise in online shopping. This includes a nine-fold rise in "advance fee
fraud" (victims making upfront payments for goods or services which then do not materialize)

and a 57% rise in "consumer and retail fraud" from pre-pandemic levels.

In the UK, in 2018, 49000 elderly people are reported being scammed. People between 65 to 74-
year-old are 54 times more likely to be a victim of phishing attacks than they are to be physically.
[26] Also, 27% of single people were duped by an attack when they were targeted, compared
with less than a tenth of people who lived with someone else. The average age of victims of mass
marketing postal fraud is 75, including lottery and prize scams, and clairvoyant scams. Often,
victims are at home alone all day, craving any opportunity for contact or interaction with the
outside world. Scammers target people aged 55+ choosing investment scams, as this is the stage

in life when a person'’s wealth is usually at its peak. [27]

Approximately 20% of Americans over the age of 65 have been exploited and taken advantage
of financially. The most vulnerable group to senior scams was being between the ages of 80-89
and living alone. Over $143 million lost through social media romance scams in 2018, it's no
wonder that 32.9% of elder fraud cases are the result of credit card scams. [28] In Australia in
2016 the ages under 18 reported 1% and scam losses 0.3%. The ages 25-34, reported 7% and
losses 4% and ages between 35 - 54 they reported 17% and losses from scams 15%. 40% of
scam reports were made from over 55s. Also, more women reported fraud, but men lost two

thirds more from Investments or dating and romance fraud by phone. [29]
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The criminal scams tactics that trigger by generations are the follow: [30]

= Scammers go after the age 11 to 24 by using social media requests and chat bots by P2P

payment messages and social media requests.

» Theage 25 to 40 targeted by text scams, as well as social media scams that offer rewards,

package tracking or peer-to-peer (P2P) money transfer confirmations.

= Gen X, who are between 41 to 56, get targeted by robocalls, as well as text and email

phishing scams designed to steal their login credentials and payment data.

= Consumers over the age of 56 are prime targets for robocalls and other phone-based
tactics that impersonate the IRS, Medicare, Social Security, banks, and other trusted

institutions.

According to the Federal Trade Commission [31], younger people reported losing money to
fraud more often than older people. Out of all reports, 43% were between the ages of 20-29,
while 15% were 70 -79.

Another research demonstrates that as we get older our judgment deteriorates making us more
easy targets to scammers. People over 60 are twice as likely to believe something even when the
information is misleading. Also, over 60 our brain begins to deteriorate, as a result they’re more
trusting. Two thirds of frauded victims are over 56. As well, forty percent of adults are anxious
that their parents will be victims of attackers. Their easy targets because one in five warn them

about the different types of frauds. [32]

The online dating scams are involved in a new online relationship and are asked for money

under false pretenses. 63% of dating scams victims are female.
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Chapter 3
Methodology
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The approach applied to work in this thesis is quantitative using survey methodology. A
quantitative approach. Different focus groups of different ages and citizen communities that can
be a target of phishing attacks, e.g, students, staff, seniors, girls, people working at specific
industries were used to gather the relevant information needed to investigate the problem
statement. The focus groups, along with their respective age groups, spanning from ages 18 to
65 and above. This chapter begins with a section describing the process of data collection, which
refers to the selection of phishing attacks examples relevant to the study and the reason for their
relevance. Using an infographic framework and analyzing them. As a result of the analysis, if the
infographics have the correct standards and which criteria may be used to design the right
infographic. The research conducted in this study is intended to be quantitative using survey

methodology.

A collection of examples of infographics had to be retrieved to be conducted. Separate the
infographics by year from 2020 until 2023. So, that compares with the results of the conference
paper with title ‘Properties for Cybersecurity Awareness Posters Design and Quality
Assessment’ [33] that was collected in 2018. Many individuals or employees does not know that
they can be attack and steal from them valuable data stored on servers stationed in another
country. Similarly, who is responsible for the surveillance and protection of what is unclear. For
example, in an organization, it is well-defined that security guards are responsible for surveilling
and protecting its physical premises and property, whereas the responsibility of surveilling and
protecting its IT systems and assets from potential cyberattacks is on every employee.
Obscurities like these make cybersecurity a difficult concept to understand and comprehend for
many people. And raising awareness of this concept with the purpose to result in actions and a
long-term behavior change by using static information on infographics is obviously a

challenging endeavor.

Also, it refers to being mindful of cybersecurity issues that affect personal and professional life.
It primarily entails cognition which leads to cybersecurity behavioral adjustments brought
about by positive changes in cybersecurity attitudes. The ultimate purpose of the process is to
persuade or motivate people (individuals and employees) to adopt secure behavior while
discouraging them from engaging in risky activities. This is the correct way to deliver the correct

security information in the right amount and format to the right audience at the right time, via
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the right dissemination channels. The information provided is often enough to draw individuals’
attention to security risks, comprehend their potential consequences, and respond

appropriately.

Many organizations including ENISA, EUROPOL, InfoSec Institute, and Cyber Safe Work,
produce and distribute infographics to inform people about phishing attacks. The popularity of
an infographic could be because it is one of the simplest and cost-effective awareness
mechanisms and people are familiar to its usage. The infographics initially used to be a
conventional method of the organizations (i.e,, uses textual and image content. Utilizing digital
technology, infographics’ information richness is easily improved, for example, infographics
include a clickable link that directs interested people to a website with detailed information on

the subject.

Currently, infographics with one-line text and whole page text, with and without images on
them, with fancy and plain typography, or with and without weblink are in use. On the one hand,
many organizations are trying to create a right infographic, but on the other hand, little effort has
been made to make the infographic more uniform and effective for the purpose. For indication,
it is still not well-defined what message to include for an effective infographic. Furthermore, the
infographic design and assessment are also largely based on unsystematic approaches.
Therefore, this study intends to distract and analyze the properties that can guide or be useful
for infographic design and its quality assessment. By properties, mean aspects like the content

of an infographic, the infographic’s appearance, etc.

The first step of the analysis was to collect the infographics by google search ‘phishing attacks
infographics’, ‘holiday scams’, ‘romance scams’ etc,, by year starting from 2020. Collecting
twenty-five infographics of each year until 2023. The infographics are from different
organizations either from credible sources or not. Each infographic analyzed in each category
shown on figure 3.1. Each infographic rated up to twenty-eight points, as a result of the analysis
for the overall quality of awareness raising material of infographics. Each infographic, depending
on the score, will separate in one of the three categories, Low, Medium, and High. In the next

chapter will analyze the categories shown in figure 3.1.
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The elicited properties and their respective sub-properties are listed in the figure below.
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Chapter 4
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We used an analysis tool to determine the degree to evaluate if the infographic is good or not. In
order to do the evaluation, the analysis of each infographic, using Microsoft Excel. For the
analysis needed four excel files, one for each year and displayed with the set of properties. Each
infographic was analyzed for the overall quality of awareness raising material (Low, Medium,
High). Every file contains twenty-five tabs, which each one has the analysis of each of twenty-
five infographics for each year until 2023. The analysis used one hundred infographics from
different organizations that are available for free. The infographics covered cybersecurity
threats either for individuals or businesses for e.g, phishing, and social engineering attacks,

holiday scams etc. [34]

The general idea for the design of a good infographic is to contain the below standards:

= Data: reliable, timely, content

» Design: theme color, fonts, readable

= Story: problem, clever message, solution

» Shareability: virality, SEO, location, social

Taking into consideration the above, how to design a good infographic, ending up creating a
framework to evaluate one hundred infographics, if the infographics met the specifications. The

following subsections will analyze each specification.
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4.1 Communication Strategy attribute

The communication Strategy attributes is a specialized approach to distributing and receiving
information. It means communicating the best message, through the correct channels, to the
right people and at the right time. [35] So each infographic is analyzed from this point of view,
resulting in its separation into three subcategories: Audience, Key message focus - clear purpose

and Timeframe.

The subcategory ‘Audience’ is divided in two categories ‘Across groups’ and ‘Specific’. The
category ‘Specific’ is about the contents of the infographics that are related and align with the
roles and responsibilities of the target audience or the goals and objectives of their organization.
[36] The information should be explicitly directed at the audience. The information is more likely
to be accepted and acted upon if the individual feels that it is explicitly directed than generically
to everyone. The information can be made more direct and tangible by using evidence-based
framing strategies. The category ‘Across groups'’ is selected when the topic is referent for general
information and the instructions can interest a large group of people and it is not specific on a

target group such as different generation or referring only for companies and employees.

The subcategory ‘Key message focus - clear purpose’ is the number one thing the publisher
wants the audience to remember or do as a result of an infographic. It is important to make a
point that’s useful. [37] It is split in four categories. The first category is ‘Awareness - about
threat’. This is referring to the infographic points and mentioning a thread that is clear to the
audience. The second category is ‘Awareness - about impact. This category is about if an
infographic talks about the impact of a phishing scam, for example what the impact will have to
the victim’s life, if will be a scam victim. The third category is about ‘Cyber hygiene - best
practices’ [38] so on each infographic looking to ensure critical data and connected devices are
handled safely, to minimize their exposure to risk on a thread. Also, if the infographic share
involves implementing a set of best practices on a regular basis to ensure the security of an
organization’s network and data. The fourth category is called ‘Empowerment - call to action,

e.g, visit a website to learn more, to report an incident, etc.’ This section is about call of action.
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For example, if an infographic writes down a way how a reader can learn more about the attack

or where can report the incident.

The last of this subcategory is ‘Timeframe’. [39] Timeframe is a type of content of infographic
that visually displays information in a time progression context. This subcategory is separate in
two categories ‘Generic’ and ‘Covers specific time periods’. ‘Generic’ means that each infographic
satisfies this category because it is not referred to a specific timeframe. ‘Covers specific time
periods’ is the category that is related if each infographic includes a specific timeframe such as

holiday season.

4.2 Behavior - change attributes

Behavior - change attributes are made up of a range of motives, traits, skills, and knowledge. The
separation of Behavior - change attributes is in four subcategories called ‘Promote situational
awareness’, ‘Empower people’, ‘Evidence - based content’ and ‘Memorable’. ‘Promote
situational awareness’ is a key principle of threat intelligence, where one must be aware of what
is happening, in terms of phishing attacks and what is the impact that is considered a risk. [40]
Itis divided into categories ‘Easy to understand what the threat is’ and ‘Easy to understand what

is the impact’.

Choosing ‘Easy to understand what is the threat’ for an infographic is when the infographic is
referring and makes it clear, legible, and easy to understand the thread that is talked about. If
choosing ‘Easy to understand what is the impact’ category is related, if the infographic analyzes
the impact that the attack will have in your life or business after the attack.

The ‘Empower people’ is a subcategory that looks for ‘sentences’ on each infographic, if exist,
that empower the reader about the topic of phishing attacks. It is separated into three sections

‘Simple information to understand how to address the threat’, ‘Appropriate call to action
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message’ and ‘Overall conveys a positive message’. The ‘Simple information to understand how
to address the threat’ meaning that the infographic informs the audience how to identify the
threat. The ‘Appropriate call to action message’ is a message that the infographic calls the
audience to do to protect them. The ‘Overall conveys a positive message’ is referring to an
infographic that may include messages where the audience is expected to react to a positive

manner. [41]

The ‘Evidence-based content’ subcategory refers to a collection of imagery, data visualizations
like pie charts and bar graphs, and minimal text that gives an easy-to-understand overview of a
topic. [42] The above subcategory is divided in two categories named ‘Based on facts, e.g,
statistics, etc.” and ‘From credible source’. The first category ‘Based on facts, e.g, statistics, etc.’
mentions if the infographic has elements such as text image, chart, and diagram. The second
category ‘From credible source’ is referring to if the infographic comes from a reliable source.

[43]

The ‘Memorable’ [44] subcategory makes a point that’s useful and it is easy to stick on your mind
and it is simple to remember. It is separate in five categories called ‘Micro-learning - specific
topic’, ‘Micro-learning - short statements, focus on key point’, ‘Considers different learning

styles’, ‘Balance between graphics and text’ and ‘Audience can easily relate, e.g, storytelling’. [45]

The ‘Micro-learning - specific topic’ talks about a particular topic and no general information
about the thread. The ‘Micro-learning - short statements, focus on key points’ shows if an
infographic contains short and to the point statements and if it is focusing on a key word. Also,
the category ‘Considers different learning styles’ refers if the infographic has different learning
styles like visual and text, so it is easier for the audience to understand how important it is to
identify the thread. Category ‘Balance between graphics and text’ shows if an infographic has
layouts with an even balance and, the graphics don't overpower the text and the infographics
does not seem to tilt to one side or the other. [46] The last category of this subcategory is called
‘Audience can easily relate, e.g,, storytelling’ for example the information explains the problem

of the topic; ‘the message/story is clever? and the story ends with a solution.
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4.3 Presentation attributes

‘Presentation attributes’ is referring to appropriate fonts, which will not only help your
audience be able to easily read the infographic, but they can also actually make the
information appear to be more credible (Well-structured, Use of image, Positive,
Complete, and Clarity). [47] ‘Presentation attributes’ split in three subcategories named

‘Visibility of the message’, ‘Layout, style, and formatting’ and ‘Inclusive / Accessible’.

‘Visibility of the message’ [48] are certain types of visuals that help to see and understand data,
ideally in ways that lead us to have quick insights. Also, it can be short and simple or long and in-
depth. [49] It contains two categories ‘Appropriate location’ and ‘Draw attention to key
information, e.g, by using contrasting color’. ‘Appropriate location’ is referring to the data that
display on the infographic are short and simple and not too long and in-depth. ‘Draw attention
to key information, e.g, by using contrasting color’ related coneys ideas in ways that are

accessible, coherent, memorable, and compelling through contrast color. [50], [51], [52]

‘Layout, style, and formatting’ looks to have enough whitespace, so it won't look too busy. The
colors are consistent. Highlight key information with a big image, different background color, or
large font. [53] Separate the content into sections with subtitles, lines, or color blocks. It is
separated into three categories named ‘Uses lines, borders and shapes to group related
information’, ‘Create text hierarchy (up to 3 different font styles)’ and ‘Maximum 4 colors’. ‘Uses
lines, borders and shapes to group related information’. ‘Uses lines, borders and shapes to group
related information’ If the infographic has basic design elements like borders, lines, circles, and
squares to visually organize our content, readers will find it easier to interpret that content. [42]
‘Create text hierarchy (up to 3 different font styles)’ if an infographic uses up to three font styles
to show which information to focus on, and what is most important and what is simply
supporting the main points. [54] ‘Maximum 4 colors’ if an infographic has too many colors, this
can detract the reader from the purpose of the infographic. But too few colors will make a boring

infographic. 2-4 colors are ideal. [55], [56]
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The subcategory ‘Inclusive / Accessible’ is divided in three categories called ‘A good color
contrast between the text color and background color’, ‘Use appropriate font styles’ and ‘Use
appropriate font size’. ‘A good color contrast between the text color and background color’
category referring to make content accessible, should have high contrast between all text and its
background color. If the text is dark, the background should be light, and vice versa. When text
and background color are too similar, it can be difficult for your audience to process the
information. [57] To analyzed the above category of each infographic will use the website
https://webaim.org/resources/contrastchecker/ [58] ‘Use appropriate font styles’ and ‘Use
appropriate font size’ are the process of analyzing these characteristics of the content of an
infographic for defining the focus for each piece of text and style and engagement, or readability

and legibility. [59]
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Chapter 5

Analysis - Evaluation
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The elicited properties have significance of infographic design and its quality assessment. The
evaluation of each infographic was based on categories data, purpose, sources, organization and

flows, sources, color, text, and overall aesthetics.

Data: present makes the information easier for the viewer to understand.

Purpose: if the reason for the infographic s clear.

Sources: are from credible sources and easy to see where data and information comes from.

Organization and flow: should be easy and for the eye to move through the content. Also, the

data and the information must be clearly organized and connected.

Color: must be attractive and complemented each other and consistently used. As well color

enhances the flow and visual appeal of the infographic.

Text: should consistently use fonts throughout the infographic. In addition, text has to be clearly

described data, graphs, charts, images, and appears near relevant information.

Overall aesthetic: should engage the reader to read the infographic.
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The analysis model that has been used to evaluate the infographics is shown below in figure 5.0.

A B C D E F G H 1 J
1
2 Communication Strategy attributes Evaluation
3 Infographic - website
4
5 1 Audience Marks Marks Comments
6 1,1 Across groups 1
7 1,2 Specific 2
8
9 2 Key message focus - clear purpose
10 2,1 Awareness - about threat 1
11 2,2 Awareness - about impact 1
Cyber hygiene - best
12 2,3 practices 1
Empowerment - call to
action, e.g. visit a website
ta learn more, ta report an
13 2,4 incident, etc. 1|
14
15 3 Timeframe
16 3,1 Generic 1
Covers speci
17 3,2 periads 2|
18
19
20 Behaviour-change attributes
21
22 1 Promote situational awareness
Easy to understand what is
23 1,1 the threat 1
Easy to understand what is
24 1,2 the impact 1
25
26 2 Empower people
simple information to
understand how to address
27 2,1 the threat 1
Appropriate call to action
28 2,2 message 1
Overall conveys a positive
29 2,2 message 1
30
31 3 Evidence-based content
Based on facts, e.g.
32 3,1 statistics, etc. 1
33 3,2 From credible source 1
34
35 4 Memorable
Micro-learning - spec
36 4,1 topic 1
Micro-learning - short
statements, focus on key
37 4,2 points 1
Considers different
38 4,3 learning styles 1
Balance between graphics
39 4,4 and text 1
Audience can easily relate,
40 4,5 e.g. storytelling 1
41
a2 Presentation attributes
43
a4 ity of the message
a5 1,1 Appropriate location 1
Draw attention to key
information, e.g. by using
46 1,2 contrasting calour 1
a7
as 2 Layout, style and formatting
Uses lines, borders and
shapes to group related
43 2,1 information 1
Create text hierarchy (up to
50 2,2 3 different font styles) 1
51 2,3 Maximum 4 colours 1
52
53 3 Inclusive / Accessible
A good color contrast
between the text color and
54 3,1 background color 1
Use appropriate font styles
55 3,2 () 1
56 3,3 Use appropriate font size {) 1
57
58
59
60
(38 Communication Strategy attributes 0
62 Behaviour-change attributes ]
63 Presentation attributes o
64
65 TOTAL 0
66
67 Overall quality of awareness raising material
68 Low 0-14
69 Medium 15-22
70 High 23-28
71

Figure 5.0: Infographic evaluation
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Every category is marked with one or two points. The total mark for category Communication
Strategy attributes is ten points, for category Behavior-change attributes the maximum points
that can be collected are twelve. Additionally, category Presentation attributes collect up to eight
points. Moreover, the total rate for the three categories is up to thirty points and it is separated
in three stages. The first one is called Low, and it covers from zero to fourteen points. The second
is named Medium and covers the range from fifteen to twenty-two points and the last stage is

called High which covers the range from twenty-three to twenty-eight (thirty) points.

The general idea of the results of the evaluation that shown in appendix A1, A2, A3 and A4 for
each year is that the infographics are medium quality of awareness raising material. So, the
infographics are getting points between fifteen and twenty-two. Furthermore, for the years of
analysis there were no low-quality infographics but only few high-quality infographics only for
years 2020 (Figure 5.1), 2021 (Figure 5.2) and 2023 (Figure 5.4) as presented on charts below.
The year 2022 (Figure 5.3) has no high-quality infographics. As a result, every year the quality

of infographics stays the same or gets worse. So, there is not any progress over the years.

Overall quality of awareness raising material -
2020

25

= _ N
o Ul o

Number of infographics

Qa1

0

Low (0-14) Medium (15-22) High (23-28)

Categories

Figure 5.1: Chart of overall quality of awareness raising material - 2020
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Overall quality of awareness raising material -

2021
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g
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o
£
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=
; 10
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5 5 3
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’ I
0 e e |
Low (0-14) Medium (15-22) High (23-28)

Categories

Figure 5.2: Chart of overall quality of awareness raising material - 2021

Overall quality of awareness raising material -
2022

N N
o Qa1

Number of infographics
—_
o
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5
0 0
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Low (0-14) Medium (15-22) High (23-28)
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Figure 5.3: Chart of overall quality of awareness raising material - 2022
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Overall quality of awareness raising material -
2023

N N
=) a1

Number of infographics
uny
a1

10
5
0 1
0 [——
Low (0-14) Medium (15-22) High (23-28)

Categories

Figure 5.4: Chart of overall quality of awareness raising material - 2023
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As well the evaluation contains three major categories to rate the infographics. The first category
is ‘Communication Strategy attributes.’ By analyzing the chart (Figure 5.5), the total marks of the
category showed that every year the result of the quality is worse year by year and the average
total points that the category collects are 5 points. Therefore, the infographics every year do not
use key messages or clear purpose on them. Also, the information that the infographics display

is too general. The infographics do not refer to a specific audience or a specific time of year.

Communication Strategy attributes

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25
Number of infographics

Totals Marks
o —_ N [68] 1N Qa1 (@) AN (0] O

m2020 m2021 m2022 m2023

Figure 5.5: Chart of communication Strategy attributes
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The second category which is called ‘Behavior-change attributes’ was evaluated and analyzed
the average total points of each year as follows (Figure 5.6). The year 2023 was rated 57,33%
but 2022 infographics were evaluated by 55,66%. In addition, in the year 2021 the infographics
were collected 61,33%. The year 2020 was rated the highest at 71,66%. Also looking at the
graph (Figure 5.6) realizing that the best quality of Behavior-change attributes per percent was
for years 2020 and 2021. From the year 2020 and after the Behavior-change attributes on
infographics shown that are less and less memorable. In addition, they do not empower the
audience and they do not promote situational awareness about phishing attacks. Also, the
infographics do not contain a lot of evidence-based content so that the readers can understand

how it is important to protect themselves from phishing scams.

Behaviour-change attributes

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%
2020 2021 2022 2023
B Average Total Marks - % 71.66666667 61.33333333 55.66666667 57.33333333

Average Total Marks - %

Years

Figure 5.6: Chart of Behaviors-change attributes - %
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The last major category ‘Presentation attributes’ was analyzed with the below results. With the
following results we observe that the year with the best quality of infographics was 2022 with
91% than that of 2020 that was the lowest quality with 84% (Figure 5.7). Also, 2023 has a total
average mark 89% and 2021 has 86,5%. According to the results, the infographics of all four
years are keeping the quality in high standards (Figure 5.7). The infographics have a clear
message according to the analysis and the infographics have a correct layout, format and fonts

and will be readable and pleasant for the reader to read.

Presentation attributes

2020 2021 2022 2023
m Average Total Marks - % 84 86.5 91 89

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%

Average Total Marks - %

Years

Figure 5.7: Chart of Presentation attributes - ‘%’
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Delving into the analysis will examine furthermore the subcategories starting with subcategory
‘Awareness - about impact’ (Figure 5.8). As shown below, the middle years 2021 and 2022
(Figure 5.9) have the lower percentage, that is to say that the infographics for these years have
nota lot of awareness about impact on their data display. The year that a lot of infographics have
information about the impact that a phishing attack will challenge and inform the readers is

2020.

Awareness - about impact

i AT

123456 7 8 91011121314 151617 18 19 20 21 22 23 24 25

Number of infographics

=

Marks

Figure 5.8: Chart of Awareness - about impact’
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Awareness - about impact

m 2020
m 2021
m 2022
m 2023

Figure 5.9: Chart of Awareness - about impact - ‘%’

Looking for infographics to analyze using Google search, found out that it was easier to find
infographics that was not from credible sources rather from credible sources. For these four
years the percentage were the same: a small percentage was credible sources and 72 % - 88%
not credible sources (Figure 5.10 to Figure 5.13). So, there is a gap from credible sources to

create and share infographics to inform the audience.

FROM CREDIBLE SOURCE - 2020

B KnowBe4 B Egress
m Europol B Cloudmark

m National Cyper Security Centre B Not a credible source

Figure 5.10: Chart - Credible source - 2020- ‘%’
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FROM CREDIBLE SOURCE - 2021

mEnisa MEuropol ®INFOSEC mNot a credible source

Figure 5.11: Chart - Credible source - 2021- ‘%’

FROM CREDIBLE SOURCE - 2022

m Get Cyber Safe m Federal trade commission ® Enisa

m INFOSEC m KnowBe4 m Not a credible source

Figure 5.12: Chart - Credible source - 2022- ‘%’
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FROM CREDIBLE SOURCE - 2023

mEnisa ®mNorton ®Europol mNot a crediblesource

Figure 5.13: Chart - Credible source - 2023- ‘%’
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The next subcategory called ‘Audience’, indicates to whom it is addressed. So, as shown below
the most familiar audience that infographics refer to is across groups. Moreover, companies that
create infographics choose to mention general information that it concerns everyone. Also, the
other category that a lot of infographics write about are related to employees and companies to

inform them about how attackers can trick them. Furthermore, the other infographics are

referenced in a specific generation (Figure 5.14 to Figure 5.17).

Audience - 2020

Employees/Organisations

Silent (70+)/Baby boomers i

Millenials/Generation Z

Subcategories

Across groups

4 6 8 10 12 14 16

Points of subcategories of Audience

o
N

Figure 5.14: Chart - Audience - 2020
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Audience - 2021

Silent (70+)/Baby boomers
Microsoft Office users
Millenials/Generation Z

Baby boomers/Generation X

Subcategories

Employees/Organisations

Across groups

0 2 4 6 8 10 12

Points of subcategories of Audience

Figure 5.15: Chart - Audience - 2021
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Figure 5.16: Chart - Audience — 2022

16
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Audience - 2023

Baby boomers/Generation X u
Elderly woman u
International students u

Employees/Organisations ‘ ‘

Generation Z/Millenials/Generation X u

Across groups | ‘

0 2 4 6 8 10 12 14 16

Points of subcategories of Audience

Subcategories

Figure 5.17: Chart - Audience - 2023

This subcategory Empowerment shows if infographics contain information about call of action,
how the audience can educate about phishing attacks or reporting the incident (Figure 5.19).
The results below show that the infographics that were created in 2020 (Figure 5.20) has 39%
of empowerment but each year follow the empowerment was less and less and in 2023 has the

lower percent of empowerment on infographics.
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0.8
0.6
0.4
0.2

Points of Empowerment

EMPOWERMENT

E2020 =2021 =2022 =2023

1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25

Number of infographics

Figure 5.18: Chart - Empowerment - call to action, e.g,, visit a website to learn more, to reportan

incident, etc.

Empowerment

m 2020
m 2021
m 2022
m 2023

Figure 5.19: Chart - Empowerment - call to action, e.g,, visit a website to learn more, to reportan

incident, etc.
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Subcategory ‘Maximum 4 colors’ refer to each infographic having to contain up to four colors
because if using too many colors on it, this can detract the audience from the data that is trying
to explain (Figure 5.21). Looking at the graphics, the year with the more correct infographics
which contains up to four colors is 2023. Also, in general, most infographics use up to four colors

(Figure 5.22).

Maximum 4 colours

JAAHE AT

1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24
NUMBER OF INFOGRAPHICS

0.8
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o
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Figure 5.20: Chart - Maximum four colors

Maximum 4 colours

m 2020
m 2021
m 2022
m 2023

Figure 5.21: Chart - Maximum four colors - ‘%
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This subcategory called Appropriate location (Figure 5.23) refers if the infographic is very long
or has a normal size and it is easy to read, and the audience find it interesting and not boring,
because itis not too big and has not a lot of information. So, the infographics throw out the years

almost everyone have the appropriate location (Figure 5.24).

Appropriate location
1.2
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0.2
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Number of infographics
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Figure 5.22: Chart - Appropriate location

Appropriate location

m 2020
m 2021
m 2022
m 2023

Figure 5.23: Chart - Appropriate location - ‘%’
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The subcategory Audience can easily relate, e.g, storytelling tells a story with images, data
visualizations, and text, so, the year which has the higher percentage which contains a large
number of infographics this subcategory is 2020 and the year which has the lower percentage
is 2021 (Figure 5.25). But there is no progression through the years in this category.

Audience can easily relate

m 2020
m 2021
m 2022
m 2023

Figure 5.24: Chart - Audience can easily relate, e.g, storytelling - ‘%’
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Chapter 6

Recommendation
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After the analysis and the evaluation from the previous chapters, have come to some
conclusions. The year with the better overall quality of awareness raising material on the total
of twenty-five infographics is 2020. These results showed that instead of improving in quality of
infographics every year, their quality is falling. Additionally credible sources that create
infographics from 2020 and after having shared fewer phishing infographics than previous

years.

Infographics combine visuals, data, and text to tell a complex and important story briefly.
Displaying information visually in a clear, structured, and attention-grabbing way. An efficient

infographic should have:

» Aclear subject and story

* Aunique, attention-grabbing title and tagline

= A clear storyline with a clean and well-structured layout. A layout that supports the
audience browsing the information or jumping to the information that interests them

the most.

* Audience should be able to get the immediate overarching message and then be able to

dig deeper into the content with smaller chunks of information.

* An engaging and visually driven design ensures the graphic is not too crowded and is

eye-catching.

» Text and images and data connect the dots of the story, and the story is chunked into

sections in a way that makes sense.
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= Appropriately themed like colors, designs, fonts, etc, have a big role to play in
infographics creation. If the infographic theme looks off or contrasting from what

information it’s carrying, it can evoke the audience’s wrong feelings.

Also, infographics with excessively lengthy text will be demotivating for the audience to read,
understand, and practice in everyday life. Instead, these lengthy infographics can use an option
like providing a link from where to get detailed information for the interested audience.
Obviously, determining how much and what information to include in an infographic is a
challenging endeavor and could depend on the audience type. A simple rule could be to

concentrate on must-haves.

When laying out an infographic, employ a variety of information, from percentages and ratios to
word clouds and bar graphs. This will keep the infographic interesting and show that it is more

than just a series of Excel graphs.

In addition, a quality infographic has a typography rule such as:

» Avoid using more than 2-3 font families in the infographic.

» [fusing a variation of typography, change the styling of current font families.

» The coloring scheme of typography should balance out with icons and other elements.
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» [f using a different color scheme, the color choice should not exceed 2-3 coloring
schemes. Anything more than three will be a deal-breaker for the ‘engaging’ aspect of the
infographics.

Aswell infographics, have a visual hierarchy that refers to placing elements of a design according
to the order of their importance. But this does not mean that every element of visual hierarchy

should have a different size.

A great phishing attack infographic that contains the above tips will help protect the audience
from successful phishing operations. For example, infographic provides a visual summary of
how threat actors execute successful phishing operations. Details include metrics that compare
the likelihood of certain types of ‘bait’ and how commonly each bait type succeeds in tricking the
targeted individual. The infographicalso provides detailed actions organizations and individuals
can take to prevent successful phishing operations, from blocking phishing attempts to teaching

individuals how to report successful phishing operations.
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Conclusions
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Phishing attacks remain one of the major threats to individuals and organizations to date. Often
scammers exploit human vulnerabilities in addition to technical vulnerabilities. It has been
identified that age, gender, internet addiction, user stress, and many other attributes affect the
susceptibility to phishing between people. Also, to traditional phishing channels (e.g., email, etc.),
new types of phishing such as voice and SMS phishing are on the increase. Furthermore, the use
of social media-based phishing has increased in use in parallel with the growth of social media.
Concomitantly, phishing has developed beyond obtaining sensitive information and financial
crimes to cyber hacktivism, damaging reputations, and nation-state attacks. This provides a
wider outlook for phishing attacks and provides an accurate definition covering end-to-end

exclusion and realization of the attack.

Although human education is the most effective defense for phishing, it is difficult to remove the
threat completely due to the sophistication of the attacks and social engineering elements.
Although continual security awareness training is the key to avoid phishing attacks and to
reduce its impact, developing efficient anti-phishing techniques that prevent users from being

exposed to the attack is an essential step in mitigating these attacks.

Furthermore, the goal of cybersecurity awareness is to change people’s security knowledge,
attitude, and behavior by putting what they have learned into practice. To raise people’s
cybersecurity awareness, security messages are communicated to them using diverse channels.
Infographics are one of the most used channels. In spite of, very little effort has been made to
produce a more uniform and effective infographics for cybersecurity awareness purposes.
Further, approach used for cybersecurity awareness infographic design and its quality
assessment. Therefore, addressing these issues of non-uniformity in cybersecurity awareness

infographic design, and systematize the approach used for its design and quality assessment.

At the end a great phishing infographic must stand out to the audience. To create an effective

and eye-catching infographic, there are some tips to keep infographics on track.
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» (Create an infographic that speaks for a target audience.

= Make the focal point stand out.

= Tellastory

= Make itsimple

= Use contrasting colors

Concluded that a quality phishing attacks infographic will have to have the above structure that
is analyzed in the previous chapters to be easier for the targeted readers to understand the
thread and how to avoid the attack. Also, can include a link with more information if the reader
wants to continue the reading. So, if the audience are properly informed it is easier to prevent

and block successful phishing operations.
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Appendix A

Analysis Infographics



A.1 Analysis Infographics 2020

The excel file contains all the evaluation of the twenty-five infographics for the year 2020.
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A.2 Analysis Infographics 2021

The excel file contains all the evaluation of the twenty-five infographics for the year 2021.
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A.3 Analysis Infographics 2022

The excel file contains all the evaluation of the twenty-five infographics for the year 2022.
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Hi,
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209613
46341783

Luten Counc cently
suffered a man fraud
attack, in which organised
eriminals stole £1, 1millien
intended for a school fund.

Helping to prevent mandate fraud

Always. .. . low d {
>rification passwards
[ | ) ure

Look out 2 ) Qdd tone,
for... en grammar
and spelling

63



12)

[ i

f=

R N R

B ol 2

e e |y

EACICIE]

£l

AL A

ILIENL]

B|aja|aje

sjajaejaj|aiz|ala]

= i

11 erangras
13 St

2 g mamag o oo e

21 - st |

22 - st it |
Ot -

11 puctem
[raouTe- caltn
i, & vkt
s, et

24 e

1 Tiraérara
11 G

17| Cover e tra i

ewior-churgs st

| P vt |
sty tmundetand
11ttt |
sty hnundeesnd
12 tuinget

2 I e

undanzandhon o addwn
31 tethat

rnacalmacem
31 e |

[ T——
31 mange

1 Cvrenc -t comar:.
oixnap

11| Eacicy .
12 Fromcredbissue

4| Mamoraie
Moy - e

1 vy o e
11 et
Crasatatin ke
nfrmation & g byuing
1,2 catratrgedar

2 Ly, eywaniforay
Usst b, bt
it e
21 {fmatn |
Crasa sty gt
22 1wt ey
21 Muirumdcsan

3 ek ecatin

Cammusicain Sragy rhem

Prossrerion yrtane

Onirsl il cf srwrenraing vl
o [0
Madum 1522
[

[
Irfogrchic - [t i 3.3 Ol T 7T TR UAES T S i T

Moty Comimarty
1

1| vish 3 st 2 .

1 s e

| et

L g et s, ang e crmram

1

a qu ® | inpormation
User Guide: IT Services
Phishing Attemps

|| ALWAYE CHI
FOR LEGITIMACY FIRST

1. VERIFY THE SOURCE e phiting ama rey on yoi—ihay want you o chek
Aamchars @ ey comg U0 W r i P
sy 0 ik you ok dowriadieng ks B B
ran— O Y W0 A (] o0 hishey
Gl Sned T s e s, il sy

i o i 0

B a0, 808 Gt G 8 i A Gl
[ P e ————)
[ AT ——

A BWITCH FLATFORMS

1P T B BUSEROOUR RS O BT o
o, ki § o askig v 0 oo 0 an s
gney . i cach o makn e 3 garin
Vi 5 P by b o e e Punigh
- o el s an Saikas 1 0 s Bty ) st

g ot 6 0TSy, i il il ¥
i 5 S o 0 e G WP

i e v e
k& vt it WTTI i & i, iy
18 g 10 b & barking e

B WHY I8 TH
0 2 TR MARA, S B R O
g ep o pamrerd g phahig e, Somaiman
ree s e obdoun, bt ity e ofien hard o ok

MPORTANT

[T
“Bamaiting i woring” » ‘ybanscurty I’ =
Thitping Abangt i’

More on
Cyber security info
You may use
this link

[TE T R TP T T
oot Sty fabvd

]




13)

|
i
:

11| kmngram
12 s

P E——

31| e - S et

3,3 asareran - bt mguct
st - bt

33| practicm
Cmamaamart-calz
i, &, viltaveliba
s mare, Earegat an

3.4 e, nir

|5

1| Tiatrara
11 e

1| 12 | o o i s iy

1 sty of the rasmge
1.1 Approgriade lncaion
[ ———
information, &g byuing
13 cortrating e

3 Lawauk, myie and fonmading
Vs, b and
e g reed
3,1 nformadon

[ ————
3.3 1 dffareet ok iy
3. Mcimum d cokun

1 Inchuive / dcrmuibie
A paod eoler corvran
et et ad

11 mckpround e

1.7 L aporatacs fae yla )

1.3 Vs appragriate ot e )

Oviral sty f wrwnsarasing radarsl.
low [o18
Madum 15
gh (DA

|| Enypra IVEETET KT

| Rl s

1| g s, crg e o e
1

Y ETA T THTagahic

| Crypto investment scams |
- how do they work?

‘THE FRIENE IMPERSOMATON

A Fraudstes fargets you by compromising
sour friends’ social med scoaums.
reauna yeu balive you e comminicaling
with a trusted persos, you can be mare cpen
o ik b vmtment.

Inmisy cises, you wllonly reaes the
h raseh el & bang
periad of i e,

Vou DM BETOS 3 €YD investment
advirtivement on skl meds

Wit el o It ] il o daihtaet
informaion. The Traudsier coatacs s
by oo i CoMTvnE S o 1 Vsl




14)

el | c | B E | 6| [ e [ e - -, s e
1] [ ——— [
1] Ifoyrachic -vabuie |1 323 O -t e
1
3 - pen = — How to Safely Use Mobile
i 11 erom g 1
3 e : e — Payment Apps and Services
1] 1 oy o 3 [k 7 i
9| |y e - cloe pps
u 3,1/ Auuran- sttt 1
u 2.2 Aurwnan- bt rgct
[rer——
e e ! ! AVOID SENDING HONEY TO A SCAMMER
[
st a f vt yusutn
o, trsgatan
4 34 neidet, . 1 || repart an ncidert: e C
u] A
4| 1 Timafrarmat
1 11| G 1 1
17 12| Covern e imaparich 1
]
1
] Behwiar-chungs s
a
7| 1|Promoe st v
e ki
| 11 utirat 1 1
[
| 1,2 wimpet 1
H-
M| 7 Copoerpayis
s rfarman
unsrmihramadien
7| 3,1 et 1 1 N
Sproivs caltsetion
A 33| menmgs 1 1 ol
[T ——— g
A 1] memgs 1 hmrral ‘
il )
1 3 e
Doty a
7 11 ey e Pald a Scammar Through a Payment App?
o 132 From cradbie e
1 ; gt 1t fo tha paymant sep of
B il Aarvica nd uk b rwverss tha fiaeaber
Mero-barming- pacie
x| 1] 1 1
Mern-baing- e
Evarty, faeuen sy
bl 42|y 1 1 Lasm mare 51 e gov/paymentapgs
Contr et ering and b comjeanmimen
1 13y 1
D bunsn graghcs
n 44 st 1 1
i . sl relas,
o 45 g oryling 1 1 sty s
1l
o Prowrcknzrtiz
a
o vy mangs
| 1,1 Aoroyvints e stion 1 1
Crva smacrin by
formatin, a g byuing
'] 1,2 covtraig ccoar 1 1
o
& 7l eyt
[Tpp—
e b st
| 2,1/ frmatin 1 1
ottt ey (gt
] 2.2/ dffurrt e i) 1 1
[ 2,3 Maimuam Acciurs 1 1
=2
| 1 Inchuive | Accwubie
Agadecor et
D tha et ik and
Ll 11 ek 1 1 wing s, crg e e )
= 12| U stk . 1 1
= 173 U s ot ) 1 1
L1l
=
il
@
il Cammuricxim gy s fi
=2 Dehwir-chunge s 7
@ Frowmiin rbm [l
H—
q TaTaL 2
]
o ol ey of e g vl
al ow [l
| Mahm 1532
] g |




15)

ohwia-chungs vtz

Canmuricaon gy erbut
z ohwa-churgs vtz

a Frowrrscnicrhen

2]

& TOTAL
7] Lk

n Medum 1522

o

[T

Spear Phishing: How to
Keep Your Organisation
Off the Hook

N
( WHAT IS SPEAR PHISHING?

Spear phishing is a phishing method that uses social engineering to target
specific individuals or groups. A spear phishing email will appear to be sent
from a frusted source or a person of authority that the victim knows, possibly
within their own organisation. A typical spear phishing attack will seek fo steal
parsonal data using malware as an attachment or using links to a phishing
webpaga. The attacker's goal is to gain accass to your organisation’s systems
and networks for malicious purposes.

 HOW DOES SPEAR PHISHING WORK? )

atta
theta

J"—"‘\
MUST KNOW SPEAR PHISHING STATISTICS

L L
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aimost 20%"

Non-delivery and
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popular holiday scams

that cost §265 million
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during the manths of

November and December,*
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brands were targeted in
Phishing-as-a-Service scams, where
criminals sell thelr services to other
fraudsters, leading up to Black Fric;!laly"1
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%
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A.4 Analysis Infographics 2023

The excel file contains all the evaluation of the twenty-five infographics for the year 2023.
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Essential tips t0

, —_Stay safe

‘ d
-~ from hishing an
<4 ::rubllg Wi-Fi scams
while working remotely.

Use a Virtual
% W Private Network (VPN)
Encrypt and protect your online activities

fram being intercepted by hackers.

SI.ISP|CIDL|S links or attachments:
Hover over the link to see whare it leads
before elicking.

Be cautious of clicking on %

Keep your software
M @ and devices up-to-date:
@ Pravent vulnerabilities from being
exploited by hackers.
Avoid using public

Wi-Fi networks: ' > ©
Opt for a trusted internet provider for b/ h

online banking or shopping.

) Use strong and
unique passwords:
foxm Prevent hackers from easily

guessing them.

By following these simple tips, you can stay safe from phishing
and public Wi-Fi scams while warking remotely.
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PROTECT
YOURSELF FROM

Seammers impersonating officials — .
from gavernment agencles such as ——
USCIS, ICE, ambassins ete,, clalm —_—

the student owes maney and
demands immediate payment

EMPLOYMENT SCAMS

Many cases begin with students receiving
an unsolicited job advertisement. Should
you reply, scammers will quickly hire you.
They will Instruct you to purchase certain
equipment necessary for your training,
and will provide a check to compensate
for the costs. Eventually, you will
discover that the check they provided has
hounced. By then, you have already paid
out of pocket to their recommended
vendar, which was thelr goal all along.

HOUSING SCAMS

Scammirs lIst & rental at an
attractively lower price. They offer
vou photes but will ngver agree to

EEE
show the property in persan or
virtually: They will ask yau to send El I =
money or a check to secure the
property before no ane else takes it

Students receive messages that
they were In contact with someone
who has COVID-19, Scammers will
ask for personal informatlon for
contact tracing. They will use the
information for identity theft.
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