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MepiAnym

H apyttektovikn Tou SDN kevtpilel TAEOV TO EVOLAPEPOV APKETWIV ETIYEPNOEWVY YIX TNV EVTOLN
ToV oMV uTtodopr] Toug. Opyaviopol oL oTroloL TIPoUNB£VOVV GE ETIYEPNOELS TEXVOAOYIKEG AVOELG,
avartuoocovv  Tpoidvta Pacilopeva oto SDN kabwg To XOpakmmploTIKG Tou SlaBETeL
SlevkoAvvouv v Staxeiplon Tov Sikthov. H eveAdi€ia ov tapgxerto SDN va xpnoLoTIOLETAL TOGO
o€ cloud 600 kat o€ on-premises 1 VEPLOKO TEPPAAAOVY, TO KABIOTA WG ETAOYT] Y KAOE €ld0g
vmoSoung evog opyaviopov. H kevpikomompévn Stayxeipion Tou Sikthou o TIpoc@EPETAL ATIO TO
SDN, Swaxwpifovtag to control plane amd to data plane, Snpovpyel TPOOTITIKEG AVATITUENG
EMTAL0V TEXVOAOYIKWV AVCEWV HE OTOXO TNV QMAOTIONMOT), TNV ACQPAAELX KXl TO KOOTOG TNG

LTTOSOUNG.

Zmv mapoloa epyaciat avaADoVTAL T KUPLOTEPA XOPAKTNPLOTIKA Tov SDN emonpaivovtoag
TOUTOXPOVA KAL T TPWTA TOU ol T omoior Xp1i{ouv TIEPLOGOTEPNG TIPOCOXNS WG TIPOG TNV
ac@ddeln Tov. Edikotepa, mpaypatomoleitatl 1 vAomomon evog SDN €ovtag wg otdxo v
aviyvevon kat avtetwmon DoS/DDos embsoswv péoa oto Siktvo. Tvetal i avoAutikn
KOTOYpOpt] TNG VAOTIOMOTG Kl TOU OKETTTIKOU OVTIUETWTILONG TWV EMOECEWV EVWD OTO TEAOG

TIPOVCLALETAL O UTOPATIONOG TG Stadikaaiag pe v Snpovpyia evag script o€ python.
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Summary

SDN's architecture is now attracting the interest of several companies for its integration into their
infrastructure. Vendors that provide technology solutions to companies, develop SDN-based
products as its features facilitate network management. The flexibility provided by SDN to be used
in both cloud and on-premises or hybrid environments, makes it an option for any type of
infrastructure of an organization. The centralized management of the network offered by SDN,
separating the control plane from the data plane, creates prospects for the development of

additional technological solutions aimed at simplification, security and cost of infrastructure.

In the present dissertation, the main features of SDN are analyzed, at the same time pointing out its
vulnerabilities which need more attention in terms of its security. In particular, an SDN is
implemented with the aim of detecting and mitigating DoS/DDos attacks within the network. A
detailed record of the implementation and the rationale for dealing with the attacks is made, while

at the end, the automation of the process is presented by creating a script in python.
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Evyaplotisg

OBl va EUXAPLOTIIOW TV OLKOYEVELX OV KOOGS KOL TOL EPYOSOTES OV VIO TV GTHPLEN TOUG
O€ QUTI] U0V TNV TPOCTIAOELX Yl SleKTEpainon Twv omoudwv pov. Euyaplotw emiong myv Ap.
[lepatikov yio mv ompiEn kot kabodynon G ywx v SlEKTeEPaiwon TG Mapovoos
SUmAwpaTikng Statpfng.
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Ke@aiawo 1
Etocaywyn

Ot 0A0éva UEAVOLEVEG OVAYKES TWV ETIXELPNOEWV O€ BEPATA TEXVOAOYIOG, 00N YEL GCUVEXWG OTNV
BeAtiwomn cAAQ KAl TV aVATITUE VEWV UTINPECLWV OTIWE Kot AVGEWV OL OTIO(ES LKAVOTIOLOVV TIG
QVAYKES TOUG £TOL OOTE VA TIPUHEVOUV AVTAYWVIOTIKOL HEGH OE EVOL QAT TIKO TIEPLBOAAOV.
[Ipwipeg Texvooyieg 6Twg To virtualization cAA& kat To cloud elvon yvwotég 8w kat tovAdylotov
Téooepelg dekaeTieg wotdoo ota péoa tou 2000 pe mv gpgavion twv Google Cloud Platform,
Microsoft Azure kat Amazon Web Services, dpxloe va yivetar ) kaBiépwon tov cloud computing
KaBwG eTiong KL Tou povtéAov “as-a-service” Eekvawvtag Baotkd oo To “server-as-a-service” [1].
[apddAnAa avartoxBnkav Ta smartphones, emektdOnke kot BeATIwONKe 10 SladikTLO KATL TO
0TI0(0 £8WOE TNV SUVATOTITA OTIS ETIYELPTOELS VAL EXOVV OUCLAOTIKA TA SESOUEVA TOUG 0TV TOET)

TOUG VA TACX OTLY ).

ATO TOTE PEXPL OT)UEPA EYIVAV LEYAAES CAAXYEG KOl BEATIWOELS £V TIAEOV EXEL ETIKPATIOEL O OPOG
“Anything-as-Service” (XaaS) kaBw¢ 6Ao kKol TTeplocOTEPOL vendors TapEYOLV TIG UTINPECIES TOUG

oe TtepBAaAAov cloud KATLTO OTI0(0 £XEL TTOAAQTIAG OPEAT] YLX TIG ETAUPIES,

Ac@adwg, cvt petdfaon Ba tav adbivato va TpaypatomomOel pe To TaPaSooIaKO HOVTEAO

Swtvov. TapddAnAa, EmpeTe va avTIKATAGTABOOUV Ol PUOIKEG GUOKEVEG SIKTUOL (OTIWGS Yo



Tapadetypa switches, routers, firewalls) e Aoylopkd, TANPWS TPOYPAUUATICOUEVAE, KATL TTOU
TEAKA pag odynoe omv apyltektovikn) Network Functions Virtualization (NFV) to omoio

QUTOTEAELTAL ATTO EIKOVIKEG OLOKEVES SikTVoL — Virtual Network Functions (VNFs) [2].

Nwpltepa dpxloe va avamtoooetal kal to Software Defined Networking (SDN) 6mov otdxogtav
va YIVEL 0 SLaYWPLOLOG TOV TIOLOG ATIOPAGICEL YIor TNV SPOROAGYT0T) TwV TIHKETWV (control plane)
070 SIKTLO Kot TI0L0G B GTEAVEL TAL TIAKETA GTOV TIPOOPLopO Toug (data plane) kabBlotwvtag £tol
™V Slaelplom Tov SIKTUOL TIPOYPAUUATIOUEVT). AUTOG 0 SlaXWPLOUOS TIOL YIVETAL, OTTOTEAEL Kot
™V KVpLa Staopd peta€h NFV dmov 1) Asttoupyia Tou SIKTU0V G€ [a (PUGLKT] CUCKELT) LETaL
amd Evav server evw oto SDN Staxwpiletat to control amd to data plane kabiotwvtag kot Ta Svo

TIPOYPAUUATICOUEVOL

Ko ot1g Svo meputwoetg, 1 Stoyeipion tou Siktov kabilotatat ToA) eukoAdTEPT KaBWG yiveTal
QO KEVTPIKA onUeElot TOU SIKTUOU KATL WOTOCO TIOL SMUOVPYEL KAt TOV KIVEUVO amwAElag OAwV
TWV UTNPECLOV OE TIEPUTTTWOT TIOV YL OTIOLOSNTIOTE AGYO 0 KEVTPIKOG server (controller otnv
miepimtwon tov SDN) tebel extog Asttovpyiag. Iivetat EToLavTnmTo, OTLOTIWGS aKPLBWS cupPaivel
oto mapadootakd Siktuo pe Tig redundant cuokevég, taload balancers kTA. Ba TipEmeL va yivel ko
omv apyttektovikny Tov SDN. Ao@oAws To k6oTtog Tou redundancy oe éva SDN pewnveran

SPAUATIKA O€ GXEOT) LE TO TTAPASOOLAKO (PUGIKO SlKTLO.

1.1 Xkomog ¢ 'Epsuvag

Avtikeipevo ™mg épeuvag amoteAein avtiuetwmion DoS/DDoS embéoewv ot apyitektovikr) SDN
TOO0 0€ BEWPNTIKO 000 KoL O€ TIPAKTIKO eTiTteS0. [T010 CUYKEKPUEVQ, ETIXEIPELTALT) AVXVELOT) KL
QVTIUETWTILOT TWV EMOECEWV EGTIA{OVTAG OTNV XPNOLLOTIONON EPYOAEIWV AVOIKTOU KWSIKX Ta
ool B BonBcovv oV apyxikd otnv vAoToinon evdg SDN, oy TpaypatoTomon embécewv
KOL OTNV aV{XVELOT] TOUG £XOVTOG WG OTOXO TNV QUTOUATOTIONMOT TG QVIETWTIONG TOUG

XPNOWOTIOLWVTOS IELOTNTES TIOL TIPOCPEPELT TEYVOAOYI Tou SDN.

1.2 Baowka Epsvvntika Epwtpata

[ va e&ummpemnBel 0 0KOTIOG NG Epeuvag, Ba TIPETEL VAl Aoty T OOV TAL TILO KATW EPWTIHOTOL:



i.  Tloleg Suvatdmreg, TS omoleg Sev TapEXEL Eva TTaPaSoataKo SiKTLo, Lag TTapExel To SDN

YLX QVEXVELOT] KL AVTIUETWTILON ETUOECEWV.

ii. Il6co o €0koAn 1) SUOKOAN elval 1 AVTETWTILOT TWV eMBécewv oto SDN To omoio
TIPEXEL L KEVTPLKY HOVASa SlaXelplong Twv cuokevwv SIKTOOU GE OXEOMN HE TO

TopadooLakd SiKTuo.

iii. Iowx epyodeia, avolkToU KWSIKA, UTTOPOVUV VA XpNOLLOTIOMB0UV GTNV APYITEKTOVIKT) TOU

SDN y1a aviyveuom Kot aVTIETWTILON ETUOECEWV.

iv.  Tloweg evépyeleg pmmopoUv va Yivouv PETd amd TOV EVIOTIOHO KAL KATA TNV OVTLETWTILOT)

TWV EMOECEWV.

1.3 Ms0odoAoyia

H épesuva apyika mpémel va peAetost mv PAoypagia yix Tig Sidpopeg VTIAPYXOVOES 1)
TIPOTEWOUEVEG AVCELG TIOU ATTAVTOUV OTA TILO TV EPWTHATE AKOAOUBWG, Bt TIPETEL Var Yivel
avdAvon ™G apxLteKTovikg Tou SDN TtapaBETovTag Kot EENywvTag To KUPLOTEPA CUOTATIKA TOV),
&xovtag oav 0ToX0 va katavon el o TpdTog Asttoupyiag Touv SivovTtag pag £Tol T SUVATOTTA Vo
TIPOTEIVOUE KOIL VO UAOTIONCOUHE AVGELS OELOTIOLOVTIS CUTA TAL CUOTATIKG Tov. To emdpevo Brpa
™G €peuvag elvar va SnpovpynBel to mepBdAiov SDN ypnowomownvtag ta o Stadedopéva
epyodelor avolkTol KWOKA OTwG yu mapddetypa to OpenStack, to Onos kat to Mininet.
AxoAoVBwg, Ba TpEMEL v TiparypatoTomBovy ol emeypéves emiBéoels DoS/DDos ya va
EVTOTIOTEL KAL VA KATAYPOWPEL 0 AVTIKTUTIOG TIOL UTOPEL var €xouv oTo SikTuo Sivovtag pog
TOUTOXPOVA KOL TNV EVKLPIA Yot KAAUTEPT KaTavonor Twv emBeoewv oe tepBaArov SDN. Kata
TNV TIPAYUATOTIOMON TWV EMBOEGEWY, YIVETAL AVOAVGOT] KAL KATOY PP TWV TIATPOPOPLIOV TTIOU
Taipvoupe amd Tov controller 0TwG ya TTapaderypa ta Staopa TESI TToU XPMCOTIOLOVVTAL
OTNV EMKEPOAISA TWV TIAKETWYV £TOL WOTE VA YIVEL EQIKTN 1) 08Nyl TIpog Tov controller yx v
amoppwm Toug. ZTn ouvéxely, Ba peAetnBovv oL SuVATOTNTEG UTOUATIOUOV TIOU TIOPEXEL O
controller ov Ba xpnoomomBel kot eldikdTepa oL SuvatdTTEG TOL Application Programming
Interface (API) wg tpog v Snpovpyia kavovwy Slaxelplong g porg akETwv. A@ov egetaoTtel
1 Sopr] KAl To Ao ToVHEVA TIESIX IOV XPELA(OVTAL YL TNV KATOY WP 0T TWV VEWV KAVOV®Y GTOV
controller, emépevo Pua elval 0 €yKAPOG EVIOTIOUOG TWV EMBOECEWV £T0L WOTE VA

KOToxwpouvtal ot Kavoves. o autd tov okomd emidéxbnke éva IDS/IPS avoiytov kwdika, To



otolo B Asttovpyel amAd oav IDS kat Ba TTapdyeL EI50TIOMOELS AVAAOYQA LE TOUG KAVOVES TIOU Bt
Bgooupe. ZNUavTikd poAo Yoo v oy tov IDS, Ba Sladpapatioet kot 1) IKavOTTA TOV Vo
TIPAYELELGOTIOMGELS TIOL B £X0UV OO0 TO SUVATO TEEPLEGOTEPT) TIANPOPOPL0L TNV OTIola X PELG{ETAL
o controller kaBwg emion kot va ivat o€ Lop@n TNV oTola e0KoAQ ptopel va v enegepyaotel. To
TEAKO OTASIO NG €PEVVAS ElVal VO CUVSLAGTOVUV OL TILO TIAV®W EVEPYELEG £TOL WOTE VA YIVEL O
QUTOUATIONOG EEKIVWVTAG QATIO TOV EVTOTIIOUO MG €TBEONG, TNV Snovpyia ™G KATAAANANG
odnylag kot katoywpnon g otov controller kaBwg emiong kot TV TTapakoAovBnon TG EEAENS

™G eMO0MG E OKOTIO VA ETTAVEADEL 1] ETKOWVWVIX LE TOV TEPLATIOUO TG ETOEOTG.

1.4 Aopum ™¢ Metamtuylaknc Awxtpifig
H mapovoa petarmruytaxt) Statpif3n Exel v akoAovdn Soun:

i. To KepdAawo 2 mepapfavel pioe cUvtopn emokommon s PBAOYpa@lag CYETIKA HE

S1APOPEG TIPOTEWVOUEVEG AVOELS YL TOV UETPLOHO eMBEoEWVY g SDN.

ii. To Kepdao 3 mepapfavel mAnpo@opleg wg Tpog TV apxLtektoviky Tov SDN kot ta
ONUOVTIKOTEPA CUOTATIKA TIOU TO ATOTEAOVV SIVOVTAG TIAPEAANAX TIANPOPOPIEG WG TIPOG

TOV TPOTIO AELTOVPYING TOV.

iii. To KeqpdAawo 4 meplapfavel TV VAOTIOMON TOU GUCTUATOG KAL TWV EMOETEWY KAOWG
EMiONG KAl Ta BriHata Tov aKOAOUBNONKAV Yt TOV QUTOUATIONO QVTIUETWTILONS

OUYKEKPIUEVWYV ETIOECEWV.

iv..  To Kepddawo 5 mepapfavel ta Zupmepaopata Kabws Kol OKEPELS Yol LEAAOVTIKY)
avaTTuén Kol BEATIwoT TOU TIPOTEWVOUEVOU TPOTIOU EVTIOTIOHOU KUPIwG OAAX Kot

QVTIUETWTILOTG Sloupdpwv emBecewv o€ SDN.



Ke@aiaro 2
BiAloypa@ikn Avaokomnon)

I BPBAoypapia ekoviONKoy KPKETEG LEAETES OL OTIOLEG E0TLA(OVV 0TV Ao@HAsLlX Twv SDN
KATLTIOU ATtOSEKVOEL OTLTIAEOV OLUTIO VATITUEN TEXVOAOYIES e§eAlcoOVTAL e BAOT) TNV AOQAAELQ.
['a va katavonBouv ol TTuxég g ao@aielag touv SDN, ypeldletatl Tpwta va kKatavonOel n

QPXLTEKTOVIKI) TOU KAL T ETUUEPOVS OTOLXEID TIOV TO ATTOTEAOUV.

OuBlial et al. [3] kdvouv pia emokoOTMOT TG 0p)LTeEKTOVIKNIG Tou SDN Kot to Stoywpilovv o€ £EL

SlapopeTikd ototyeio:

i.  To management plane to omoio €ival Eva GUVOAO EQAPOYWV SIKTVOL TIOL SLaxelpifovTol

TNV A0OYIKN TOU SIKTUOV,

ii.  To control plane To 0T0{0 ATTOTEAEL TOV EYKEPAAO KAL TO KAT ETMEKTAON TO TILO OT|UOVTIKO

otolxeio Tov SDN,



iii. =~ To data plane yvwoto kot wg infrastructure layer to omoio amoTeAsiTal ATO CUOKEVESG
Sdiktbov Omwg routers, switches kot load balancers. Emuowwvel pe tov controller

xpnowotmolwvtag ta Southbound interfaces (SBI),

iv.  Ta Northbound interfaces (NBI) ta omola givat éva 6voAo ard APIs, cuvi|Bwg avotytov

KWSWKQ, TA OTIO{0 EMTPETIOVVY TNV ETIKOWVWVI TOL control plane e To management plane,

v. Ta East-West interfaces (EWI) ta omoia emtpémovv v emkowvwvia PETa) Twv
controllers xpnoWOTOIWVTAS Eval GUCTNUA EGOTIOMOEWV KAl UNVUUATWY 1] aKOUT Kot

TPASOOLUKAE TIPWTOKOAAA §popoAdynong 6Twe to BGP kot to OSPF kat

vi.  Ta SBI ta omoia emitpémouv v emkowwvia petagy control plane kou data plane. To o

Sadedopevo southbound API ou ypnoomoteiton etvat To tpwtokoAro OpenFlow.

Ot ovyypapeis eotid{ovv otV avaykootTa g dnpovpyiag multicontroller apyitektovikwy
SDN ywa tpelg, kuplwg, Adyous: Tnv amoteAeopatikotta (efficiency), mv emektaopuoTTO
(scalability) ko v StaBeopomta (availability) tov Sitvouv 1 omoia epmepiéyet to redundancy
KOl TO security. Xe mepimtwon amotuyiag Tou controller onpaivel ko amotuyio eEuTmpPEMONS
0AOKANPOL TOL SIKTUOV £TOL 1) VTIAPEN TIEPLocOTEPWY controllers amoteAel povodpopo otnv
apxttektoviki) tov SDN. Emiong omv épeuva Toug yivetal Sloywplopos twv Sla@opwv
QPXLTEKTOVIKWVY TOU SIKTUOU amoca@nvi{ovtag Evoleg OTwG: PUOIKA KEVTPOTIOMUEVO EVOVTL
(PUOIKA KOTOVEUNIEVOU, AOYIKA KATAVEUNUEVOU EVOVTL AOYIKA KEVTPIKOTIOMUEVOV, ETITEST)
QPXLTEKTOVIKT] EVOVTL LEPUPXLKNG OPXLTEKTOVIKTG Kot SUVOUIKIG OPXLTEKTOVIKNG EVOVTL OTATIKIG
QPXLTEKTOVIKTG. £TO0 TEAOG TIapovatalouy Sidpopa apadetypata (Onix, HyperFlow, Onos, Disco,
Elasticon) Aoy1Ka KEVTPIKOTIOMUEVNG APXLTEKTOVIKTG TTOAAamAwV controllers (logically centralized
multi-controller architectures) kabwg kot Toapadetypata (Kandoo wat Orion) Aoywda

Kataveunuevng apyttektovikng (Logically distributed architectures).

Ot Liu et al. [4] oT0 &pBpo TOLG AVOAVOUV TNV APXLTEKTOVIKT] KoL TNV Aettoupyia Tou SDN kat ot
ouVEXELX GUVOYIOUV TA TUTIIKA {NTINHATA AGQPOAEING IOV KPOPOVV 0T SLPOPETIKA GTOLXEI
Tov amoteAdovv to SDN (application layer, northbound interface, control layer, southbound
interface ko data layer). Emtiong kavouv pia emokommon Staopwv AVGEwV oL TipoTddnkay €10l
wote va Bedtiwoovy Ta emimeda  ao@dAsg kabe emmeSov kot mEPAApPAvel TV
€E0VOLOSOTNHEVT) LOVASA EAEYYOV TOUTOTITAS, ATIOUOVWOTG EQAPHUOY WY, AUUVAS ATIO ETIOECELS

DoS/DDoS, avamtuing ToAAATA®Y eEAeYKTWV Kat aviyvevon flow rule consistency.



Ot Melkov kot Paulikas [5] avagépovtat oty TtpooTrtikr xpriong vonuoouvng (Intelligence) ota
SKTL KoL OTNV TIPOOTITIKY TIOU TIAPEXEL OTIG OCUOKEVEG 0 Slaxwplopds tou data plane va
Aettoupyovv o€ headless mode katd T SIAPKELX KPIOWWV KATAOTAGEWV OTIOV TO control plane
dev eivan o€ Asrtovpyla. Eotialouv emiong oty amiotoimon Snpovpyiag ToAITIKWY ac@aAelog
KaBws Slaoarifouv kal mv gdaytotoToinon g mbavomtag AdBoug. TéAog avapépovtal oTo
QTNUA TNG KPXLTEKTOVIKNG OTIOU UTIAPXEL Eva KUPLOo ompeio kufepvoemiBécewv (main point of

cyber-attack).

OtCox et al. [6], xpnooTolovy Tig SuvatdmTe oL TTPoc@EpovTat amtd To SDN ylx va evtomicouv
kot va efoudetepwoovv kakoBovAovg DHCP servers oe eva Siktvo. Apyikd, avaAUouvv Tig
SUOKOAIEG TTOL VTIAPYOLV GTOV EVTOTILOHO €vOG KakoBovAov DHCP server oe éva mapadooiaxo
Siktvo, eotidlovtag TePLooOTEPO otV Xpovofopa Swadkaocia. Emiong avagépovtal oe
TPaSooLakeS LeBOS0VG TIPOANYMG TETOLWV ETIOEGEWV Kt TIG SUOKOALES TIOL LTIAPXOLV WG TIPOG
™mv g@appoyn toug oto Siktvo. ['a apaderypa, to DHCP snooping, To omoio uootpietal amd
TIG TIAE(0TEG CUOKEVEG SIKTUOU, 1 EQAPLLOYT] TOU ATIOTEAEL [ ETILTTOVN £PYATI0t KABWG TIPETEL VAL
puBotel péow CLI yw kaBe port Eexwplotd. Edv avaAoylotovpe 6Tl o€ éva Siktuo pmopel va
UTIAPXOLV KL GUOKEVES ATTO SLAPOPETIKOUG KATAOKEVAOTES, YIVETAL AQVTIANTTTO OTLT Sladikacia
elvat kau emppemm¢ o€ AavBaopéves pubuioels. Xpnowomowvtag tov POX controller kot to
TPpwTOKoAA0 OpenFlow, pocopowwvouy éva 1beatd Siktuvo (Mininet), Tov controller, évav ISC-
DHCP server, €€l hosts (ek Twv oTroiwv o évag amoteAel Tov kakofovAo DHCP server) kot éva NAT.
[apddAnAa, Snpovpyovv éva application oe yAwooo Pyretic To omoio apyka e&etalel OAa Ta
maketa pe DHCP headers (ry Ethernet type = 2048, mpwtdkoAAo UDP kot source port = 67) kot
aKoAoVOwG e€etdleton 1) eykupoTTa Tov DHCPOFFER péow evog whitelist ou kaBopiletal amo
Tov network operator. E&v eivou €yxupo tote yivetal 1 Tpowbnom tou makeTov otov client

SlapopeTikd To TakeTo yivetan drop.

Ot Zaballa et al. [7] tpoxwpoUv éva rpa mapamépa kot mapovotadouy v évtadn tou SDN oto
Fog ko Edge Computing. Kot ot §uo auTéG €vvoleG a@opoUv OTNV ATOKEVIPOTIOMOT TWV
dedopévwv (amd to Cloud cuviBwe) Kat TV HETAPOPA TwV SESOUEVWVY OGO TILO KOVTA YIVETALOTOV
TEAKO xpnot. Me mapdpolo tpomo, oto Next-generation SDN avamticcovtal pnyavicpol ot
otolot dnuovpyovv SDN control planes locally aAAG ko remotely. AuTto yivetal e@IKTO pE TV
xpnowotomon ™S YAwooag P4 (data plane programming language) kot Tov TPWTOKOAAOL
P4Runtime 1o omoio mMA¢ov avtikaBiota to OpenFlow kot Swaxelpietan P4 switches. H €€éAién
QUTI) TIAPEXEL VEEG SuvaTOTNTES 0To data plane OTWG Yot TTAPASELYHA VA TIPXYUATOTIOLOVVTOL

UTIOAOYLOTIKES AstToupyieg o€ line-speed. ‘Ocov aopd atoug local kat remote controllers, yivetat
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Sloxwplopuds twv evbuvwv Ttous T mapadetypo, ot local controllers, pmopolv va
TIPOYPUUUATIOTOUV VA ATOVTOVV O€ requests Tov xpriouv apeons amavinong (6mws cupBaivel
oto Edge Computing) evw évag remote controller pmopel va TPOYPAUUATIOTEL Vo TIOPVEL
QTIOPAGELS TIOV ALPOPOVV ATTOKAEITTIKA TNV CUVOALKT] EIKOVA TOU SIKTVUOV, OTIWG YL TIAPASELY A,
TOV UTIOAOYLO O TwV SpopoAoynoewy (path computation). H Snpuovpyio out)g g ToAV-emimedng
(multi-layer) apxttektovikig twv SDN control planes, eoTId{eTaL 0TV EVOWUATWOT) TOL control
plane oto data plane to omolo givar To kovta oto network Edge evw ol cuyypagelg divouv

TopaSely LaTa YL TO TG PTTOPEL vt 1) apxLtekTovikn va BeAtiwoel ta Edge/Fog Siktua.

Ot Fan et al. [8], eotialouv ota Tpwtd onueia tov SDN td00 oT0 control plane 660 ko oto data
plane. Emiong, avapepovtar oy ao@dAsld Twv TPWTOKOAA WY OTIwG Yot THPASelypa To
OpenFlow oto omoio 1 kpumtoypdgnon dev elval vmoxpewTikn. EmumAgov avapepovtal o€
emBgoelg DoS mov pmopel va vmtdpEouv atov controller o oToiog, wg povadikd onueio amotuyiag,
QIOTEAEL TOV KUPLO OTOXO TWV EMITIOEUEVWY. TNV £PELVA TOUG TIPOOOWUOLAJOVV TECCEPELS
Sapopetikeg emBéoelg (Network Scanning, OpenFlow flooding, Switch compromised attack, ARP
attack) kat ToPATNPOVY TNV GUUTIEPLPOPE TOU SIKTUOU TIPOTEIVOVTOS TAUTOXPOVA TPOTIOUG

avixveuong Twv emBEcEwV.

Ot Shao et al. [9], mpoteivouv v xprjon tov SPBFT oAyopiBuov yx va Siaoc@oAicovv v
eMmKovwvia petadd twv controllers. XpnowomooUv v teyvoloyia Tou blockchain ywa va
Snuovpynoovy pa katavepmuévn Baom dedopévwv 1 omola Ba elvat avoryvwouun (readable),
emextaown (addable) ko pn tpomomowmown (unmodifiable) 1) omola epEyEL P AloTar e OAES TIG
Slepyaoies mov €yvav otov kabe controller. Anpuovpyeital por TPOCOUOIwaoT amd TNV omoin
€gayouv To ouumEpacpa ™G BeAtiwong g amoSoTikdTag KaBws Kol TG Ao@AAELNG TIOU
mpocdidel o SPBFT oe oyeon pe tov PBFT.

OuXuetal. [10], eotialouv og emBéoeig DoS otov controller oL omoieg yapaktnpidovrat kat ws New-
Flow Attacks. Ot emBéoelg aqUTEG EKPETOAAEVOVTAL CUYKEKPIEV XapaKTNpLoTikd Touv SDN: O
controller wg vmevBLVOG ™G SpopoAdynong, Snuovpyel véa flows yio kdBe TTaKETO e KavoupLo
emike@oAiba. Kata v vAomoinon evog New-Flow attack, o emtiBépevog otédvel kakoovia
TIUKETAL PE SLPOPETIKEG ETIKEPOAISEG avaykdlovtag tov controller va vmoAoyilel kot va
Snuovpyel véa flows yia kaBe Eva amod Ta TTAKETAL AUTO £XEL GV ATOTEAEG A TNV EEAVTANION TWV
TOpwV TOcOo Tou controller 660 Kol TwWV GUCKELWV SIKTUOL odnywvtag £tol oe DoS.
XpNOWOTIOLWVTAS OTATIOTIKA £VOG SIKTVOV, KaBopilouv To EMITPETOHEVO OpLo Twv Controller-to-

Switch xou Asynchronous (Packet-In ko Flow Removed) pmvupdtwv. A&OTOIWVTAS QUTEG TIS



LETPNOEIS O EVTOTIONOG NG €miBeong yivetal oe SVo emimeda. ApYIKA, O TEPITITWOT TIOU
TapatnpenOel onpavtikny cvénon twv véwv flows tote yivetal kau 1 e€€taon Touv aplBpol Twv
TIUKETWYV TIOV epTittrovy og kabe véo flow entry. H onpavtikn Stopopd mov mapatnpeital o
KakoBovAa flows glvat 0 aplBOG TwV TIAKETWVY TIOL TO ATIOTEAOVV £T01, € TIEPITITWOT) TIOL TO flow
QUTOTEAELTOL ATIO ALY OTEPX TIAKETAL ATIO TO AVAUEVOUEVO HEGO OPO, TOTE XUPAKTNPICETAL WG VTIOTITO
Ko Staywpiletan amd TavmoAoma flows eved Ta makéta cuveyi{ouv va ETAlOVTaL OTTO TO Security

middleware Ttou xpnGLOTIOLOVV.

Ot Ursman et al. [11], e&etalouv tov petpliaocpd HTTP DoS embBéoewv oe endpoints evdg SDN. H
AU0T IOV TIPOTEIVOUV EXEL TO OKETTTIKO Xpnotuotoinong IDS yix evromiopd g emibeong, kATt To
OTIO(0 TIPOTEIVETAL KOl 0TIV TIipoLoA SLATPLPT) EXOVTNG WOTO00 PEYAAES SLPOPES WG TIPOG TNV
vAoTroinom tou. Zmy épeuva toug, xpnotuomolovy Tov Ryu SDN Controller o omolog toug Sivel tv
SuvatoT T va xprooTomoouy amevBeiag Ta alerts Tou Snort péow tou simple_switch_snort.py.
H emiBeom porypatomoleital pe to epyaieio slowloris-ng kot oL mAnpo@opieg tov alert otéAvovtal
otov controller péow network socket xpnowomowvtoag to Pigrelay. To IDS Asitoupyel oto 610
oVomua padl pe tov controller K&TL TTOL ONUAIVEL OTL UTIAPYEL ONUAVTIKT] EMPAPUVOT) TOV OE
mepimtwon evog Flooding attack. Emiong, 1) amoppum Twv makétwy yivetat e§0A0KA|poL amd To
source IP Address xwpig va Aapfavetal uTTOYLY To TIPWTOKOAAO ETIKOWVWVING Kat Sev eEeTaleTon
OUTE 0 TEPUATIOUOG TNG EMOEOG £TOL WOTE Vo EMAVEADEL 1] eTIKOWVWVIAL Epwymuatiko emiong
amoTeAel kat To Tt oupPaivel o€ mepimttwon DDoS emiBeong: To IDS dnuovpyel alerts yio kaBe
source IP Address; Eav 1 amdvtnon eivat v Tdte o controller eivat o€ 0€om va Snpovpyet flows

Y k&0 alert xwpis armo povog Tou va dnovpyet DoS TouAdylotov tou data plane;



Ke@aiawo 3
Software Defined Networking

3.1 Ieprypa@r) kat cuotatika Tov SDN

'OTwG ava@EPBNKE Kal 0TV ELCAYwYN, TO KUPLO XOPAKTNPLOTIKO Tou povtedou SDN, eivat o
SloxwpLopdg ™G AMYmG amo@Acewy yia Ty SPOUOAGYNON TWV TOKETWY KAl NG (Slag v
Sdpopordynonge. Ze avtibeon pe Ta mapadooiakd SikTua, OTIOV OL ATIOPACELS Kot 1) SpOooAGYyNoN-
TPOWBNON TWV TAKETWYV YIVETAL ATIOKAEIOTIKA ATTO TIG SLAPOPEG CUOKEVESG SIKTUOV, TIAEOV 0TO
SDN ot amo@dacelg AapfAavovial ATOKAEIOTIKA oTt0 AOYIOWIKO aveEdpTTA AT TIS CUOKEVESG
Sitvov. To Aoytlopkd autod amotelel Tov controller tou SDN 0 0TI0(0G ETIIKOWVWVEL GUVEXWG UE TIG
OUOKEVEG TOU SIKTUOU - (PUOIKEG 17/KAL EIKOVIKES - XPNOLOTIOLWVTAS CUYKEKPILEVH TIPWTOKOAAX
EVW om0 TOV OlaYwplopd Tov yivetay, TPokUTTEL 0 Opog control plane (kaBoplopog

Spopordynong) kabwg kat to data plane (§popoAdynom Twv Sedopevwy).

3.1.1 DataPlane
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To Data Plane cuyxva yapaktnpietat kat wg forwarding plane. [TeplapBavel 0Aeg Tig Asttovpyieg
TOU TPEMEL VA YIVOUV Yl TNV EMTUXN EMKOWWVIH Twv ocuotnuatwy. Ol Agltoupyieg
mepapBavouv v ANUm Twv dedopgvwy, My emetepyacio kKot v TPowonoT Tous. AGQOAWS,
yw va yivel 1 avtiotoixton g SlevBuvong Tpooplopol TG TANpo@opias pall e Kamowx
KOTOXWPNOoT) 0T0 KATdAANAo table, Ba TtpETeL va Yivouv Ka OAES oL EVEPYELEG TTOL YIVOVTOL KOl €
éva tapadootako Siktuo. OLKUPLOTEPES evEPYeLeS elvan To de-encapsulation kat re-encapsulation
ToV TakETOoV o€ frame (cuokevég Layer 3), TpooBnkn 1} aaipeon Tov 802.1Q trunking header eav
vmapyxovv VLANS (Layer 2 kai Layer 3), avtiotoiytomn tov destination MAC address evdg frame oto
MAC Address table (Layer 2), v avtiotoixion tov destination IP address oto IP routing table
(Layer 3), v kputttoypdagnomn kot tnv dnpuovpyia evog IP header o mepimtwon xpnowomoinong
VPN, v cAAayr) Tou source 1) destination IP address og tepunttwoeig NAT, kaBwg emiong kot v

amoppwm evag TtakETov 1) frame ocVp@wva pe ta ACLs 1) To port security [12].

‘OAgg oL TT0 TEAVW eveEPYeLeG amoteAoUV To Data Plane kaBwg yia kaBe eva atod ta axéta 1| frames
IOV ELOEPXOVTAL O€ KAOE GUOKEUN, TIPETIEL VAL YIVOLV OL ATIAULTOVEVES EVEPYELEG ETOL WOTE VA TIAPEL
TNV TEAKN LOP@Y| KAl VX OTOAEL 0TO KATAAANAO egress interface. e avtiBeomn e to Control Plane,
OTIOV Y1 TV ETECEPY AT TWV EVEPYELWV TIOV TIPETIEL VA Yivouv xpropooteitat to CPU, oto Data
Plane vumdpyel évag e8ikog eme€epyaots mov emetepydleTal TV TANPO@opiat Xwpis va

xpnowototeitor to CPU [12].

3.1.2 Control Plane

To Control Plane pmopel va xapaKTnpLoTEl G 0 EYKEQOAAOG TOU GUCTILATOG. XPTGIUOTIOLEITAL Y1
VA TIAUPVEL TIG ATTOPATELS SPOp0AGYT0MG KaBwG emikovwvel e ta SDN applications kaBwg kot pe
TIG OLOKEVES SikTVOoV. [TepapBavel unxaviopos Kat TpwTOKoAAQ TipowBnong o€ Layer 2 aAAG
kot Layer 3 0mwg yux mapadetypa routing protocol neighbour tables kot topology tables, IPv4 kot
[Pv6 routing tables, STP kot ARP tables.

'Onwg ovpPaivel kat o€ eva apadooilakd SikTuo, GTIov oL routers xprotloTolovy Ta IP routes tou
routing table ywa va powBnoovv ta TakETa, Ta switches xpeldlovrtal Tig TAnpo@opieg tov MAC
address table yux va tpow6noouvv ta frames £tot cupPaivel kot otnv apxttektoviky Tou SDN. To
Control Plane Ba npovpynoet cutd ta tables ta ool Ba xpnopomomBovv amd to data plane yi

™V SpopoAdynon g mAnpogopiag (Taketa 1 frames) [13].
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3.1.3 SDN Controller

O SDN controller kaBopileL Tig pogg Sedopevwy (data flows) peta&d Tov kevipikoL control plane
koL Tou data plane o€ k&Bs cuokeun Siktvou. H kdBe pon) Tov vmapyel oto Siktuo xpeldleTan
TPpWTA va TidpeL v ddeta amd tov SDN controller o omoiog etvat utelBuvog va emoAnBgvoet Gt
EMKOWVWVIX EVAL ETITPETTTI) CUUPWVA LE TNV KaBoplopeévn ToALTkn Siktvov. Eav o edeyktig
ETUTPETEL L POT), UTIOAOY (L TNV SlaSpopn| o B akoAovOnOel kot TIPOGOETEL TNV KATAAANAN

KOTOXWPNOT) 0€ KADE L ATTO TIS CUOKEVES SIKTVOL KATA UNKoG TG Stadpopns [12].

'OAeg oL TTOAVUTIAOKEG AstTovpyies ekteAoUvTan ato Tov SDN controller o omoiog Stapop@wveL Toug
Tivaxes por|g (flow tables) evw 1 Stoyeipiom Toug yivetar amd Tig cuokeLEG SikTVOV. OTIWG (patveTat
0TO TIO KATw oynua, o SDN controller emowvwvel pe switches Ta omoia eivan cupfatda pe to
TPwTOKoAA0 OpenFlow To omoio ypnowomotel TLS yia v ac@aAr] ammooTtoAn TG EMKOWVwWVING
Tov control plane oto umtdAotmo Siktvo. Ta cupPata switches pmopovv va evwBovv peta&d toug

KaBwG eTioNG Kot e TOUG TEAKOUG XP1|OTES OL OTIO(OL ATIOTEAOVV HEPOG LIS POT)G TIAKETWV.

SDN

Contraller \

OpenFlow Protocol
Ower TLS

OpenFlow Switch OpenFlow Switches

Meter Group Secure 5
Table Table Channel
Software

Flow Table Flow Table Flow Table

Hardware/Firmware:

’l b‘ ..l
End Devices

Ewova 3.1: Emkowwvia SDN controller pe emuépoug ocuokevés [12].

H mio mavw emikovwvia, otnv apxttektovikn tov SDN cuvavtdtal pe tov 6po D-CPI émtov

ta Southbound APIs emitpémouv oto controller va emtikowvwvet pe Ta routers kot switches
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KO(L VO TIPOCYLXTOTIOLEL SUVOKA 0AAOYEG CULPWVA LE TIG ATIOLTIOELS KAL TIG AVAYKES OF
TIPAYUATIKO XpOvo. ATO TV GAAN, vmapyet kat o 06pog A-CPI 6mou ta Northbound APIs
ETTPETOVV TNV eTIKOVWVia Twv SDN applications pe Tov controller. Ta SDN Applications
(tovv amo to SikTuo Toug TOPOUS oV Ypeladovtal kal o controller Ba avoAaBel va
TPASWOEL TOUG TOPOUS 1) va emkovwviioel oto SDN Application toug StaBéoiioug

TIOPOLG TOL SikTVOoV [14].

Application layer

SDN application SDN application Application plane

SDN northbound interfaces (NBls)
A-CPI: Application-controller plane interface

Control layer

SDN controller Controller plane

D-CPI: Data-controller plane interface
SDN southbound interface

Network Nle tworl-t( Infrastructure layer
element Network elemen Data plane
element

Ewova 3.2: NBIs kat SBIs otV apyttektovikn touv SDN [11].

3.1.4 OpenFlow Protocol

To tpwtoKoAro OpenFlow givat To Lo StadedoLEvo, avolkTo) KOSIKA, TIPWTOKOAAO ETIKOVWVING
oL Ypnoomoleital o€ TexvoAoyies SDN. Ta OpenFlow switches amotedoUvtat amd ta Flow kot
Group tables (vTtevBuva YL TV SpopoAdynon), Ta Meter tables kKaBwg KAl ATIO TOLAGXLOTOV Eva
OpenFlow channel to omolo emkowvwvel pe tov controller. To switch emukovwvel pe Tov controller
kot o controller Stoyelpiletat to switch péow tov TpwtokdAAov OpenFlow emitpémovtag £ToLoTov
controller va TIpocBETEL va EVIEPWVEL KAL VO Loty pa@EL TIS Kataxwpnoels pors ota flow tables.
To kaBe flow table mepiéxel Ti§ kataywpnoelg pons (flow entries) oL omoieg amoteAoVvTal amd Ta
media match fields, counters kot éva ohvoAo kavovwy (instructions) ov e@appdlovtal o KaOe

éva amd ta akETa Tov avtiototyiCovron pe kabe flow [15].
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H evépyela ou kabBopiletat o€ éva flow entry umopel va §poploAoyoeL amevBElNG T TIAKETA 1) VO
Ta apaTépeL oo group table eav xpeldleTal va yivel KATIOLA Lo oUYKeKpLEYT emetepyaaio. To
KA&Oe group table, TTeplExeL e TV OEPA TOL T group entries Ta OOl ATTOTEAOVVTOL ATTO action
buckets e ocuykekpéveg Aettoupyies (semantics) avaddyws Tov group type. To kaBe group entry
utopel va amoteeiton amd undév 1 meploodtepa buckets ektdg amo To indirect group To omoio
amoteAsital avta amd éva action bucket. To kaBe OpenFlow switch mpémel va vmootpilel
TOVAGYLoTOV T SV0 group types indirect ko all vy ta group types select ko fast failover eivou
mpoatpetika. O controller evnuepwvetal and to k&dBe OpenFlow switch yia ta ipoapeTikd group

types ta ool utooTnpideL

ZOppwva pe to OpenFlow Switch Specification [15], cuvomtikd va avapépoupie OTL To indirect
group type amoteAeitat and eva bucket to omolo emtpemnel oe Sikpopa flow entries 1} groups va
avtiotoyoLv o€ éva group identifier emtuyxdvovtag £Tot pio ToUTEPT) KL TIO ATIOTEAECUATIKT)
oVUykAwon. H Asttoupyia tou eivat akpBwg 1 (Sl pe éva group type all to omolo Tepiexel povo Eva
bucket to omoio yix mapdderypa pmopei va Siver to next hop oe epimtwon IP forwarding. To group
type all ektedel 6Aa ta buckets ov TrepLExovTaL o€ auto. Xpnoomoleitat yix Multicast 1) Broadcast
KaBwG YIveTaL 1) KAWVOTIOmMoT) Tou ap)ikoL TTakéTou o€ 0Aa Ta buckets Tov group. e mepimtwon
TIov €va bucket powOel To TaKETO 0TO ingress port, TOTE yivetau autopata dropped £tol eav
TIPETIEL VA YIVEL T) TIPOWBTOM TOL TIAKETOL 0T BUpa e16680VL B TTpEeL va Snovpyn el amd Tov
controller éva emmAéov bucket To omolo Ba TrepLEXeL TV evépyela TTpowBnong oto reserved port
(OFPP_IN_PORT). To group type select ektelel éva bucket to omoio emiAéyetan Bdon aiyopiBuov
oto switch. O TpoypaUUATIONOG TOV aAyopiBov YiveTal ekTOG Tov TipwTokOAAov OpenFlow kot
EPAPUOLEL VAl KATAUEPIONO TOU (POPTIOV EVW TIPOUIPETIKA UTTOpPEL va xpnoomomOel kat 1)
ONUOVTIKOTN T TOU K&OE bucket £Tol woTe va yivel 1 emAoyn avoddywg g xpriong tov. ‘Otav ylo
mapddetypa éva destination port kdmolov bucket Bpebel ektdg Acttovpylag, To switch pmopel va
QmoKAg(o€L TO oUYKeEKPEVO bucket, eTtAgyovtag kdmolo dAAo To oTroio B KAveL TV §popoAdynon
Héow kamotov live port. TéAog, To group type fast failover, ektelel 1o pwTo o oepa live bucket.
H oeipa twv buckets, ta omola oxetiCovton pe éva live port 1) éva dAAo group, agloAoyeitat amo To
KA&Be group Eexwplotd. Auto €xel oav amotéAeopia, To OpenFlow switch va cdAdlel Suvapukd Tov
TPOTIO §popoAdyNnons xwpis va amatteital To round trip otov controller yua va kaBopioel v
Spopordynon. Ze mepimtwon mov Sev vmapyel kamolo live bucket, tote Tar Takéta yivovtan

dropped.

EmmAgov, éva OpenFlow switch mepiéyetl kat To Meter Table. AuTtog o Trivakag, EVEPYOTIOLEL Lo

TIOLKIALQL EVEPYELWV OL OTIOLEG oXeTI{OVTAL e TNV amoSoTKOTTA evOs flow cupmepapavopévng
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KoL TNG SuvaToOTN TS TIEPLOPLOHOV TOL puBpov KukAopopiag (rate-limiting) [12]. To Meter Table
amoteAeital amod Tameter entries ta omoia kaBopilouvv v por) Twv flows. Anuovpyolvtat meters
Eexwplotd yio kaBe flow ov uTtdpyeL Sivovtag taL v kavotnta oto OpenFlow va Siaxelpiletan
TOV pUBUO KUKAOPOPIOG KABLOTWVTAS £T0L €QIKTO TO QOS TO OTOl0 UTOPEL Var £XEL Al aTAn
Asttoupyia, OTIWE Yl TTapaSety o To TIEPLOPLo O ToL bandwidth yia éva civoAo flows, 1) axopm kot
TIEPLOGOTEPO GUVOETEG AELTOVPYLES OTIWG TNV XpNoLoTIomoT TwVv Tiwv Tov DSCP (Differentiated
Services Code Point) Ttou pmopel va Tatvounoel éva GUVOAO TIAKETWV GE SLAPOPETIKES KATITYOPLEG
ue B&om to rate Tov, 6Tws cvpfaivel SnAadn ko katd v pUBpen Tov QoS o€ UL (UOTKT) CUCKEUT

Swtvov [15].

Flow Table i Set Band|f . fy Flow Table Modify Flow Table
flow entryfNJDSCF Band N pscp flow entry DaCh flow entry
flow entry|.| Band flow entry > Meter flow entry
flow entry}, | \ flow entry |=1 flow entry
flow entry|-] Measured flow entry flow enfry

Rate
. . Match .
. . DSCP .
flow en flow ent flow en
try Meter try

Ewcova 3.3: Meters kot Iepapyio DSCP metering [12].

‘OTIWG aVoUPEPALE TILO TIAVW, 1) emkovwvia Tou OpenFlow controller pe to OpenFlow switch,
emtuyyavetat péow tov OpenFlow channel. Méow auto tou interface, o controller Stopop@wvel
Kot StoelpiCetan to switch, Aapdavel Sidpopa events amod to switch kaBwg emiong otéAvel ko ta
maketa amd 1o switch. To Control Channel touv kd&Be switch pmopel va vroompifer Kot
meploootepa amd eva OpenFlow channel, Sivovtag étot v Suvatdmra ™g Swxxeiplong tov
switch amd meploodtepous controllers. H emkowvwvia tou controller pe to OpenFlow channel
umopel va yivel amevBeiag peow TCP, wotdoo mapéyetat katn SuvatdTTa KPUTITOYPAPN oS TG
ETKOLVWVING, XPNOLLOTIOLOVTAS TO TIPWTOKOAAO TLS, k&TL TO 0T0(0 Bt TIPETEL VX EPaPUOLETOL OE

production environments.

To tpwtoKoAro OpenFlow, uTtoompileL TPEIS SLaPOPETIKOVES TUTIOUG PNVUHATWY (message types)
EVW 0 KAOE TOTIOG ATOTEAEITAL ATTO SLAPOPETIKOVS VTIOTUTIOUS (Sub-types). ZOp@wva Aomov pe
OpenFlow Switch Specification [Ibid.], To TTpwtdéK0AA0 UTIOOTNPILEL TOUG E81)G TUTIOUG UNVULATWV:
controller-to-switch, asynchronous xow symmetric. Ot OVOPXGIEG ATTO HOVEG TOUG, (PAVEPWVOLV
KATIOLEG TIANPOPOPIES WG TIPOG TNV AELTOVPYIX TWV PINVUHATWY WOTOCO TIO KATW Tapabétoupe

OUVOTITIKQ TIANPOQOPIES Y1a TO KABe message type.
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ZEKIVWVTAG AOLTTOV attd To controller-to-switch, To unvOpaTa cuTo TOL TUTIOV EEKIVOUV AT TOV

controller ko xpnoWOTIOLOVVTAL YLt TV QUEOT) SO EIPLOT) 1} TNV ETOEWPNOT) TG KATAGTAGTG TOU

switch. AvaAdywG Tou PNVOPATOS UTTOPEL Vo XPELOTEL KaL 1) artavnon amo to switch. Ta sub-

types Twv PnVUpATwY eiva:

I

il.

iii.

iv.

Features: Xpnowomoteitar kupiwg kot v Snuovpyia tov OpenFlow channel. O
controller {nté amd to switch v TawTéTTA TOL KABWS ETIONG KAt TI§ SUVATOTNTES TOU
otéAvovtag To features request. Me to features reply, To switch mpémel va oteidetl Tig

TIANpo@opieg aTov controller.

Configuration: XpnowoToteitat amd tov controller yia va oplogl 0cAAX Kot vt pwTHOEL Y1
THPAUETPOVS Slapdp@wong oto switch. To switch amavta povo oto epwmua ya Tig

TIPAUETPOVG KOl OXL KATA TOV OPLOHO TOUG,

Modify-State: Xpnowomoteitatl amo tov controller yix v Suaxeipion twv tables oto switch
KaBw¢ emiong yr va opioel Tig 1810 Teg Tov kdBe port. ‘Etol, 0 KOpPLOg 0KOTOG TV
UNVURATWVY QUuTwV eivan va tpocBéaouy, va Storypdaiouv 1§ /xat va tpottomomjoouy ta flow
Ko group entries kabBwg emiong kot va ipooBicouv 1) va Storypdiouv ta action buckets

Qo KATOoLo group.

Read-State: Xpnoylomolovvtal ato tov controller yia va mapel mAnpo@opies amd to switch
OTlwG ta configurations Tov VTTAPYOLV, SLAPOPA CTATICTIKA GTOLXEI KABWG ETIOTG YLK TIG
SuvatomTeg Tou switch. ZuviBwg o€ auT) TV eMKoVwVIia Snpovpyeitar o cAAnAouyia

pnvupatwy petagd tov controller kat Tov switch.

Packet-out: Xpnowotmoteiton amd Tov controller yo va TpowBNoeL Ta TAKETA HEGW EVOG
ouykekpévou port oto switch. Ta pnvopata autd pmopel va tepiEyouv 0AOKANpo To
TakeTo 1) amAd €va buffer ID ou avtiotoyel o éva rakéto mov Bploketat oto switch. To
HIVURX TIPETEL VAL TIEPAABAVEL KL TIG EVEPYELEG TIOL TIPETTEL VA Yivouv amd To switch ot
OTIOlEG EKTEAOVVTAL LEPAPXIKA OTIWG oplotkay amd tov controller. Xe mepimtwon mov o

controller 8ev SwoEL KATIOLX EVEPYELA TIOV TIPETIEL VA YIVEL TOTE TO TTAKETO ATTOPPITITETAL

Barrier: H avtoddayn autwv twv unvupdtwv petagd tou controller kou tou switch
(request kau reply avtiotoya) xpnoomolovvtal ato Tov controller yix v emBefaiwon

TWV CWOTWV KOl OAOKANPWUEVWV AELTOVPYLWV TIOV TIPOY LOTOTION) O1Kay.
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Vii.

Viii.

Role-Request: Xpnowomoleital Kuplwg o€ TEPUTTWOELS TIoV €va switch emikowvwvel pe
TEPLOGOTEPOVS Ao £va controller 0 0Trol0g pE UTA To UNVOUATA UTTOPEL VAL 0ploEL 1) Vi

PWTMOELYLX TOV S1kO Tov poAo oto OpenFlow channel kaBwg emiong kot yiax o Suwkd Tov ID.

Asynchronous-Configuration: Xpnowomoleitay, €miong Kuplwg € TEPUTTWOELS TIOV
VUTIAp)XOLV TIEpLocOTEPOL Ao €va controller. Me autd Ta unvopata o controller pmopel va
oploEL ] KL Vo pWTNOEL YA EMTALOV OIATPA AGUYXPOVWY UNVUUATWY TIou BEAEL va
Aapfavel oto 8ik6 Tov OpenFlow channel. 2uvnBwg o td cupPaivel katd v Snovpyia

tov OpenFlow channel.

0 Sevtepog TUTOG PMVUpdTWY eival Ta asynchronous ta omola oTéAvovTal amo To switch otov

controller xwpig mpwta vae nOoLV. Ta pnvopata autd TAnpo@opovv tov controller yx v

APLEN VEWV TIAKETWV 1] YL TNV 0AAxyT) oo state Tou switch. Ot kOpLoL TOTTOL UNVUUATWY VTG TG

Katnyoplag eivat ot akdAovBou:

il.

Packet-in: ATTOTeAEl T TILO OTUAVTIKA HNVORXTA TTIOL O0TEAVOVTAL amtd To switch Ttpog Tov
controller. Xpnowomolovvtal Kupilwg yla v eviuepwoouy tov controller yor v dgin
EVOG TIKETOU KAl VAL LETAPEPOVVY TOV EAgyX0 Tou oTov controller. Mo 6Aa T TTaKETH TAL
oTola Ttepvovv amo Ta tables Tou switch Snuovpyeitan éva packet-in event to omoio
otéAvetat otov controller. Emtiong packet-in events pmopel va amtootaroVv otov controller
Y Tiepautépw emegepyacia OTwe yor mapaderypa yio tov éAgyxo tov TTL. Ta packet-in
events umopel va pubuotovv €tol wote va k&vouv buffer Twv makétwv xwpls va
xpewletal va otéAvetal 6A0 To TakEto otov controller. o TakETa Twv oTolWV M
emetepyaoia yiveral amo kamolo flow entry 1) amo kamolo group bucket n pvBuon v
umopel va yivel amevBeiag amd To output cuTwV TwV entries eva Yo To UTTIOAOUTA TIXKET
1 pLBLLOT TipaypaTOTIOLELTAL OTIS pLBLLcELS Tov switch. Ze TiepimTwon Tov Yivel cut 1
pLBLLOT, KoL To switch €xel apket) pvrun €10l wote va Snuovpynoet to buffer, tote
otéAvetat otov controller éva kPO TTOGOOTO TG ETIKEPUAISAG TOL TIaKETOV padl HE Eva
buffer ID. Xe kaBe GAAN TEPITTTWON TO TIAKETO OTEAVETAL OAOKANPO oTov controller wg

Hépog tov packet-in event.

Flow-Removed: Xpnoyomotovvto oo to switch yio va evnpepwaoel tov controller yix v
Slarypan) evog flow entry ta oola €xouv evepyomompévo to OFFF_SEND_FLOW_REM flag

KOt MV Snovpyio Tous. Autd ta pnvopata cuvnBws dnovpyolvtal 0Tav o controller
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iil.

iv.

(moeL v Starypar) evog flow entry 11 6tav vTtepel 0 TIPOKAOOPLOPEVOS XPOVOG VTIAPENS

TOv.

Port-status: [IporypatoTolovy v evuépwor Tpog Tov controller yia caAAxy£G TTou popel
va 6LV o€ KATOL0 port Tou switch OTIwWG Y TTAPASELY A EGV KATIOLOG XPTIOTNG KALGEL
KATI0L0 port 1 aO” KoL oV TIapOouoLoTEL KATOo0 opdApa oo link. Etiong umopet va yivel
puBLoN oto switch étol wote va otédvel otov controller avd Taktd SwoTiuaTo

TIANPOQPOPIES YL TNV KATAOTAOT) TOU KAOE port.

Role-status: Ta pnvopata cutd Snpovpyovviat Kupiwg oty VTapEn TEPLOCOTEPWV ATIO
éva controller. Xe TepimTwon Tov K&molog attd toug controller emiAexOel wg master, T0Te
OTEAVOVTUL TA UNVUPATO QUTA 0 TOV TIPOTYOUpEVO master controller yio va Tov evnpuepwoet

YL TOV VEO TOU pOAO.

Controller-Status: KaBe @opd mov vrtdpyet kamoia aAraryr oto OpenFlow channel, tote to
switch otéAvel amevbeiag o 6GAoug Toug controllers ta controller-status pnvopata €tot
(WOTE VO TOUG EVIUEPWOEL YL AVTES TLG 0AAXYEG. AUTO BonBA KA 0TV TEPITTWOT) TIOL Yl

oTolodNmoTe AGyo ol controllers x&oouv TV HETAEL TOUG ETIKOVWVICL.

Flow-monitor: XpnowomooUvtal amd to switch yw va evnuepwoel tov controller o€
Kamolx cAdayn| o€ éva flow table. O controller umopet va kaBopioel oto switch to emimedo

TIPaKoAoVBNoNG TwV cAAaywv o€ kabe flow table ko va eviuepwveTal avoddyws.

Télog, vtapyovv Ta symmetric messages Ta omoia pmopel va SnpovpynBovv xwplis va

(mBovv mpwTa ato Tov controller 1} amd to switch. Auti 1 kKatnyopia epAapPavel Toug

aKOAOVO0UG TEGOEPELG TUTIOUG UNVUUATWV:

il.

Hello: AvtodAdocovtal petagd tou controller kot tov switch katad v evapén g

ETKOVWVIAG.

Echo: 'Ontwg ta mapadootaxd ICMP unvipata mov avtoaAddocovtal petagy controller
ko switch. To kaBe echo request amattel ko éva echo reply v va emifBefoiwBel 1
emkowvwvia. Ta umvdpata ocutd pmopovv emiong va xpnogomomBovy  yx v

uétpnon tov bandwidth 1} Tovu latency.
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iil.

iv.

Error: Xpnowomolovvtat amd To switch 1) amod tov controller yio va evuepwoouy yio
TPOLAUATA ATIO TV UEPLA TOUG. ZuviBwe Snovpyolvtal 6tav To switch amotuyel

VA EKTIANPWOEL KATIOL0 request Tou controller.

Experimenter: Amote)el éva tumiko Tpdmo yr T OpenFlow switches o omoiog
TIPOGPEPEL TIEPAUATIKO XWPO Y ™V BeATiwoN 1) Kot TV avaTttudn HEAAOVTIKWY

UNVUUATWV.
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Ke@aiaro 4
YAoToinon ZvoTUaTo

4.1 Testbed Deployment

H mpocopoiwon €ywe oe mep3dAiov private cloud (OpenStack) péoa oto omoio dnpovpyndnke
éva private network dmov avamtixbnkav §0o cuoTuata og Asttovpykd Ubuntu (cloud) 20.04.
To pwto sV A XpnoyoTomBnKe Yo v Snuovpyia tou Controller (Onos) kaw to Sevtepo yia

™ Snovpyla tpocopoiwong Siktvov (Mininet) 6Tov kat £yvav oL SLaQopeG SOKIES.

4.1.1 Eykatdotaon OpenStack

To OpenStack givou éva GUVOA0 AOYIGHIKWY OVOIKTOU KWK TA OTIOlX 6TO GUVOAO TouG Sivouv
mv Suvatdémra Snpovpyiag vmodopns computing cloud. Ymdpyxouv Sidpopot TpodTOL
EYKATAOTAONG TWV BACIK®V 0AAX KAl TIPOALPETIKWY LTNPESIWV Tov OpenStack avaddywg g

XpNong tov oAA& kot Tov SBéoipov hardware. o v mapovoa epyacia TTpoTWNONKE WG
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deployment method to DevStack To omolo amoTeAel pia Gelpa aTtod scripts Ta ool EyKaBLeTOUY

OAQ Ta ot ToVEVA AOY IO KA Bao{Opeva oTIS TeEAeuTaies Tous ekdooelg oto GitHub.

H eykataotaon[13] cuotivetan va yivetal 6€ cUGTUATA TA OTIOL0L B AELTOVPYOVV ATIOKAELGTIKA
YL QUTO TO GKOTIO KABWG YIVOVTL APKETEG AAAYEG GTO AEITOVPYIKO KATA TNV eyKataotaon. ['a
™V Tapovoa epyacio OewpnOnke TPOTOTEPO VA eykataoTabel o€ etovikd unxavnua Ubuntu
20.04, xpnowoTmowwvtag to VMware Player to omoio eykataotabnke oe éva Dedicated Root
server. H eykatdotaon €ywe oe Virtual mepi3dAiov ko 6L amevBeiag oTov server yla kuplwg 500
Aoyouc: Katd mv eykatdotaon touv OpenStack yivovtat apketeg oddayég ota network interfaces
kot amoutovvton Sidpopes DHCP Asitoupyieg oto physical network interface. Autd opwg dev etvat
EPIKTO KABWG 0 evolklalOpevog server ivat puBpoEVoG va xpnooTotel éva static public IP.
Tuvenwg, xpewdleton éva eviapeco vSwitch to omolo Ba emitpéel va yivouv oL amtaitoVpeveg
Aoy ko vae 5000V ta katdAAnAa private IP addresses. O devtepog Adyog Tov emAEYONKe TO
Virtual mepiBddlov, eivar yr TPaxTKoUg Kuplwg Adyoug KabBwg Eelval €UKOAITEPO VA
SnovpynBovv backups 1} snapshots Tov GUOTHATOG KATA TNV VAOTIO O™ ™G Tpocopoiwaone. To

VMware Player pog koaAUTITEL Kat TIG SU0 QUTEG VATYKES,

' v opod) eykataotaon o Linux amouteitaln Snpovpyia véou xpriotn tov omoiov To home
directory kaBopiletal oto /opt/stack kaL 1 évtaén Tov oto group sudo ywpig va amouteiton
ouvOnuatiko. A@ov dnuovpynBel o xprotng, yivovtat clone ta scripts oto /opt/stack 6mov
mepapPavetal kot éva sample configuration (local.conf otov @dxelo samples) To omoio Ba
xpnowomomBel katd mv eykatdotaot. A@ol avtiypagel amo to local.conf oto /opt/stack
UTTOPOULLE VAL TO ETEEEPYATTOVE KOL VO KABOPIGOUE Tot CUVBNUATIKA YA TIS SIAPOPES UTINPETIES
TIOV QTOUTOVVTAL KATA TNV SIAPKELX TG eyKatdoTtaong kabwg kat to host IP address. 'Omwg
@aVETOL KL TIO KATW, EMAEXONKe eva admin password to omoio Ba ypnoomomBel kot yio Tig
UTIOAOUTIEG TPELG VUTMPECIEG. XNV €MA0YN TOU cuvOnuatikoy Ba mpémel va amo@euyBel o
Xopakmpoag @ kabwg mapatnpnnke ot Snpovpyel mpofAuata Katd TV SdpKEX NG

oy

Snovpyiag tou SQL Database (miBavdv va unv xpnotlomolovvtot kdmolx quotes (“”) oo script

LE ATTOTEAEOLA VAL TIPOKUTITEL KATIOLX EVTOAT] oarv: mysql —uroot —pxxxxxxx@ -h127.0.0.1 ktA)
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:~% sudo -1i

root@ubuntu:~# useradd -s /bin/bash -d Jopt/stack -m stack
root@ubuntu:~# echo "stack ALL=(ALL) NOPASSWD: ALL" | sudo tee [etc/sudoers.dfstack
stack ALL=(ALL) NOPASSWD: ALL
root@ubuntu:~# su - stack

:~5§ git clone https://opendev.org/openstack/devstack
Cloning into 'devstack'...
remote: Enumerating objects: 27794, done.
remote: Counting objects: 100% (27794/27794), done.
remote: Compressing objects: 1080% (9346/9346), done.
remote: Total 48244 (delta 27130), reused 18448 (delta 18448), pack-reused 20450
Receiving objects: 100% (48244/48244), 10.30 MiB | 11.082 MiB/s, done.
Resolving deltas: 100% (33917/33917), done.

:~5 cd devstack/

B $ cp samples/local.conf .

- S nano local.conf

z $ FORCE=yes ./stack.shf]

Ewova 4.1: Suvorrti Stadkacio sykatdotaong.

george@ubuntu: ~ Q

:~$ ifconfig
ens33: flags=4163<UP,BROADCAST ,RUNNING ,MULTICAST> mtu 1508
inet ask 255.255.255.8 broadcast 192
i 6 :ac02 prefixlen 64 scopeid @
5 xqueuelen 1000 (Ethernet)
RX packets ytes 397800 (20.3 MB)
RX errors ® dropped 6 overruns 8 frame
TX packets 1421 bytes 100768 (100.7 KB)
TX errors © dropped © overruns @ carrier @ collisions ©

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536

inet 127.06.06.1 netmask 255.0.8

inet6 ::1 prefixlen 128 scopeid ©x18<host>

loop txqueuelen 1000 (Local Loopback)

RX packets 241 bytes 21393 (21.3 KB)
HOST_IP=192.168.8.12§ RX errors @ dropped & overruns 6 frame 6

TX packets 241 bytes 21393 (21.3 KB)

TX errors © dropped © overruns @ carrier @ collisions ©

=S

glf Get Help g Write Out @y Where Is @ Cut B Justify
B4 Exit il Read File @\ Replace WY Paste Ml To Spel

Ewova 4.2: EnsEepyacialocal.conf tpwv amd mv eykatdotaon.

AoV oAokAnpwBel emituwG 1) eykataotaot (xpewdlovtal mepimov 35 Aemtd) , Ba eppaviotel To
QVAAOYO UNVULLA TO OTIOL0 TIEPLEXEL TLS SLEVOVVGELS TIOL TPEXOUV OLUTINPECIES KABWG KAt €kdoom

Tov OpenStack 1) oTola eykataoTdOnKe (yoga oTnVv TPOKEWWEVT TIEPITTTWOM):

This is your host IP address: 192.168.8.128

This is your host IPv6 address: ::1

Horizon is now available at http://192.168.8.128/dashboard
Keystone is serving at http://192.168.8.128/identity/

The default users are: admin and demo

The password:

Services are running under systemd unit files.
For more information see:
https://docs.openstack.org/devstack/latest/systemd.html

DevStack Version: yoga
Change: b6656b7b38db212d6aa471aaf1a9cfaf6024d64b Merge "Clean up compile_ovn function's parameters”
0S Version: Ubuntu 20.84 focal

Ewova 4.3: Emtuyg sykatdotaon OpenStack.
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AxoAoUOWE Eyvav KAl KATIOLEG ETULTAL0V EVEPYELEG (EIVOL VTIOXPEWTIKEG OE TIEPITITWOT] TIOL 1)
EYKATAGTOOT YiveTal o€ TEPRAAAOV YwpiS kaToLo desktop) yioe v amopoakpucévn oUVEEaT) 6To

dashboard Tov OpenStack:

PS C:\Wind netsh interface portp add watowd listenaddr .21.98.241 listenport=
cannectad i .B8.128 connectport 38

WWindow netsh interface portpr

Connect to ipwd:

Openstack™ dir=in actio

Ewova 4.4: Port forwarding a6 tov Server:9090 otov VMware Guest:80 kou Snpovpyia firewall rule yix

10 port 9090.

AoV yivouv oL Ttio tavw pubpicelg, n Tpdofiaon oto dashboard Tov OpenStack emituyyxdvetal pe
v mAonynon oto http://ip:port/dashboard. Ovopa xprjom eivai to admin kot to cuvBnUaTKO TO

otolo opionke oo local.conf tpwv amd mv évapén ¢ eykatdotaong:

&« & A Not secure | http://65.21.90.241:9050/dashboard/project/ = ¥
e openstack. =admin~ & admin «
Project v 1 Settings
Project /| Compute / Overview @ Help
APl Access & OpenStack RC File
. Overview
Themes:
Overview
e Material
nstances  Limit Summary
Images  Compute @ Sign Out
Key Pairs
Server Groups
ks > Instances VCPUs RAM
Used 0 of 10 Used 0 of 20 Used 0B of 50GBE
Network >
Volume
Admin >
Identity >
WVolumes Volume Snapshots folume Siorage
Used 0 of 10 Uszed 0 of 10 Used 0B of 1000GB

Ewova 4.5: [TpdoPaom oto dashboard Tov OpenStack.
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4.1.2 Anuovpyia twv Instances

Méow tov OpenStack dashboard, énuovpynbnkav dvo Instances xpnoyomowvtag to cloud
image touv Ubuntu Server 20.04 [14]. I'a QEMU Emulator to omoio Ba ypnowomomBel apyotepa

oto OpenStack, cuotivetal To format .img:

&« &} @ cloud-images.ubuntu.com/focal/current/
R focal-server-cloudimg-amdé4-azure.vhd. zip 2922-81-14 @8:19 561M Microsoft Azure image
== fgcal-server-cloudimg-amd64-disk-kvm.img 2022-81-13 22:28 535M Ubuntu Server 28.84 LTS (Focal Fossa) daily builds
focal-server-cloudimg-emd64-disk-kvm.manifest  2822-81-13 22:28 17K Package manifest file
focal-server-cloudimg-amd64-1xd.tar. xz 2822-@1-13 22:34 832 Ubuntu Server 28.84 LTS (Focal Fossa) daily builds
focal-server-cloudimg-amdé4-root.manifest 2822-81-13 22:31 17K Package manifest file

focal-server-cloudimg-a 2022-81-13 22:32 3394 Ubuntu Server 28.84 LTS (Focal Fossa) daily builds
focal-server-cloudimg-amdéd-vagrant. box 2022-81-13 22:33 538M Vagrant images

focal-server-cloudimg-emdé4-wsl.rootfs.manifest 2822-81-13 22:33 19K Package manifest file

== focal-server-cloudimg-amdé4-wsl. rootfs.tar.gz 2823-81-13 22:34 48IM File system image and Kernel packed
|*"—_; focal-server-cloudimg-amdsd. img 2922-81-13 22:30 555M Ubuntu Server 28.84 LTS (Focal Fossa) daily builds
focal-server-cloudimg-amdéd.manifest 2822-81-13 22:31 17K Package manifest file
focal-server-cloudimg-amdéd. ova 2922-81-13 22:31 538M \VMware/Virtualbox OVA
focal-server-cloudimg-amd64.squashfs 2022-81-13 22:33 382M Ubuntu Server 20.84 LTS (Focal Fossa) daily builds
focal-server-cloudimg-amd64.squashfs.manifest  2822-81-13 22:33 17K Package manifest file
== fpocal-server-cloudimg-amd6d.tar.gz 2922-@1-13 22:35 511M File system image and Kernel packed
== fgcal-server-cloudimg-amdsd. vmdk 2822-81-13 22:33 538M Ubuntu Server 28.84 LTS (Focal Fossa) daily builds
focal-server-cloudimg-armé4-1xd.tar.xz 2022-81-13 23:26 828  Ubuntu Server 208.84 LTS (Focal Fossa) daily builds

Ewova 4.6: Emoyn OS Image

I ovvéxela dnuovpyovpe to image oto OpenStack (xpnoyomownvtag To image To omolo
EMAEEQUE TTLO TTIAVW) eMAEyovTag Compute — Images - Create Image. AkoAovBwg, oto Image Name
XPNOWWOTIOLOVE TO OVOUX TOU AELTOVPYIKOU GUOTIHATOG Kol oTo Image Source emAgyoupe To
image mov xatefdoaue vwpitepa, oto Format emAéyouvue QCOW2 - QEMU Emulator.
[IpoapeTikd umopovpe va kaBopiooupe kot To eAdytoto Volume Disk kat RAM to omolo pmopei va
€xeL To Kabe instance Tov Ba SnpovpynOel fact{opeVo 6TO CUYKEKPLIEVO image KaBwG Kol TNV
QPXLTEKTOVIKT) TOU AEITOUPYIKOV GUOTILATOG AoV SWOOUE TIG TANPO@opleg eMAEyou e Create

Image ya va dmpiovpyn el to mpwto pog image.
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Create Image

Image Details Image Details

Specify an image to upload to the Image Service.
Metadata Image Name Image Description

Ubuntu 20.04 Cloud

Image Source

[File”
focal-server-cloudimg-amd64.img

Format™

QCOW2 - QEMU Emulator v

Image Requirements
Kernel Ramdisk

Choose an image v Choose an image v

Architecture Minimum Disk (GB) Minimum RAM (MB)

Linux 40 o 4096 o

w

Image Sharing
Visibility Protected

Private Shared Community Public Yes No

* Cancel <Back Next » + Create Image

Ewova 4.7: Anuovpyia Image oto OpenStack

[1poToU &Novpy OV KE TO TIPWTO instance, HTTOPOVLE Vo SNILLOVPYT)COVLE Eva private subnet (o€
TepimTwon mov dev BéAovpe va xpnowomomooupe to default To omoio dnpovpyeitat pe mv
eykatdotaon tou OpenStack) emiAéyovtag to Network - Networks - Create Network oto
dashboard. Xto mapdBupo mov Ba eppavioTel eMAEyoLpE TO Gvopa Tou SIKTVOV (private otnv
TIPOKELEVT TiEpITTwoT)), oto subnet tab Sivoupe 6vopa oto subnet (prnetl), emAgyoupe To
emBuUNTo subnet (10.0.10.0/24) kot to Gateway IP (10.0.10.1). Zto Subnet Details tab pmopovpe
va kaBopioovpe Tuxév DHCP pools 11 DNS Name Servers e&v emBupovpe. Aol GUUTANPWOOULE

TI ATOITOVHEVEG TANPO@OPIlES  emAfyoupe create kot PAEmoupe OtTL To Private subnet

SnuovpynOnke:
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Create Network

MNetwork Subnet Details

Subnet Name Creates a subnet associated with the network. You need

prmeti to enter a valid "Network Address" and "Gateway IP". If

you did not enter the "Gateway 1P, the first value of a

network will be assigned by default. If you do not want

gateway please check the "Disable Gateway” checkbox.

Enter Network Address manually - Advanced configuration is available by clicking on the
"Subnet Details" tab.

Network Address Source

Network Address @

10.0.10/24

IP Version

IPv4 -

Gateway IP @
10.0.10.1

[0 Disable Gateway

Cancel « Back

Ewova 4.8: Anpiovpyia subnet oto private network

Network Topology Displaying 3 items

O Name Subnets Associated Shared External Status Admin State Availability Zones Actions
Routers O shared shared-subnet 192.168.233.0/24 Yes No Active upP - Edit Network | +
Security Groups O private prnet1 10.0.10.0/24 Mo No Active up - Edit Network |
Flosina I°s O public TSR e =0 No Yes Active UP - Edit Network | ~

> ipv6-public-subnet 2001:db8:/64

Ewova 4.9: Awdéopa Siktua

AxoAoUBws B dnovpynooupe éva Router o omoilog Ba xpnoylomomBel ot cLVEXELX Yot TNV
Snovpyia Floating IP 1 omola emitpémel v emkowwvia Tov Instance pe to internet. o v
Snovpyia tov Router, emideyovpe oto OpenStack Network — Routers. £to véo mapdBupo Sivoupe

™V ovopacio Tov embupovpe (routerl) kot emAgyovpe public oto External Network:
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Create Router

Router Name
Description:

Creates a router with specified parameters.

router

& Enable Admin State @ Enable SMNAT will only have an effect if an external

External Network netwaork is set.

public -

& Enable SNAT

Awvailability Zone Hints @

Cancel Create Router

Ewova 4.10: Anpuovpyia Router

I ouvExEl EMAEYOUUE TOV router Tou Snuovpyndnke, kol eméyovpe Interfaces - Add
Interface. £to mapaBupo ov Ba eppavioTel emAEyouie To Subnet oL dnOVPYNOAE VwpPLTEPL

(prnet1) kot to IP Address pmopel va petvel kevo.

Add Interface

Subnet *
private: 10.0.10.0/24 (pmet1) Description:

You can connect a specified subnet to the router.

IP Address (optional) @ If you don’t specify an IP address here, the gateway's

IP address of the selected subnet will be used as the IP
address of the newly created interface of the router. If
the gateway’s IP address is in use, you must use a
different address which belongs to the selected subnet.

Ewova 4.11: Anovpyia Interface otov Router

Aov dnpovpynBnkav ta Siktua Kat To image, E(LAOTE ETOWWOL VA STILLOVPYT)COVLE TO TIPWTO

instance (VM) xpnowoTmowwvtag to Ubuntu Cloud Image emAéyovtag Compute - Images - Launch:
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Cverview

Q, | Click here for filters or full text search x || + Create Image lete Image
Instances - i
DiSplal’;ing —
Key Pairs O Owner Name * Type Status Visibility Protected
Server Groups O » admin cirros-0.5.2-x86_64-disk Image  Active Public Mo Launch | =
Volumes > O » admin Ubuntu 20.04 Cloud Image  Active Shared No Launch | =
Network >

Displaying 2 items

Ewova 4.12: Exxivnon image yia v 8npovpyia tov paTov instance

Z10 mapabupo mov Ba epaviotel cupmAnpwvovpe ota Details To dvopa tov instance, kot 0to
Source emAgyoupe 1o Volume Size. £to Flavor pmopolpe va emAggoupe Tov cuVELAGUO TOU
compute, memory Kol storage capacity mov emOUpHOVHE AVOAIY WG TWV AVOYKWV TOU CUCTILXTOS
AN KA TV SLBECWY TTOPWV TOL CUCTILATOG IOV eivat eykataotévo To OpenStack (otnv
Tpokelévn epyacio 500nkav 40GB RAM, 12CPU kot 500GB volume disk otov VMware Guest). I'a
TO OUYKeEKPLIEVO instance To omoio Ba ypnowomomBel yioo v vAomoinon tov SDN Controller
(Onos) emAgxBnke to flavor m1.xlarge to omoio mpoc@épel 8VCPUS kat 16GB RAM. AkoAoUBwg
oto Networks emAéyouye To private network mouv Snpovpynoape vwpitepa kat téAog oto Key
Pair Snupovpyolue Ta KPUTTTOYPAPIKA KAEWIX Tou Ta omola Ba xpnowomomBouv yia SSH
authentication (to private key mpémel va amoBnkeutel kabws Ba xpnowomomOel apyotepa yia
avBevtikotoinom). Ta Security Groups 6o SnuovpynBolv apyodtepa. Mo katw @aivetal

aVOAUTIKA 1) Sladikaaior Snpovpylag evog instance:

Launch Instance

D Please provide the initial hostname for the instance, the availability zone where it will
be deployed, and the instance count. Increase the Count to create multiple instances

with the same settings.

Source
Project Name Total Instances
= (10 Max
Flavor * admin : )
Networks * Instance Name * 10%
Onos
Network Ports

Ewova 4.13: Anuiovpyia instance - Details

28



Launch Instance

Instance source is the template used to create an inslance. You can use animage, a
snapshot of an instance (image snapshot), a volume or a volume snapshot (if

enabled). You can also choose to use persistent storage by crealing a new voluma.
Source
Select Boot Source Create New Volume

Details

Flavor * Image w Yes | Mo
Networks * Volume Size (GB) Delete Volume on Instance Delete
Network Ports ik b b
Security Groups Allocated

Displaying 1 item
Key Pair

Name

Configuration

> Ubuntu 20.04 Cloud +

Server Groups

Displaying 1 item
Schedular Hints

w Available £ Select one

[ Y P

Ewova 4.14: Anpuovpyia instance - Source

Launch Instance

Flavors manage the sizing for the compute, memory and storage capacity of the instance.

Details

Allocated
Source Name VCPUS RAM Total Disk Root Disk Ephemeral Disk Public

> mixlarge 8 16GB 160 GB 160 GB 0GB Yes v

Networks

v Available Select one
Network Ports

qQ |C x

Security Groups

Ewova 4.15: Anovpyia instance - Flavor

Launch Instance

e

Networks provide the communication channels for instances in the cloud.

Details
v Allocated Select networks from those listed below.
Source
Network Subnets Associated Shared Admin State Status
Flavor
1 > private prneti No Up Active -
v Available Select at least one network

Network Ports

Ewova 4.16: Anuovpyia instance — Networks
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Create Key Pair

Key Pairs are how you login to your instance after it is launched. Choose a key pair name you will recognize. Names may

only include alphanumeric characters, spaces, or dashes

Key Pair Name *

Ubuntu Onos
Key Type®

S5SH Key

Private Key

—-—BEGIN RSA PRIVATE KEY——
MIEpQIBAAKCAQEAVIF
WaqHpw5ML+zk0HgE+gb
VzuYUkwOBPEPINVRha
NJpOivV+w/cEHTwzttCaxl
Jklw3ajg/oVdL4aMMXESS)
dWIKIcZ1PmTVyAGIwBEk

vpdDMagcUBmb5rotcZCTu
Tf3aYPNPIkASEGEDKE

Ewova 4.17: Anpovpyia instance - SSH Key

CM5ckA+VZZy+pYMigUCjcG
LeiYTSbsl13+Ug+Rvco0D6
JO6wwIfCJB3gyvoeZnM1V+d

BAoIBAQChZvZDJSL cjvRg

AoV olokAnpwBel n Snuovpyla tou instance pe emruyio, B Snuovpynoovpe kol Ba

evepyomomooupe to Floating IP to omolo ovclaotika dnpovpyet virtual network interface oto

instance kat To cuvSeel pe To network interface Tov host péow Tov Router mov dnuovpynBnke

VWPITEPX TO OTO(0 EMITPETEL 0TO instance Vv emkowwvia pe To internet. H Agitoupyia tov

Floating IP emopévwg umopel va tapopolotel oav to Public IP Tou kaBe instance.

"o v dnpovpyia Floating IP oto OpenStack, emiAéyoupe Network - Floating IPs — Allocate IP To

Project. Zto Pool elvou tpoemideypévo to public, evw oto Description pmopovje va Tpocbécoupie

To Gvopa TOL instance To otoio Ba ypnoomomnjoet to Floating IP. AkoAoVBwg emiAéyoupe Allocate

[P kot BAémoupe 6TL Snpovpyeitat éva IP oo subnet 172.24.4.0/24:

w
Project / Network / Floating IPs

APl Access
Compute » Floating IPs
Volumes >
Network v

Network Topology Displaying 2 items

O |IP Address Description] DNS Name DNS Domain M d Fixed IP Add

HH

Networks

Routers O 172244139 Onos

Ewova 4.18: Anovpyia Floating IP oto OpenStack

Floating IP Address == Filter % Allocate IP To Project

Pool

public

Status

Active

Actions

Associate

-
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I ouvvéxela emotpépoupe oto Compute - Instances kat oto Actions emAéyouvpe Associate
Floating IP. Zto apa&Bupo mov Ba eppaviotel emAgyouvpe To IP ov Snpovpyntnke evw oto Port

association emiAgyoupie To private IP Tov instance.

Manage Floating IP Associations

IP Address . : ,
Select the IP address you wish to associate with the

172.24.4.139 - + selected instance or port.

Port to be associated *

Onos: 10.0.10.110 -

Ewova 4.19: Floating IP Association oto OpenStack

To teAk6 oTdS10 IOV XPELAETAL VO TIPOrYLXTOTIOWOOVLE lvat 1) Snuovpyia Security Groups ta
ool Ba TepiExovv firewall rules ta omoia pmopovv va §08ovv oto kdBe instance. Apxud Oa
SnuovpynBet éva rule to omoilo Ba emitpémel [Pv4 TCP ouvdéoelg oto port 22 1o omolo o
xpnowomomBel yia SSH. Apyotepa 6mwe Ba Sovpe Ba TtpemeL va SnpovpynBolv TOVAGLOTOV

axopmn 6vo rules.

['a v dnovpyia Twv Security Groups, emAgyovpe oto OpenStack Network — Security Groups.
(BA¢moupe 6tL umapyel To default Security Group To otoio emtpemnel 6Ao To traffic Tpog 6Aa Ta
ports T0c0 yw IPv4 600 xat ywa IPv6 1o omoio Ba mipémel va apaipedel amd to Instance mov
Snuovpynoaue). Zm ouvéxelx emAéyovpe Create Security Group Stvoupe yior 6vopa to SSH kot
emAéyoupe Create Security Group. Me v dnuovpyia Tov kabe Security Group dnpovpyouvvtal
Svo Egress rules (IPv4 kat IPv6) Ta omola emitpemouy OAa Tar TPWTOKOAAX yia OAx T IPs (e&v To
emBupove umopovpe va meplopiocovpe). [ v dnovpyia véou rule emidéyovpe Add Rule kau
oto Rule pmopovpe va emAggoupe SSH (eivan tpokaBopiopévo to Ingress Direction oto Port 22)
Kol akoAovBwg emAéyovpe Add (oe mpaypatikd Tep3dAiov Sivetar kol 1 emAoyn va

Teplopioovpe Ta remote IPs rov emitpémovtan).
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Add Rule

Rule *
Sen . Description:
Rules define which traffic is allowed to instances assigned
Description @ to the security group. A security group rule consists of

three main parts:

Rule: You can specify the desired rule template or use
custom rules, the options are Custom TCP Rule, Custom

Remote * @ UDP Rule, or Custom ICMP Rule.

Open Port/Port Range: For TCP and UDP rules you may
choose to open either a single port or a range of ports.

= Selecting the "Port Range” option will provide you with
CIDR @ space to provide both the starting and ending ports for the
_ range. For ICMP rules you instead specify an ICMP type

and code in the spaces provided.

CIDR -

Remote: You must specify the source of the traffic to be
allowed via this rule. You may do so either in the form of
an |P address block (CIDR) or via a source group
(Security Group). Selecting a security group as the source
will alloww any other instance in that security group access
to any other instance via this rule.

Ewova 4.20: OpenStack - Anpiovpyia Firewall rule

Ao dnpuovpynBet to Security Group padi pe ta rules, To pooBEétoupe oTo instance eMAEYovVTag
Compute - Instances kot oto Actions Touv instance emiAeyovpe amnd to drop down menu to Edit
Security Groups. 2to véo TapaBupo emiA€youie To Security Group mov nuovpynoaue (SSH otv

TIPOKELUEVT TIEPITITWON) Kot apaipovpe To default group

Edit Instance

Information * Security Groups

Add and remove security groups to this instance from the list of available security groups.

Warning: If you change security groups here, the change will be applied to all interfaces of the instance. If you have
multiple interfaces on this instance and apply different security groups per port, use "Edit Port Security Groups” action
instead.

All Security Groups Q Instance Security Groups Q

defauit sSH .

Ewova 4.21: Mpbobeon Security Group oo instance
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['a v dnuovpyia amopakpuopévns ovvdeons oto Instance Ba xpnoyomomBet To “public” IP
address (172.24.4.139). 'Etol Ba mpémel va dnuovpynBolv 600 kavoves oto Host system. O
TPWTOG Kavovag etvau 1 Snpovpyla route oto interface Tou Host tpog to Instance oto OpenStack
Héow touv VMware kot o 8eUtepog kavovag eival éva port forwarding amd tov Host (Ba
xpnowomomBel to port 2222 tov omoiov 1 TpocPaocn Ba emitpamel péow véou firewall rule) oto

port 22 tov Instance:

EX Select Administrator: Windows PowerShell - O *

connected
connected

(¥ BN

8.128 IF 15

y from 1
y from 1
y from 1

PS C:\Wind v add wdtov4 listenaddre: 55.21.98.241 listenport=
connectaddres:

netsh interface portpr show all
Connect to ipwd:

Addr

advfirewall firewall add rule name="TCP Port 2 SSH" dir=in action

Ewova 4.23: Anuovpyia Port forwarding a6 Tov Host:2222 oo Instance:22
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ComputerName

Remotelddr

True

Ewova 4.24: Emfefainon amopoxpuopévng cvvseong

[Tolo katw @aiveton 1 Stadikacio Tpocfaong oto instance Toco a6 Tov Ubuntu Host, téoo kat
amd amopakpuopévn Tomobeoia. Eivat kadd va onpewbel 6TL HETG TV TTpWwT TIPOGaon 6To
instance pmopel va amobnkeutel to public key tou ssh client oto apyeio /etc/.ssh/known_hosts
£TOL WOTE 1) avBevTiKoToiN oM Va YiveTtat pe To public key Tou client kot 0xt pe to private key tou
host. Emtiong Ba ypelaotel kaun mpooOkn twv Nameservers oto Instance (1) Tpoobikn yivetaltoto
apxelo /etc/resolv.conf Tpoowpiva evw yx povyn Adom pmopel va xpnoomomBel To epyoieio

resolvconf).

ubuntu@onos: ~

$ chmod 0600 onos.pem

$ ssh-add onos.pem
Identity added: onos.pem (onos.pem)

:~% ssh ubuntu@l72.24.4.139

The authenticity of host '172.24.4.139 (172.24.4.139)' can't be established.
ECDSA key fingerprint is SHA256:ulLz4BzcPnu/9yrmPS9cPclSM8tnn8AguUMjHAHGECixXO.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '172.24.4.139' (ECDSA) to the list of known hosts.
Welcome to Ubuntu 20.084.3 LTS (GNU/Linux 5.4.0-94-generic x86_64)

Ewova 4.25: SSH a6 tov Ubuntu Host

flandscape
buntu.com/

of Sun

applied immediately.

itional updates run: apt list --upgradable
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GNU nano 4.8 fetc/resolv.cont

Ewova 4.27: Ipoodrjn mpoowpveyv Nameservers oo Instance

4.1.3 Eykataoctaon tov ONOS

To Open Network Operating System (ONOS) eivat piot TAXT@OPUX avOXTOU KWOIKA 1) oTrola
QTOTEAELTAL ATIO EVO GUVOAO EPAPLOYWV 0L 0TIolEG Snpovpyovv eva SDN Controller ov emitpémnel

7o KkTiowo Twv SDN/NFV (Network Function Virtualization) [15].

['a mv eykatdotaon tov Onos oe Ubuntu 20.04 xpeialetal évag user pe Sikauwpata sudo, To

Oracle java 11 ko to curl.

H eykatdotaon tov Oracle java 11 yivetaw pe v evtoAn sudo apt install openjdk-11-jdk o
TpoapeTIKA kaBopileton oto environment to Java Home (/usr/lib/jvm/). AkoAovBwg ylvetawn
AMym  (svtody  wget) tou  apxelov  onos-2.7.0targz  amd TOv  oLVSECHO
https://repol.maven.org/maven2/org/onosproject/onos-releases/2.7.0 /onos-2.7.0.tar.gz ko
aov yivel extract petakveitat oto directory /opt/onos/. H exkivnom tov yivetat pe v evtoAn

sudo /opt/onos/bin/onos-service start.
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Ewova 4.28: Eykatdotaon kot ekkivijon tov ONOS o Ubuntu 20.04

A@ov Yyivel kavovikd 1 ekkivnon tou ONOS, to Web GUI Astitouvpyet oto port 8181. I'a mv
mpdoBaocn oto Web GUI Ba xpetaotolv Svo Pruate: Tnv dnuovpyia evog firewall rule oto
OpenStack yio v tpocfiaon oto port 8181 kabwg kat v Snuovpyia port forwarding amd tov
server oto “public” IP xau port 8181 tou Instance ko ac@oAwg, eva emimAgov firewall rule ov va

emtpéneL v pdofBacm oto port 8181 tou server. Ot Stadikacieg U TES elva oL IBLEG e AUTEG IOV

14
€ywav yux to remote SSH.
Add Rule
Rule *
Custom TCP Rule - DeSCrlpUOn:
Rules define which traffic is allowed to instances assigned
Description @ to the security group. A security group rule consists of
I three main parts:
Rule: You ca rule tamplate or use
. custom rul =3 m TCP Rule, Custom
IDP Rule t CM
Direction UDP Rule, or Custom ICMP Rule
niats = Open Port/Port Range: For TCP and UDP rules you may
Jress choose to open either a single port or a range of ports.
& Selecting the "Port Range” option will provide you with
Open Port space to provide both the starting and ending port rthe
Port = range. For ICMP ou instead specify an ICMP type
and code in the sp. provided.
Port” @ u must specify the source of the traffic to be
his rule. You may do so either in the form of
an IP address block (CIDR) or via a source group
rity Group). Selecting a security group as the source
Remote " @ y other instance in that security group access
CIDR - to any other instance via this rule
CIDR" @

Cancel

Ewova 4.29: Anpovpyia Security Group kot rule yix mpdofiaon oto port 8181
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PS C:\Windr 2> netsh interface portproxy add wvdtovd4 listenaddress=65.21.98.241 listenport=8181

connectadi 4.4.139 connectport=8181

P5 C:\Windows > tFirewallRule Ly Inbound
Al1low 8181

Ewova 4.30: Anovpyia port forwarding kou firewall rule otov Server

AoV yivoov Ta MO Tovw Pruata, 1 mpocPacn oto Web GUI Bploketar oto

http://ipaddress:8181/onos/ui/login.html. onos:rocks eivai o default user kou password.

http://65.21.90.241:8181/onos/ui/login.html =

OQrNios

Open Network Operating System

User: || ﬂ |

Password: | 9 |

Ewova 4.31: ONOS Web GUI

4.14 Eykataotoaon tov Mininet

['a v dnuovpyia Tov Weatol Siktvov emAéyOnke To epyaieio Mininet To omolo pog Sivel v
SuvatomTa v Snuovpynoove e0KoAa UeyAAa 18eaTd SIKTLUX €V TIPOOEPEPEL KL TNV
SuvatomTa xpriong Tou TPwTtokoAAov OpenFlow to omolo Ba ypnowomombel ywx v

emkowvwvia pe tov SDN Controller.

Apxa dSnuovpynBnke véo instance oto OpenStack xpnoylomowvtag to idto image (Ubuntu 20.04
cloud) mou ypnowomombnke vwpitepa kKt akoAovBwvTag Ta ida fripata Tov akoAovBrBnkav
Yy v dnovpyia Tov mpwtov Instance. ‘Otav akoAovBnBel cwotda 1 Stadikacia, pmopovpe va

dovpe mv TomoAoyia oto OpenStack emAgyovtag Network — Network Topology — Graph:
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Metwork v
Network Topology
Metworks

Routers

Security Groups
Floating IPs

>

>

Topology

Graph

Ewova 4.32: TomoAoyia Siktvov oto OpenStack

Instances

Displaying 2 items

O  Instance Name Image Name

O  Mininet Ubuntu 20 04 Cloud

O Onos Ubuntu 20.04 Cloud

IP Address Flavor
10.0.10.162, 172.24 4183

m1.large

10.0.10.110, 172.24.4.139 m1xlarge

Ewova 4.33: OpenStack Instances IP Addresses

aa Toggle Labels | 252 Toggle Network Collapse

Key Pair

SSH

SSH

=~ Center Topology

Instance ID =+

Status

Active

Active

Mininet

Availability Zone

nova

nova

Task

None

None

Resize the canvas by scrolling up/down with your mouse/trackpad on the topology. Pan arou

Filter [+ K]

Power State

Running

Running

['a v eykataotaon tov Mininet amatteitan To epyaieio git (sudo apt install git) pe to omoio

yivetau clone to Mininet. A@ov yivel clone, pe v evton) git tag BAEmovpE TG SlaBEoIEG EkSOOELS

KoL L€ TO git checkout eTtAyoupe ™V €kdoom Trov emBupovpE. AkoAoUBwG TpExoupe To install.sh

oL Bploketat oto directory mininet/util/ Stivovtag mv mapapetpo -a (all).
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i~5 git c
Cloning into 'mininet'...
remote: Enumerating objects: 10182, done.
remote: Counting objects: 100% (28/28), done.
remote: Compressing objects: 100% (19/19), done.
remote: Total 18182 (delta 9), reused 22 (delta 8), pack-reused 18154
Receiving objects: 100% (10182/10182), 3.22 MiB | 2.94 MiB/s, done.
Resolving deltas: 100% (6791/6791), done.

:~S cd mininet

$ git tag

bl ]
N

.0
.0
.0
.0
.0
.0
Hall
Ara
.0

.0rcl
.8rc2
44-spring-2012-final

1.0
2.0
il
il
2.1
2.2
2.2
2.2
2.3
Faln 1
3
2.3.
2.3.
2.3.
2.3.
23
23
cs2

s
5 % git checkout -b mininet-2.3.8 2.3.0
Switched to a new branch 'mininet-2.3.0'

$ util/install.sh -a

Ewova 4.34: Awsiaosia sykatdotaong Mininet

[N emBePaiwomn ™G owoT§ eykatdotaons kKat Asttovpyiag tov Mininet pumopei va 500ein evtoAn
sudo mn 1 omola Snuovpyel Vo hosts kot éva switch kau pe v evtoAr pingall emBeBowvetain

sTiKoVwvia Twv dVo hosts.

Q0TO00 YA TOV OKOTIO TG TIapovoas epyaciag Oa ypnowomowmBel to ONOS wg remote controller
0 omolog Ba elva uTTEVOBLVVOG Yia To switching Tou SDN Tov Ba dnovpynBel. O controller «akovew
oto port 6653 (OpenFlow protocol) cuvenwg Ba mpémel va tpootedel veo rule oto OpenStack yio
TO OUYKEKPLEVO port Tov instance. Xe auTd to rule cuviotatat va xpnowotowmBel to tedio CIDR
KaBws TepLopilel v TpdcBaot 0To CUYKEKPYEVO port povo artd to subnet ov Ba Swooupe
(omVv TtpokeEVN TIEpiTTTWOT) XproloTon)Onke amokAsloTika to internal IP Address tou Mininet

Instance).
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Add Rule

Rule *

Custom TCP Rule -

Description @

Direction

Ingress -
Open Port *

Port -

Port”
6653

Remote * @

CIDR -

CIDR* @

10.0.10.162/24

AxoAoBwg, oto  Mininet

Description:

Rules define which traffic is allowed to instances assignad
to the security group. A security group rule consists of
three main parts:

Rule: You can specify the desired rule template or use
custom rules, the options are Custom TCP Rule, Custom
UDP Rule, or Custom ICMP Rule.

Open Port/Port Range: For TCP and UDP rules you may
choose to open either a single port or a range of ports
Selecting the "Port Range” option will provide you with
space to provide both the starting and ending ports for the
range. For ICMP rules you instead specify an ICMP type
and code in the spaces provided.

Remote: You must specify the source of the traffic to be
allowed via this rule. You may do so either in the form of
an |P address bleck (CIDR) or via a source group
(Security Group). Selecting a security group as the source
will allow any other instance in that security group access
to any other instance via this rule.

Cancel m

Ewova 4.35: Anuovpyia rule i mpdofao oo listening port tov ONOS

Instance  Sivovue Vv

controller=remote,ip=10.0.10.110,port=6653 --topo

sudo mn -

tree,depth=1,fanout=4 --

switch=ovs,protocols=0OpenFlow13. Me auto tov Tpomo kabopiletat o SDN Controller Sivovtag to

remote internal IP address tou ONOS kaBw¢ kot To port 6To 0Tol0 «AKOVEK TO TPWTOKOAAO

OpenFlow. Emtiong emAéyoupe v tomoloyia tree kabBwg xperalduaote poa oUVOeoN i KaBe

node, to depth kaBopileL Tov apBp6 Twv switches ov Ba xpnoyomomBovv (Eva 0TV TIPOKEEVT

TepimTwon) kot To fanout elvon 0 aplOUdg Twv hosts. Me v mapduetpo switch, kabopi{ovpe to

OVS ko to mpwtdkoAAo OpenFlow13. A@ov dnpovpynBel ) TomoAoyia kKot TPEEOVLLE TNV EVTOAT

pingall, avapévoupie 6Aot ot hosts va emiKoVwvoUv HETAED TOUG.

*+* Creating network
+##% Adding controller
*++ Adding hosts:

hl h2 h3 h4
+*++ Adding switches:
sl

++% Adding links:

(s1, hl) (s1, h2) (s1, h3) (sl1l, h4)
*** Configuring hosts

hl h2 h3 h4

*#%#% Starting controller

co

*#%+% Starting 1 switches

sl ...

#%+% Starting CLI:

mininet> pingall

*#%+% Ping: testing ping reachability
hl -= h2 h3 h4

h2 -> hl h3 h4

h3 -= hl hz h4

h4 -> hl h2 h3

*+* Results: 0% dropped (12/12 received)

ubuntu@nininet:~$% sudo mn --controller=remote,ip=10.0.10.110,port=6653
--topo tree,depth=1, fanout=4 --switch=ovs,protocols=0penFlowl3

Ewova 4.36: Anpuovpyio SDN Siktiov oto Mininet
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Mmopovpe twpa va cuvdeBovpe kat oto Web GUI tou ONOS kat va Sovpe ™mv ToToAoyia Tov

SnuovpynOnke.

<« C A Notsecure | http://65.21.90.241:8181/onos/ui/#/topo2 = ¥

» Reading lis'

S ONOS Summary

= Version 270
ur

Devices
Links 0

Ll Hosts -
= Topology SCCs 1

= o Intents
el
,,,,, Flows 4

Ewova 4.37: ToroAoyia SDN oo ONOS

4.2 TIpooopoiwon EmOccswv

Zmv mapovoa epyacia peretwvral ol embéoels flooding oe SDN. Iolo cuykekpluéva, Ba yivel
TIPOCOUOIWAOT TWV TPLWV BacKOTEpWY emBEoewv autS S katnyopiag: ICMP flooding, UDP
flooding kat SYN flooding. Kowd xapakmplotikd twv Tpuwv autwv embéoewyv elvat 1) §éopevon
OAWV TwV SLBEcIWY TIOPWVY EVOG GUOTIHATOG CTEAVOVTOG TOU PEYAAO OYKO SeS0UEVWV TOV
otmolo Sev pmopel va eMeEePYAOTEL PE ATTOTEAEOUA VX UMV UTIEAPYEL TIAEOV 1] SLVATOTNTA Vo

€EUTNPETOEL TG ATIALTOVHEVES SLEPYATIES TOV.

' v pocopoiwon Twv embéoewv Ba xpnoomomBel o epyadeio hping3 to omoio eivat Eva
gpyodeio SikTOou TO OTOIO EMITPEMEL VA SNUIOUPYOUVTAL KAL VX QTOCTEAAOVTAL E8IKA
Sapopewueva packets 1 segments/datagrams oe Layer 3 kot Layer 4 avtiotoya. Mmopovv

ETioNG va xpnooTomBovv SloupopeTikd TTPpwToKoAAa 6Ttws ICMP, UDP kot TCP [16].

AoV yivel 1 eykataotaon touv hping3 (o Ubuntu 20.04 yivetou pe v evtoAn sudo apt install

hping3) &nuovpyovie To Siktuo oto Mininet e TV EVTOAT TIOL SWOAUE VWPLTEPA TIPOGOETOVTHG
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WOTOOCO KoL TV TIHPAUETPO --tc link,bw=1000 1 omola kaBopilel To bandwidth oe 1Gbs yix kaBe
link. O TepLOPLOUOG AUTOG YIVETAL Y VO PTTOPECOUPE va SOUUE TIIO EVKOAX TIWG 1) €MiOEDT)
ETMNPEGEL TNV ATOSOTIKOTNTA TOL SikTUOoV. XIS ToV Teploplopd, to bandwidth gtavel péxpt ta
10Gbs kot 0 kaBe host oto Mininet ypnowomotel povo eva thread pe amotéAeopa, Katd TV
mpocopoiwon evog flooding attack va pnv uvmdpyet 1 SuvatdémTa KATAANYMG 6AwWv Twv
SaBéoiuwv mopwv. Iolo katw @aivetat To péyloto bandwidth mov pmopel va tapoyOel petagd
&Vo host. H pétpnom éywve pe to epyaieio iperf3 to omoio xpnoylomoleital, PETAE) GAAWY, YL Vo
uetpnOei to péyloto Bandwidth o€ IP Siktua [17]. O host1 amoteAel Tov iperf server kot o host2,

Tov Iperf client.

"Node: h1" x

Ewova 4.37: Méyioto Bitrate mov pmopei va maporyBei amd tov kéOe host

Ieplopilovtag to Swbéowo bandwidth touv Siktdov oe 1Gbs, Ba umopécovpe va Sovue Ta
amoteAéopata tov flooding attack, To omoio AoV Ba £xel TNV SuVATOHTTA VA XPTCYLOTION|OEL

0AO0KANpo To StBéaipo bandwidth.

A@ov dnuovpynBel to Siktvo oto Mininet, pe v evtoAn xterm h1 h2 h3 evepyomoloUvtat T
TEPUATIKA TTapdBupa TV hosts (Ze Trepimtwon ov Sev evePyOTIOLOVVTOL TA TEPUATIKA B TIPETEL
va 80Bel mpwTa 1 evtoAn xhost +si:localuser:root kot akoAoVOwG va SnpovpynBel to eatd

SiKTvo).
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ubuntu@mininet:~$ sudo mn --controller=remote,ip=10.0.10.110,port=6653 --link tc
,bw=1000 --topo tree,depth=1,fanout=4 --switch=ovs,protocols=0penFlowl3

#+% Creating network

+##* pdding controller

#+#% Adding hosts:

hl h2 h3 h4

+#++% Adding switches:

sl

###% Adding links:

(1000.00Mbit) (1000.00Mbit) (s1, hl) (1006.00Mbit) (1000.00Mbit) (sl, h2) (1000.
00Mbit) (1000.00Mbit) (s1, h3) (1000.06Mbit) (1000.00Mbit) (s1, h4)

++* Configuring hosts

hl h2 h3 h4

##% Starting controller

co

#+% Starting 1 switches

sl ...(1000.00Mbit) (1000.00Mbit) (1006.00Mbit) (1000.00Mbit)

##% Starting CLI:

mininet> xterm hl h2 h3

mininet> |:|

Ewova 4.38: IIpdoPaot ota teppatikd Twv Mininet hosts

"Exovtoag outh} v TomoAoyia, o hostl Ba Tapet Ttov poAo tov iperf server (iperf3 -s -p 5201), o
host2 tov poAo tou iperf client (iperf3 —c 10.0.0.1 —u -p 5201 -b 1G) evw o host3 Tov poAo evog
compromised host oto SikTLO, 0 0TOl0G Bt TTpaypatomomoel apywkd to udp flooding attack
XpnowoTmolwvtag To epyaieio hping3 (hping3 --flood —udp 10.0.0.1 -p 5201 —data 10000 -t 100).
[Tapampovpe pe aUTO TOV TPOTIO OTL ATIO TO TEUTITO SEVTEPOAETITO Kl ETTELTA TIOV EEKIVINOE TO
UDP flooding attack, to Bitrate amd tov host2 otov host1 pewnbnke amé 871 Mbs (peylot Ty
TPV atto TV emibeomn) o€ 44,1 Mbs.
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41,5 b
44,1 Hbi
Hb:

b

Ewova 4.39: AnoteAsopatikdmrta eni@eong UDP Flooding

210 ONOZ WebGUI pmopovpe emiong va Sovpe Ta flows ta omoia Snpuovpyndnkav kabwg kot Tov

aplOpo Twv TakETwV yia kabe flow emAéyovtag to Show flow view for selected device.
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Talalalalalalalalalalals
JUULUUULUULUL

[AllFields v

STATE ~ PACKETS DURATION PR:;E\‘:,Y TABLE NAME SELECTOR TREATMENT APP NAME

Ewova 4.40: ONOS WebGUI - Device flows

[Mapopola amotedéopata €xovpe kat o€ epimtwor ICMP flooding (cAAG{ovtag v TapAUETPO

oto hping3 o¢ --icmp) kaBwg kat o€ SYN flooding (cAAGlovTag TV TapapeTpo ot -S).

Ewova 4.41: ICMP Flooding Attack
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"Node: h1" x

Ewova 4.42: SYN Flooding Attack

4.3 Metplaopoc EmOcéoswv

O TPOTEWVOUEVOG HETPLACHOG TV ETOEoEWV PTtopel va Staxwplotel og Svo emimeda. To TPwTo
emimedo elvo 1 mapakoAovBnon kot e&€taom 6Aov Tou traffic oto Siktvo kat 1 Snpovpyia
KovOVwV oL oTtolol Ba evepyomolovv eidoton|oelg o Tiepimtwor mapafioons tous. To devtepo
emimedo amoTeAeltal amd TV €ETAOT TWV EGOTIOMOEWY KL TN SNLOVPYa VEWV KavOvwv porg
otov controller ot omolol Bt ATTOTPETOLY TNV TIPOWBNON CUYKEKPUEVWVY SESOUEVWV UTTO TOV

source Ttpog To destination.

4.3.1 Eykatdaotoaon Snort3

[ v apakoAoVOnom tou traffic emAgxBnke to Snort3 To omolo lvat v AOYLIOUIKO AVOLKTOU
KWK To oTolo £xel v SuvatotTa va ekteAel Siepyaoieg IDS/IPS. To Snort3 ypnowomotel pua
oelpa Tpokaboplopévwy Kavovwy ol omoiot BonBolv oTov KaBoplopd TNG KAKOBOUANG
SpaoTNPLOTNTAS 0TO SIKTLO KAl XPNOLUOTIOLWVTOS QUTOUG TOUG KAVOVES EVTOTI(EL TX TIAKETX TIOV
TAPLALOLV pLE UTOVG Kot STULOVPYEL TIS VAAOYES EIGOTIOMOELS. YTIAPXEL ETTIOTG 1) SUVATOTNTA, TO
Snort3 va eykataoTabel kot va pUBULOTEL [IE TETOLO TPOTIO TIOV VX OTOUXTAEL QUTA T TTIAKETA. OL

KUPLOTEPES XPNOELS TOV Snort3 eivat: AViXVeUTG TIAKETWY OTIWG TO tcpdump, WG KOTaypa@Ens
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(logger) TTAKETWV TO OTIO(0 EVALYPTIOLLO YL TOV EVIOTIOUO GPOALATWY THG KUKAOQOPIG SIKTUOV
N umopel va xpnowomomBel wg mANpes cvoTua TPOANYMS ewfoAwv oto Siktuvo [18]. O
€160TI0MOELS UTTOPOVV Vo Yivovtat o€ json format kdti To omoio Oa pog fonbrosL va aipvoupe v

QTOULTOVEVT TIAPO@OPIN YL TNV SHovpYia Twv Kavovwy porig atov controller.

H eykataotaom tou Snort3 €ywve o€ Ubuntu 20.04 (oo 610 instance mov Snovpyeital to 1eatd
Sixtuo pe To Mininet) kot xpnowomowmBnke To eyxepidlo mov mapexeln opdda tov Snort [19]. T
TOV OKOTIO NG epyaciag dev xpeldotnke 1 eykatdotaon tov PulledPork to omolo eivan éva
EPYOAEl0 XPNOLOTIOLEITAL YIX TNV EYKATAOTAON TWV EVNHEPWHEVWVY Tulesets amd TV oudSa
snort/talos. Ouv «kvpleg puBuicelg Asttovpyiag touv  Snort3  yivoviow oto  apyelo
/Jusr/local/etc/snort/snortlua. H mpwtn pOBuon mou £ywve apopd oty Snuovpyia Twv
eldomomoewv o json format 6mov pmopovv va kaBoplotolv kat ta fields mou Ba tepapBdvovtal
avdAoya pe Ti§ amoutoelg pag Emiong amevepyomomOnkav ta built-in rules €tol wote va

xpnowomomBouv pévo ta custom rules ta omoia O SNLOVPYTCOVLLE.

Ewova 4.44: Snort3 - Anevepyomoinon built-in rules

Ta custom rules Ba dnuovpynBolv oto apyeio /usr/local/etc/rules/localrules (to omoio
TEPAPBAVETAL KAL GTNV TILO TIGVw pLBLLOT)) TO 0Ttoi0 B TIEPA A BAVEL TPEIS KAVOVES EVTOTILGOV

avinuévng Spaoctmplomrag maketwyv ICMP, UDP kot TCP. H pop@n twv kavovwv pmopel va
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xwplotel o€ Tpila onuelo. To PwTO elvat n odnyla dnovpyia eldomoinong ywa cuykekpyévo IP
TPWTOKOAAO (Tt alert icmp), To Seltepo eivan To source IP kat source Port (any any), To tpito
awopd oto destination IP kou destination port (Y destination IP ypnowomom6nke ) petafinm)
$HOME_NET n omoia kaBopiletat oto snortlua, my 10.0.0.0/24) kot to TéTapTo onueio kabopilel
TIG SLAPOPES TIAPAUETPOUGS OTIWG TO UNVUK TToL Ba RpavioTel, To sid To omolo Tpémel va elvat
HovadIKo Yl To kKabe rule kabwg kot to detection filter To omolo eivat onuoavtikd va amoTuTtwOEl
OWOoTA Yot TNV owotn Asrtovpyia tov IDS. T Tig avaykes g epyaciag, To detection filter
kaBoplomke va ylvetal 0 eVTOTIIONOG ™G eMiBeong amd Tov OYKO TOKETWV TPOG KATIOLO

destination, kot to threshold og 300 axéta avd 500 SeutepoAemTaL.

GNU nano 4.8 /usr/local/etc/rules/local.rules

Ewova 4.45: Snort3 - Anpuoupyia custom rules

EmumAov, Ba tpémet va puBioTel kat o aplBuos Twv eildomonoewv Tov Ba Snovpyolvtal ava
XPOVIKO SLaonUa KATL TO 0TIo(0 Bt ATTOTPEYEL TNV SNLOVPYIX KL EMEEEPYATIO EKATOUUVPLWV
eldomomoewv. £to Snort3 1 pUBuion yivetat oto Tunpa event filter tou apyeiov snortlua. I'a tov
OoKOTIO TNG epyaciag emAEKONKe va Snpovpyettal povo pia eldomoinon (type="Tlimit’ ko count=1)
kB¢ 30 SevtepoAemta. Omwg Ba Sovpe kKo Tio kdtw, Ba eetdleton kdBe 30 SevTepOAeTTTA KATA

TIO0O 1) €MOECT) OTAUATNOE ETOLWOTE VU EMOVAPEPETAL T ETUKOLVWVICL.

Ewova 4.46: Snort3 - Anpuovpyia event filter

To teAevtaio Bripa elvon va tpotTromomOel to Startup Script (/lib/system/system/snort3.service)
TO oTolo SnpoVPYNONKE KATA TNV gyKatdotacn Tov Snort3. H evtoAn ekkivnong tou Snort3
meplapPavel petagd dGAAwv To path Tov snort binary, To path ywx to apyeio snort.lua, To network
interface amé dmov Ba TapakoAovBeitar 1 kivnon oto Siktuo (s1-eth4 6w B Sovpe O KATW

Kata ™V puBwon touv Mininet) kabBwg katr to path mou Ba amobnkevovrar tTa logs

(/var/log/snort).
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Ewova 4.47: Snort3 - Startup Script

[Tpwv amd v ekkivnomn tov Snort3, Ba Snuovpyroovpe To 1Weatd Siktvo oto Mininet ko Oa
xpnowotmomoovupe To interface s1-eth4 w¢ mirror 6Awv Twv UTIOAOIMWY ports £TOL WOTE VA
Tlaipvoupe 6Ao To traffic amd to switch. Auto emiTuyyavetal a@ov SnULoVPYTGOVLE To SikTUO
(sudo mn --controller=remote,ip=10.0.10.110,port=6653 --topo treedepth=1fanout=4 --
switch=ovs,protocols=0OpenFlow13) oto Tepuatiko Tou s1 Stvetain evtoAn ovs-vsctl del-port s1-eth4
Yy v Sty popn} Tou port yi tov h4 Ko avtikatdotaoT) Tou o€ mirror port GAwv Twv VTIOAOLTIWV
ports Tov switch pe v evtoAn ovs-vsctl add-port s1-eth4 -- --id=@p get port s1-eth4 -- --id=@m

create mirror name=m0 select-all=true output-port=@p -- set bridge s1 mirrors=@m

"Mode: s1" (root) x

Ewova 4.48: Mininet - Anpiovpyia mirror port

AoV dnpovpynOel To mirror port, pmopel va yivel 1 ekkiviion tou Snort3 pe v evtoAn sudo
service snort3 start evw Pe TV eVTOAN sudo service snort3 status pmopoVpe va BeBatwbovpe 6TL TO

Snort3 kat oL puOUICELS TOL AELTOVPYOVV KAVOVIKA.

ZOU@VA LE TIG pUBUICELS TIOV Eyvay, AVAPEVETAL VAL STLOVPYOVVTAL EISOTIOMOELS GTO APXELD
/var/log/snort/alert_jsontxt kabe 30 SevutepOAemta Yo kdbe emiBeon Tov O evtomoTEL
Aokipaotikd, TpEyoupe eva ICMP flood attack amé tov host3 otov h1 kat pe v evroAn tail —f
/var/log/snort/alert json.txt pmopovpe va Sovpe TV kdBe edomoimon mov Snuovpyeital
(emumA£ov pmopet va xpnoomomBeito @idtpo grep "\ "icmp_type\ " : 8"y va Sovpe povo ta echo

ICMP).
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Ewova 4.49: Snort3 - Avapevopsvn Snuovpyia idomomjoewv

4.3.2 Anuwovpyia Flows otov Controller

A@ov pubuiomkav ol elbomomjoelg amd to IDS, xpnoomomOnke to REST API touv ONOS yix v
Snuovpyia twv amartovpevwy flows Ta omoia Ba amoTpEmouy TV TPoWBNoN TWV TTAKETWY O

TePITTWOoT) KATOLG ETIOEON.

H O&nuovpyia twv flows otov controller, mpaypatomoteitar pe POST Requests [20]
xpnowotowwvtags JSON Format to omoio meplapPavel Siawopa objects péoa oto criteria array
AVOAOY WG TWV TIAPAPETPWY TIOL BEAoLE va xprowoTtomjooupe [21]. T to k&Be POST Request,
utropovv va 50800V Siawopeg odnyies (instructions) oto treatment array ywa va kaBopicouv tnv
TIOPEIX TWV TIAKETWV. ZE TEPITITWOT) TIOL TO treatment array pelvel Kevo, TOTE Ta TTAKETA YivovTal
drop kdatt To omoio Ba xpnoyoTomOEel yia TV VAOTIOMON TOU UETPLACUOV TWV EMOEGEWY TIOV

elSoe.

Xe ot aopa makéta ICMP, to POST Request ipémet va tepAapB&vel TOUAGXLOTOV TA KPLTHPLA
Ingress Port (IN_PORT), EtherType (ETH_TYPE tou omolov 1 tyur) etvon 0x800 yia IPv4) to source
kot destination MAC address (ETH_SRC ko ETH_DST avtiotoya) kaBwg kot o aptBpog tov IP
TPWTOKOAAOL (aplOudg 1y ICMP). Me ta St kprmnpla, propel va SnpovpynOei kaw to flow yx

TCP segments e povn Stawopd Tov aptBpod mpwtoko6AAov IP o omolog eiva 6.

['a UDP datagrams ta kpimpla Ba mpemel va meplapfavouv touvAdylotov to Ingress Port,
EtherType, To Ethernet Source, To destination IP address (IPV4_DST) kaBwg kot tov aptBuo tov IP

TPWTOKOAAOV (aplBuog 17 yioe UDP).
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Ewova 4.51: Kpirjpua Snpovpyiag flow yia UDP

Te kabe mepimtwon, oto POST Request, meplapfdvovtal ta properties priority, timeout,
isPermanent, deviceld, treatment kot selector 6mrov uTtdyovtat Kot Ta criteria 6Twg @atveTat kot

IO KATW.
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Ewova 4.52: Flow’s properties

['a mVv amootoAr] Touv Request, xpnoyomonOnke to epyadeio curl ka1 evtoAr) meprapavel v
mapdpetpo -X POST, ta headers Content-Type: application/json kau Accept: application/json' -d,
KaBwe KaL v TapapeTpo —u 6mov kabopifovtal Ta otoxela avbevtikomoinong. To request

otéAvetat oo core application Touv ONOS (org.onosproject.core).

AoV otadel emtuywg To POST Request, pog Sivetat to flow id (to omolo Ba xpnoyomomBel yix
va Starypaet o flow) evey oto Web GUI, pmopoUpie va Sovpie to véo flow oto device. £To o katw
Topadetypa, ot petaAntés ETH_SRC ko ETH_DST pmopotv va BpeBovv oy e18omoinom mov
Snuovpyet to IDS, wotdco to IN_PORT, 1o omoio eivar emiong petafAnt) a@ol Ba eival

SLapopeTId Yia eTBEoELS amtd StopopeTikoVG hosts, Sev TepiExeTaL oV el8oTom o).

ZOp@wva e To eyxelpido touv ONOS Rest API [23], ot mAnpo@opies yia Tov kaBe host pmopoiv va
A@BoUv pe GET Request oto http://onos_ip:port/onos/v1/hosts. 'Etol, pmopetl va yivel 0
avtiotoiylon mac address kat ingress port 1 omoiot 0t cuvvéxela Ba cupTEpANEOEL Kot oToV

OQUTOUATIONO.

Ewova 4.53: Avtiotoiyion mac address pe ingress port
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Ewova 4.53: Anpovpyia Flow péow REST API

STATE = PACKETS DURATION PRIF(;-:IV:Y TABLE NAME SELECTOR TREATMENT APP NAME

&
&
I
u
o

Ewova 4.54: EmBeBaiwon cwotg Snuovpyiag Tou véou flow

Me o flow evepyomompueévo emruyyxavetal 1 Stakom powbnong ICMP maxkétwy amod tov host2
otov host1 kat pmopoUpe va To emBeRawOOVIE XPNOUOTIOWVTAS EPpYOAER OTIwG To tcpdump
otov hostl ywx aviyvevon makétwv ICMP aAA& ko pe to wireshark oto omolo pmopovue va
Tlpatnprjoovpe dtLoto interface s1-eth4 (mirror port) ptpapovtag yio ICMP makéta fAEmoupe
va uttdpxouv povo ICMP echo amd tov host2 otov hostl xwpig echo reply amnd tov hostl otov

host2.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

R __ = _ “Node: h2" x

‘ @ X |G q e = 1 == Q Q Q _._‘_
(W Jicma -+ [
No Time Source Destination Protocol Length Info

1 0.000000000 10.0.0.2 10.0.0.1 TCHMP 42 Echo (ping) reques

2 1.000962735 19.0.0.2 10.0.0.1 ICHp 42 Echo (ping) regues

13 2.001285226 10.0.8.2 10.08.0.1 IcMp 42 Echo (ping) reques

14 3.001806718 10.0.6.2 10.0.0.1 Icup 42 Echo (ping) reques

15 4.002743020 10.0.0.2 10.0.0.1 IcMp 42 Echo (ping) reques

26 5.003605658 10.0.6.2 10.0.0.1 Icup 42 Echo (ping) reques

27 6.004674831 10.0.0.2 10.0.0.1 IcMp 42 Echo (ping) reques

28 7.005556182 10.0.6.2 10.0.0.1 Icup 42 Echo (ping) reques

39 8.006411869 10.0.0.2 10.0.9.1 ICHP 42 Echo (ping) reques

40 9.007386688 10.0.6.2 10.0.6.1 IcHP 42 Echo (ping) reques

41 10.008329431 10.0.8.2 10.0.0.1 ICHP 42 Echo (ping) regques

52 11.009250040 10.0.0.2 10.0.6.1 ICMP 42 Echo (ping) reques

53 12.010234769 10.0.0.2 10.0.9.1 cwp 42 Echo (ping) regues
1 b

Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface si-eth4, id @
Ethernet IT, Src: 1a:47:08:eb:be:ea (1a:47:08:eb:be:ea), Dst: be:6d:51:30:80:12 (be:6d:51:308:908:12)
Internet Protocol Version 4, Src: 10.0.0.2, Dst: 10.0.0.1

Internet Control Message Protocol

Ewova 4.55: EmfeBaiwon un mpowbnong ICMP maxétwy
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4.3.3 Avtoupatiopnog og Python

AoV £YVE 1) ETUTUXMUEVN AVIXVELOT] TWV ETIOECEWVY XPNOLLOTIOWVTAS TO Snort3 KaL 0 TPOTOG
Snuovpyiag Twv cwotwv flows ypnowomnowwvtag to ONOS REST API ywa Stakom) Tpowbnong
TIUKETWV/segments oo Tov ETTIOEUEVO 0TO OV, TO EMOLEVO A Tav va YIVELO QUTOHATIONOG

™m¢ Sadikaoiag.

H Aoy1] Tou quTopaTIoNoU UTIOPEL VA XWPLOTEL 0€ TETOoEPX PACIKA OTUElQL:

1. Avtiotoixion mac addresses e Ethernet ports kat avavéwor) KaBe TEVTE AeTTTq,

2. Zuvems eg€taon yia v UTtapdn véag eldomoinong amd o IDS,

3. E&rtaon edomomong kat dnuovpyia tov katdAinAov flow otov controller edv Sev

VTIAPXELON,

4. E&ftoom kdbe TpLavta SEVTEPOAETITA £GV YOt KATIOO v@LoTapevo flow vmtapyouv véeg

eldomomoels. Eav Sev umtdpyouv toTe Starypat] Tou flow ylor GuvEXLoT TG EMKOVWVING.

0 avtopatiopog £ywve og Python (Mapdpmua A.1) ko tpoteivetat o owner va kaBoploTel o root
(chown root:root) pe Swowwpata 700 (chmod 700 - pévo o owner va pumtopet va Stafacel, varypdret
Kol va ekteAéoel To apxeio). T v Asltoupyla TOU UTOPATICHOU QTOUTELTAL TIPWTA VoL
SnovpynBet n TomoAoyia oto Mininet kat kaBopiopog Tov interface to omolo e€etddlel To IDS.
AxoAoVBwG yivetal ) ekkivion Tov snort3 e v evioAn sudo service snort3 start (Vooupévou 0Tt
aKoAoVOMBNKe 1) SLASIKAGIX EYKATAGTAONG TOL OTIWG VP EPONKE TILo TIdvw) Kot to Python script

LE TNV evtoAn sudo python3 <filename.py>.

[Tio KATw @aivovtal Ta ATOTEAETUATH ATTOSOTIKOTNTAG Y10 LEPIKES ETIOETELG:

1. ICMP Flooding amd tov host2 otov host1: O evTomouds Kot 1) QVTIUETWTILOT TG EMOEOTG
yivetat o€ Atydtepo amd 3 SeutepOAemta (Ta TTPWTA SU0 SEUTEPOAETTTA XPEIA{OVTAL ATIO TO
IDS to omoio 6mwg eidape vwpitepa pubuioke va Snuovpyel My eldomomon eav
EVTOTIOTEL PEYOAUTEPOG APIOUOG TIOKETWY amd Tov Kaboplopévo o€ Slaotnua 0o
SeVTEPOAETTTWV). ‘OTIWG PAIVETAL KAL TILO KATW CTAUATA 1 TIPOWON o™ TIAKETWY LOVO TOU
IP TpwTok6AA0UL 1 Xwpi§ va etmpedletann TTPowon o TUKETWY AAAWY TIPWTOKOAAWV (Yla

TPASELY L TOV TIPWTOKOAAOL 17)
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TCPDUMP ICMP

ubuntu@nininet:~$ sudo python3 ddos.py
Processing ICMP Alert

jcurl -X POST -u onos:rocks --header 'Content-Type: application/json' --header 'Accept: application/json' -d '{"flows
": [{"priority": 100, "timeout": @, "isPermanent": true, "deviceId": "of:0000000000000001", "treatment": [], "select
jor": {"criteria": [{"type": "IN_PORT", "port": "2"}, {"type": "ETH TYPE", "ethType": "0x0800"}, {"type": "IP_PROTO",
"protocol": "1"}, {"type": "ETH _SRC", "mac": "BE:E6:4F:76:70:42"}, {"type": "ETH DST", "mac": "5E:4F:79:D8:0D:39"}]
}}1}' 'http://10.0.10.110:8181/0n0s/v1l/flows?appld=org.onospreject.core’

% Total % Recelved % Xferd Average speed Time Time Time current

Dload Upload Total Spent Left Speed

160 432 180 73 1ee 359 12166 59833 --:--:i-- --ie-ie- --: - 72000

POST Request from Python script to the Controller

UDP Traffic "Node: h2" S
ubuntu# hpin

Ewova 4.56: Avtiuetamion ICMP Flooding Attack

<« C A Notsecure | ht

e 0f:0000000000000001

(7 Total) Q @

STATE » PACKETS DURATION PRIFOLRO\YI'VY TABLE NAME SELECTOR TREATMENT SR LN

[ANFields ]|

[ %]
o
w

“
o
T

Ewova 4.57: Katayompnon twv flows otov Controller

'OTtwG aivetat Tio Tavw, TPV oo Vv dnuovpyia Tov flow, otov hostl éptacav povo
2783 maxéta amavtwvtag oe 2747 evw ta vmoAoma 620680 éywvav drop amd Tov

controller.
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2. UDP Flooding Attack a6 tov host2 otov hostl. ITapdpolx amoteAéopata @aivetal va
éxoupe ko o€ emiBéoelg UDP Flooding. O evToTopNOG KAL 1] QVTIHETWTILON TNG EMOEONS

Yivetat Eykaupa xwplis va emmpeadovtat oL Aertoupyies Tov hostl

TCPDUMP UDP

ubuntu@mininet:~$ sudo python3 ddos.py
Processing UDP Alert

url -X POST -u onos:rocks --header 'Content-Type: application/json' --header 'Accept: application/json' -d '{"
[flows": [{"priority": 100, “"timeout": ©, "isPermanent": true, "deviceId": "of:0000000000000001", "treatment": [
1, "selector”: {"criteria": [{"type": "IN PORT", "port": "2"}, {"type": "ETH TYPE", "ethType": "0x800"}, {"type
[": "IPV4 DST", "ip": "10.0.0.1/32"}, {"type": "IP_PROTO", "protocol": "17"}]1}}1}' 'http://10.0.10.110:8181/0nos
v1/flows?appld=org.onosproject.core’
% Total % Recelved % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed

100 377 100 73 100 304 1825 T6BB --:i--i-- --ie-ies --ies 9425

POST Request from Python script to the Controller

"Node: h2"

PING Requests

+ 0 data b

Ewova 4.58: Avtuetwmon UDP Flooding Attack

< c

) Q @

FLOW APP NAME
PRIORITY NAME SELECTOR TREATMENT

[AlFields  ~

STATE PACKETS DURATION

Ewova 4.59: Katoayxmpnon UDP flow otov Controller
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3. SYN Flooding Attack amé tov host2 mpog tov host1. [Tapopola amoteAéopata €(oupe Kat

ue SYN Flooding attack. O evtomiopdg yivetan £ykapa kat to flow mov Snpovpyeitat

oTapatd v powdnon twv TCP segments.

TCPDUMP TCP

ubuntu@mininet:~$ sudo python3 ddos.py
Processing SYN Alert...

UrL -X POST -U 0N0S:TOCKS --Neader 'CONLent-Type: application/json' --Neader 'Accept: application;json' -4 17|
flows": [{"priority": 100, “"timeout": @, "isPermanent": true, "deviceId": "of:0000000000000001", "treatment": [
1, "selector": {"criteria": [{"type": "IN _PORT", "port": "2"}, {"type": "ETH_TYPE", "ethType": "0x0800"}, {"typ
": "IP_PROTO", "protocol": "6"}, {"type": "ETH SRC", "mac": "C2:18:DF:05:81:20"}, {"type": "ETH DST", "mac": "
BA:89:BD:CD:07:D0"}1}}]1}" 'http://10.0.10.110:8181/0nos/v1l/flows?appld=org.onosproject.core’

% Total T Received = XTerd Average opeed  Time  Time Time current

Dload Upleoad Total Spent Left Speed

100 432 100 73 100 359 4866 23933 --i--i-- --ie-ie- - - 38857

POST Request from Python script to the Controller

UDP Traffic "Node: h2"

Ewova 4.60: Avtiuetwmion TCP Flooding Attack

< C A Notsecure 5.21.90.241:8181

evlid=o

ce 0f:000000000000000°

(7 Total) O @

STATE PACKETS DURATION PRIFOLRDI?Y TABLE NAME SELECTOR TREATMENT APP NAME

|AllFields v |

o

A
Q
T

Ewova 4.61: Katoayxmpnon TCP flow otov Controller
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4. ICMP Flooding DDoS attack amdé tov host2 otov hostl. Ze aut) v TepimTwon
XPNOWOTIOLOVE TNV TIAPAUETPO --rand-source oto epyaieio hping3 1 omola pag Sivel v
SuvaTOTTA VA OTEAVOVTAL T TIAKETH aTtO SlopopeTikd [P addresses mpooopolalovtog
étol o emiBeom DDoS. H amoteAeopatikdmTa ToL QUTOPATIoUOV eivat akplBag ) Sla pe
QT TIoV el arpie TIo Tavw Kabwg egetaletatto MAC Address yia Tov 6yko Twv Se5opévav
TIoL 0TEAVEL ESw elvat kaAd va ava@époue 6TL o€ TtepBaAiov SDN, 6Tiwg Yo TapaSetypa
To OpenStack ov xpnopomonOnke, mtapexel by default port security k&t oL oNUAiveL OTL
QITOTPETEL TV ATTOOTOAN Kot Aym SeSopévawv amd kamowo switchport 6tav to MAC

Address 6ev oup@wvel e to IP Address Tov eivat tpokaBoplopéva [25].

TCPDUMP ICMP

ubuntu@mininet:~§ sudo python3 ddos.py
Processing ICMP Alert...

UrL -X POST -u onos:rocks --header 'Content-Type: application/json' --header 'Accept: application/json' -d '{"flows': [
{"priority": 100, "timeout": @, "isPermanent": true, "deviceId": "of:0000000000000001", "treatment": [], "selector": {"c
riteria": [{"type": "IN_PORT", "port": "2"}, {"type": "ETH_TYPE", "ethType": "0x080e"}, {"type": "IP_PROTO", "protocol":
“1"}, {"type": "ETH SRC", "mac": "16:A7:13:C2:9C:6D"}, {"type”: "ETH DST", "mac": "4E:4B:17:80:51:6E"}]}}1}* 'http://16)
©.10.110:8181/0n0s/v1/flows?appId=org.onosproject.core’

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed

100 432 100 73 100 359 1659 8159 --i--i-- --ie-i-- --i--:-- 10285

POST Request from Python Script to the Controller
ICMP Flooding DDoS "Node: h2"

Ewova 4.62: Avtuetwmion ICMP Flooding DDoS Attack

&« C A Motsecure | hitpy//65.21.90.241:3181/onos/ui/#/flow?devld =of:0000000000000001 = Ir

Flows for Device of:0000000000000001 (6 Total) O @
[Search | All Fields  ~]|
STATE = PACKETS DURATION PRIFOLROI‘:,TVY TABLE NAME SELECTOR TREATMENT LA LR

Ewova 4.63: Kataxwmpnon ICMP flow otov Controller
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5. Towtoypoveg DDoS embéoelg ICMP ko UDP amd toug host2 kot host3 otov hostl.
[Tapampeital 0TL KAl O€ QUTH TNV TEPITTWON, O AUTOUATIONOG eival To (Blo

QMOTEAEGUATIKOG KABWGS Snpovpyel ykatpa ta amaitovpeva flows EToLwoTe va oTapatd

QTOTEAEGHATIKA 1) TIPOWON 0T TWV TIAKETWV.

TCPDUMP

ubuntu@mininet:~$ sudo python3 ddos.py
Processing ICMP Alert..

curl -X POST -u onos:rocks --header 'Content-Type: application/json' --header 'Accept: application/json' -d *{"flows": [
{"priority": 100, "timeout": ©, "isPermanent": true, "deviceId”: "of:0000000000000001", "treatment": [], "selector": {"c
riteria”: [{"type": "IN _PORT", "port": "2"}, {"type": "ETH_TYPE", "ethType": "06x0800"}, {"type": "IP _PROTO", "protocol"
"1"}, {"type": "ETH _SRC", "mac": "16:A7:13:C2:9C:6D"}, {"type": "ETH DST", "mac": "4E:4B:17:80:51:6E"}]}}]}' 'http://1@
.9.10.110:8181/0n0s/v1/flows?appId=org.onosproject.core’
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 432 100 73 100 359 14600 71800 --:--:- - 86400

Processing UDP Alert

curl -X POST -u onossrocks --header 'Content-Type: application/json' --header 'Accept: application/json' -d *{"flows": [
{"priority": 100, "timeout": ©, "isPermanent": true, "deviceId”: "of:0000000000000001", "treatment": [], "selector": {"c

riteria”: [{"type": "IN PORT", "port®: "3"}, {"type": "ETH TYPE", "ethType": "0x800"}, {"type": "IPV4 DST", "ip": "10.0
©.1/32"}, {"type": "IP_PROTO", "protocol®: “17°}]}}]}' 'http://10.6.10.110:8181/0nos/v1/flows?appId=org.onosproject.core

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 377 1ee 73 100 304 12166 56666 --:--:-- --1--1-- -- - 62833

UDP Flooding DDoS "Node: h3"

Ewova 4.64: Avtiuetomion Tautdxpovey eTbécewmv

0f:0000000000000001 (8 Total) Q @

[AllFiglds  ~|

STATE « PACKETS DURATION FRIFOLRDI:'VY TABLE NAME SELECTOR TREATMENT APP NAME

L=
Jrac

o 0

o O

u

o
r
T
I

o 0

w

Ewova 4.65: Katayopnon ICMP ko UDP flows otov Controller
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6. Alaypaen flow pe Tov TeppaTiopd g emiBeong. Ze auTO TO TAPASELY X TIPOCOUOLALETAL )
avtiuetwmon evos SYN Flooding Attack kat o €éAeyxog Tou TEPUATIOHOV NG emiBeoT.
'OTwG PAIVETAL TIO KATW, E TOV TEPUATIOUO TNG EMIOEONG, POV TEPACE TO YXPOVIKO
TePIOWPLO TTIOV 0ploTKe 0To script (32 SeuTtepOAeTTA) XWPIS KATOWX VEQ €ld0TIOMOM,

ETIOVEPYETOALT) ETIKOVWVIA KAVOVIKAL.

10.0,0.1,0:

ubuntu@mininet:~$ sudo python3 ddos.py
Processing SYN Alert

curl -X POST -u onos:rocks --header 'Content-Type: application/json' --header 'Accept: application/json' -d '{"flows": [
{"priority": 100, "timeout": 0, "isPermanent": true, "deviceld”: "of:0000000000000001", "treatment”: [], "selector”: {"c
riteria”: [{"type": "IN_PORT", "port": "2"}, {"type": "ETH_TYPE", "ethType": "0x0800"}, {"type": "IP_PROTO", "protocol":
"6"}, {"type": "ETH SRC", "mac”: "16:A7:13:C2:9C:6D"}, {"type": "ETH DST", "mac”: "4E:4B:17:80:51:6E"}]}}]}' 'http://10
.9.10.110:8181/0n0s/v1/flows?appIld=org.onosproject.core’

% Total % Received % Xferd Average Speed Time  Time Time Current
Dload Upload Total Spent Left speed
100 4 100 100 59 00 35900 --:-o-: soco-io- 43200

url -X DELETE -u onos:rocks --header 'Accept: application/json' 'http://10.6.10.110:8181/0nos/v1/flows/of:0000000000000
01/281477732979779"

Ewova 4.66: Zuvéxion G ETKOWWVING PETA TOV TEPUATIONS TG ETIOEOT|G
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Ke@alawo 5

LUUTEPACUOTO

Ac@aAwG 1 AVATTTUEN TWV TEYVOAOYLWV KAL 1] UETAPRAON TOUG OE éva VEO TPOTIO AEtToupyiag
ETMUPEPEL VEEG TIPOKANCEIG TIOU QAPOPOUV OTNV AC@PHAELX TOUG. ‘OTiwG eldae oTa TIO TIAV®
Ke@oAawa, To SDN TtapEXEL ONUAVTIKESG BEATIWOELG OTOV TPOTIO AELTOVPYIAG KAL TIEPLOCATEPO OTOV
TPOTIO Sloryelplong evag Suktvov. H xpnoyomoinon TeplocoTtepwY TIPWTOKOAAWY O€ GXE0T LE TO
TPASOOLUKO SIKTUO CAAQ KAL OL PKETEG EQUAPHOYES TIOV TO ATIOTEAOVV KAOLGTOVV TV AGQAAEL

oL TIoAVSIAoTOT.

Apxd etvat onpavtikd va Bwpakiotel 000 To Suvatd kaAvtepa to control plane, Tov amoteAet
Tov eyKEPaA0 Tou SDN, kaBwg £dv yia 0TtoLo8MmoTe AGY0 AOTUYXELT) AELTOVPY(O TOU CUVETIAYETAL
KO 0€ ATIWAEL TG eTiKoVwviag. Katd mv npovpyila evdg SDN Ba ipemel va QapooTtolv OAeg
Ol TEXVIKEG TIOV YVWPIloupe oo Ta Tapadootakd Siktua OTws Y mapadetypa redundancy,
resiliency, load balancing kaBwg ko xpnowomoinon boundary firewalls véag yevidg £To1 woTe va

HEWWBEL oNHaVTIKA 1) £KOECT) TOL SIKTVOL 0€ KAKOBOUVAEG EVEPYELEG.

Q0T000, OTIWG EISAUE OTA TIPONYOUUEVA KEQAAQLX VEX TIPWTOKOAAX TIOV XPT)CULOTIOLOVUVTAL OTIWE

To OpenFlow, Sivouv v duvatdmra emmPocbeTov eAEyxou Tou Siktvov. Ot SuUVATOTNTES IOV
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mpoc@épovtal amd To OpenFlow, Sivouv v evkaipia avATITLENG VEWV 0AYOPIBLWY EVTOTILOHOV
EMOECEWY, XPNOOTIOWWVTAS TNV TIANpo@opia TIov Tapdyetal o€ éva SDN (unvopata 0Tws
Packet_IN, Packet OUT, Asynchronous, controller-to-switch). Me autd tov Tpomo pmopel va
avarrtuyBel éva véo firewall Baocilopevo o€ behaviour/anomaly detection Tov va avtamokpiveTal

o€ KaBe ToToAOYlA.

H Umapén tou control plane wg kevtpikov ototyeiov TPoadidel KOAUTEPN EKOVA YL TNV Kivijom Kot
QmoSoTIKOTTA TOU SIKTVUOVL XWPIS v XpeldleTal eMTMAL0V PUOUICEIS 1] KAl GUOKEVES OTIWG
ovpfaivel ota mapadoolokd Sk WOTOCO XPEW(ETAL TPOCOX] KUPlwG OTOV TPOTO
EMKOWVWVING TWV EMUEPOVS oTolxelwv. H Tautomomon kat 1 aubeviikomoinom kabwg kat 1
KPUTITOYPA@N 0T NG €MKOWwwviag tou control plane pe to data plane oAAd kou pe too SDN
applications Ttpemel va An@Oel uTOYLY KaBw¢ umopel va amoteAéoouy TpwTd onueio touv SDN. Ot
TEXVIKEG QUTEG WOTOOO0 SEV SLUPEPOVV ATTO TIG TEXVIKESG AOPOAEING TTOV 1181 XPNOLOTIOLOVE OTA

APls.

Koatda v vAomoinon mov €ywve oto KedAaio 4, paivetat 6tin SUGKOAlX Elval GTOV EVTOTILOUO TG
eMBeoNG KoL GYL OTNV AVTYETWTILON TNG 1 oTola YiveTal oxeTikd e0koAa. ISaitepa, Kata TIg
emB£oels DoS To kupLdTEPO TIPOBAN LA TTOU AV TILETWTIOVE EVaIL 0 SLXWPLOUOG TNG KAKOBOUVANG
POTG LLE TNV KAVOVIKT pot] 6T0 S{kTu0. Avaddywe Tov eidoug s DoS emiBeong paypatomolotvon
OUVEXWG EPEUVEG Kal TPOTEIVOVTAL OlA@opeg AVCELS YA OUTOV TOV SLOXWPLOHO. XTnV
apxttektovikr) Tou SDN eivar ebkoAo va SnovpynBovv isolated honeypots dov pmopel vayivetan
TIEPALTEP®W AVAAVOT) LG POTIS TIPOTOV VA amoppLpBel amd to Siktuo. Me TV avTUETWTILOT TG
emiBeong mov Tpotadnke oto Kedauwo 4, To request tpog tov controller pmopel va epAapfavel
oto medlo treatment v SpopoAdynon Tpog to honeypot oe TepimTwon mov emBUPOVUE Vo

QVOAUOOVLE TIEPLOCOTEPO TNV POT).

Emiong, otV mpotewvopevn Avon dev An@bnkav vmoym kdmolol TapdpeTpol pag enibeong DoS
Omwg Yoo apadeypa, to fragmentation overlap, to bad 1 short fragment size ta omoia
TIPATNPOVVTAL CUYXVA OE QUTES TIG EMOEOELG. e HEAAOVTIKT) epyaocia Pmopel va TiepAn@Bolv
auTtég oL mapdpuetpol €tol to IDS va mapayel Ti§ avdAoyeg eldomou)oelg. Xto Snort3 mov
Xpnowomomnke ommv Tapovoa epyacia pmopel va xpnowotmowmBel Tto Inspector Module
steam_ip To omol0 amoTeAsl £éva eMBewPNT) TAPAKOAOVONONG KAl OVAGUYKPOTNONS
(defragmentation) g pong. Ta mapaderyua, ypnowomowvtag to gid:123 (stream_ip) o€
ovvduaopo e To sid:8 (fragmentation overlap) o éva véo rule oto apyeio local.rules, Sivetain

SUVATOTNTA EVTOTILGUOV UTOU TOU XUPAKTNPLOTIKOU KATA TNV ETiBE0M.
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Napaptnua A

Avtopatiopnog o€ Python

A.1 Python Script

1 import os
2 import json
import time

path_to_alerts = "/var/log
path to latest alerts ="
from log file
path_to_hosts = "/I 2/ubuntu
path_to_request response =

the latest 10 alerts

10 pre request text = "c X I u h 'Co Type
11 post_request_text = "'
Thittn - N0 N ANOS /T f o Td= Sact atn

13 delete flow_text = "curl

15 ICMP SYN EREQUEST = \

, #Would be a variable for topology with

#IPv4d

A-1



94

S
2

96
97
98
99
100
101
102
103

104

105
106
107
108
109
110
111

}l’
{
"type": "IP_PROTO",
"protocol™: "" #Variable 1 or 6
}F
{
"type": "ETH_SRC",
"mac": "" #Variable
}F
{
"type": "ETH_DST",
"mac": "" #Variable
}
]
}
H
}
UDF REQUEST = \
{
"flows": [{
"priority™: 100,
"timeout™: 0,
"ispermanent": True,
"deviceId": "of:0000000000000001",
"treatment": [],
"selector": {
"criteria"™: [{
"type": "IN PORT",
"port": "" #Variable
}F
{
"type": "ETH_TYPE",
"ethType": "0xB800" #IPv4
}l’
{
"type": "IPV4 DST",
"ip": "" #Variable
}l’
{
"type": "IP_PROTO",
"protocol™: "17" #UDP
}
]
}
H
}

# Get Ports

os.system("curl -5 -X GET -u onos:rocks 'http://10.0.10.110:8181 /onas/vl /hosts? > "
+ path_to hosts)
with open(path to hosts) as h:
hosts = json.load(h) ["hosts"]
# Get Latest Alerts
latestTimestamp = ""
i 0
+ Create the lists
ActiveICMPAlertList = []
ActiveUDPAlertList = []
ICMPAlert = {"sid": "", "port": "", "ETH SERC": "", "ETH DST": "", "deviceId": "",
"flowId": "", "seconds": 0}
UDPAlert = {"port™: "", "IPV4 DST": "", "deviceId": "", "flowId": "", "seconds": 0}

lastHostsUpdateTime = 0

while True:

time.sleep(0.1)
currentTime = int(time.time ())

# Update Hosts
if currentTime % 300 == 0 and lastHostsUpdateTime < currentTime
information every 5 minutes (modulo 300)

os.3ystem("curl -3 -¥X GET -u onos:rocks

'httn: 10.0.10.110:8181 /onas/v1l/hosts' > " + path_to hosts)

with open(path_to_hosts) as h:

hosts = json.load(h) ["hosts"]
lastHostsUpdateTime = currentTime

#Format hosts output to JSON Format
os.system("echo [ > " + path_to latest alerts)
os.system("tail -n 10 " + path _to_alerts + " |
path_to latest alerts)

sed 'Sls/§/,/"

# Update hosts
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os.s5ystem("echo ] >> " + path to_latest_alerts)

with open(path to_latest_alerts) as a:

# Check
for

for

4 Check
for

alerts = json.load(a)

if a flow can be removed
activedlert in ActiveICMPAlertList:
found = False
for alert in alerts:
if (alert['sid'] == 10000001 and alert['icmp type']l '=0) or alert['sid']
== 10000003: # ICMP (any type except of reply (type 0) or SYN (TCP)
for host in hosts:
if host["mac"] == alert["eth src"]: #Match mac with port
for location im heost["locatio 1:
ICMPAlert["port"] = location["port"]
TICMPAlert["ETH_SRC"] = alert["eth src"]
ICMPAlert["ETH_DST"] = alert["eth dst"]
ICMPRlert["sid"] = alert["sid"]
#Time interval to check if a flow can be removed. Alerts are created
every 30 seconds, thus we can check every 32 seconds
if alert['seconds']l > currentTime - 32 and activeAlert["port"] ==
ICMPAlert["port"] and activeAlert["ETH SRC"] == ICMPAlert["ETH SEC"]

and activeAlert["ETH DST"] == ICMPRlert["ETH DsST"] and
found = True

if not found:
removeFlowCommand = delete flow_text + activeAlert(["deviceId"] + "/" +
activeAlert["flowId"] + "'"
print(removeFlowCommand)
os.system(removeFlowCommand)
ActiveICMPRlertList.remove (activeRlert)

activedlert in ActiveUDPAlertList:
found = False
for alert in alerts:

if alert['sid'] == 10000002: # UDP
for host in hosts:
if host["mac"] == alert["eth_src” #Match mac with port

for location im host["locations"]:
UDPAlert["port"] = location["port"]
UDPAlert["TIPV4_DST"] = alert["dst_addr"]
if alert['seconds'l > currentTime - 32 and activeBAlert["port"] ==

UDPAlert["port”] and activeAlert["IPV4 DST"] == UDPAlert["IPV4 DST"]:

found = True
if not found:
removeFlowCommand = delete flow text + activeAlert["deviceId"] + "/" +
activeAlert(["flowId"] + "'"
print (removeFlowCommand)
035.s5ystem(removeFlowCommand)
ActiveUDPRlertList.remove (activellert)

if a flow needs to be created
alert in alerts:
if alert['timestamp']l > latestTimestamp and alert['seconds']l > currentTime -
59: #Avoid recreating the flow in case of script restart
latestTimestamp = alert(['timestamp']

if (alert['sid"'] == 10000001 and alert['icmp type'] !=0) or alert['sid']
== 10000003: # ICMP or S¥YN
if alert['sid'] == 10000001:
print ("Processing ICMP Alert...\n")
elif alert['sid'] == 10000003:
print ("Processing SYN Alert...\n")

for flow in TCMP_SYN REQUEST["flows"]:
for criteria in flow["selector”]["criteria”]: #Get the variables
values for the Request
if criteria["type"] == "IN PORT":
for host in hosts:
if host["mac"] == alert["eth src"]:
for location in host["location :
criterial"port"] = location["port™]
ICMPRlert["port"] = location["port"]
elif criteria["type"] == "ETH SRC":
criterial["mac"] = alert["eth src"]
ICMPAlert["ETH SRC"] = alert["eth src"]
elif criteria["type"] == "ETH DST":
criteria["mac"] = alert["eth dst"]
ICMPRlert ["ETH DST"] = alert["eth dst"]
elif criteria["typ;"] == "IF PROTO": N
if alert['sid'] == 10000001:
criterial["protocol"] = "1"
elif alert['sid'] 10000003
criterial"protocol™] = "e"
ICMPAlert["sid"] = alert["sid"]
ICMPAlert["seconds"] = alert["seconds"]
found = False
for activeAlert in ActiveICMPRlertList:
if activeAlert["port"] == ICMPRlert["port"] and
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print(request)
os.system(request + ' > ' + path to_request_response)
with open(path to_request response) as r: #Get flowId
flows = json.load(r) ["flows"]
for flow in flows:
ICMPAlert["deviceId"] = flow["deviceId"]
ICMPAlert["flowId"] = flow["flowId"]
ActiveICMPAlertList.append (ICMPRlert)
else:
print("Flow already exists... Nothing to do")
elif alert['sid'] == 10000002: # UDP
print ("Processing UDP Alert...\n")
for flow in UDP_REQUEST["flows"]:
for criteria in flow["selector"]["criteria"]:

if criteria["type"] == "IN PORT":
for host in hosts:
if host["mac"] == alert["eth src"]:
for location in host["locations"]:
criteria["port"] = location["port"]
UDPAlert["port"] = location["port"™]
elif criteria["type"] == "IPV4 DST":
criterial["ip"] = alert["dst_addr"] + "/32"
UDPAlert["TPV4_DST"] = alert["dst_addr"]
UDPAlert["seconds"] = alert["seconds"]
found = False
for activeAlert in ActiveUDPAlertList:
if activeAlert["port"] == UDPAlert["port"] and
activeAlert["IPV4 DST"] == UDPAlert["IPV4 DST"]: # if flow
already exists
activeAlert["seconds"] = alert["seconds"]

found = True
if not found:
request = pre request text + json.dumps (UDP_REQUEST) +
post_request text
print(request)
os.system(request + ' > ' + path to_request response)
with open(path to request response) as r:
flows = json.load(r) ["flows"]
for flow in flows:
UDPAlert["deviceId"] = flow["deviceId"]
UDPAlert["flowId"] = flow["flowId"]
ActiveUDPAlertList.append(UDBRlert)
else:
print("Flow already exists... Nothing to do")
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