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MMepidnym

H petamtuyton Statpif3n] £xeL wg oTdX0 TNV VAOTIOMOT) EKTIHNOTG TOV PIOKOVL OE X OVTOTITA Kol
EMOPEVWG TNV Snovpyia tou «Cyber Risk Assessment Box». Zuppwva kat pe v BifAloypagikn)
emoKOTMOT), N peBodoroyla €xel xwplotel og 3 pépn Bdomn Twv OTOIWV TPAYUATOTIOLETAL 1)
ektipnon tov piokou. Emopévwg, 1 pebBodoroyia BacileTal o€ TTAPAYOVTEG IOV ETNPEAIOVV TO
uéyebog tou plokou, dnAadn i) AvBpwmivoug TMapdayovteg, ii) Avaivon g AvBpwTiving

Tuumepupopag kat iii) Evtomiopog Evmabeiwv ota [TAnpoopokd Zuotpata.

H peBodoAoyia faciletal og pua mpoogyylon 6mov i) ot AvBpwmvol [Tapdryovreg, i) n Avéluon g
AvBpwmivng Zupmepupopds kat iii) o Evtomopog EvmaBeiwv ota IAnpogopaka Zuotjuata
ouvdvalovtat KatdAnAa Bdon ™G pabnuatikng oxeong: pioko = emibpaon X mOavoTTA
Tuvenwg, YveTaLT eKTIUNGoT) TOL GUVOAKOV PIOKOL BA0T TWV TIAPAYOVTWV TIOL £ouv emtideyel. To

TEAIKO ATIOTEAEG A TIXPOVCIALEL UL EVIAior TIUT) TOL plokov o€ 0600 TO (%).

EmmA£wv, yivetat xprion pag Stapop@wpévng pebodoroyiag «Weighted Factor Analysis» dmov ot
avBpwTtvol Tapdyovteg xwplidovtal oe avBpwmva yapakplotika: i) Xpovia Epyaciag, ii)
Eminedo TpdoPaong MAnpowopuwov kau iii) Emimedo I'vwoewv. IMapddAnia, yivetar xprion
KpLtnplwv Baplmrag Tov VTOYPAUICOUY Ta €(01) TWV EMTTWOEWVY IOV UTOPEL VO TTANEO0UV [l

ovTOTNTA. ANAQST), OLKOVOUKES KL VOLLKEG ETITTWOELS, KABWG KL ETUTTTWOELS OTNV (P,

['a Vv avdmTugn ™G CUYKEKPLIEVNG TIPOCEYYLOTG, £X0UV a§loTomOel AoYIoUIKA KoL epyaAeio
Omwg T0 «Spyder». Méow tov «Spyder», £yve 1 cUVTAEN KL 1) HETATPOTI TNG TIPOCEYYIONG OE
KWOIKA, 0NV YAwooa Tpoypappatiopol «Pythony, pe okomd v enegepyaocia twv dedopévwv
™G pebodoAoyiag. Emiong, n «Python» foriBnoe otnv vAomoinom pabnuatikwv Tpagewyv Kat v
Tpovsiaon Twv amoteAeopdtwy. EmmAéwv, pe ™V Xpnon TG EKOVIKNG  HIYQAVIS
«Metasploitable», £ywve 1 dnuovpyia vog euTtaBEG SIKTVOVL YL TNV TIPOCOUOLWOT EVOG SIKTVOV G
éva opyaviopo pe sumabeies. To epyodeio «OpenVAS» BorBnoe otov evtomoud evmabewwy oto
Siktvo mov Snuovpynbnke. MoapddAnda, Ta amoTEALopATA TOU €PYOAEiov oEloTomBnkav

KaT@AAnAa otV pebodoAoyia yia Tov UTIOAOYIG O TOU GUVOAKOU PICKOU.

Ta amoTeEAéopaTa ™G LETATTTUXLOKTG SLaTpIfiG, HET& amd TIG SOKIWES IOV TIPAYUATOTIOW BnKav,
Tovi{ouv O0TL To pioko avgavetal i) OTav To PEYEDOG TG APVNTIKNIG ETUOPACTG TWV TIAPAYOVTWV
HEYOAWVEL Kal ii) dTav oL TBavoTnTEG VAOTIOMONG HaG aTEANG avgavovtat Ta amoteAéopata

OULPWVOLV KoL LE Tt SEGOHEVA TWV GUYYPAPEWY amtd TV BBALOYPaQIKT) ETLIOKOTMON.
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Summary

The goal of the postgraduate thesis is to perform a risk assessment in an entity and thus the creation
of the “Cyber Risk Assessment Box”. Based on the literature review, the methodology has been
divided into 3 sections that were used to calculate risk. Therefore, the methodology is based on
certain factors that affect the risk assessment. These factors are: i) Human Factors, ii) Human

Behaviour Analysis and iii) Vulnerability Assessment in Information Systems.

The methodology is based on an approach where the: i) Human Factors, ii) Human Behaviour
Analysis and iii) Vulnerability Assessment in Information Systems are appropriately combined
according to the mathematical relationship: risk = impact x probability. As a result, the total risk is
being calculated, based on the factors that were selected. The final result represents a unified value

of the risk as a percentage value (%).

Furthermore, the methodology “Weighted Factor Analysis” has been used but in a modified version,
where the human factors are divided into human characteristics: i) Years Worked, ii) Data Access
Level and iii) Proficiency/Knowledge Level. Additionally, the methodology uses criteria weights
which underline the types of impacts an entity could be faced with. For example, financial and legal

impacts, as well as reputational impact.

In order to develop and translate this particular approach, certain tools and software have been
utilised such as the software tool “Spyder”. The use of “Spyder” has allowed the development and
the conversion of the approach into a script of the programming language “Python” to process the
necessary data. Additionally, “Python” has helped to perform mathematical calculations and to
provide the final output for the risk assessment. Furthermore, the installation of the virtual machine
“Metasploitable” has allowed the creation of a vulnerable network, thus simulating a network in an
organization with vulnerabilities. The software tool “OpenVAS” was used for the identification of
vulnerabilities in the network that has been created. In addition, the output data of the tool has been

used in the methodology appropriately in order to provide the final risk assessment output.

The results of the postgraduate thesis, based on the tests that have been carried out, emphasize that
risk increases i) when the negative impact of the selected factors increases and ii) when the
probabilities of a threat to realize increase. The results align with the data that the authors have

presented in the literature review.



Evxaplotieg

[Slaitepeg euaPLOTIES TEPOG TOV EMPBALTTOVTA TNG UETATTUXLKNG Sltping Ap. ZiomArn Ztapo,
OToL pe TNV KaBodNyNoT Tou €xel oAokANpwOel pe emtuyior 1 emitevdn TWV OTOXWV TNG

HETATTTUXLOKTG AlotpiG.
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Ke@aiawo 1

Elcaywyn

To KepdAao 1 mapouotdlel GUVOTITIKE TO BEUa TG HETATITUXLOKIG SLXTPIBNG WG TPOG TOUG
0TOXOUG TIOU £X0UV TEOE( KL TNV ONUOVTIKOTTA TG Epguvag. ETtiong, yivetat avawopd oty Sop)
NG LETATTTUXLAKNG SLaTpLPnG. AKOUM, YIVETAL L0 KATOYPOUPT] TWV EPYOAEIWV KAL AOYLO KOV TIOU

Exouv xpnopomomBel ya v 0AoKApwaoT) TG EPELVAS.
1.1 Ofua, ZToyol ko Inuavrtikotnta g Epsuvag

To Bpa g petamruytakng Sttp g elvai  avdmTuén evog TIPOYPANIATOS GTOV UTIOAOYLO T YL
TNV €KT{NOoT TOL plokov o€ o ovtdTTa. AnAadt), TOV UTTOAOYLOUO TOU PEYEBOLG TOL pioKoL o€
éva. opyaviopo, Bdon Twv Stdpopwv ameEwy oV avTideTwmilel. Emopgvwg, 1 petamrtuyiax)
SlatpPn] Ba aoyxoAnBel pe amEREG TIOU TPOEPXOVTAL ATIO AVOPWTIVOUG TIAPAYOVTES, OTIO
KAKOBOVAX AOYLoLIKE, KABWG KoL PE ATEEG TIOU SNULOVPYOUVTAL ATIO TNV CUUTIEPLPOPA KoL TV
Spaommpdtra twv avBpwmwv («Behavioural Analysis»). ‘Etol, Ba yivel yprion Stadiktuakwv
Baoewv OSedopevwy pe KAKOPBOUAEG EVEPYELEG XPNOTWV, HE OKOTIO TNV OVOAUCT TwV
OUYKEKPLEVWY Sedopevwv. ETiong, To ouykekpévo mpoypappa Ba avamtuxbel oty yYAwooo
Tipoypaupatiopov «Python» oe mepBdArov Kali Linux. Me outd tov tpomo Ba dnpovpyn et Eva
TPOYPAUUX 1] 0AAWG «KoUT» TIou B pmopel v vmoAoyioel to péyebog Tov plokov oe pa

ovtotta. Auto eivan o «Cyber Risk Assessment Box».

Emopévwg, ot facikol otoxol ™G HeTamTuxtakng Slatpif3ng tvat 1 Snpovpyior KOSIKA yia TV
avamtuén touv «Cyber Risk Assessment Box» kat o vmoAoyopdg tou piokov Tov Ba
QVTUTPOOWTEVEL O€ €va PEYGAo BaBud v mpaypatkotta. Emiong, elvon avaykaio to teAwo
QMOTEAECHA TOV plokov va lvat évag aplBpds o ocootod (%) mov Ba cupmepAapfdvel oToug

UTIOAOYLOOUG TOU, TOUG TILO KATW TIXPAYOVTES:
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1. AvBpwmvor Iapayovteg, 6mws: Epyacwkn Epmepia (Xpovia Epyaciag), Emimedo
[IpooPaong oe [TAnpoopies kat Emtinedo I'vwoewv.

2. AvBpwTivn Zuumepupopa.

3. EumdBeieg [TAnpo@oplakwmv ZUoTnUATWY.

Axopm, Kol AAAOL 0TOXOL TNG LETATITUXLAKNG STl ov B Tpémel va emiteuyBovv eiva n
EMAOYT oG peBoSoAoyiag yla TV eKTIUNoT ToL piokov BAoT TwV avVOPWTIVWVY TIaPAYOVTWY, O
TPOTIOG IOV B VAOTIOLE(TAL 1] AVEAVGT) TNG AVEPWTILVNG CUUTIEPLPOPAS KaBwG Ko 1) Snpovpyia

€VOG SIKTUOV € EVTIAOELES.

SUUTEPAOUATIKG, HECW TNG EPEVVAG KL TNG HETATTTUXLOKNG Slxtpif3ng, mapovotadetal pa
TPWTOTUTI L8EA Y1 TOV UVTIOAOYIOUO TOU pIoKOU CUUTIEPAAUBAVOUEVWV SLAPOPWV OTLOVTIKWV
Taparyoviwv. To «Cyber Risk Assessment Box» Tapouotadel pua Eexwplot) TpocEyyLon yia Tov
UTIOAOYLOHO TOV piokou 6Tov Ba pmopel va alomomBet oe SL&PopPoug 0pPYyaVIGHOUS WG EPYAALID
yi v Snuovpyla ™G TOATIKIG QO@OAEIRG KXL OTNV €VIOXUOT NG AOQPAAEG TwV

TIANPOPOPLIXKWV SESOUEVWV.

1.2 Aop) Metamtuylakic Alxtpifng

Apxwd, omwe €xel Nén avapepbel, To KepdAao 1 mapovotdlel o o@aupikn €ova g
petaTTUXlaKnG Slxtpng. Xty ovvéxela, to Ke@oAawo 2 ava@épetal oy €pguva Tov
TIPOLYHATOTIOMBNKE HETE ATIO TNV avaoKOTMOM G BUBALOYPAPIKES AVAPOPES. LTO CUYKEKPLUEVO
KEPOALO QVAPEPOVTAL ATIOYELS, OPLOUOL KXL CUUTIEPAC AT ATIO GUYYPOPEIS OXETIKA JLE TO PIOKO

KO TS SL&APOPES TIPOOEYYIOELG EKTIUNOMG KIVSUVWV.

Metd, To KepdAao 3 mapouotadel tnv Snpovpyio KoLty EYKATAo TaoT) TOU SIKTUO0U LE EUTTAOELES.
H &nuovpyia tou Siktdov pe eutdBeleg amoTeEAE ONUAVTIKO ONUED OTNV pETATTTUX LK Slatpifn).
0 01006 £lval 0 EVTOTILOUOG TWV EVTIABELV HEGH TWV AVAPOPWY CAPWONG KXL TNV HETETELTA
Xp1om toug otov kwdika ™G peBodoroyiag. Emiong, vmoypapuietat 1 cuox£étion peTagy Tou
eumaBéG Siktvov Kat SladikTvakwv Pdoswv SeGopEVWV IOV  TIAPOUVCLALOVY  EVOEIKTIKES

KOKOBOUVAEG EVEPYELEG XPNOTWV OE EVX OPYOVIGHO.
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"Emerta, oto Ke@daio 4 yivetal pua reptypa@n Twv KOPLwV EPYOAELWVY TIOU £X0UV XpToLLoTIOm Ol

oV peBodoloyia yia evpeom evmabeiwy: i) «OpenVAS» kau ii) «Spyder». Emtiong, mapovoiadetal

L0 TIEPLYPOLPT| TNG EYKATAOTACTG KOL TNG XP1|0TG TWV CUYKEKPLUEVWV EPYOAELWV.

Yuveyilovtag, oto Kedawo 5 yivetat pua eptypar) g pebodoioyiag mov xel avamtuxOel oty
petartuylakt) Statp3n kabwg Sivetal kot emedynon ™G HETATPOTG TNG TIPOCEYYIONG GTNV
YAwooa Tpoypappatiopov «Python». Me autdv tov tpomo Snuovpyeitar to «Cyber Risk
Assessment Box». AkoAoVBwg, To KedAawo 6 mapovotalel Tig Sokipég mov yvav oto «Cyber Risk

Assessment Box» 0AA& kol T Ao TEAETPATA TIOL EXOVV ATTIOK TN O€L

TéAog, oto KepdAawo 7 mpaypatoToLeital cLQ|TNON TWV ATOTEAECUATWY, v To KepdAawo 8

TIPOVGLALEL piat cUVOYIT) TV KUPLWV CTHEIWV TNG LETATTTUXLAKNG SlaTpLfic.

1.3 Epyaieia kat Aoylopka mov Xpnoyuomonnkov

Ta epyodeio Kot Tat AOYLOUKG TIOL XPNCLLOTION BNKaY GV LETATTUXLOKN SlatpPr) etva:

i.  Oracle VM Virtual Box 6.0
ii.  UbuntuLinux- 64
iii. ~ KaliLinux2020.1 -amdé64
iv.  OpenVAS
v.  Spyder (Python 3.7)
vi.  Metasploitable Virtual Machine

vii.  Nmap (Kali Linux Environment)

12



Ke@aiaro 2
BiAoypa@iki) Emiokommon

TOppwva pe to ipotumo NIST (National Institute of Standards and Technology), To pioko givat pua
HOVASK HETPNOTG YL TOV UTIOAOYLOHO TOV Babpov g ameldng mov éxetat pua ovrotta [11]. O
BaBpos ™G ameAng kaBopiletal amd dvo Tapdyovteg: i) To pEyeBog ™G {Ndsg TTov Pmopel va
TIPOKOAECEL LA CUYKEKPLIEVT atteldr] (emtidpaom) kat ii) ot mBavoTTEG aruTg ™G ATEG v
TiparypatomomBel. AnAad, to pioko pmopel va amotunwbel pe My g§lowon: Risk = Impact x

Probability (pioko = emi§paomn x mBavoTTQ).

Emopévwg, etvat avaykaia 1 SLoyelplon Tou plokou o€ £V 0pyavIopo £T0L WOTE VA HEWWBEL 0
k{v&uvog vAoTonomMG ameAwv Tov Bar 08N YNoOUV OE TIPOBAATA KOl APVNTIKA ATIOTEAEGHATAL.
AnAadn, va pelwBel To pEyebog G ATEAG, 1) 0AALWG 1) ETTOPAOT) TNG ATEANG Kot oL TILBaVOTNTEG
vAoToinong g ameAng. 0 Evpwmaikog Opyaviopdg ENISA (European Union Agency for Cyber
Security) vmoypappiCer 6tLm Soxelplon Tou piokov eivat pua SladKacia EVIOTIGHOV, TIOGOTIKOU

TPOGSL0PLE OV Kot SLaXelplong Twv plokwv (KivSUvwv) Ttou avtipeTwidel pa ovrotnra [09].

YuveyiCovtag pe to mpotumo NIST [18], 0Twe @aivetal kKot otV o KAtw ewova 2.1, yo va
emrevyBel (o amoteAdsopatiky Swaxelplon tou piokov, Ba mpémel va SnuovpynBel

uebodooyia avaBewpnong Twv plokwv 6Tov Ba cupmepAapaver:

i. M katdAAnAn mpooeyylon g SLadkaclog avaBewpnong Twv ploKwv.
ii. Tnvddkaoia avaBewpnong KL KATaypapr) TwV ploKwy.
iii. 'Evapovtédo yo v amoTiunom twv KivSuvwy.

iv.  AvdAuom TwV ATOTEAECUATWV.
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- Risk Assumptions - Establishes Foundation
- Risk Constraints for Risk Management
- Priorities and Tradeoffs ORGANIZATIONAL RISK FRAME - Delineates Boundaries
- Risk Tolerance RISK MANAGEMENT STRATEGY OR APPROACH for Risk-Based Decisions
- Uncertainty

DETERMINES DETERMINES

-
[ Risk Assessment Methodology

Risk Assessment Risk Assessment Analysis
Process Model Approach Approach

\. J
Ewcova 2.1: Tpocéyyion Awyeipiong Piokwv [18].

Emopévwg, elvatl avaykaio 1 e@appoyn poag KatdAinAng pebodoroyiog yix v Stadikacio
Saxelplong kot avaBewpnong twv piokwv. To mpdtumo NIST tovidel 6Tl dev vTTAp)EL o
OUYKeKpLEVT peBodoAoyia ou axoAovBeital, aov ot TPETEL VA Elvail KATAAANAT Bdon Tig
aVA&yKeS TOU KABE opyavio ol Ko ovtoTTag. Auto 3plokel cUppwvougs kat toug Wan Husin k. &.
[23], Ttou Tovifouv OTL piot KATGAANAT oTPATYIKT Yl TV Sloyelplom Twv piokwv Ba odnynoetL o
Betikd amoteAéopata. Apa, elvat avaryKaior Lot CUOTIUATIKY TIPOCEYYLOT] YLX TV SLaXEpLoT TwV

KWWEUVWV e OKOTIO VA ATTOaKpLVBo UV oL TiBava TN TEG VAOTIO MO G TwV amelwv [17].

ZTOoV XWPO NG AGPAAELNG TIANPOPOPLAKWY CUCTNUATWY, 0L oLYYpaPels Diesch k. &. [08] Tovi(ouv
OTLTA OTOLYELX TIOV PTTOPEL VO ATTIOTEAEGOLV LK ATIELAT] GTOV OPYAVIGHO SEV VAL LOVO TEXVIKA KOiL
EMOUEVWG XPEWACETAL WA TILO OAOKANPWHEVY TIPOCEYYLON OXETIKA HE TNV LIOBETNON OGS
QTOTEAECUATIKNG OTPATNYKNG. [l TV g@appoyn HaG 6woTiG GTPATNYIKNG Y TNV Sloyelplon
TWV ploKwV Ba TPETEL TIPWTA VAL KATAypa@oUv To ayabd (oG ovIoTnTaSg/opyavicpov mou Ba
TIPETTEL VX TIPOCGTATEVTOVV. AKOAOVOWG, 0L TIBAVEG ATTENEG KOl OL EUTIABELEG TIOV ATIOTEAOVV TO
onueio ekpetdArevong. TéAog, eival avaykalo va onuelwBoly Ta HETPA AVTUETWTILONG TWV
amelwv [22]. Zoppwva pe toug ovyypagels Saleh kot Alfantookh [22], éva ayaBd opileton
oTIONTOTE EYEL A&l 0TIV CUYKEKPLUEVT ovTOTNTAL Tl ayaBd KATIyOpLOTIOoUVTaL OE XEPOTILXG T
(tangible) kot GuAa (intangible) 6Twg @aivetat kot otV ewova 2.2. 0L ouyypaels otnpifouy Tig
amoPelg toug Paon tou Awbvry Opyaviopov Tumomoimong (International Organization for
Standardization, ISO) mov avamtiooel TPOTUTIA Yt TV SLKGQAEALOT TNG TOLOTNTAG KAl TNG

AOPAALLNG TWV TIPOIOVTWYV, UTINPECLWV KAl TwV cLVOTHUATWVY [02].
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Assets main groups

Tangible (Examples) Intangible

Information: (Policy document) — Goodwill

Information: (Data files) — Service to clients

IT services: (Messaging-active directory) Public confidence
Software: System (Solaris), Application (Qracle), Public trust

Utilities (management tools) Competitive advantage
Hardware: Hosts (Servers) other (Printers) Image of the organization
Communication: Network (Routers), (Cable) — Reputation
Documents: (Management commitment) — Trust in services
Agreements: (Confidentiality-third party) Employee moral
Information: (Research) Productivity

Other: (User manuals-training material) Loyalty

IT staff: (/T security manager) Ethics

Employee: (Senior management)

Users: (Inside/Outside)
Contractors:(Consultants)
Owners:(Stakeholders)

Services: (Heating-lighting-power-AC)
Equipment: (Desks-Fax machines-Cables)
Physical (infrastructure): (Offices-facilities)

Ewcova 2.2: Katnyopieg Ayabwmv [22].

Baom ¢ eovag 2.2, EKTOG oo Ta o) ayabd Tou aivetal va etmped{ouv Eva 0pyavio o,
OTlwWG TA SESOPEVA, OLUTINPEGIES, T AOYIOUKA, O EO0TTALGHOG, TAL EYYPAPX, OLUTIAAANAOL, UTIAPXOLV
KOl ONUOVTIKG ayaBd OTwg koA B€Anom, nouay, @nun, €UmoTooUvn, TOPAYWYIKOTNTOL
ETOPEVWG, X ATTOTEAEGUATIKY] OTPATIYLIKY SLYEIPLONG TwV plokwv Ba pEmeL va AdBet uttoym
KaL TOV avBpwivo Tapdryovea. AnAadh, v YuxoAoyia KoL TV GUUTEPKPOPE TOV avOPWTIOL TIOU
empPedlel dueca TNV TIAPAYWYIKOTNTA KAL TNV EUTILOTOOVVY o€ éva opyaviopo. Emiong, ot
UTINPEGLEG EVOG 0PYAVIGHOU UTIOPEL VA ETMPEAGTOVV APVITIKA AV T AVOPWTILV XOXPAKTNPLOTIKA
IOV TIAPOVOLAEL EVaG XPp1|oTNG Sev elval Ta eTIOLHNTA. AKOUT), UTO (GWG ATIOTEALGEL KAL APV TIKO
QVTIKTUTIO 0TV €IKOVA TOL 0pYaviopoV. ETmAgwy, nBikol tapdyovteg umopel va odnynoouv kat
0€ SLAPOPES VOLLKEG ETITTITWOELS, YLX TIPASELY LAY, SLipPOT) TIPOCWTIKWY SESOUEVWV TIEAXTWV EVOG
opyaviopov. Otovyypaeig Diesch, Pfaff kot Kremar [08] avag@épouv 6tL vag opyaviopog pmopet

VO £XEL OIKOVOUKES KL VOLLKEG ETITTWOELSG, KABWG KAL ETITTWOELS O TNV EIKOVX TOV.

TOp@wva pe Toug ouyypagels Oltramari k. &. [19], oLevépyeleg evog avBpwmov kaBopilovtal amd
TO TIEPLOTACLUKA XOPAKTNPLOTIKA TOV, TO ETITESO TNG YVWONG TOV, TI IKAVOTITES TOV, KABWG Kot
™V ouumepupopa tovu. ‘Etol, ot cuyypageis ommpifouv v 8€a Toug Yoo TV Snpovpyia evog
HOVTEAOL Yl TNV EKT{UNoTN KwwdUvwv Kat pelwon Twv plokwv, Bdon Tou otolxelov g

gumotoouvng. Emopévwg, dtav o ovtomta Seiyvel epmotoouvn o€ Eva ayabo (avBpwivo
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TPAYOVTa) ONUAIVEL OTL T XOPAKTNPIOTIKA TOU, 1| YV®WOT] TOVU, Ol IKXVOTNTEG TOU KoL M
OUUTIEPLPOPA TOV elvat oTa WOaVIKG eTtieSH Yo va LELwBOEL TO ploko LVAOTIOMONG LG ATIEATG.
Auto @aivetal va ompiletal kot amd v ewova 2.2, 0TV SLAKPIVETAL 0 TIAPAYOVTAS TG
EUTILOTOOVVNG OTA ALAX aryaBA. Apat, TOVICETOLT) KPIOWOTNTA TOU atvOpWTILVOU TIHPAYOVTX OE Lo

OTPATNYIKY) EKTIUNOTG TWV KIVSUVWV.

Ot ovyypaeig Henshel k. &. [14] vroypoappifouv 0TL Tot avBp@TIVA XPaKTNPLOTIKA ivat TTOAD
ONUaVTIKA oTolxela otV Sladikaoio ektipmong kivduvwv. Emtiong, tovidouv 0Tt kataAnyouv otov
TIPAYOVTA TNG EUTILOTOCUVIG OTIWG EXOUV OVAPEPEL KL oL ouyypa@elg Oltramari k. &. [19]. H
amoym twv ovyypa@iwv Henshel k. &. [14] amotunwvetal 6to oxeSiaypappa ov Snuovpynoav
OV €KOVa 2.3. ZTNV CUYKEKPLUEVT EIKOVAX SlakpivovTal To KOPLa avBPTIVOL XOPaKTNPLOTIKG

IOV £XOULV TNV SUVATOTNTA VA EMMPEAGOVV TO UEYEDOG TOL PIOKOL G VAL 0PYVIGUO.

Human Factors

Defender
Inherent Situational
Characteristics Characteristics
Behavioral Knowledge/Skill "

Irrational Benevolent megrity Situational | Attentional
Awareness Capacity
Years ’
Worked

|

Proficiency g

TRUST
Public Reputation

&
Personal Reputation

Ewcova 2.3: AvBpohmvol [Mapdyovres kat AvBparmva Xapaxkmptotikd [14].

Emméwv, 0TwG @aivetal Kal otV TIO TIAVW eKova 2.3, TOVIETaL Kol TO OTOWED TG

oLUTIEPLPOPAS Tov avBpwtov. Eva ototxelo 0mov Selyvel oto TEAOG var eTmpeddel kat v
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EUTILOTOOVVN TIOV ETUKPATEL 0€ Eva opyaviopo. H 1i8éa aut evioyVeTa kat otnv SnHocievoT) Tov
ENISA «White Paper» [10], 6mov vmoypappiletal 0Tt 11 CUUTEPKPOPA ToL KA&BE avBpwTov
QTOTEAEL VAl ONUAVTIKG TIAPAYOVTOL IOV ETNPEAIEL TOV OPYAVIOHO KAL IOLAUTEPA TO KOUUATL TNG
ACPAALLNG TWV VTIOAOYLOTIKWV CUOTNUATWV. ['la Ttapadety o, To kKivitpo eivarl éva GToLElo TTov
eTPEGEL TNV cLUTIEPLPOPE EVOG avBpwToV. ETopevwg, evag epyalOpevos xwpi§ KAToLo Kivitpo
va elvat lBlaitepa Tapaywykos, EXEL WG GUVETIELX TNV UEIWOT) TWV ETTESWV TIHPAYWYIKOTNTAS
0TOV OpyavIopo 0TIoL avrkeL ETtiong, Stampwvtag ta emimeda Tov kivitpou o€ LYmAQ emtimteda, 0
epyalOuevog Ba VOLAZETAL TIEPLOGATEPO YL TOV OPYOVITUO. AUTO B €L oAV ATIOTEAEG X VX Efvart
TILO TIPOGEKTIKOG (WOTE VA LELWOOUV 0L TIOVOTITEG VAOTIOMOTG LULAG ETILITUXNLEVNG ETHIOEON G 0TOV

OPYOVIGHO.

YOoppwva pe to ENISA «White Paper» [10], kdmoleg TBaveéG kakdBouleg emiBéoelg ivat To
«phishing» kot to «social engineering». Ot CUYKEKPIEVES ETIOETELS GTOXEVOLV GTIV ASUVALIX TOU
avOPWTIOV VA EVTOTIIOEL TIS CUYKEKPIUEVESG ATIENEG AGYW LN ETOPKTG ERTIEPIAG, EKTIAGEVONG 1)
Yvwoewv. ETopévag, Tovifetal 0Tt Ta avBpmiva YOPAKTNPLOTIKA OTIWG TIPOUCLAJOVTHL KALG TNV
EKOVA 2.3, UTOPEl VX ATTOTEAECOVV ONUAVTIKO TIOPAYyOVTA OTNV QTOTPOTH| 1) LVAOTONOoM

KaKOBoVAWYV eTBEGEWV.

Axopn, tovidetar otL Sev eivarl apketd va «SlopBwbel Evag dvBpwogy, av dev SlopbwBel To
oVotua [10]. Emopévwg, eivat ep@avég 0TL TO GTOED TNG AVOPWTIVIG CUUTIEPLPOPAS Elval

aVOryKalo voe CUUTIEPAN(POEL GTOV UTIOAOYIGHO TOU PloKOU.

YuveylCovTag 0To KOUUATL TNG avOPWTIVIG GUUTIEPLPOPAS Kot cUUPWVA He Toug Greitzer kot
Hohimer [12] Ta 0 KAT®W QMOTEAOVV KATIOLX AUTIO T «OTUATO» YO TOV EVIOTIOUO ATEAWV IO

TO €E0WTEPIKO TIEPBAAAOV EVOG OPYQAVIGHOV:

i.  Epomuataoe Sladiktuakes unxaveg avalnmoewv (Search engine queries).
ii. TlpooPoom oe lotooerides (Internet sites accessed).
iii.  Apyela kataypagns cuppdvtwv (Firewall logs, host event logs, network print logs).
iv.  Ymoypaes yvwotwv Aoylopukwv (Known software signature).
v.  IIpoofaon og Aoyaplaopovg (Access to account).
vi.  Eykatdotaon epappoywv (Applications installed).

vii.  Tomkd amofnkevpéva 1 Tpoocwpvé amodnkevpéva apxeia (Local stored or cached files).
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'OTtwG PAVETALTILO TIAVW, TX CUYKEKPLLEVA OTOLXEIR TO OTIOLO VAP EPOLV OL GUYYPAPEIS TOVI(OUV
TV avaykadmTa ™G XPNonG €WKV CUCTNUATWY THPAKOAOUBNONG Yl TOV EVIOTIOUO
E0WTEPIKWV ATENWV. OLovyypaPels e€nyolv dTLn cuAAOYN edopEvwy 0dnyel otV TTapATPNOT
KATIOWWV MHOT{BwV TOU pE TNV OEPA TOUG amoTeEAOUV evielEels. Autd xapakmpilel v
OUUTIEPLPOPA €VOG avOPWTIOU TIOU (0WG OSNYNOEL OTNV EKUETAAAEVOT] TWV EVTIABEWWV Yl

VAOTIOMON LG ETILTUXNUEVNG ETTOEOTG.

H kplodmta Tov avBpmivou TapdryovTa G€ L CTPATN YK EKTIUNOMG TWV KIvSUVWYV aiveTol
KOL OTOV IO KATW Tiivaka 2.1, 0 0Ttolog amelkovi(el TIG TOAVEG ATENEG Kl EUTIADELES OE Eva
OPYOVIOHO, TI§ OTIO(ES avaEPOLY Kal oL ouyypa@els Saleh kat Alfantookh [22]. Etvat epgpavég
AoutoV  OTL KATIOlEG amo TIG KUPLEG QTMEEG OTOV XWPO TNG ACQPAAENG TIANPOPOPLAKWV
OUOTNHATWV EVAL OL ECWTEPIKEG ATIEESG ATIO UTTHAMAOUG Kot To oapmotdd, Emopevwg, Tovidetat

1 avdykn G EKTIUNOMNG TWV PIOKWV CUUTEPLAALBAVOUEVOL KL TOU 0VOPWTILVOL TIAPAYOVTAL.

Ameég EuntdOeieg

KakopovAa Aoylopka - Oypt ouyvi avafaBuon Twv CLCTNHATWY Kol
AOYLOUKWV.

- Amovoia Aoylopkwy anti-virus.

[MpoBApata otov E¢omAiopo - Avemapkig «Patchingy.

AaBog Aladikaoies ko ZxeSlaopog - Amovuoia yypag@mv KoL Katoypopt] YEYOVOTwWV.

Avemapkeig [ToAtikég Aoodeiog - Amovoia gyypa@wv kot ava3aBuom g TOALTIKIG
ao@oAElag.

EowTtepwég Amedés amd YmoAAnAoug kot - Avemopkig ekmaiSevor TPOoWTIKOU Kol XXUNAO

Topmotad NOKO VTTEAMAWV.
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E€wtepikég Ameidés (Hackers)

Avemapn|¢  exmtalSgvuon  TPOCWTIKOV KoL - )

emopkn ovotpata ac@oieiog (Firewall, IDS).

DuoIKEG ATTENEG

Mn Umapén oxedlov «Disaster Recovery Plan» y

(PUCIKEG KATAOTPOPES.

Amoucia (ppoupwV Kol KOPEPWV OO@UAEiaG Y

TIPAVOUT TIPOCRUCT OTIS EYKATAOTACEL €VOG

OpYOVIGUOV.

Mivakog 2.1: Ateég kot EuntdBeteg atov Xapo g Ac@ddsiag [TAnpo@oplakmv Zuotpdtwy.

Emmfwv, ot ovyypaelg Saleh kot Alfantookh [22], mapovowdlouv oty ewova 2.4, €81

nebodoAoyieg ov pumopovv va ulBeBoVV e 6KOTIO TNV SLaEiplon TwV plokwv KoL TV pelwon

TOV PeYEBOUG TG NS 1/Ko TNV TIBAVO TN TA VAOTIO M 0T TWV TIO TIAVG ATIEAWV.

AS/NZS: 4360 ISO/IEC TR 13335-3

NIST 800-30

OCTAVE

CRAMM

Microsoft

Define

Measure

Analyze

Improve

Control

Communicate and Risk analysis
consult

Establish the context

Identify risks

Analyze risk

Evaluate risk

Treat risk Safeguards selection

Policy and plan
implementation

Monitor and Follow-up
review

System characterizations

Threat identification
Vulnerability
identification

Control analysis
Likelihood determination
Impact analysis

Risk determination
Recommended controls
Risk assessment report

Cost-benefit analysis and
selection of controls
Implementation

Test and evaluate

Knowledge of
management—operational
area—staff

Create threat profile
Identify key components
Evaluate selected
components

Develop protection
strategy

Asset identification

Asset valuation
Threat and vulnerability
assessment

Countermeasure selection
and recommendation

Assessing risk

Conducting decision
support

Implement controls
Measuring risk

management program
effectiveness

Ewcova 2.4: MeBoSooyies yia v Awayeipion twv Piokwv kat Ektiunon twv Kivdivav [22].
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YuveyiCovtag, oLouyypageis Radanliev, P. et al. [20], tpooBétouv Tig akdAouBeg pebodoAoyies yia
TNV €KT{UNoN TV KIWSUVWV 0L 0TIO(EG UTTOPOVV Vo XPNoLUoTIOm 000V oav B&oT 0TV GTPATNYIKY)

IOV AKOAOLOEL plor OVTOTNTA YL TNV UEIWOT) TWV ATIENWV:

i.  Return on Investment (ROI)
ii.  NetPresentValue (NPV)
ili. ~ Strength Weaknesses Opportunities Threats (SWOT) Analysis
iv.  Threat Agent Risk Assessment (TARA)
v.  Common Vulnerability Scoring System (CVSS)
vi.  Capability Maturity Model Integration (CMMI)
vii.  Factor Analysis of Information Risk (FAIR)
viii.  Cyber Value at Risk (CyVaR) Model - Monte Carlo Simulations

Emopévwg, Bdon twv mo mhvw TANpo@opuwy, €xel SlatuwBel a vEx TIpooEyylon Y Tov
vToAOYLo UG TOoL piokov. ‘Etol, To «Cyber Risk Assessment Box» Ttparypatomolel Tov vmtoAoylopo
TOV plokov o€ [ ovtoTTa AapBdvovtag VTIOYn OxL HOVO TIG EVTIABELEG 0T TIANPOPOPLOKA
oLOTNUATH OAAQ Kol TOV TIOAUTIAEUPO avBpwTivo Tapdyovta. AnAad, Ta avBpwtiva

XOPAKTNPIOTIKA KAL TNV avOpWTILVI] CUUTIEPLPOPA.
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Ke@aiowo 3

Atktvo pe Evmadeieg ko
AwadiktTvakec Baoeic AsSopuevwy

Y10 Ke@dAao 3 poarypatoToLeitan 1 eptypa@t] TS Snioupylag tou SIKtvou pe eumtdBeteg. OTwg
éxeL ava@epbel, To eumabeg Siktvo amoteAsl onuaviikd onuelo oty pebodoroyia ™G
petattuylak Statpne. Emopévawg, yivetat ava@opd otov okoTo TG Snpovpyiog Tou aAAd Kot
TA BrjuaTa OV TPOYHATOTION|ONKAV Yyl TNV owoTh Agltovpyio Tou oty pebodoroyia.
AxoAoVBwG, TapovsIAleTaL 1) CUOYETIOT HETAEY TOU SIKTUOL e eUTAOELEG Kot SLASIKTUAKWY
Baoewv dedopévwv Tov €xouv cuptepn@Oel otV pebBodoAoyia pe 0KOTO VX TTPOGOUOLA{OVY Eva

oUVOA0 SeS0UEVWV LE KAKOBOVAEG EVEPYELEG XPTOTWV OE EVA OPYAVIGHO.

3.1 Xkomo¢ Anpuovpyiag Atktoov pe Eutadeieg

To ovuykekpévo Siktvo €xel dnpovpynBel €tol wote va Tpooopoldlel Eva Siktuo o€ €va
0pYOaVIoHO HE SLapopeg eUTIABELES. O OKOTIOG EVOILT) TIXPOYWYT] OGS OVOPOPAS LE EVTIADELEG LETA
amo v xprion tov gpyaieiov OpenVAS yia odpwon eumtaBeiwv. Emopévwg, mapouotaletal puo
SladKacia Yoo EVIOTIOU®WY EUTIHOELWY TIOL PTTOPEL VA VIOBETOEL £VOG 0PYAVIOUOG WG HETPO

TPOANYMG 0T0 TAKIGLO TNG TIOALTIKIG XOQAAELQG TTOU AtKOAOVOA.
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3.2 Eykataoctaon kat Asttovpyia Ewovikng Mnyavig
«Metasploitable».

[TpwTta, akoAovBwvtag Tov oUVSESHO TG loTooeASag «sourceforge.net» [03] yivetal n ANym g
EIKOVIKTG pnyavig «Metasploitable» yir to Aoylopko Kali-Linux (Ewoéva 3.1). H ouykekpuyievn

ELKOVIKT] LY QVT| TIEPLEXEL EVTIADELEG YLt OKOTIOUG EKTIOUGEVOTG.

/Metasploitable

Metasploitable

Metasploitable is an intentionally vulnerable Linux virtual machine
Brought to you by:

. 0.0.0.6.1 Downloads: Last Update:

Download Get Updates Share This

Summary Files Reviews Support Wiki
This is Metasploitable2 (Linux)

Metasploitable is an intentionally vulnerable Linux virtual machine. This VM can be used to conduct security training, test security tools, and
practice common penetration testing techniques.

The default login and password is msfadmin:msfadmin.

Never expose this VM to an untrusted network (use NAT or Host-only mode if you have any questions what that means).

Ewcova 3.1: Ajym g Ewovirg Mnyovrig «Metasploitablex» [03].

TV ouvéXELr, CULPWVA LE Ta Bripata TTov Slakpivovtat oy elova 3.2, yivetat Snpovpyia Tou
AELTOVPYIKOV AOYIG KOV YL TNV EKOVIKT umyavi] «Metasploitable» oto Oracle VM Virtual Box. To
mepBdAAOV oL Exel Snovpyn Bl yia v elkovikt) pnyovr) eivat Ubuntu - Linux.
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1]

Y M- 200, [ -vn-amaited

Operang System:  Dehisn {-4-bith

Lt Pl Locabore ;i \iser Wi Builfico v WAl Linu - 20 310, L i -amdfa

T X
Create Virtual Machine

Mame and operating system

Plesse chooss & descriphve name snd desbnabon foldsr for the new virbusl
maschine and selsct the mufmﬂam:ﬂmwmhmtﬂmm
The name you choose will be used throughout VirtualBiow bo identify this
e,

Machine Folder: | | Cx{users\User YirtualSox Vs w
Type: L - ‘F'tﬂ
versn: | Orade (64-0it) = =

e e

= Create Virtual Machine

Memary size

Sabact the amount of memory (RAM) in megabytes o be sllocated to e
wirtusl machine.,

The recommended memory sive i 1024 MBL

L] [smzs [5] e
4 8 Gl B

= Create Vil Machine

Hard disk

1F you wesh you can add & virtual hard disk 1o the rew machice. Yo can
either reste & rew hard desk fle or sdect one from the st or from arother
boration using the fkder ioon.

1 your need a more compiex Storage set-up you Can sp tis step and make
this drangis b B rachng SECTNGS N0k this mbdre B odabed.

The recommended size of the hard deske 5 12.00 GB.
() Do not add & virtual hand disk

() Create & vrtusl hard disk now

(W) Lise an ewisting wirtusl hard disk file

Uit 64 (Mormal, 12,00 68) i@

|

Ewova 3.2: Anuovpyia Asrtoupykov Aoyiopkod Ubuntu - Linux yio to Metasploitable oto Oracle VM
Virtual Box.
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AxoAoVBwG, yiveTaL N EYKATACTAOT) TNG EKOVIKIG pnyavs «Metasploitable» oto Tepi3dAiov tou
&xeL dnuovpynBet (Ubuntu - Linux). H eikova 3.3 mopouotadeL ta frpata yio v EYKATtaoTaoT) TG

ELKOVIKTG UNXOVIG.

8 Please choose a virtual hard disk file

4

¥

Organise = Mew folder

o Quick access
B Desktop

o

-‘ Virtual Scce Bctusl Save
FreeB6-1-cisk00 1. vdi B.00 GB 2.56 6B
Kahi-Linu-2000.1-vbox-amdid-diskiDvdi 80,00 GB 28.12 GB
Metasplomable omdk B.00 GB 1.80 GB
Ubuntu 64.wdi 12,00 GB 13568
wulnersble_docker_containement-diskD01.wdi 10,00 GB 269GB
Search By Name ll_ J'Ef!. @&
Chooss Cancel
ThisPC » Desktop » Metasploitable2-Linux w O earch
L) Mame " Diate modified Type Saze
W Metasplaitable 1170372020 19%:31 Virtual Machine Di.,  1,%87.T12 KB
X

& Create Virtual Machine

Hard disk

If yous wish you can add a virtual hard disk to the new machine, You can
either create & new hard disk file or select one from the st or from another

location using the folder icon.

If you need a more complex storage set-up you can skip this step and make

the chamges to the machine settings once the madhine is created.

The recommended size of the hard disk is 12.00 GB.

() Do not add a virtual hard disk
() Create a virtual hard disk now
(®) Use an existing virtual hard disk file

Metasploitable.vmdk (Normal, §.00 GB)

I}Ia Kali-Linux-2020.1-vbox-amd&4

- @- Powered Off

@_ (] Metasploitable
@) Powered Off

Cancel

Ewova 3.3: Anuiovpyia Asttoupykol Aoytopkov Linux yia to Metasploitable oto Oracle VM Virtual Box.
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IV OLVEXELR, OTIWG PALVETOL KAL OTNV €KOVA 3.4, YIVETOL EKKIVIIOT TNG EIKOVIKIG UNXOVNIG
«Metasploitable».

) powered OF :
__@ BN (58 Settings... Ctri+5

Clone... Ctrl+ 0

Move...
Export to OCL...
Remove...

Group

O UORDIRD

Start ' £ Normal Start

* Headless Start
< Detachable Start

(3] Show Log... Ctrl+L

Show in Explorer

.:,-i Create Shortcut on Desktop

&l Sort

Ewova 3.4: Exkivnon g Ewkovikrig Mnxovrig Metasploitable.

'ETelta, yi v Asttoupyia g eKoviknG pnyavis «Metasploitable», yivetat 1 tomo0£mon tov

OVOUOTOG KAl TOL KwdikoL xprjot): msfadmin, 6miwg paivetal kat otnv eova 3.5.

heduler atd
duler ond
( ine tomcats.5
# Starting web se
#» Rumming local . scri (setc/rc. local)
mohup: appending output 1p.out’
mohup: appending output to "mohup.out’

arning: Never expose this UM to an untrusted network?

Contact: msfdeviatlIlmeta sp loit.con

Login with msfadmin/nsfadmin to get started

netasploitable login:

Ewova 3.5: Tortob£mon tov Ovépartog kat tov Kwdikol Xprjot oty Ewovikiy Mnxoavi) Metasploitable.
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3.3 Anuovpyia Awtoov pe EvmaBsieg ko XUvdesom

Ewkovikwv Mnyovwv

' v dnovpyia evog KovoL SIKTVOU pE EVTIABELEG elvar avaryKala 1) TTAPEAANAT Agttoupyia ™G
EKOVIKNG pnyavis «Metasploitable» pe to Asttoupyd Aoylopukod Kali-Linux, oto omoio eivor
EYKATEOTNHEVO TO gpyoeio «OpenVAS». Autd Ba emtpemel v odpwon evmabewwy oto (S0
Siktvo. Emiong, elvat avaykaio 1 puBon Twv U0 aUTwV EKOVIKWV Pnxavwy Tov Ba Tpéyouv

TpdAANAa £ToL wote va Bplokovtat oto 8lo eVpog IP SievBuvoewv.

H swéva 3.6 mapovoidlel ta Pripata otig pubuioelg tov «Oracle VM Virtual Box» ywa v
Snpovpyia evdg Siktvou e eumtdBeles. To ouykekpévo Siktuo Exel ovopaotel «NatNetwork» kat

Ba koAuTTTEL TO €VpOG TWV IP StevBuvoeswv 10.0.2.0 /24.
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§§ Oracle VM VirtualBox Manager
_File  Machine Help

._.‘L_.._
Gl Import Appliance... Ctri+|
(@ Export Appliance... CuleE
Virtual Media Manager... CireD
8 Hast Network Manager... Cirl+H
&, Network Operations Manager...
@& Cneckfor Updates...
A Reset ANl Warnings
L CiisQ
&7 VirtualBox - Preferences 7 %

Genersl || Metwork
& np | NaTHetworks
@) update S”““ e
@ Language
Display

P Network
] Estensions |

83

MNe Prowy
&'.-:ﬂ._;a'l;.—_\ Preferences . 7
EI General Hebwork
&P nput | NATMetworis
@ Update Active Mame E
B4 MatWetwork i
@ Language & MAT Metwork Details 7 X ]
Display Be
T
! Metwork Mebwork Mame: |Nmm |
m — Wetwork CIDR: [10,0.2.0/24 |
e - Network Optons: ] Supports DHCP
- [ supports 1Pva
- 1 [ Advertise Default IPvs Route
[ ox ]| coce |

Ewova 3.6: Anpovpyia Aictoou pe EuttdBeieg oto Oracle VM Virtual Box.



TéMog, Bdon ™G ekdvag 3.7, oL §V0 ewovikég pnyovég Kali-Linux kot «Metasploitable» cuvdéovtat
HeTagL TOUG, TOTIOBETWVTAS 0TS pUBICELS TOUG TO SikTuo oL £xel SnpuovpynOel: NatNetwork.
Me o Td ToV TPOTIO £XEL SN poVPYNBEl Eva SKTLO e EUTIABELEG 6TO 0TIO(0 0L SV EIKOVIKES INYAVES

ETKOWVWVOVV PETAED) TOUG.

. Kali-Linux-2020.1-vhox-amd6d

A Powered OFf 3 Ctrlss
- e Ctrl+0
o] Metasploitable
(i Powered OFF [
(R}
8
&
&3 Kali-Linue-2020.1-vbox-amd6d - Settings ? *,
E General Hetwork
@ System Adapter 1 | Adapter 2 Adapter 3 Adapter 4
| Display Enable Nistwork Adapter
@ Attached to: |MAT Network v
Storage '
Name: |Nathetwork =
Ll Audio v
5 Network Adapter Type: |Intel PROJ1000 MT Desking (S2540EM) T
® Serial Ports Promiscuous Mode: | Allow Al r
ﬁ; - MAC Address: |BBO0271F3075 &
[+] Cable Connected
[] shared Folders
Port Forwarding
E User Interface

[oc ] conce

Ewova 3.7: ZOvdeon Eovikcdv Mnxavov oto Eutadég Aiktuo.
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3.4 Xapwon Aiktoov kot Ebpeon Evafsiwv

['a va StekmepatwBel 0 0TOX0G TG CUYKEKPEVIG EVOTITAS KAL YIX TNV OWOTI AELToupyla Tov
gpyadeiov «OpenVAS», Ba TIpETEL Vo YIVEL EVAL EVIUEPWOT) CXETIKA HE TIG TEAEUTAIEG EUTIAOELES
TIOU €XOUV EVTOTILOTEL Kol £xouv Tipootedel otig Bdoelg Sedopévwv tou epyaieiov. Emopévag,

yivetat xpriom g evtoAns sudo openvas-setup 6to Teppatikd Tou Aoylopkov Kali-Linux.

AxoAoVBwG, yivetat xprion tou NMAP, éva epyalsio To omoio eivat Swpedv Kot avolKTou KwOka
ota Aoylopka Kali-Linux [05]. To cUYKeKpLIEVO EPYOAEID ETILTPETEL GTOV XPNOT), LECW EVTOAWV

QO TO TEPUATIKO, VA TIPAYUXTOTIOLEL GAPWOT) SIKTVOL Yo eVTOTIOHO evepywV IP StevBivoewv.

Emopévwg, xpnopomolwvtag v evtoAn] nmap -sn -0Oa nmap 10.0.2.0/24 61w @aivetal Ko
omV edva 3.8, yivetal odpworn tov Siktvouv Tov €xel dnuovpynBel omv Evomta 3.3 yx

evtoTopo IP StevBivoewv twv egummpemtwv (IP Hosts).

:~$ nmap -sn -oA nmap 10.0.2.0/24
Starting Nmap 7.80 ( https://nmap.org ) at 2020-03-11 10:00 EDT
Nmap scan report for 10.0.2.1
Host is up (0.00052s latency).

Nmap scan report for 10.0.2.5
Host is up (0.00060s latency).
Nmap scan report for 10.0.2.15
Host is up (0.80010s latency).
Mmap done: 256 IP addresses (3 hosts up) scanned in 2.66 seconds

Ewova 3.8: Zdpwon Awctov 10.0.2.0/24 i Evtomiiopd AievBdvoewv E&utmpemtwv (IP Hosts).

LTV OGULVEXEWN, XPNOWOTIOWWVTAG TNV €vtoAn sudo openvas-start yivetat 1 exkivnorn tou
gpyoieiov «OpenVASy. Emtiong elvon avaykaio 1 eloorywyr) tou kwdwkov «sudox». Auto @aivetat

OTNV TIO KATW ova 3.9.

B mEars| E ~) kali@kali: ~
keali@ kali: ~
File Actions Edit View Help

:~$ sudo openvas-start

do] password for kali:
Please wait for the OpenVAS services to start.

You might need to refresh your browser once it opens.

Web UI (Greenbone Security Assistant): https://127.0.06.1:9392

Ewcova 3.9: Evtolr| Ekkiviiong touv Epyodeiov OpenVAS.
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Onwg @aivetal kaL oV O TAVW €KOva 3.9, To epyadeio pag odnyel otV 0TOCEASA
https://127.0.0.1:9392. Emopévwg, n tpdofBact) Kat 1) xprion Tov epyaieiov Tpaylatomoleltal
aTo TV oUYKeKPEVN Stadiktuakn TUAN. H eikdva 3.10 tapovoiddel o mapdBupo tomobemong

TWV OTOLELWV TOL XPNOTH).

|

Username: admin|

Password: 0000000000000000001

Login

Greenbone
Security
Assistant

Ewova 3.10: [TapdBupo Tomobétmong Twv Ztoyeinv Tov Xprjotn omv Awdictuaxr [THAn tov OpenVAS.

Yuveyifovtag, 0 xprog amoktd Tpdoflact oTov apyiko Tivaka Asttoupylwv Tov «OpenVAS»

(Ewodva 3.11).

Greenbone_ Refresh every 30 Sec. ¥ Logged in as Admin admin | Logout
Security Assistant Tue Mar 17 17:07:20 2020 UTC
Dashboard Scans Assets Secinfo Configuration Extras Administration Help
s
l_“} Dashboard ]
- Tasks by Severity Class (Total: 32) A Tasks by status (Total: 32)
B High ¥l pone
2 I Log
[ NA
v
~ CVEs by creation time (Total: 139743) A Hosts topology » NVTs by Severity Class (Total: 58117)
— [ year
B High
20,000 .+ 140,000 Q Medium
i 1 Low
18,000 AL 120,000 =
16,000 / Log
14,000 - ' ||-100.000
12,0001 I 80,000
10,000 |
8,000 I 60,000
6,000 L 40,000 10.0.2.15
4,000 |
a7 20,000
0 0

T . — T T
1990199520002005201020152020

Ewova 3.11: Apxids [Mivakag Asrtovpyiov tov OpenVAS.
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AxoAoVBwG, OTIwG SLKPIVETAL KoL 0TV TI0 KATw €kova 3.12, apouotdletal 1 emAoyn 0To

gpyaeio «OpenVAS» ov odnyel otV capwor) eutabelwv 0To SIKTLO TIoL £XEL Snovpyn Bel.

Greenbone Refresh every 30 Sec. ¥
Security Assistant

Dashboard Scans Assets Secinfo Configuration Extras

Filter:

sort-reverse=last first=1 min_god=70 apply_overrides=1 rows=10

ask Wizard
Advanced Task Wizard
Modify Task Wizard

s

Ewova 3.12: Apykog Iivakag Asrtouvpyiov. Emidoyr) Advanced Task Wizard.

Emiong, 0mwg Stakpivetan kat oty o KAtw ewova 3.13, yivetatr 1 tomobemon twv IP
SlevBuivoewv yo v odpwon eumpemtwyv oto onuelo Target Host(s). Bdon twv
QTIOTEAEOPATWYV ATIO TNV XP1)01) ToL epyaieiov «NMAP», yivetat tomtoBétnon twv IP StevBivoewv
OV SIKTVOV TIoV £xeL Snovpyn et pe v oepd: 10.0.2.1,10.0.2.5 ko 10.0.2.15.

Axopm, yuxkaBe Stxpopetikn IP SievBuvor) yivetat eloaywyn ovopatog g odpwong (Task Name)
Kl emAoyn puBpicewv ™¢ odpwong (Scan Config). Téog, yivetar n emdoyr Create y va
TpaypatomomOel 1) odpwon.

I can help you by ' Quick start: Create a new task
creaung a new scan

task and
automatically starting
it.

Task Name: MNetwork Scan Host1 110320

Scan Config: Full and fast -

All you need to do is
enter a name for the
new task and the [P
address or host
name of the target,
and select a scan
configuration.

Target Host(s): 10.0.2.]

Starttime: () Startimmediately

Create Schedule
Tuesday, 17 March, 2020 I

Coordinated Universal Time ¥

You can choose if
you wantme to run
the scan immediately,
schedule the task for
a later date and time,
or just create the task
SO You can run it
manually later.

Do not start automatically

Credential

SMB - -
In order to run an authenticated scan, you have to Credential
select SSH and/or SMB credentials, butyou can == .
also run an unauthenticated scan by not selecting e : -
any credentials. redentia
Email report to

If you enter an email address in the "Email report
to" field, a report of the scan will be sent to this
address once itis finished.

For any other setting | will apply the defaults from
"My Settings”.

Ewova 3.13: Advanced Task Wizard ya Z&pwon Aktoov.
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Emtiong, ipemel va onpelwBet 6t Stadikaoia tomoBEtnong twv kabe IP StevBuvoewv exwplotd
EYWVE YL TILO EEKABPT AVAAVOT) TWV ATOTEAECUATWVY KAL YL TNV SNOUPYIO HLXG avaupopag TTov
B TepAapBdvel ONUAVTIKEG EUTIABELEG YL TOUG OKOTIOUG TNG HETATITUXLAKTG Slatprc. ‘'Omtwg
PAIVETAL KL 0TV TIO KATWw ekova 3.14, petd v odpwon twv IP SievBivoewy, To gpyaieio
«OpenVAS» €xel evtomioel euttdBeleg amd tov egummpemt pe my IP SievBuvon 10.0.2.5 ko v
ovopaoio Network Scan Host 2 110320. O cuykekpLEvog eEUTINPETNTNG EVALT ELKOVIKT] HNYOVT)
IOV €xEL eyKataoTabel ot evoTTa 3.2 Y v Snpovpyia Tou SIKTOoV e uTtabeleg 0To €0POG

Twv [P 8tevBivoewv 10.0.2.0/24.

Reports
————

Network Scan Hest 3 110320
: . 0.0 (Log) |
(Automatically generated by wizard) S AT i el

Network Scan Host 1 110320
(Automatically generated by wizard)

1(1) Mar1l 2020

Network Scan Host 2 110320

(Automatically generated by wizard) il e

Ewcova 3.14: OdokAnpwpéves Zapwoelg Esurmpemtov.

TV cuveéxela, Yo v Snpovpyia Twv ava@opwy yivetatn emAoyn Scans, Reports (swova 3.15)

a6 tov Apxko IMivaka Asttoupylwv tou «OpenVASy.

Greenbone
Security Assistant

Dashboard N Scans I
ry

Dashboard

's "

qu—lJ Dashboard

Tasks
Reports

Results

Notes

Owverrides

Ewova 3.15: Anpuovpyia Avagopmv.
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Ot avapopég Tov £xouv SnuovpynBel Tapovcdlovtal OTIWS PAVETAL KXL OTNV TILO KATW EKOV

3.16.

Status Task Severity
MNetwork
Wed Mar 11
=0 B T Scan Host 3 0.0 (Log)
16:50:17 2020 110320
Metwork
Wed Mar 11
a3 Bl Scan Host 1 0.0 (Log)
16:43:52 2020 110320
MNetwork
Wed Mar 11 B r———
1o B T Scan Host 2 10.0 (High)
16:12:26 2020 110320

Ewcova 3.16: Ava@opég aro Ti§ ZapwoeLs.

"Emerta, 0 xp1omg £xeL TV SuvatOTNTA Vo SLKAEEEL TOV TUTIO TNG XVAPOPAS LE TAL ATIOTEAET AT
(Ewova 3.17). Zmv oUyKeKpEVN petarrtuytokt) StatpiBn, yivetau n) emdoyn CSV Results yux myv

TIPOVCIACT] TWV ATIOTEAEOUATWY TNG OAPWOTNG GE TUTIO .CSV.

Greenbone
Security Assistant

Dashboard Scans

| Anonymous xvL. «+ (JEE H €& o

e Anonymous XML
‘ ARF

Results (55 of 405)

— CPE

C5V Hosts

]
CSV Results

re icrypted Cleartext Login
HTML

03

ITG
TV Execution Vulnerabilities

Ewova 3.17: TOmot Avapopmv.
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13}

10.0.2.5
10.0.2.5
10.0.2.5
10.0.2.5
10.0.2.5
10.0.2.5
10.0.2.5
10.0.2.5
10.0.2.5
10.0.2.5
10.0.2.5
10.0.2.5
10.0.2.5
10.0.2.5
10.0.2.5
10.0.2.5
10.0.2.5
10.0.2.5
10.0.2.5
10.0.2.5

To Mapaptua A TTapovotdlel OAEG TIG EUTIAOELEG TTOU £XOUV EVTOTIOTEL ATIO TNV GAPWOT| TOU

Siktvov. ZUppwva pe eva Selypo oty ekova 3.18, Ta AMOTEAEOUATA TG AVAPOPAS HE TIS

SLAPOopEG EVTIABELEG TIOL £XOUV EVTOTIOTEL, XWPLlOVTL O€ KATIyoples (0TIAES):

L.
ii.
iil.

iv.

Vil.

Viii.

IP

Port

Protocol

CVSS

Severity

Solution Type
NVT Name

Summary

H petamtuyokn SwatpPn Ba emkevipwdel omv katnyopia CVSS. To CVSS (Common

Vulnerability Scoring System) etvat pua Ty og kAipoka 1-10 Tov amotunwvel To pEyebog g

ooBapoTTag to oUYKeKPEVNG suttdBelag [01]. Emopévawg, 1 cofapdmnTa oG CUYKEKPLIEVNG

eumdBelag TovideLto peyebog g emidpaong . 'Etot, dtavn tyur) CVSS avédvetay, toTe avgaveton

KaL T0 PEYEB0G TG EMIBPAONG LG CUYKEKPLUEVNG eUTIABELG. AKOAOVOWGE, LEAVETAL KoL 1) T

TOV PIOKOL TIOL TTAPOUCLALEL 1] GUYKEKPLUEVT) EUTIAOELN, OE TIEPITITWOT) EKUETAAAELOTIG TNG.

Port Port Protocol CVSS Severity Solution Type NVT Name

512 tep

80 tcp
8787 tcp
1524 tcp
3632 tcp
3306 tcp
53900 tcp
5432 tep
8009 tcp

514 tep

80 tep

513 tep

80 tep

80 tcp
6667 tep
6200 tcp

21 tep

22 tep

21 tep

10 High
10 High
10 High
10 High
10 High
9.3 High

9 High

S High

S High
7.5 High
7.5 High
7.5 High
7.5 High
7.5 High
7.5 High
7.5 High
7.5 High
7.5 High
7.5 High
7.5 High

Mitigation
Mitigation
VendorFix
Mitigation
Workaround
VendorFix
Mitigation
Mitigation
Mitigation
VendorFix
Mitigation
Workaround
Mitigation
VendorFix
Mitigation
VendorFix
VendorFix
VendorFix
Mitigation
Mitigation

rexec Passwordless / Unencrypted Cleartext Login
0s End Of Life Detection

Twiki XSS and Command Execution Vulnerabilities
Distributed Ruby {dRuby/DRb) Multiple Remote Code Execution Vulnerabilities
Possible Backdoor: Ingreslock

DistCC Remote Code Execution Vulnerability
MySQL / MariaDB weak password

VNC Brute Force Login

PostgresQl weak password

Apache Tomcat AJP RCE Vulnerability (Ghostcat)
rsh Unencrypted Cleartext Login

phpinfo() output Reporting

rlogin Passwordless / Unencrypted Cleartext Login

PHP-CGI-based setups vulnerability when parsing query string parameters from php files.

Test HTTP dangerous methods

Check for Backdoor in UnrealiRCd

vsftpd Compromised Source Packages Backdoor Vulnerability
vsftpd Compromised Source Packages Backdoor Vulnerability
SS5H Brute Force Logins With Default Credentials Reporting
FTP Brute Force Logins Reporting

Ewcova 3.18: Avagopd Euvrtabeiyv o TOTO csv.

Summary

This remote host is running a rexec service.

0s End Of Life Detection.

The host is running TWiki and is prone to Cross-Site Scripting

Systems using Distributed Ruby {dRuby/DRb), which is available in Ruby versions 1.6
A backdoor is installed on the remote host.

DistCC 2.x, as used in XCode 1.5 and others, when not configured to restrict
It was possible to login into the remote MySQL as

Try to log in with given passwords via VNC protocol.

It was possible to login into the remote PostgresQL as user

Apache Tomeat is prone to a remote code execution vulnerability in the AJP
This remote host is running a rsh service.

Many PHP installation tutorials instruct the user to create

This remote host is running a rlogin service.

PHP is prone to an information-disclosure vulnerability.

Misconfigured web servers allows remote clients to perform

Detection of backdoor in UnreallRCd.

vsftpd is prone to a backdoor vulnerability.

vsftpd is prone to a backdoor vulnerability.

It was possible to login into the remote S5H server using default credentials.
It was possible to login into the remote FTP server using weak/known credentials.
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3.5 Awadiktvakéc Baoesig Asdouévwv, «Insider Data

Threats»

Iy petamtuyxakn Stpfn €xel mpaypatomomBel xprion Sladiktuakwyv SeSopévwv Tou
amoTeAoVV Tapadelypata oamd KakOBOUAEG evépyeleg xpnotwv o€ éva opyaviopd [15]. Ou
OUYKEKPLUEVEG Bdoelg Sedopevwv €xouv xpnoomomBet oty pebodoroyia yior v Snpovpyia
Tov «Cyber Risk Assessment Box» pe amotéAeopa v ektipunon tov piokov o€ pa ovrtomta. Ta
«Insider Data Threats» amoteAoUv tapadetypata atmo apxeia kataypogpng cupBaviwy factopéva

O€ EVEPYELEG XPNOTWV IOV EXOVV KataxwpnBel kat TBavov va evtomiotovy oe o Sladikaoio

avEALONG TNG VOPWTILVNG CUUTIEPUPOPAS.

OL OUYKEKPLIEVEG KAKOPBOUAEG EVEPYEIEG OTIO TOUG XPNOTEG UTOPEl va 0dNy1ocovv otV
EKUETOAAELOT) EVTTADELWDV OTA TANPOPOPLAKE CUCTUATA, OTIWG YIX TIXPASELYHA TWV EVTIABELWV
IOV EVTOTHOTNKAV om0 TNV odpwotn tov epyoieiov «OpenVAS» oto eumabeg Siktuo TOU
SnuovpynBnke. v Mo mévw ekova 3.18 aAdd ko oto Tapdpmua A, n tomoBEtnon evog
aduvatov Kwdov mpocPaong oe a Bdomn Sedopévwy, Pmopel va 08NyNoeL 0TV TTapavopn
TpooBaon amod Eva epyalOUEVO Kal UTTOKAOT otoxelwv. Emerta, autd pmopel va TpokoA£oel
OLKOVOWKEG KOl VOUKEG oUVETELES. Eopévag, Bdom tou «OpenVAS», | cuykekplpévn eumdBeia

gxeL Ty «CVSS» tom pe 9 Trov tovilel TV cofapoTnTa TG OE TIEPITTTWOT) EKUETAAAEVON|G TNG.

YuveyiCovtag, cuppwva pe Ti§ Bdoelg Sedopévwv [15] kot OTIwG @aiveTal Kat 0To TapAadeypo
omv exova 3.19, umdpxel mBavémTa €vag UTGAANAOG G €va OpyovIopd va pmv etvo
ELXUPLOTNHEVOG LLE TO EPYACLUKO TOU TIEPLBAAAOV. ZTO GUYKEKPLUEVO TIAPASELY X, OL EPYALOUEVOL
EVIUEPWVOLV PEG W NAEKTPOVIKOU TAXLUSPOLEIOL OTLT EpyaTia TOUG SeV EKTILATAL KL SEV UTIAPYEL
oefaocpog. Auto, PTOpEl VO EXEL APVNTIKEG CUVETIEIEG 0TIV TIHPAYWYIKOTNTA KABWS Kol oTnv
ouumepupopd toug. Emiong, autd umopel va odnynosl oe KakOBOUAEG EVEPYEIEG ATIO TOUG
VTTOAANAOUG KL VA TIPOKOAEGOLY {Nud otov opyaviopo. ‘Etol, o opyaviopdg umopet va vmooTtel
OLKOVOWKEG ETUTTWOELG KABWE Kol KpVNTIKA GYOALL IOV UTIOPEL val TIAEOUV TV KOV TOU

0pYOVIGHOV.
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email PC-9776 Tatiana.Indira.Hanson@dtaa.com Kyle.Tanner.Whitaker@dtaa.com my work not appreciated i work weekends fed up my work not appreciated

email PC-7309 Daniel.Kibo.Bruce@dtaa.com Berk.Griffin.Cooley@dtaa.com Send 39869 AA First Email To Supervisor my work not appraciated no gratitude

amail PC-7309 Daniel.Kibo.Bruce@dtaa.com Berk.Griffin.Cooley@dtaa.com Send 21118 Ah Second Email To Supervisor angry take me seriously exacerbated i will leave bad things

Ewcova 3.19: [Tapdderypa Avoapéokeiag YeAAAwv oto Epyactako [epi3éddov [15].

EMopévws, 010 GUYKEKPIEVO YEYOVAG, €vag SUoHPECoTNUEVOS epyaldpevog Ba pmopovos va
TIPOLYHLATOTIONOEL LAl KAKOBOVAT €VEPYELR, HAVTEDOVTAG TOV €UKOAO KwdKO Tpdoaong g
Baomng Sedopévwv yiar Tpdvoun LTIOKAOTI GTOLEIWY, OTIWG PAIVETAL KXL OTNV aVXPOPA TOU
gpyadeiov «OpenVAS» (Ewdva 3.18). Me aquto Tov TPOTIO TOVI(ETALT) GUOKETLOT) TV SLASIKTUAKWY
Baoewv SeSopeEvmv e TI EUTIABELEG TTIOU UTIOPEL VAL EVTOTILOTOVV O€ €val SIKTUO OTIWG OUTO IOV
Snuovpynonke. ‘Etoy, 1 petamtuxokn SatpPn) Ba Baciotel o vty ™V ovvdeon ya v
EKTIUNOM TG TEAKNG TG TOV ploKOU.

Yuveyifovtag, 1 XapmAn TaPOywYIKOTNTA KAL 1] CUUTIEPLPOPE TWV VTTIOAANAWY WG TPOG TNV
S1dBeon oV TTIAPOVCLALOVV YA EPYACLN, PAIVETAL KAL 0TO TIAPASELYHa TIS eikdvag 3.20, 6Tov

S1aopoL UTIAAANAOL ELGEPXOVTAL OE LOTOGEAISES TTOL SEV APOPOVV TOV OpYaVIoHO [15].
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{D915-FODRGTXO-667GRTUB}
{0Q4U2-X61059DT-737TTMVIX}
{H3S1-X7IDSAWC-8143VOIR}

|{U7G1-HT7LBI25X-9883BZOK)
|{BEUA-KAKIDIHE-3951ZCME]
{HTXS-V1IW990I1-3414EQNKX]
{VBMS-Y2EVT1GF-5540NOPO}
{P1X1-B2UI0TAL-49722FSK]
{58G3-D5YX95VZ-2313HXIO}
|{U3UD-T2FO36IM-4618WINT}

|{5320-PSUGO2AS-5790DTIF}

|{R2F4-E6WVS6BR-5518INQW]

|{11K1-VEDV9IEN-3242FATI}
{FET5-CEFN18IT-7675MEBZ}

| {¥2B1-X4HB14PR-6724HUSE}

| [VBVS-VEIS565V-2068141D}

| {K3P0-PIOKEINL-045TMIVI}
{T3W9-ABGP19AV-63360JGF}
{E3G3-X1QRIEDN-6375HZVA}
{HID5-LITM790G-1290MV G}

01,/18,/2010 15:55:27
01,18/2010 16:02:44
01/18/2010 16:18:02

DTAA/BTWOS73
DTAA/RAADSSS
DTAASKSPO927

02/01/201009:30 DTAA/ATIO284

02/01/2010 10:03 DTAA/BFV0911
02,/01,/2010 13:28 DTAA/BCMOS58
02,/01,/2010 16:19 DTAA/BMLOG1E
02/01/2010 16:23 DTAA/ABSOT26
02/02/201009:11 DTAA/MIMO4ES
02/02/201009:16 DTAA/CDS0300

10//27/2010 16:07:33
10,/27/2010 16:42:19
10/29/2010 07:41:56
10,/29/2010 07:41:57
10/29/2010 07:45:52
10,29/2010 08:50:30
10/29/2010 09:58:36
10/29/2010 11:09:21
10/29/2010 11:46:02
10,/29/2010 11:58:42

DTAA/RRFO245
DTAASAKS0283
DTAAfIFADOEL
DTAASAISO91T
DTAASAJS0917
DTAASAKMO69
DTAASAIS0917
DTAASAISO97E
DTAASECGOTS3
DTAA/AECOTS0

PC-4462 http://netflix.com
PC-1665 http://netflix.com
PC-2221 http://netflix.com

| [H1EB-VSLNT95Z-9056HAMY} 01/18/2010 16:25:11 DTAASAJBO370  PC-0054 http://netflix.com
|{N3I0-J9AN26KF-T0S8TIGR} 01/18/2010 16:42:00 DTAASABS0726 PC-3698 http://netflix.com
|{P3K1-MT7NI28ZP-DB03NTKV} 01/19/2010 06:39:47 DTAA/CLEOS35  PC-1731 http://netflix.com
: {Y2D5-F1ZM10UV-6537QRXV} 01/19/2010 17:14:57 DTAASASS0824  PC-4842 http://netflix.com
|{M7B8-D5GA43FK-03FACKME} 01/20/2010 08:20:07 DTAASCAD0951 PC-2846 http://netflix.com
{U1V5-UBBD1BVL-6964RBSS) 01/20/2010 08:28:56 DTAA/BCMOS58 PC-3916 http://netflix.com
{Y5I8-U2ZHY2BGN-714406X1} 01/20/2010 10:49:47 DTAASAIAO2Z20 PC-3872 http://netflix.com
{L6G3-CAEX35NT-3098HTVE} 01/25/2010 20:15:40 DTAASARGO405 PC-3289 http://netflix.com
{ELO6-0O1HO26TW-5824XQCGE} 01/26/2010 13:05:00 DOTAA/BCIO200 PC-2703 http://netflix.com
|{01C3-06LX96UY-2190HIMW] 01/26/2010 13:19:53 DTAA/AAKD924 PC-4772 http://netflix.com
|{R3E2-H1FMOGZU-9098BHDT} 01/25/201013:37:39 DTAA/LBCO422  PC-1535 http://netflix.com

PC-4337 http://netflix.com
PC-1532 http://netflix.com
PC-3916 http://netflix.com
PC-0659 http://netflix.com
PC-3698 http://netflix.com
PC-1592 http://netflix.com
PC-2678 http://netflix.com

PC-0019 http://youtube.com
PC-3049 http:/fyoutube.com
PC-4328 http:f/youtube.com
PC-2082 http:ffyoutube.com
PC-2082 http://youtube.com
PC-0691 http://youtube.com
PC-2082 http:f/youtube.com
PC-1738 http://youtube.com
PC-1669 http://youtube.com
PC-2926 http://youtube.com

|{GIRT-AONLIZL-0230LYIH) 11/01/2010 07:42 DTAAJASCO132  PC-2960 http://youtube.com
|{¥3D0-P4IQTEFO-1733ZRGM) 11/01/2010 08:37 DTAAJAKWO582  PC-0891 http://youtube.com
|{29P4-Q2MZAIZD-921 TXOME} 11/01/2010 08:41 DTAAJAFGO122  PC-4492 http://youtube.com
| {RBES-KOBT74NB-4143AUQX] 11/01/2010 08:52 DTAAJACLOBES  PC-0124 http://youtube.com

{F4Y2-080DEEZL-96T6VSPK}
|{F6Z0-MBLB37UE-1891SNEN]}
|{USZ5-H2VI4SNW-1365PF5F}
| {VET3-VOZUS3AT-59640VES})

03/21/2010 16:56:04 DTAA/AAROS08
03/31/2010 17:00:58 DTAA/BCHO912
03/31/2010 17:11:49 DTAA/AAK(OS24
03/31/2010 17:21:28 DTAA/ACLO3GS

PC-1469 http://facebook.com
PC-2485 http://facebook.com
PC-4772 http://facebook.com
PC-0124 http://facebook.com

| {X1B9-CESYOMNN-1335FMMI}
|{¥3D9-BAHU12JA-4953FFBN)
|{Q3P2-12URDAL- T TIAVNG]
{VTN3-MAKKIZMY-3393GEFU}
|{Q8Z7-12KP24IM-4293IULF}

04,/01/2010 07:15 DTAASAKADO32  PC-2020 http://facebook.com
04/01/2010 07:18 DTAABFO0438  PC-4057 http://facebook.com
04/01/2010 07:32 DTAASACDOG47  PC-3117 http://facebook.com
04/01/2010 07:39 DTAA/AJAD220  PC-3872 http:f/facebook.com
04/01/2010 07:39 DTAAJACHOE03  PC-4334 http://facebook.com

Ewova 3.20: [apdderypa MpdoBaong ot IotooeAiSeg Tov Agv Apopovv tov Opyaviopd [15].

Axopm, cOUPWVA LE TO ETTAYYEAUXTIKO ETITTESO TOL AVOPWTIVOU SUVOIKOV, TO ETHTIESO YVWOEWV,
KaBWG KAl TNV €PyaolaKt) eumelpia, To ploko Yo TPOKANoT {NIAG O€ W OVTOTNTA €val
HEYOAUTEPO O€ TIEPITTTWOT) KAKOPBOUANG evepyeLaG. TNV O KATw ova 3.21, mapovotadovrat
Tapadetypata oo v faor SeSopevmwy, 0TIoL aiveTa va YIvETaLxprom KakO30uAou AoYIo KOV
«keylogger» pe Bavo okoTo TV TapakoAoVON o™ Kat TV Tapdvopn amokmor dedopévwv [07].
Emopévwg, vmapyel mbavémra va Slappevoouv TANPO@OPIEG IOV KAVOLUV LA OVTOTNTH
TIETUXTUEVT) OTAV UTIAPYOUV TEXVIKES YVWOELG KL EUTIEIPIAL YLt XP110T) KAKOBOUAWY AOYLO UKWV

omwg to «keylogger». Auto pmopel va 081y OEL EVX OPYXVITUO OE OLKOVOKEG GUVETIELEG.
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http {Z808-G2UI61TW-T042FUSY}

PC-9776 http://download.cnet.com/Refog-Free-Keylogger/Climate_of_Ohio/snowiest/NNXrlybttre1252221508.aspx

surveillance monitor program file free keyboard free stealth program hidden

device
file
device
logon
device
file
device
logon
logon
logon

PC-7309 R:\;R:\BGC0686;R:\24h64f6
PC-7309 R:\keylogger.exe

PC-7309

PC-2403 Logon

PC-2403 R:\;R:\BGC0686;R:\24h64f6
PC-2403 R:\keylogger.exe

PC-2403

PC-2403 Logoff

PC-2403 Logon

PC-2403 Logoff

Ewova 3.21: [Tapaderypa Xprions KakoBouvAov Aoytopukov «keylogger» [15].

EmmA£wv, To eminedo pocaong Tou amokTa 10 avOpwivo Suvapuko pmopel va kabopioel to

HEYED0G TG TNULAES TTOU MTTOPEL VO TIPOKOAETEL Lot KAKOBOVAT evépyela. ETopévag, To ploko o€ éva

opyaviouo eivat peyadvtepo o6tav To emimedo poofaong mov kabopiletan elvar peyodvtepo. H

EKOVA 3.22 TIPOUCLATEL VO CUYKEKPLUEVO TIPASELY A OTIOU 0 XP1oTNG e TV pnxavn PC-3585

paivetal va Tpaypatomolel KakoBovAeg evepyeles, aveBdlovtag apxela kal TIAnpo@opieg otnv

yvwot) otoceAida Stappong dedopévwv «wikileaks.org» [15]. v mepimtwon pag T€Towg

KaKOBOVANG evépyelag amo eva epyaldpevo sivat Bavov va odnynoel og Slappor| evaicOntwv

TANPOPOPLHV KAL IOIWTIKWV dedopevwy. ETot, opyaviopog HTtopel va XEL VOIKEG KOl OLKOVOLLKES

ETUTITWOELG, KABWG KA PVNTIKEG CUVETIELEG 0TIV EIKOVA TOL OPYAVIGHOV.

Ewova 3.22:

logon {G2H1-V3LL26UJ-4609SMBGD}
device {Y6I8-12LO77NI-8263FFFU}

http {C503-K3KK36TF-3444YDYN}
device {R604-Q6TK19WO-2378PYOS}
logon {I9P2-Z8JX07HI-2460KGXN}

logon {X6F2-G7RK34PF-6119MNWN}
device {T6M6-V7HHE4YF-6253NFTK}
device {JEN9-T3AN23NV-9781KHHG}
logon {C0QO-Q7NFG61RO-0237KQXF}
logon {Q1W9-X7EB31VI-6835VIPN}
device {E4Z3-13YPS7FO-3445TUDC}

device {FSE3-U9QK34HM-34040FAO}
logon {T7Y9-Q2LD36CL-0630ZOMX}
logon {19Q8-A65N35RS5-7732TIRL}

device {O6Y7-YSBOSSJF-0919)XJK}

device {N2K1-W2HW73KA-92561DLX}
logon {K8V2-CTRNI6HD-2871XQZF}
logon {H9AT7-GIXKIIZM-6166AI10L}
device {I8G0-X2DD58JN-6372VACI}

device {P9A9-G3BES5UM-3445XICZ}
logon {B2Z8-D2NX57XP-5870ZDFI}

logon {17P3-B2NK510W-1892ESZM}
device {Q4E5-V8XA18EF-0280QQZ)}
http  {N5X1-H1SK3755-9208ENYS}
device {Y2H2-WA4AE27KN-4301QKDP}
logon {K6D3-V5LZ170M-8387E0QC}

03/06/2010 01:41 ONS0995
03/06/2010 01:47 ONS0995
03/06/2010 01:47 ONS0995
03/06/2010 01:48 ONS0995
03/06/2010 02:40 ONS0995
03/09/2010 12:04 ONS0995
03/09/2010 12:57 ONS0995
03/09/2010 02:10 ONS0995
03/09/2010 02:32 ONS0995
03/12/2010 03:03 ONS0995
03/12/2010 03:12 ONS0995
03/12/2010 03:22 ONS0995
03/12/2010 03:29 ONS0995
3/16/2010 5:31:57 ONS0995
3/16/2010 5:52:24 ONS0995
3/16/2010 5:58:31 ONS0995
3/16/2010 6:06:30 ONS0995
3/19/2010 6:46:47 ONS0935
3/19/2010 6:49:14 ONS0935
3/19/2010 6:54:17 ONS0935
3/19/2010 6:55:32 ONS0995
3/19/2010 22:04:38 ONS0995
3/20/2010 1:47:28 ONS0995
3/20/2010 01:59:32 ONS0995
3/20/2010 5:38:08 ONS0995
3/20/2010 8:10:12 ONS0995

PC-3585
PC-3585
PC-3585
PC-3585
PC-3585
PC-3585
PC-3585
PC-3585
PC-3585
PC-3585
PC-3585
PC-3585
PC-3585
PC-3585
PC-3585
PC-3585
PC-3585
PC-3585
PC-3585
PC-3585
PC-3585
PC-3585
PC-3585
PC-3585
PC-3585
PC-3585

Logon
Insert
http://wikileaks.org
Remove
Logoff
Logon
Insert
Remove
Logoff
Logon
Insert
Remove
Logoff
Logon
Insert
Remove
Logoff
Logon
Insert
Remove
Logoff
Logon
Insert
http://wikileaks.org
Remove
Logoff

Hapaderypa KakoBovAwv Evepyelnv kat Awappong Asdopevwy [15].
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ZUUTEPACUATIKA AOLTTOV, UTIOYPOUUICETAL TO YEYOVOG OTL Ol avBpmTIVOL TIAP&YOVTEG Kl
Waitepa Ta avBpWTIVOL XXPAKTNPLOTIKA UTTOPEL VO 081Y1|00LVV O€ KAKOBOUVAEG EVEPYELEG OTIWG
Tapovolalouv ot Sadiktvakes Pacelg dedopévwv («Insider Data Threats»). ‘Emerta, ot
OUYKEKPLUEVEG KAKOPBOUAEG eVEPYELEG UTTOPEL VL 081YICOUV OTNV EKUETAAAEVOT TWV EVTIABELWV
TWV TANPOQOPLAK®Y CUCTIUATWY, OTIWG PAVETAL LETA TNV 0&pwoT) Tov epyaieiov «OpenVAS»

070 euTIABEG SiKTLO TIOL SNLOLP YN ONKE.
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Ke@aiaro 4

Eyxatactaon Epyaisiwv

To KedAaio 4 tapoucidel Ta epyaAeia TTOU XpNOLOTIO BNKaV 0TV LETATITUXLOKN Slortpi] yio
€VPEDT) ELTIABELWV KL LETATPOTH) TNG pHeBoSoAoyiag oV YAwooo Tpoypappatiopov «Pythony .
Emiong, eme€nyel Bripa tpog Prina TG EVEPYELEG TIOL TIPAYUXTOTIOMBNKAV YL TV OWOTH XP10M

TOUG,.

4.1 Epyaleio OpenVAS

H ouykekpuévn evomta avapépetal oto epyaieio «OpenVAS». [TporypatoToleito pio eloaywyn)
0TO EPYOAELD KL aKOAOVOWE TTAPOVGIALOVTALTIANPOPOPIEG OXETIKA JE TNV EYKATAGTAGOT), pUBLLOT)

KO AELITOUPYLX TOV EPYOAELOL.

4.1.1 Ewocaywyn oto EpyaAsio OpenVAS

To epyadeio «OpenVAS» elvat Eva epyoAeio avolKToU KWK Yot TV 6APWoT) KOL TOV EVTOTILOUO
eUTABELWV 0T SIKTLA UTIOAOYIOTWV KL TIANPO@OpLaK®wV cuotudtwyv [06]. H Asttoupyia Tov
OUYKeKpLEVOL gpyadeiov yivetar Swadiktvaxd. Emiong, m eykatdotaon touv «OpenVAS»

TIPOLY LA TOTIOLELTAL OTO AOYLO KO AELITOUPYIKWV cLOTNUATWV «Kali - Linux».

4.1.2 Eykataotaon OpenVAS
'OTtwg @atvetal kot oy €kova 4.1, 1 eykatdotaon tou epyaieiov «OpenVAS» yivetal pe v

xp1om ¢ evtoArnc sudo apt-get install openvas oto teppatiko (terminal) Twv Kali - Linux.

kali@@kali: ~

File Actions Edit View Help

:~$ sudo apt-get install openvas
[sudo] password for kali:
Reading package lists ... Done
Building dependency tree
Reading state information... Done

Ewova 4.1: Evrol yw v Eykatdotaon tov «OpenVAS».
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4.1.3 PUOuon OpenVAS

'Omtwg Stakpivetat kKot oty eova 4.2, 1 pUBIoN Tov gpyaieiov ival avaykaia TPV oo TV
xpnom tov. Emopévwg, yivetat 1) xprion g evtoAng sudo /usr/bin/openvas-setup mov odnyet
KoL o€ avafaBpuon tov epyadsiov e Ti§ TeEAsuTaieg eumtdBeleg o Exouv dnpoctevtel. Emiong, o
XpMog £xeL v duvatdtra avaBadpons ™mg Bdong Sedopevwy pe Tig euTTABELEG OTIOTE UTOG

TO EMBLPEL XPNOWOTIOWVTAS TNV EVTOAN sudo openvas-setup.

ﬂ Kali-Linux-2020.1-vbox-amdé4 [Running] - Oracle VM VirtualBox

Maching View Input  Devices  Help

Filg
s B [kali@kali: ~] [kali@kali: ~]

File Actions Edit View Help

> Executing “openvas-setup”
Error: fusr/bin/openvas-setup must be
:~% sudo /usr/bin/openvas-setup
[sudo] password for kali:

[>] Updating OpenVAS feeds

Ewcova 4.2: PUBon tov OpenVAS.

4.14 Agrtovpyia OpenVAS

Yuveyifovtag, 0Tav yiveTal o TpwTn opd 1 pUBWLOT KaL 1] XP1|oT) TOL £pYAEiov, Sivetal €vag
KwOKOG TIov Ba xpnoomomBel yix mv lcodo oty Stadiktuakt) mAat@opua tov OpenVAS. H
eova 4.3 tapovotdlel TV NAeKTpovikn SlevBuvor oy omola Ba ekteAsltan 1) Asttovpyia Tov

OpenVAS, kaBwg kot 0 Kwdikdg el6680v. Akdun, To dvopa Tov Xprjoth eivat admin.

[+] Opening Web Ul (AETEZEVERNIEEELE) in: 5 ...
[>] Checking for admin user

[#] Creating admin user
User created with password 'd26e3cl8-e23f-45de-92cf-2241e830c790".

[+] Done

:~§ *C
:~$ []

Ewcova 4.3: Ztoiyeia Elod8ou oto Epyadsio OpenVAS: i) HAextpovi AievBuvon, ii) Kwdwds EwodSou .
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AxoAoVBwe, Baon ™G ewovag 4.4, YIVETOL OQUTOUATI) QVOKXTEVBUVOT] OTNV GUYKEKPUIEVN
NAekTpovikn SlevBuvon kot {nteltal 1 TOToBETNOT TOU OVOUATOG XP1OT KAl TOU KWKoV

gl.o0080v.

ssistant - Mozilla Firefox

Lagin
Greenbone
Security
Assistant

Ewcova 4.4: lapaBupo EwodSov oo epyadeio OpenVAS.

TéMog, ) eikova 4.5 TTapovoidlel Tov apyko Tivaka Asttovpylwv (dashboard) tov OpenVAS petd

™V emtuyn Tpdofiact Tov xpro).

Greenbone Security Assistant - Mozilla Firefox

enbone Security Ass X =+

SN ® ! RN
Kali Linux Kali Training Kali Tools # Kali Docs Kali Forums NetHunter Offensive Security « Exploit-DB GHDB || MSFU
Greephong No auto-refresh A Logged in as Admin admin | Logout
Security Assistant Sun Feb 16 20:11:39 2020 UTC
Dashboard Assets Secinfo Configuration Extras Administration Help
P ~
kﬂ-lij Dashboard %
- Tasks by Severity Class (Total: 0) - Tasks by status (Total: 0)
- CVEs by creation time (Total: 138582) = Hosts topology - NVTs by Severity Class (Total: 0)
1 year
20,000 ,.r-140,000
LENEET L 120000
16,000 {
14,000 100,000
12,000 : [ 80,000 No hosts with topology selected
10,000 -
5.000 L ’\_J 60,000
6.000 /K,,\"\/_/ 40,000
4,000 e
2000 s 20,000
01— T = T T T 0
1990 1995 2000 2005 2010 2015 2020

Ewova 4.5: Apykog [ivakag Asrtovpyiwv OpenVAS.
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4.2 Epyaielo Spyder

H ouykekpévn evdmra ava@epetal oto epyaieio «Spyder3y». [Ipaypatomolelitat pua eloaywyn
0TO EPYOAED KL aKOAOVOWE TTAPOVGIALOVTALTIANPOPOPIEG OXETIKA JLE TNV EYKATAGTAOT), pUBLLOT)

KO AELITOUPYLX TOV EPYOAELOL.

4.2.1 Ewoaywyt) oto Epyalsio Spyder

To epyadeio «Spyder» emTpémel oTOV XPNOTH TV SNUOLPYIX KAL TNV ETEEEPYATIO KWEIKA GE
YAwooa poypappatiopov «Python» [21]. Emtiong, emitpémnet mv aAAnAemiSpaon pe tov xprot,
AoV 0 YpPoTNG UTOPEL VO TOTIOBETNOEL TYES OE Eva TTapABUPo CAANAETHE PO E TOV KWSIKA.

4.2.2 Eykatdotaon Spyder

H eykatdotaom tov «Spyder» £ytve 0To A0YIo KO Agttoupyikwv cuotpdtwy «Kali - Linux», pe to

TpELI0 NG evtoArc sudo apt-get install spyder3 oto teppatio.

4.2.3 Eioo80¢ kot Asrtovpyia Spyder

H eloo80g oto «Spyder» yivetatl e To TPEELUO TG EQAPHOYNS, OTIWG (PAVETAL KAL 0TIV EKOVX 4.6

TILO KATW.

i Kali-Linux-2020.1-vbox-amd64 [Running] - Oracle VM VirtualBox

\ Kali Linu:

Web Browser

#9 Firefox ESR

@’ Spyder3

The Scientific Python Development Environment - Python 3

Ewcova 4.6: E@appoyn Spyder3.
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IV ovvexela, OTwG PAIVETAL KL 0TV elKova 4.7, 0 Xp1|oTng KaAsitan va Snpovpynoet 1 va

avoi&el éva apyxelo pe kwdika «Pythony.

Spyder (Python 3.7)

File Edit Search Source Run Debug Consoles Projects Tools View Help

New file... Ctrl+N 2 e 9 Jhome/kali

Open... Ctrl+0
Open last closed Ctrl+Shift+T

Open recent

Ewova 4.7: Anuovpyia ) Avorypa Apxeiov pe Kddwka Python.

EmmA£wv, oy ekdva 4.8, Stakpivetal ota aplotepa To KUPLo tapdBupo emelepyaciog kwdka

Python, v kdtw-8e€1a aivetat to TapaBupo cAANAeTiSpaomG pe Tov xprio).

Spyder(Python 3.7)

File

Edit Search Source Run Debug Consoles

R = @ @ € > [homefkali

Editor - Jhomejkali/Desktop/Script17.py
ScriptiZ.py B Source Console v  Object

Projects Tools View Help

Help

1import pandas as pd
3 def main():
5 weightl = input ("Ente alue for Financial Impac iterion weight: ") Hers s an get help of bject b s
5 while not float(weightl) in range(1,1 ey e
Veightl = nput(-Plesse enter an 4 alue for Financial n Weight bet 16 ) rl+1in front of it, either on the Editor or the
financial impact = int(weight1} Console
(“Ent valve for Leg o on Weight: =) Help can alse be shown automatically after writing a
weight2) in rangelo,100): - eft parenthesis next to bject. You can activate
ut(“Please enter an integer % valu egal In 1 pight botwes ) this behavior in Preferences > Help.
legal impact = int(weight2)
weight3 = (100 - (financial _impact + legal impact)) New to Spyder? Read our tutoria
reputational_impact = int(weight3)
1f reputational impact >= 0:
print{*\n of Reputation nal T it " + strireputational_impact)) Variable explorer  File explorer Help
21 else: IPython console
print(*\n"“Error! Please re-start the program’) 5
Console /A
print{ )
2 Python 3.7.6 (default, Dec 19 2019, ©9:25:23)
Type “copyright”, "credits® or *license” for more information
IPython 5.8.0 -- An enhanced Interactive Python.
29 WFla = input {“Enter a v o it Inpact: °) 7 > Introduction and overview of IPythen's features.
while not float(HF1a) in range(1,6 squickref -> Quick reference.
HFla = input(“Please enter an inte e betwe 3 help -> Python's own help system.
> HFL ratingl = int(HFla} object? -> Details about 'sbject’, use 'objectz?’ for extra details.
3 I (11
HF1b = input (“Ent: A it Impac’ )
while not f F
HFlb = = betwe )
4 HF1 rating?
45 WFlC = input {“Ent ith Reputational I )

tHF1C) in range (1,6)

46 while not f
47 HFlc = input(
& HFL_rating3 = int(WFlc)

IPython console  History log
End-of-lines: LF  Encoding: ASCII Line: 1 Column: 20 Memory: 39 %

Permissions:

RW

Ewova 4.8: [Tap&bupa Asttovpyumv Tou epyaieiov Spyder3.
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4.3 Xoapikn Eova twv Epyodeiov

H ouykekpiévn evotta Topouotdlel v oUVOEDT) HETAED TWV EPYOAEIWVY OTNV HETATITUXLOKY)
Satpfn, 6Twg xpnoomontnkav yua v vAomoinom tov «Cyber Risk Assessment Box» ko v
ektiunom tov piokov. Emopévwg, 1 edva 4.9 tapouctdlel Ty 6 QaLpLKT EIKOVA TwV EPYOAEIWV KAl

TWV UNXOVWV TIOU XPNOLULOTION OnKav.

0!

OpenVAS

OpenVAS

Spyder3
(Python 3.7)

Oracle VM
Virtual Box

Ubuntu Linux Metasploitable

3

Ewova 4.9: Zpapn Ekéva twv Epyodeinv kat Mnyavav tou Xpnooro]enkav.
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Ke@aiawo 5

Me0Oodoroyia

To kediawo 5 eptypdpeL TV HeB0S0A0YIX KAL TNV TIPOCEYYLOT) TG LETATITUXLAKTG SLTpLBNG Yo
TNV EKT{UNOT) TOL PIOKOL GE UL OVTOTNTA, AAUBAVOVTHG UTIOYT) TOUG 3 ONUAVTIKOUG TIAPAYOVTESG
IOV £)0LV eMAeyel aom kot ™G BBALOYPAQIKTG ETIOKOTMOTG TIOL £YLve oTo KepdAato 2:

i.  AvBpwmvot [lapayovteg.

ii.  AvdAivon Zuumepupopag (Behavioural Analysis).

iii.  Evtomopdg Evmabewwv ota [TAnpogoplakd Zuotjuato.

Emopévwe, tav avaykaio va Bpebel o xpuon topn omov Ba cuvdbale toug 3 To TAVW
TPAyovteg, £€Tol wote va dnpovpyndel éva mpdypoppa 1 Swapopetikd 1o «Cyber Risk
Assessment Box». Emtiong, yla v ektiunon tov piokov, ot vtoAoytopol £xouv vAoTmomBel oV
YAWooQ TPoypPapUatiopov «Python» pe v xprion tou gpyaideiov «Spyder 3», o€ Tep3dAiov
«Kali-Linux». EmmAéwv, €ywe xpnon Oedopévwv amd Sladiktuakes BAoelg Tov mepLEYouv
KOKOBOUAEG EVEPYELEG XPNOTWV ETOL WOTE VA TPOCOUOLALEL Eval TEPIBAAAOV OPYQVIOHOU HE

TUOUVEG ATIEEG ATTO TO «ECWTEPLKO» [15].
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5.1 Ewoaywyr) otnv Me0odoroyia

TOppwva pe to NIST [18] kot Tig mAnpo@opieg Tov avapepovtal oto KepdAawo 2, ) mpoosyyion
TNG LETATITUXLOKIG SLTp BTG YL TOV UTIOAOYLO O TOV plokov BacileTat oty pabnuatik e§iowon
Risk = Impact x Probability. Zuvenwg, 1 pebodoroyia ov akoAovBeitan Ba €xel wg Bdon to

MéyeBog ¢ Emibpaong g Ametdr|g (Impact) ko tig [IiBavotteg YAomoimong g (Probability).

[IpocBEtovtag ota o TAVW, Yia VO LTTOPECEL ETILTUXWG 1 LETATTTUXLAKT) SlartpBr) va cuvSudoeL
OWOTA TOUG TILO TIAV® TIPAYOVTEG, B TIPETIEL 0 KAOE TIAPAYOVTAG EEXWPLOTA VA EXEL OOV «UOVAS
HETPNOTG» TO HEYEDOG TNG ATTEANG 1} /KA TIG TIO VO TN TEG VAOTIO oM G TG, ETo1, 0 oLuVSLAG OGS TwV
3 mapayovtwy B €xel eva koo «£8a@og» oto omolo Ba ompiletar 1 pebodoroyior ™G
HETATTTUXLOKTG SLaTpIf3iG Kal TOV EMITUXT UTIOAOYIOUO TOU plokov o€ i ovrdtnta. Emiong, 1
xpnom twv «Insider Data Threats» jtav onuavtik yio v avéAvon dedopévawv amd kakdBouAsg
evépyeleg xpnotwv [15].

TOp@wva Pe TA O TGVw, 0 UTIOAOYIOUOG TOL piokou Bdon Twv avBpmTivwy TapoyovIwv
ETKEVTPWVETAL TIEPLOCOTEPO OTIS TIOAVOTTEG VAoTIOMOoNG g amelng. [MapdAinAa, o
UTIOAOYLOHOG TOU plokov BdoT TG avAAVOTG TG CUUTIEPLPOPAS Sivel onpacia oTo pEyebog g
Mg aAA& kat otig mlavotnTeg vAomomong ™G TéAog, N ektiunon Tou piokou Bdorm Tov
EVTOTILOUOV EVTIABELWV GE TANPOPOPLAKA CUCTIHUATA, EXEL WG BACIKO YVWUOVA TO HEYEBOG TG

(MGG IOV Bl TIPOKAAETEL LULOt GUYKEKPEVT) EUTTADELL

TUUTEPACUATIKA AOUTTOV, Ol TEAIKEG TWEG TwV 3 Tapayoviwy B pooTteBolv [e PaBnuaTi
T(PAEN KO TO TEAKO ATIOTEAEG A YLX TNV EKTI|N 0N TOL piokov Ba Tapovoiactel oav TocooTto (%).
Emm£wv, vmoypappileTal To yeYovog OTL TO CUYKEKPEVO TIPOYPOUUX TIPOCAPUOTETAL HE
Saitepn evkoAla 0TIG avAyKeg TNG KABe ovTOTTAS. [l TP ASELY XX, TO CUYKEKPLUEVO TIPOY PO
ExeLavattuyOel pe TpOTIo WOTE Vo HTTOPEL VO UTTOAOYIOEL TO PIOKO O€ VO OPYAVIOUO, OE EVOL TN IO
N QKON oTov KABe xpnot &exwplotd. Akopm, €xouvv cuumepngBel Sidpopes Paputnteg
(weights) oToug UTTOAOYLONOUG ETOL WOTE VA EVAL EQIKTT) 1) TPOTIOTIOOT) TOU TIPOYPAUUATOG OTX

omnueia GOV 1) CUYKEKPLUEVT) OVTOTNTA BEWPEL TTLO ONHAVTIKA.
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H ewova 5.1 mapovoidlet v Baowa] ea ™G pebodoroylag kat v TPooEyylong g
HeTATTTUXLAKTG SLrTp PG, ETTOPEVWG, (PAIVETAL 0 CUOXETLOT) TWV TIAPAYOVTWYV TIOU EXOVV ETIAEYEL
ya Vv Snovpyia tou «Cyber Risk Assessment Box» kat v ektipmom tov plokov. Emiong,

TIPOVCLALOVTOL T EPYAAELQ KOL OL LINYAVES TIOL XPTCLLOTION BnKay 0To KAOE TUNA.

AvBpwmvol llapayovteg Evmafeisg Aiktvov

OpenVAS, NIE®

\ 0L KaKOBOVAEG EVEPYELEG TV
apysiwv "Insider Data
Threats” pmopsi va
EKUETAAAELTOUV TIC
EUTTAOELEG TTAT|POPOPLAK WV
f CUGTILATWV OTIWS AUTES
OV EVTOTILOTN KOV [LE TNV

XP1 0N Tou EpyaAsiov
"OpenVAS".

Ta avBpomva YapaKTnpLETIKA
o081 yolv oe KakOPBOVAEG EVEPYELES
OTWE apovalalovv Ta apyeia
"Insider Data Threats".

» [Ipocéyylon "Weighted Factor
Analysis".

N> Pioko <&

" Ta"Insider Data
Threats"
XPTOLULOTIOLOUVTEL Vi
™V Snuovpyla kat
™V avadve) £vog
£VIXLOV apyEilov
"totalentitylogs1.csv"

pe SeSopeva ano

kakoBovieg

EVEPYELEG X PICTWV.

.

totalentitylogsl.csv

Avaivon AvBpamuvig Zupmepupopag

Ewova 5.1: T'evikn) Eiova g MeboSooyiag.

Onwg @aivetat kat oty Mo Thvw ewdva 5.1, ta «Insider Data Threats» mapovoidlouv
Topadelypata amd KakOBovAeg evepyeleg. Xpnoomomfnkay Pe OKOTO TNV avdAvom Twv

SeSopEvwy oTa apyeia Katarypa@g CULBAVTWY KL TOV EVIOTIOHO KakOBovAwv evépyelwv [15].
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Adyw TV avBpOTIVWVY TIAPayOVTWY, ol KAKOBOUAEG evepyeleg Tiou Trapovotalouvv ta «Insider
Data Threats» pmopoUv va 08nynoouvv oe eKUETAAAELOT) ELTIABELWY OTA TANPOPOPLUKA
ovotuata. Emerta, autd pmopel va 061y1OEL 0€ OIKOVOUKEG KOl VOLLIKESG ETILTTWOELG KABWG Kal

ETUTTTWOELG O TNV (P11 EVOG OPYAVIGHOV.

Ta apyeia «Insider Data Threats» Sev eplEXOLV TIG EVTIADELEG TWV TIANPOPOPLAKWY CUCTNUATWV
IOV AMOTEAOVV T EVAAWTO ONUEIN YLt TNV ETULTUXNG SLEKTIEPALWOT TWV KAKOBOVAWVY EVEPYELWDV
IOV TIEPLEXOLV. ETopévwg, 1 Snuovpyic Tou SIkTVOoU HE TIG EVTTABELEG TAY AVOaryKalo e CKOTIO TV
T(POCOLOIWOT EVOG opyaviopoU pe evmdBetes. ‘Etot, vmoypappileton 6t xpnomn tov «Cyber Risk
Assessment Box» oe éva aAnBwo mapddetypo evog opyaviopol B odnynoel o o akpn
amoteAéopata. H odpwon twv eumtabeiwv Ba ipaypatomomBel oto (810 tepBdArov 6Tov yiveto
KAL 1] ovaAUOT] NG aVOPWTIVIG CUUTIEPLPOPAS IO T APXE KATAypaPG CUUBAVTIWV.
Emopévwg, Ba umtapyel avTiotoyia Twv SV0 TIapayOvVT®wY yla TNV VAOTIOMOoN TG EKTIUNONG ™G

TEAKT|G TG TOV ploKov.

EmmA£wv, eivat onpoavtiko va onpetwBel otL ta apyela «Insider Data Threats» mepiéyouv povo
KOKOBOUVAEG EVEPYELEG XPTOTWV XWPIG VA YIVETAL 0Va@OPA 0V 1) VAOTIONGT) TWV GUYKEKPLUEVWV
QTEAWV 1TV ETILTUXNG, TIPOKOXAWVTAG (N AKOpT, Sev avapEpouy Tig TiBaviTnTEG VAOTIOMONG
Hag KakoBouvAng evépyelag. ‘Etol, tav onuavtik 1 xprjon toug oto mpoypappa «Cyber Risk
Assessment Box» a@oU péow G avdAuong CUUTEPLPOPAS IOV TIPAYUXTOTIOMBNKE, EYIVE 1)
ektipmon tov piokov Aapdavovtagumdym to peyeBog g emimtwong (Impact) ko Tig BavotTeg

vAoTioinong ¢ ameing (Probability).

YuveyiCovtag, o mivakag 5.1 mapovoldlel eumdBeleg TOU EVTOTHOTNKAV QTO TO €PYAALlo
«OpenVAS» oto SikTuo Tov SnuovpyNBnNKe Kot TV AV avTioToior TOUG UE TIS KAKOBOUAEG
eVEPYELEG IOV £xouv Kataypagel ota «Insider Data Threats». Xtnv ot An «Insider Data Threats
Activity - Threat», Tapouctdlovtat oL KaKOBOVAES EVEPYELEG 1] ATIEAEG TIPOG TOV OPYAVIGHO TToL B
UTTOPOVCV VX EKUETOHAAEVTOUV TIG EVTIADELEG IOV EVTOTIOTNKAY 0TO €UTABEG SIKTLO Kol Vi
TIPOKOAEO0UV (NG, auEAavovtag To pioko. Ol CUYKEKPUIEVEG KAKOPBOUAES €VEPYELEG €YOUV
xpnowomomBel oy avalimon ALEewV-KAEOIA 0TO KOUPATL TNG avAAuonG G avBpmTIvig
OUUTIEPLPOPAS.
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EumndBeLeg amno to Aiktuo mou Anpioupynonke

Awadiktuakég Baoelg Aedopévwy — «Insider Data Threats»

Porton CVSS Severity NVT Summary Insider Data Threats Insider Data Insider Data
Host IP Name Activity - Threat Threats User Threats Detected
10.0.2.5 Device

1524 10 High Possible A backdoor is installed | Possible malicious . BGC0686 . PC-7309
Backdoor | ontheremote host. installation/execution ° PC-2403

of R:\keylogger.exe. e KTWO365 | e« PC9776
Ingresloc High level of technical
k knowledge might

increase the risk of

this attack being

successful.

3306 9 High MysaL / It was possible to login | Possible malicious . CSF0929 . PC-4442
MariaDB into the remote access of data and
weak MysQL as leakage into the . ACM2278 | o PC-8431
password | root using weak website:

credentials. http://wikileaks.org
due to employee
dissatisfaction or low
morale.

5432 9 High PostgreS It was possible to login | Possible malicious . CSF0929 . PC-4442
QL weak into the remote access of data and
password | PostgreSQL as user leakage into the . ACM2278 . PC-8431

postgres using weak website:

credentials. http://wikileaks.org
due to employee
dissatisfaction or low
morale.

6667 7.5 High Check for | Detection of backdoor | Possible malicious . BGC0686 . PC-7309
Backdoor in UnreallRCd. installation/execution ° PC-2403
in of R:\keylogger.exe. e KTWO0365 | e PC-9776
UnreallR High level of technical
cd knowledge might

increase the risk of
this attack being
successful.

6200 7.5 High vsftpd vsftpd is prone to a Possible malicious . BGC0686 . PC-7309
Compro backdoor installation/execution ¢ PC-2403
mised vulnerability. of R:\keylogger.exe.

Source High level of technical . KTWO365 . PC9776
Packages knowledge might

Backdoor increase the risk of

Vulnerabi this attack being

lity successful.

21 7.5 High vsftpd vsftpd is prone to a Possible malicious . BGC0686 . PC-7309
Compro backdoor installation/execution ¢ PC-2403
mised vulnerability. of R:\keylogger.exe.
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Source High level of technical . KTWO0365 . PC-9776
Packages knowledge might
Backdoor increase the risk of
Vulnerabi this attack being
lity successful.
21 7.5 High FTP Brute | It was possible to login | Possible malicious . CSF0929 . PC-4442
Force into the remote FTP access of data and
Logins server using leakage into the
Reportin weak/known website:
g credentials. http://wikileaks.org
due to employee
As the VT 'FTP Brute dissatisfaction or low
Force Logins' (OID: morale.
1.3.6.1.4.1.25623.1.0.
108717) might run . ACM2278 . PC-8431
into a timeout the
actual
reporting of this
vulnerability takes
place in this VT
instead. The script
preference 'Report
timeout'
allows you to
configure if such an
timeout is reported.
25 5 Medium SSL/TLS: The remote server's Possible man-in-the- . CSF0929 . PC-4442
Certificat SSL/TLS certificate has | middle attack for
e Expired already expired. malicious access of
data and leakage into
the website: o ACM2278 | e  PC-8431
http://wikileaks.org.
High level of technical
knowledge increases
the risk of this attack
being successful.
5432 5 Medium SSL/TLS: The remote server's Possible man-in-the- . CSF0929 . PC-4442
Certificat SSL/TLS certificate has | middle attack for
e Expired already expired. malicious access of
data and leakage into
the website: o ACM2278 | e  PC-8431

http://wikileaks.org.
High level of technical
knowledge increases
the risk of this attack

being successful.
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80 4.8 Medium Cleartext The host / application Possible malicious . CSF0929 PC-4442
Transmis transmits sensitive access of data and
sion of information leakage into the
Sensitive (username, website: . ACM2278 PC-8431
Informati | passwords) in http://wikileaks.org
on via cleartext via HTTP. due to employee
HTTP dissatisfaction or low
morale.
5432 4.3 Medium SSL/TLS: This host is prone to Possible malicious . CSF0929 PC-4442
SSLv3 an information access of data and
Protocol disclosure leakage into the
CBC vulnerability. website:
Cipher http://wikileaks.org
Suites due to employee
. ACM2278 PC-8431
Informati dissatisfaction or low
on morale.
Disclosur
e
Vulnerabi
lity
(POODLE)
25 4.3 Medium SSL/TLS: This host is prone to Possible malicious . CSF0929 PC-4442
SSLv3 an information access of data and
Protocol disclosure leakage into the . ACM2278 PC.8431
CBC vulnerability. website:
Cipher http://wikileaks.org
Suites due to employee
Informati dissatisfaction or low
on morale.
Disclosur
e
Vulnerabi
lity
(POODLE)

Mivakag 5.1: [TiBov Avtiotoryia EumtaBewov tov Aiktiou pe tig KakoBouvleg Evépyeles ota apyeia «Insider

Data Threats».

Imv ouvexeln, OTwG @aivetal kot oty ewova 5.1, yivetal n avaivon kot 1) emedijynon twv 3

TIPAYOVTWV TIOU €X0VV eTAEYEL Yt TNV peBodoAoyla Kol TNV TIPOCEYYLoN TNG UETATITUXLOKIG

Satpfng.
TPOYPAUUATIOHOV «Python» yio v dnovpyia tou «Cyber Risk Assessment Box». TéAog, Stvetat

Emiomng,

TIPOVCIALETOL

1 EMEENYNON YL TOV UTTOAOYLOUO TNG TEAKTG TG TOV PIOKOV.

N petatpor) ™G upeBodoroylag otV yAwooo
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5.2 AvOpwmivol llapayovteg

To TPWTO KOUUATL TOU TIPOYPAUUATOS CPOPA TOUG avBPWTIVOUG TIapdyovtes. ‘OTwg €xel
ava@epBel 0to KedAaio 2, amtotedolv onpavTikd poA0 0TV ASITOUpyia EVOG CUGTIUATOG, OTIWG

Y TTapaSeypa o€ Eva 0pyovVIGHO.

5.2.1 Me0odoroyia «Weighted Factor Analysis»

Baom tovu NIST [11, 18], €xel yivel xprion (og Stpop@wpévng pebodoAoyiag otnpllOUEVn TNV
uebodoAoyia yia ektipmon twv kivdvwv «Weighted Factor Analysis». Emtiong, 1 peBodooyia g
peTaTTUXaKNG SlTprg etvar otnpldpevn ot TANpo@opies amd Sadiktuakés Pacelg
dedopévwy [15] 6TTov avBpwTIVESG EVEPYELESG KL XAPAKTNPLOTIKA elvat TIOVOV val TIAPOVCLAGOUV

QTEEG TTPOG TOV 0pYaVIoHO. ETIoUEVWG, TO ploko Yl TIpOKAN oM G NLds etvat peyaAvTepo.

Yuveyifovtag, ouppwva pe v ewova 2.3 oto KepdAawo 2, ot cuyypageis Henshel x. &. [14]
TOVI(OLV OTL TO KAIUX EUTILOTOOVVNG GE £V OPYAVIOHO KAL ETTOUEVWG 1) CWOTI AELITOUPYIX TOV
opyaviopov otnpiletal o 2 Baokovs TUAWVES: i) ZTa ELPUTA YAPAKTNPLOTIKA TOL arvOpmTTou Koit
ii) ota meploTaolakd xapakmpotikd. Ta £upuTA XAPAKTNPLOTIKA TOU AVOPWTOU UETA
xwpllovtal oe 2 katnyopieg: i) v avBpwTvy) cuumeppopd Kal ii) to emimedo yvwoewv.
[apddAnAa, Ta TEPLOTACIAKA XOPAKTNPIOTIKA EMNPEA{OVTAL ATIO TO EMITTESO TPOGHACTG IOV
QTIOKTA €VaG XPNOTNG OE Eva 0pyaviopd, SnAadt) TIG CUVONKES IOV ETIIKPATOVV YUpw Tov. Ot
OUYYPAYEIS avaPEPOLV OTLTO ETITIESO TIPOGAOMG PTTOPEL VO TIEPLOPLOTEL LE TIOALTIKI] XOPAAELQG,.
Tuvenwg, To eninedo TPOcRacmg o€ Eva OPYAVICHO UTTOPEL VO ATIOTEAEGEL CTHAVTIKO POAO GTNV
ETPPOT] TIOV UTIOPEL VAL EXEL EVAG XP1|OTING OTOV OPYAVICHO ooV 0L GLVBTKES YOPW TOL KAL TC

TIEPLOTAC LKA XUPAKTNPLOTIKA TILOOVOV VAL U1V TOU TO ETILTPETOUV.
Emopévwg, n petamtuyiakn Statpr) Ba emikevtpwBel oTig 3 KUPLEG KATIYOPLES TIOL AYOPOVV TOV
avOPWTILVO TIAPAYOVTA YL TV EKTIUNOT) TOU PlOKOL:

i) Tnv avBpwivn cupmepLpopd.
ii) To emimedo yvwoewv.

iii) To eminedo mpooPaong.
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LTV OUYKEKPIUEV evOTNTA, B Yivel ava@opd oTo €MES0 TWV YVWOEWVY KAl To emimedo
TPOGBAoTG, EVW YL TV avBpWTIVI CUUTIEPLPOPA Bt YIVEL ATIOKAELGTIKI avaopd oty Evotnta

5.3.

TuveyllovTag, EKTOG ATIO TIS TILO TIAV®W KATNYOPLES KAt BaoT) TG eovag 2.2, oL ouyypaeis Diesch,
Pfaff kou Krcmar [08] vmoypoappilouv OTL €va amd ta ONUavVTIKA QUAX ayabd elval to
XOPAKTNPIOTIKO TNG APOCLWOoNG TIOU UTIOPEL va ETISEIKVUEL EVaG EpYA{OUEVOG GE EVA OPYQAVIGHO.
"Eva ototyeio mov yapaktnpilel v agoacinomn elval Ta xpdvia Tov Evag epyalOHEVOG amoTEAEL
KOUUATL TOV 0pYyaviopov. Eopévag, 1) petarrtuytakn) StetpiBr Oa uoAoyloel kat To oToelo g
QPOCTWONG YL TNV EKTIUNOT) TV PIOKWV apov 0G0 1 APOGiwaT) G€ EVa 0PYAVIOUO LEYOAWVEL ATIO
éva epyaldpevo, To ploKo Yo TTPOKANoT) KaKOBouAng (nag pewwvetat Apa, 1) tepliodog epyaciag
EVOG EPYAOEVOU OE VO CUYKEKPLLEVO OPYAVIGHO VTIOSEIKVUEL TO ETITTESO TNG APOCIWONG OTOV
opyaviopo. Emopévwg, ta xpdvia epyaciog o€ &va opyaviopd Ba cupmepiin@Bolv oToug

UTIOAOYLOLOUG YL TNV EKTIUNOT) TOV ploKov.
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TupmEPAOUATIKA Aoutov, 1) Spop@wpévn pebBodoroyia tou «Weighted Factor Analysis» €xet
AdBel vmoym Toug aVOPWTIVOUG TIAPAYOVTEG TIOU TIOAVOV VX TIPOKAAEOOUV  QPVITIKA
amoteAéopata o€ o oviomra. ‘Eto, €ywve 1 emdloyn Twv TO KATw avOpoTvwv
XOPAKTNPOTIKWV:
i.  Xpovia Epyaciagotov Opyaviopo (Years Worked)
ii.  Emimedo [Ipoofaongotig [TAnpogopieg (Data Access Level)
iii. EmayyeApatiko Emimedo - Emimedo I'vwoewv (Proficiency/Knowledge Level)

H ouykexpuuevn pebBodoAoyia TTov €yl avamTuxBel yia TG AVAYKES TNG LETATTTUXLAKNG Slatpr|g,

@AVETOL KALTTO KATW OTOV THVOKOL 5.2 [E EVOEIKTIKES TIES YLt AGYOUGS ETIEENYNOTG.

Emioym Emioym Emioym
Kptmpiov 1: Kptmpiov 2: Kptmpiov 3:
Owovopuxn) Nopuxn Emirtwon oty Zuvohuds
Emnintwon Emnintwon d1un ZvveedeoTs
(Financial (Legal (Reputational
Impact) Impact) Impact)
YuvteAeots Bapumrag (%) 40 30 30
[apdyovrag 1: 5 5 5 5
Xpovwx Epyaoiag atov
Opyavicpo (Years
Worked)
[apdyovrag 2: 4 4 4 4
Eninedo [IpooPaocng otig
IIAnpo@opicg (Data Access
Level)
[apdyovrag 3: 4 4 4 4
EmayysApatiko Emtintedo -
Eninedo 'vwoewv
(Proficiency/Knowledge
LuvoAkog XuvteAeoTig 13.0
Piokov (Risk Rating)

Mivakag 5.2: Awpop@wpévn Mebodoloyia «Weighted Factor Analysis» yix thv Awayeipion twv Piokwv

kot Extipmon twv Kivdtvwv.
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Toppwva pe v BPBAoypapia kot TS Stapopeg peBodoA0YIEG TIOU XPTCLOTIOLOVVTAL YIX TNV
eKktipnon twv Kivduvwv, kKaBwg Kot pe Bdom Tov yvwpova 0tLT pebodooyia Ba cupmeprapfdvel
KL TOV avOpwTIvo TapdryovTa, To TPWTo PBrpa elvan 1 emAoyn Tapoayoviwy emipporg. Ot
OUYKEKPLIEVOL TIOPAYOVTEG, OTwG €xel avapepBel omv BiAoypapia, elvar avBpwtiva
XOPAKTNPWOTIKA TOU EMMPEA(OUV UKt OVTOTNTA/OPYOVIOHO KAl ETOUEVWS, €lval avaykaio va
ouuepAN@OoUV otV Sadikaocia ektipmong Twv Kwdvwy. Emiong, émwg gaivetat kat otov
Ttivaka 5.2, oL TIEG TIou Sivovtal 6Tov KABE TTIapayovTa avTITPOsWTEVOLY TO HEYED0G TOL PloKOL
IOV B ATIOTEALGEL EVAG TIAPAYOVTAS GTOV 0PYaVIoHO. AnAad), o€ pa kAipaka 1-5, Stvetain tyun
5 yua T0 HEYXAVTEPO PLOKO TIOL Ot ATOTEAETEL GTOV OpYyaVIopO, v Stvetar 1) Ty 1 ywa to
HUKPOTEPO PLoko TTov B amoteAécel oTov opyaviopd. Emmiéwv, Baon Twv TANPo@opLHV o
gxouv 161 Tapovolaotel oto KepdAao 5, 1 KAlpaka Oyt povo SnAwvel To peyebog tou piokov,
0AAG TIaPOoVOLALEL Kat Tov Badpd Twv TBavoTTWwV TIov KABE TIHpdyovTag UTOPEL Vo eTNPedoeL

TOV OPYQVIOO.

Emtiong, mpémel va onuelwBel 0TL oV TPooTIABeLar SIAPOPPWOTNG UG TTOCOTIKNG LeBodoAoylag
ya ™V eKtipmon twv KvdUvwy, o xpios B kKANOEel va ToTToBeToEL TWEG ATIOTUTIWVOVTAG OE
TIOOOTIKEG LOVASES TIOLOTIKA Sedopéva. AkOn, OTIwG £xeLMON avapepbel, To ploko eival (00 pE To
HEyeBog ™G MLag kat Tig bavdtteg vAomomong g amedng (Risk = Impact x Probability).
Emopévwg, 1 ouykekpiuévn pebodoroyia ompiletat o€ aut) v pabnuatikn oxeon, 6Tov 660
avgavovtat ol TBavoTNTEG VAoTIoMoNG Nuds oTov opyaviopd, to pioko ov KAipaka 1-5
avgavetal Emmifwy, tvatl avoykaio va onuelwBel 0TL o€ TePITTWOoT UTIOAOYIGHOU GUVOAKOU
plokov oe €va opyaviopd Kol OxL OTOUKOU Yl KABe Xpnotn, TOTE OL UEoES TWEG Oa

xpnowomomBoUv otV KAipaka tov piokou 1-5.

5.2.2 Emioy) AvBpwmvev llapayovtwv

IV ouykekpulevn LTo-evomTTa SlveTal emedynon yw TV EMAOYN TWV GUYKEKPLUEVWV

avOPWTIVWV TIAPOYOVTWV KAL TIWG XPNOLOTIOLOVVTOL G TV CUYKEKPLUEVT peBodoAoyia:

i. Xpovix Epyaciagotov Opyaviouo (Years Worked)
‘Ooa EPLOOATEP XPOVIAL EXEL EPYAOTEL EVAG XPNIOTNG OE VA OPYAVIOUO, TOGO ALYOTEPES
elvat ot BavOTTEG VA TIPOKAAETEL (UG GTOV 0pYaVIoHO, ETELST) Ba elvarl exTeBeEvog
TEEPLOCOTEPO XPOVO 0TO TEPPBAAAOV TNG EPYATING TOU KAl OL TOAVOTNTESG EVTOTILOUOU

UTomTWV evepyelwv Ba elvon avénueves. Emopévwg, to ploko Tou mopouotdlel o
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OUYKEKPLIEVOG Xp1joTng Ba kupaivetat og xaunAd emimeda. [apdAAnAa, Ta otoyela g
QAPOCIWONG KAl TNG EUTLOTOOUVIIG OTOV OPYOVIOUO EVIOXVOVTOL XUVETIWG, EVOS
ePYA(OUEVOG HE QAPKETA YXPOVIX UTINPECING OE €V OPYAVIOHO TIXPOUCLALEL ALYOTEPES
TUOVOTNTEG VAOTIOMONG JAG KAKOBOUANG EVEPYELNG CUYKPLTIKA LE EVa EPYA{OUEVO LIE

AtydTepa xpovia pyaciog GTOV OPYOVIGHO.

Tmv ovykekpévn pebodoroyia Sivetar tyun 5 (peyoditepo pioko/mBavOTNTES {NILAG)
av Evag VTTAAANAOG EXEL EPYAOTEL CYETIKA Afydt XpOVIX 0TOV OpYAVIOHO, EV( SIVETALT) T
1 (eAdxioto ploko/TOVOTNTEG TNILES) vV EXEL EPYACTEL OYETIKA APKETA XPOVIA OTOV
opyaviopo. Ou tiuég 2,34 Sivovtal avoddyws HE To OXETIKA XpOviX gpyaciag oTov

OPYOVIGHO.

Eninedo lpooPaocng otig [IAnpogopieg (Data Access Level)

To pioko eivar peyodvtepo OTav TO emimedo TPOGRaoNG OTIS TANPOPOPIEG €VOG
0pYOaVIoHOU eV Elval APKETA TIEPLOPLOUEVO BAOT) KL TWV TIOAITIKWY aa@aAeiag. [TIBavEG
KaKOBOUAEG evépyeleg elvat 1) Slappon, TpoTomoimon 1 Slaypa@r] TANPOEOPLLY Kol

gvaloBNTwV Sedopévv.

AnAadn, omyv TepimTwon mov 1 Tpocfact o€ Kpioyeg/svaioOnteg TANpo@opieg Tou
0pYaVIoHOU Sev elval TIEPLOPLOUEVT 1] EAEYXOUEVT, TOTE OL TIOAVOTITEG VAOTIOMOTG L0
KAKOBOUVANG evEPYELaG elval TIEPLOCATEPES. Apa, 1) T YA TO pioko elvat 1 peyodvtepn,

SnAadn 5 oV KAlpoka g peBodoAoyiag.

EnayyeApatuco Eninedo - Eninedo M'vwoewv (Proficiency/Knowledge Level)

To emayyeApatikd emimedo kat To emimedo yvwoewv pmopel va kabopioovv av gvag
XPNOTNG ElvaLoe BEOT) VA TIPOY LA TOTIONOEL LK ETILITUXTUEVT ETTIOE0M O€ v 0pYaVIG O Kort
va TpokoAgoel (. ‘Evag xpiomg pe uPmAd emimedo yvwoewv 0TV TANPO@OPLKT) Ko
OTNV ACPAAELX VTIOAOYIOTWV KAl SIKTUWV UTIOPEL VO EXEL TG ATIAPAUTITES YVWOELG TTOU
XPEWLETOL Y10t VA TIPOKOAETEL (N 0ToV opyaviopd. I'a mapdSetypa, XpnoyomowvTog
KakOBovAa Aoylopkd OTwe to «keylogger», o xpromg Ba pmopel va tapakoAouBet

EVEPYELEG GAAWV XPNOTWV TIOL TIBVOV Vo 08N Y1oELKAL O Slarppon| TIAnpo@opwy [07].
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Emopévwg, 600 PEyoAUTEPO €lval TO EMAYYEAUATIKO ETITESO KoL TO ETHTESO YVWOEWYV,
TOOEG PEYOAUTEPES Elvar oL TIBVOTNTESG TIPOKANONG {NILAG. ZUVETIWG, TO PIOKO KoL 1) T
oV KAlpaka ¢ pebodoroyiag Anoidler tov fabud 5.

5.2.3 Kprmplax Bapivtyrag

TV ovykekppévn peBodoAoyia Exouv emAgyel 3 KPLITIPLA TA OTIOLX VTIOYPAI{OVY TNV ETHISPOOT
IOV UTIOPEL VA TIAPOVGLACOLY O Eva opyaviopo. OLouyypageis Haaker k. &. [13] teptypdipouy 0Tt
ya v Snpovpyla evoag ETITUXTUEVOL ETIYEPNHATIKOU oxeSiov elvat avarykaio va AngBet uttoym:
i) Ta é008a ™G emyelpnong, ii) N aodAsla oL B TTAPEYOLVV OL cUVETALPOL BTNV ETIXEPNON,
kaBw¢ xau iii) ol oxéoelg pe Toug meEAdTeG. Emopévag, tovideTat 1) avdykn ya pootacio g
ETIXEIPNONG ATIO OIKOVOUIKEG KL VOUIKEG ETIMTWOELS. Emiong, éva onuavtikd otoyelo ya v
Slammpnomn KoAwv GXECEWV HE TOUG TIEAATEG KL 1) ETILTUXNG TIPOCEYYLOT) VEWV TIEAATWYV VAL 1)
EIKOVA TNG ETIYEPNONG. ZUVETIWG, 1] «PTUN» TNG ETIXEIPNONG SLadpapaTifel onUavTiKO POAO Yl

TNV ETTUXIA TWV VTINPECLWV TIOV TIPOCPEPEL

AuTo 08nyel 0TV EMAOYN TWV TILO KATW KPLTNPIWV IOV EMMPEA{OUV APESA EVa 0pYavVIoHO. OpwG,
TIPETEL VA oM HEWWBOEL ATL T BapUTnTa IOV avadoyel o€ KABE KpLTpLo cAAALEL, CULPWVX TIAVTA LE

TO ETYEPNUATIKO 0XESL0 TTOL akoAoLBEel 0 KABe opyarviopdg. To kpLTrpLo TToL £xouV ETTAEYEL elvat:

i.  Owovopwkn Emimtwon (Financial Impact)
ii.  Nowwxm Emimrtwon (Legal Impact)
iii. Emimtwon oty &nun (Reputational Impact)

Emopévwg, yivetaixprjon ouvtedeotig Baputitag (%). Etol, oL tapdyovteg ov £xouv emeyel
B TOAAXTAQGLALOVTAL PE TNV CEPA LE TOV CUVTEAEOTH) BapUtnTag Tou Kabe kprtnplov kot Ba
TIPOVGLALOUV 0TO TEAOG £V GUVOALKO GCUVTEAEG T, ME U TO TOV TPOTIO TAPOVGLAETALT) ETO PO
TOV KABE TTapayovta 0To KABe KprmpLo. OTiwg atveTal Kot oTov Tiivaka 5.2, xouv 500l oL TIEG
40% YL TIG OLKOVOUKEG eTUTTWOELS, 30% YL TIG VOLUKES ETITTWOEL Kol 30% Yol TLG EMTTTWOELS
oV @NuUN Tov opyaviopov. H ouykekpuyiéveg BapUtnteg TOU €X0UV EMAEYEL UTTOPOVV Vo
KupavBoUv og Sidpopa eTiTeSa AVAAOYOG E TO ETIYEPNUATIKO TIAGVO KAL TOUG GTOXOUG TOU
0pPYOaVIoHOV. L€ £V 0PYAVIOHO OTIOV SIVETAL LOLALTEPT) ONUAGIN OTIS OLKOVOUKES ETIUTTWOELG IOV

utopel va pokAnBovy, Tote 0 cuvtedeotg Bapimmrag pumopet va xel v Ty 50%. Akdun,
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utopet va ylvel ypriom kot GAAwV KpLtnpiwv, 0TI Yot THPASELYPA ETUTTTWOELG 0€ HEAAOVTIKOUG

0TOXOUG TIOL BETEL 0 OPYAVIGHOG.

5.2.4 YToAoylopog Zuvolikov Tuvtedeotn Pickov

Tmv ouvéxel, VToAoyileTal 0 CUVOAIKOG GUVTEAEOTIG Yl Tov Tapdyovta 1 (Xpovia Epyaciog
otov Opyoviopd). F'ivetat ) panpatikn pdén ToAXTAACLHGHOU HETHED TWV TWWV TOU PIOKOU
oL ToTofeToapE 0TOV TIapdyovta 1 pe v BapUtnta Tov KdBe Kpttnplov Eexwplotd. AnAadn,
yivetaw 1 mpa&n (5x40%)+(5x30%)+(5x30%) = 5. To amotéAeopa (5) eivar 0 CUVOAKOG
ouvteAeoT§ Yl Tov mapdyovta 1 (Xpovia Epyaciag). Me autd tov tpdmo vmoAoyilovtal ot
OUVOAKOL GUVTEAEOTES YLt OAOUG TOUG TtapayovTes. ['a Tov mapdayovta 2 (Eminedo Ipdofaong
[MAnpooplwv), yivetar n mpden (4x40%)+(4x30%)+(4x30%) = 4, evw ywx tov Tapdyovta 3
(Emtimedo I'vwoewv), yivetar ) pdadn (4x40%)+(4x30%)+(4x30%) = 4. AxoAoVBwg, yivetal 1)
PGB0 OAWV TWV GUVTEAECTWV TWV TIAPAYOVTWYV YL VO ATIOKTI|OOUVLE TOV TEAIKO GUVTEAEOTH
ploxov. AnAadn, yivetaw ) tpooBeom 5+4+4= 13. O cuvoAikdg cuvteAeoTg plokov (risk rating)

elvat (oo pe 13 0 omolog UTOSEIKVUEL TO «risk rating» yia éva GUYKEKPLUEVO XP1OT).

‘Opwg, etvat onuovtikd va onuelwBel OTL o€ TEPIUTTWON TIOV TIPAYUATOTIOLEITAL EKTIUNOT TOV
plokov o€ €vat 0AGKANPO opyavIopO TOTE elval avaykalo va YIveL Xp1ion HECWV TIHWV Yot KABE
TIPAYOVTQ, ETOL WOTE TO ATIOTEAEGHA TOV «risk rating» va avTiTpoowTEVEL OA0 TOV 0PYAVIGUO.
Emopévwg, Toviletal 1) evedigia g pebBodoAoyiag a@ov Exel TV SUVATOTITA VA TIPAYUXTOTIOLEL
ektipmnom tov piokou i) yix kdBe xpriom Eexwplotd cAAG kat i) og Eva 0AOKAN PO opyaviouo, Bdom
TWV avBpWTIVWV Tapaydvtwy Kot G Stxpop@wpévng pebodoroyiag «Weighted Factor
Analysis».
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5.2.5 Metatpom MeBodoAoyiag ot Mwooa [Ipoypappatiopot «Python» 6to
epyalsio «Spyder3».

Apxd 0 Xp10TNG TOV TIPOYPAUUATOG ETAEYEL TNV aVOAOYT BapUTNTA YLX TOUG TIAPAYOVTES TTOU

EYOULV ETT L OTNTA ElVOL 0€ TT0000TO KALTO G OUA T vatlo o (Ewova 5.2).
OUVE el. H BapUmta stvo o€ To0o00TO Kot to aBpotoud touc sivot loo pe 100% (Ewova 5.2

i.  riskr_weight

Bapumta yix tov umtoAoylopo6 tov piokou fAom Twv avOpmTivwy TapayOvTwy.

ii. ba_weight
Bapvmta ywx tov vmoAoyopd tou piokov Bdaon ™G avaAuong TG avOpwTIvig
OUUTIEPLPOPAS.

iii. ~va_weight
Bapumta yw tov vmoloylopd touv piokou [don Tov eviomiopd eumabewwv ot

TIANPOPOPLAKA CUCTIHATAL.

riskr weight = 25
ba weight = 58
va weight = 25

Ewcova 5.2: Bapymra [lapayoviwv MeBoSdoroyiag.

Metd, 0 Xp1|0TNG TOL TPOYPAUUATOG KOXAELTAL VO TOTIODETIOEL TWEG VIO TAL 2 TIPWTA KPLTHPLOL
«weightl» kot «weight2» oto TTapaBupo cAANAeTISpaoNG e TOV XPT)OTT), EVW 0 UTIOAOYLO GG TOU

«weight3» ylvetat avtopata ag@ov to cUvoAo Twv 3 kprtnplwv givat ioo pe 100% (Ewova 5.3).

'OTtwG PaiveTal Kat 6TV €KOVA 5.3, 0 KWOIKAG AVAPEPETAL 0T 3 KPLTIPLOL TIOV £XOUV ETIAEYEL:
i.  weightl = Bapvmrta yio v Owovopukn Enimtwon (Financial Impact)
ii. weight2 = Bapumta yua mv Nopuwn Emntimtwon (Legal Impact)
iii. weight3 = BapUmta yla mv Entittwon oty ®1un (Reputational Impact)

Emtiong, yix okomovg euxpnotiog eival amoSeKTr) VO 1) TOTIOOETNON AKEPALWV XPLOPWV KAL TUWV

HeyoAUuTepwv 1 (oo pe 1o 0.
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weightl = input ("Enter a % value for Financial Impact Criterion Weight between 1%-100%: ")
while not float(weightl) in range(1,101):

weightl = input({“"Please enter an integer % value for Financial Impact Criterion Weight between 1%-100%: ")
financial_impact = int{weightl)
weight2 = input ("Enter a % value for Legal Impact Criterion Weight between 1%-100%: ")
while not float(weight2) in range(@,108):

weight2 = input(“"Please enter an integer % value for Legal Impact Criterion| Weight between 1%-180%: ")

legal impact = int(weight2)

weight3 = (100 - (financial impact + legal impact))
reputational impact = int(weight3)

if reputational_impact >= 0:
print("\n""% value of Reputational Impact Criterion Weight is: " + str(reputational_impact))

else:
print("\n""Error! Please re-start the program")

Ewova 5.3: KaBoplopog twv 3 Kprmpiwv «weight1y, «weight2» ko «<weight3».

YuveyiCovtag, 1 eova 5.4 TAPOLCLAEL v HEPOG TOU KWOIKA OTIOU 0 XPNoTNG KoAeltal va
TOTOOEMOEL TIHES 0TO TIHP&BUPO CAANAETHSPAOTG Yot TIG THOAVOTNTES TTIOU TIAPOVCLALEL O KAOE
aVOPWTIVOG TIPAYOVTAS YIX VA TIPOKAAEOEL (& oToV opyaviopo. AnAadr), to ploko Tov
aVTIHETWTI(EL TO K&Be kpimplo amd kdBe avBpwmvo Tapayovta Eexwplotd. Ot TWEG Tov
xpnowotmolovvtal givat Bdomn g KAlpakag ou xel éN avapepBetl oto KepdAawo 5, evw yx

OKOTIOUG EUXPNOTLOG 1) TN EIVaL VOGS AKEPALOG APLOHOG HETAED 1-5.

AxoOp, TIPETEL VX ONUELWOEL OTLTO CUYKEKPULEVO LEPOG TOU KWEKA ETTAVOAXUBAVETAL 3 (POPES YL
Vo KOAUreL GAouG Toug Ttapayovtes. H eikdva 5.4 Tapouotdlel Ty TomoB£Tn o TG Yo To ploko
Tou avBpwmvou Tapayovta «Xpovia Epyaciag otov Opyaviopd (Years Worked)» mou
TIPOLVCLALETOL WG TEPOG TO Kpitnplo «Owkovopkr Emintwon (Financial Impact)».

Emopévwg, 1 Tyun ov tomobeTeltal amd Tov XprjoT TAUTICETAL PE TNV OVOHACIX 0TOV KWOIKX
«HF1_ratingl». T'a v emppon touv mapdyovia «Xpovix Epyaciag otov Opyaviopd (Years
Worked)» oto Nopuko [TAaioo, ) ovopacia otov kwdika eivat «kHF1_rating2». 'Etoy, 1 emppor) Tov

OUYKEKPLIEVOL TIapayovTa oty Priun tov opyaviopov, £xeL tnv ovopacio «HF1_rating3».

Me myv Bux mpocéyywomn, o mapayovtag touv Emmédov Ilpdofaong €xet v ovopacio
«HF2_ratingX» otov kwdka, evwy o mapdyovtag tov Emmédov M'vwoeswv €xel v ovopacia

«HF3_ratingX».
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HFla = input ("Enter a value for Years Worked Factor with Financial Impact: ")
while not float(HFla) in range(1,6):

HFla = input("Flease enter an integer value between 1-5: ")
HF1 ratingl = int(HFla)

HF1b = input ("Enter a value for Years Worked Factor with Legal Impact: ")
while not float(HF1lb) in range(1,6):

HF1b = input("Flease enter an integer value between 1-5: ")
HF1 rating2 = int(HF1lb)

HFlc = input ("Enter a value for Years Worked Factor with Reputational Impact:
while not float(HFlc) in range(1,6):

HFlc = input("Please enter an integer value between 1-5: ")
HF1 rating3 = int(HFlc)

Ewova 5.4: Tomob£mon T yo Tig havotteg {nuids arod tov KOs tapdyovra.

')

‘Emerta, 0Mw¢ MopouctdleTal Kal oty €oOva 5.5, yivetal o vmoAoylopdg Tou ZuvoAlkoy

YuvteAeot Plokou (Risk Rating) yia toug avBpwivoug tapdyovtes. [Tpwta dpwg, utoAoyifovtat

EEXWPLOTA Ol CUVTEAEOTEG TOU PIOKOU TIOU TIAPOLGCLALEL 0 KABe avBpWTIVOG TIapdyovtag: i)

risk HF1, ii) risk_HF2, iii) risk HF3. Metd, yivetoun mpooOeom Twv GCUVTEAEGTWVY TOU ploKOU YL Vo

UTIOAOYLOTEL 0 GUVOAIKOG GUVTEAEDTIG TOU PLOKOV.
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risk HF1 = (HF1 ratingl*(financial impact/188)) + (HF1l_rating2*(legal impact/188)) + (HFl_rating3*(reputational_ impact/188))
risk HF2 = (HF2_ratingl*(financial_impact/100)) + (HF2_rating2*(legal_impact/100)) + (HF2_rating3*(reputational_impact/100))
risk_HF3 = (HF3_ratingl*(financial_ impact/1800)) + (HF3_rating2*(legal_impact/188)) + (HF3_rating3*(reputational_impact/188))

risk rating = risk _HF1 + risk HF2 + risk HF3

print("\n")

print("\n""value for Risk Rating: ")
print(risk_rating)

Ewova 5.5: Yodoyiopog Zuvodikov Zuvtedeoth Piokou a6 toug Avpomvoug MapdyovTeg,

TéAog, Baon ™G edvag 5.6, TO AMOTEAECUA TOU GUVOALKOU PIOKOU QO TOUG aVOPWTILVOUG
TIPAYOVTEG TIAPOVCIALETAL 0TO TIAP&OUPO CAANAeTISpaoTG TOL XP1oTH WG T0c00To (%). AuTo
elvat (00 pe TOV TOAAXTAQCIXGUO TOU OUVOAIKOU OULVTEAsoTH plokov, risk rating kou g
BapUmrag, riskr_weight kot v Swaipeon pe mv Ty 15. H tyun 15 Asttovpyet oav fdon otoug

UTIOAOYLOHOUG OV €Vl TO UEYIOTO TIOAVOV ATTOTEAEOUQ TIOU UTIOPEL VX EXEL O GUVOAIKOG

OUVTEAEOTIG ploKOU.

risk_rating perc = (risk _rating*riskr weight)/15
print{"\n")

print("Risk Rating in %: " + str{risk_rating_perc))
print{"\n")

Ewova 5.6: Yodoyiopog tou Piokou amé toug AvBpwmivoug Iapdyovteg.
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5.3 Avaivon AvOpwmivng Xvumepupopag (Behavioural
Analysis)

H evémta mapouotadel v TpooEyyLon g LETATITUXLOKNG Slatpf3n)s we Tpog ToV UTIOAOYIoHO
TOV plokov BAcom ™G avOpwWTIVNG GUUTIEPLPOPAS. [l va yivel auTd QIKTO, TV avaykaio va
xpnowomomBei n yAwooo ipoypappatiopol «Python» oto epyaieio «Spyder3», a@o emTpemnel
OTOV XPNOTN VA TPaypaToTomoel SUOKOAEG pabnuatikés mpdéels. Emiong, pe to kdAsopa
SLaopwv BLBALBNKWY, 0 XP1OTNG EXEL OTA XEPLX TOV EPYOAELN TIOL TOV TIAPEXOLVV TIEPIOCOTEPES

SLVATOTNTES YL TNV VAOTIO M OM TTLO TEEPITIAOKWV EVEPYELWV.

Axoun, yw@ Toug OKOTOUG TNG OovAAUONG TNG CUUTEPLPOPAS, £XOUV XPNOLOTIOmBel Ta
TIPASElyATA TWV APYEIWV KaTorypa@ng SE60UEVWV amd 0wTEPIKES aTteAEG [15]. Eopévwg, ta
apyela auTA o€ TOTIO .CSV, AVTUTPOCWTEVOLV TIOAVA GEVAPLA OTIOV 1) AVAAVOT| TNG CUUTIEPLPOPAS
Batav amapaitnm). H eikova 5.7 mapovoidlel va tapdSetypa apxeiov kataypopng SeSopEvay,
OTIOL oL SLAPOPES TANPOPOPIEG £XOUV KaTnyoplomomBel. ETo CUYKEKPEVO TIaPASELYHQ, O
xpnotmg BGC0686 @aivetar va katefalel éva kaxkofovro Aoylopkd «keylogger» otoug
vmoAoylotég PC-7309 ko PC-2403 kot akoAoUOwG va TPEYEL TO OUYKEKPLIEVO KakOBouvAo

Aoylopukd. [iBavov yx tapdvopmn TapakoAovBnon Xp1noTwv.

A B C D E F G H
1 |Action Mumber Timestamp User Device  Activity
2 |http {D5TE-M5VTEATZ-2060CMUL} 11/11/2010 15:26 BGCOG36 PC-7309  hitp://www.relytec.com/Climate_of Florida,
3 |device  {I7N3-C6FQ76CA-8308ILFR} 11/11/2010 15:37 BGCO686 PC-7309  R:\;R:\BGCO0G86;R:\24h64f6
4 [file {H206-Q8BN31JU-1543XFZN} 11/11/2010 15:41 BGCOGS6 PC-7309 R:\keylogger.exe
5 |logon {R7E5-52IM42GS-749800CE} 11/11/2010 19:30 BGCOG36 PC-2403 Logon
& |device  {PSHGE-P3IMDS8MX-6958TXCW} 11/11/2010 19:33 BGC06S6 PC-2403  R:\;R:\BGCO0686;R:\24h64fe
7 |file {NBF5-R2LWO02MY-3271EKFS} 11/11/2010 19:35 BGCOGSE6 PC-2403 R:\keylogger.exe
& |logon {Z5L0-DIQVAOMP-8876JIMI} 11/11/2010 19:39 BGCO686 PC-2403  Logoff
3 |logon {M9I7-X7DG75MI-7915BAHF} 11/12/2010 19:08 BGCOGSE6 PC-2402 Logon
10 |logon {X7T4-H2BIS5LN-2210PAMF} 11/12/2010 19:22 BGCOG36 PC-2403 Logoff
11 |logon {T7¥4-B3HS66WG-3205F0AI} 11/12/2010 19:29 DKB0259 PC-2403 Logon

Ewova 5.7: lapaderypa Apyeiov Kataypapng AeSopévwv [15].
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‘Onwg @aivetal Kol otV O KATW €KOva 5.8, ta apyela katoypa@ng Sedopévwv €xouv
QTTOONKEVTEL ATIO TNV CUYKEKPLLEVN TINYN O€ TUTIO .CSV, £TCL WOTE VA LTTOPOUV Vo agloTron8ovv
KAXTAAANAQ aTTd TO TIPOY PO O TV YAWO O TIPXYPAUUATIOHOU «Pythony yio toug okoTols g
avdAvong TG avOpWTIVNG CUUTIEPLPOPAS.

Insider Threats - File Manager

File Edit View Go Help

t ﬁ /home/kali/Desktop/Insider Threats/

DEVICES A A A

[ Fite System E E E E

PLACES jobsearchl.csv jobsearch2.csv keyloggerl.csv keylogger2.csv
I kali
A A A

= Desktop E E E
' Trash
NETWORK

D Browse Network

keylogger3.csv wikileaksl.csv  wikileaks2.csv

Ewova 5.8: Apxeia Kataypoagnig AeSopévav o tomo .csv [15].

Yuveyilovtag, OTwG THPOUCIdlel Kal 1) IO TIavw ekova 5.8, To kABe apyelo .csv TepLEXEL
KOKOBOUVAEG EVEPYELEG TWV XPNOTWV OE EVA OPYAVIOHO OTIOV UTIAPYXEL LILX EVOEIKTIKT] OVOUAGIX TOU
KB apyeiov pe v KOpLa aTedr]. AKOAOVBWG, OTIWG PAIVETAL KL TNV EKOVX 5.9, 0L evepyeLeg
TWV XPNOTWV ATIO TX THPASEYPATA TWV apXElwV KAToypa1g cupBavTwy, Exouv evomomnBel oe
éva véo apyelo «totalentitylogs1.csv». AnAadn, ta Sedopéva Twv apyelwv g ekoOvag 5.8 £xouv
tomoBemBel pall oto B0 apyelo OMwg Selyvel 1 ewova 59. To ocuykekpyévo apyelo
XPNOWOTIOLEITAL OTNV HETATTTUXLOKT] SLTPLPT] Yo TOUG OKOTIOUS TG EKTILNOMG TOU ploKOUL O€ £V

0pYaVIoUO B&oT) TG aVAAVOTG TNG VOPWTILVIG CUUTIEPLPOPAS.

Tetal Insider Threats - File Manager
File Edit View Go Help
N ﬁ fhome/kali/Desktop/Total Insider Threats/

DEVICES A

_ﬂ File System E

PLACES

I kali
Desktop

totalentitylogsl.csv

Ewova 5.9: Néo Apyeio Kartaypapnc AeSopévwv «totalentitylogs1.csv».
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H ewova 5.10 apovotdilel Eva HEPOG E T TIEPLEXOUEVA TOU GUYKEKPLUEVOL OpXEOL KTy poupns

dedopEvwy, evay 0A0KANpo To apyelo Tapovotaletat oto [apaptmua B.

A B C D E [F
1 |Action Number Timestamp User Device Activity
2 |email {BlY9-Z7ARBBCW-93530NTE} 11/11/2010 10:21 BGCO686 PC-7309 Daniel.Kibo.Bruce @dtaa.com
3 |email {A5Q3-L7MS05UI-3620U001} 11/11/2010 10:22 DKB0259 PC-2403 Daniel.Kibo.Bruce@dtaa.com
4 |email {B2PG-FOSTESUC-0302NIIA} 11/11/2010 13:03 DKB0259 PC-2403  Berk.Griffin.Cocley@dtaa.com
5 |email {T1CB-Q7CCS8LS-7289GIFY} 11/11/2010 13:04 BGCO686 PC-7309 Berk.G n.Cooley@dtaa.com
6 |email {Z5M1-AOTV56TL-3102CFDH} 11/11/2010 13:39 BGCOG36 PC-7309 Daniel.Kibo.Bruce @dtaa.com
7 |email {K6C7-X6NX01ET-4527SHPO} 11/11/2010 13:40 DKBO0259 PC-2403  Daniel.Kibo.Bruce@dtaa.com
8 |email {M4V2-C8ZSB6KH-5652ZMPGI} 11/11/2010 13:46 DKB0259 PC-2403  Berk.Griffin.Cooley@dtaa.com
9 |email {B4Q0-WS5QX16RW-7102LCFN} 11/11/2010 13:47 BGCO636 PC-7309 Berk.Griffin.Cooley@dtaa.com
10 |http  {D5T6-MS5VT84TZ-2060CMUL} 11/11/2010 15:26 BGCOG36 PC-7309  http://www.relytec.com/Climate_of_Florida/suniest/NNXrlybttre1893061997.aspx
11 |device {I7N3-CoFQ76CA-8308ILFR} 11/11/2010 15:37 BGCO636 PC-7309  R:\;R:\BGCO686;R:\24h64f6
12 [file  {H2Q6-Q8BN3LIU-1543XFZN} 11/11/2010 15:41 BGCO686 PC-7309  R:\keylogger.exe
13 |logon  {R7E5-52IM42GS-749800CE} 11/11/2010 19:30 BGCO636 PC-2403 Logon
14 |device {P5H6-P3MD5EMX-6958TXCW} 11/11/2010 19:33 BGCO686 PC-2403  R:\;R:\BGCOG86;R:\24h64f6
15 [file {NBF5-RZLWO2ZMY-3271EKFS} 11/11/2010 19:35 BGCO686 PC-2403 R:\keylogger.exe
16 |logon  {Z5L0-DIQVA0MP-8876JIMI} 11/11/2010 19:39 BGCOG36 PC-2403 Logoff
17 |logon  {M917-X7DG75MJ-7915BAHF} 11/12/2010 19:08 BGCO636 PC-2403  Logon
18 |logon  {X7T4-H2BIS5LN-2210PAMF} 11/12/2010 19:22 BGCO636 PC-2403  Logoff
19 [logon  {T7Y4-B3HSBEWG-3205FOAI} 11/12/2010 19:29 DKB0259 PC-2403 Logon
20 lemail {B5N4-C7IX58TM-0955XNDA} 11/12/2010 19:37 DKB0259 PC-2403  Scott.Drew.Page@dtaa.com;Galena.lana.Burris@dtaa.com;Hyacinth.Camilla.Ware@dtaa.com;
21 [logon  {NBN4-X0WB23KK-1872ALNE} 11/12/2010 19:44 DKB0259 PC-2403  Logoff

22 lemail {LOA1-WIAB34GS-6692RUSO} 11/15/2010 07:31:00 MAHOBE3 PC-4972  Scott.Drew.Page@dtaa.com;Galena.Jana.Burris@dtaa.com;Hyacinth.Camilla.Ware@dtaa.com;
23 |email {Q7J8-Z5HV63PI-8605VMZP} 11/15/2010 07:41:00 RNWO0269 PC-0978  Scott.Drew.Page@dtaa.com;Galena.lana.Burris@dtaa.com;Hyacinth.Camilla.Ware@dtaa.com;

Ewova 5.10: IMepieydpeva Apxeiov Kartaypagris AeSopévwy «totalentitylogs1.csv.
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Yuveyifovtag pe to Tpoypapua, koAsite 1) BBAo6Kn «panda as pd». H ouykekpuiévn BAobnkm
ETTPETEL OTOV XP1)OTI VA EKTEALTEL EVTOALS Y1 VA SLBaoTEl KL VX ETTEEEPYAOTEL Eval aipXELO .CSV.

Emopévwg, xpnoomoleitat 1 evtoAn import pandas as pd.

'OTtwg Exel oM avaepOel Tio AV Kot OTEwG aivetat oty elkova 5.11, yua va elvat @QIKto to
SuaBaopa touv apyelov kataypaeng dedousvwv «totalentitylogsl.csv» yivetal n xprion g
evtoAnc df=pd.read_csv("totalentitylogs1.csv").

df = pd.read csv("totalentitylogsl.csv")

Ewova 5.11: EvtoA] yux AidBaopia tov Apyeiov Kataypagrig AeSopévwy «totalentitylogs1.csv».

Imv ovvéxela, Bdon g ewovag 5.12, yivetal capwor amod To TPOYPAULUN GTO CUYKEKPIUEVO
aPXELO YL EVTOTILOUO GUYKEKPLUEVWV AEEEWV-KAELBLA TToL €YouV 1181 Kataxwpn el e TNV EVTOAT)
dffdf Activity.str.contains('wikileaks’, na=False) | dfActivity.str.contains('keylogger’,
na=False) | df.Activity.str.contains('Keylogger', na=False) ] = 1. H ouykekpwiévn evtoin
TiparypatoToLel avadimorn twv Asgewv «wikileaksy, «keylogger» ko «Keylogger» otnv katnyopia
«Activity» kot o€ TEPIMTTWOT EVTOTIOMOU TWV OUYKEKPWEVWY ALEEWY, YIVETAL QuEOM
aVTIKATAoTOON HE TOV oplBpd 1. v avtiBetn TepImTworn YIVETAL QVTIKATACTOON TWV
VTOAOIMWV Afgewv pe Tov aplipo 0, xpnowotowvtag v evtoAn dfloc[df["Activity"] != 1,
"Activity" ] = 0.

H avadiimon g A€&ng «wikileaks» Tpay LATOTOLETAL YL TOV EVTOTIO PO KAKOBOVAWV EVEPYELWV
oV yvwot otooeAiba Siappong Sedopsvwv «wikileaks.org». Xe mepimtwon oG TETOWG
KaKOBOVANG evépyelag amd éva epyaldpevo, TBavov va odnynoel oe Slappor evaicOnTwv
TIANPOPOPLWV KL IOIWTIKWV SEGOUEVWV TOV 0PYAVIGHOV. ZUVETIWG, O OPYAVIOUOG UTTOPEL Vi EXEL
VOMUKEG KOl OLKOVOLLKEG ETITTWOELS, KABWG KAL APVITIKEG CUVETIELEG OTNV EIKOVA TOV OPYOVIGUOV.
Emiong, ot Aggeig-kAeldid mov ypnowomowvvtat «keylogger» kat «Keylogger», evtomifouv
KOKOBOUVAEG EVEPYELEG AUTIO TNV XP1|OT) TOU CUYKEKPLUEVOL KAKOBOUAOU AOYLOUKOU UE GKOTIO TV
Tipdvopn TapakoAoVnot kamoov xprotn [07]. To cuykekpyeEvo AOYIOUIKO, KATOYPAPEL KAl
TIPAKOAOVBEL TIG TIANKTPOAOYNGELS TIOU TIPAYUATOTIOLOVVTOL 6TO TIANKTPOAGYLO TOU UTIOAOYIOTH

KATIOLOL XP1OTH. ZUVETIWG, TO PIOKO ATt LA TETOL KAKOBOVAN EVEPYELX UEAVETOLL
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df [df.Activity.str.contains( wikileaks', na=False) | df.Activity.str.contains('keylogger’, na=False) | df.Activity.str.contains('Keylogger', na=False) |1 =1
df . locldf["Activity"] '= 1, "Activity" 1 =8

Ewova 5.12: EvtoAr] ywx Evtomtiopd Aéewv-KAeidia.

‘Emerta, pe v evroAn dfto_csv("HighRisk.csv", index=False), &nuovpyeital éva kawvovpylo
apyxelo, «HighRisk.csv» mepiéyovtag toug aplBuois 1 ko 0 oty katnyopia «Activity» ou €xouv
avtikataotadel pe v mponyoLpevn evtoAr (Ewova 5.13). Zuvenwg, To GUYKEKPLIEVO ap)elo
TEPLEXEL EVBEIEELG YL EVEPYELEG TTOV PTTOPEL VO TEPOKOAETOLVV GOPAPES (NEG aToV opyaviopd. 'ETal,
YIVETOL EVTOTILOUOG EVEPYELWDV OTIOV TO HEYEDOG ™G (MGG TIoL TIBAVOV Vo TIPOKAAECOULV Elvat

ueydio.

df.to csv("HighRisk.csv", index=False)

Ewova 5.13: EvtoAr] yuax Anpovpyio Apxeiov «HighRisk.csv».

AxoAoVBwG, e v evtoAn high_risk_activity_values = pd.read_csv("HighRisk.csv", usecols =

["'Activity"]), To mpdypappa StarBadel v katnyopia «Activity» omtd To Katvoupylo apxelo ou €xel
SnovpynBei, «HighRisk.csv», epiexovrtag toug apBpoig 1 kot 0 (Ewdva 5.14).

high risk activity wvalues = pd.read csv("HighRisk.csv", usecols = ["Activity"]]
print(“wn", high risk activity values)

Ewova 5.14: Evtol] yux AdBaopa Apxeiov «HighRisk.csv».

TV cuveExeL, OTIwG PaVETALKaL 0TV EkOVa 5.15, TparypatoTotettat pafnuatikn Tpdobeon twv
evdelgewv mTov €xouv kataypo@el pe v ovopaoia high_risk activity values (evépyeleg
«uymAne» cofapdmrag). AnAadn), ABpolopa TwV THWV 1 TIoV £X0UV AVTIKATAOTIOEL TIG AEEEIG-
KAeWlld oto  apyelo  «HighRiskcsv». H  evtoAn mouv  xpnowomoleitar  eivat

print(high_risk_activity_values["Activity"].sum()).
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print{*\n""Total Indications from High Risk User Activity: ")
print({high risk activity values["Activity"].sum())

Ewova 5.15: Evtol) ya [TpooBeon twv Tyumv yia Evépyeies «YYmAre» ZoBapdtnras.

Emtiong, Tipemel va onuelwOel OTL TO ATOTEAEGUX TTHPOVCLALEL OTOV XPNoTh): i) EVOEEELS Yo TV
emidpaom Tov TapovodleL o atteldn (Impact), epooov evtoTioToUV OLAEEELG-KAELOIE, OAAG Kot ii)
TI§ TOKVOTNTEG VAOTIOMONG LG ETULTUXNHEVIG KaKOBOVANG emiBeomg, apov 1) (Sl kakdBouAn
EVEPYELX UTTOPEL VA EVTOTILOTEL TIAPATIAV®W ATTO 1 opd. Apat, 0L TIOAVO TN TES VLot THV VAOTIO M O™ TG

OUYKEKPLUEVNG KaKOBoVANG evepyelag avsdvovtal Emopévwg, To pioko ivou peyoAutepo.

AxoA0VOWG, 1| CUYKEKPLIEVT TIPOCEYYLON OTOV KWSIKA ETOVOAAUBAVETAL YOt TOV EVTOTIOUO i)
evepyelwv «pecaing» cofapdmmtag, medium_risk activity_values kau i) evepyeiwv «xapnAng»
oofapomtag, low_risk activity_values. Ou Agfeig-kAeldlad mov  cupmepAapfavovrtatl  ylo
EVTOTILONO evepyelwv «pecaiag» cofapomtag (medium_risk activity values) pmopel va etvor
avadnmon tooceAibwv Omws «jobhunter» kot «careerbuilder» a@ol vmodekviel 0TL 0
OUYKEKPLUEVOG XPNOTNG APLEPWVEL XpOVO epyaciag oe dAAa BEpata, evw TBaVOV va yiveTan Kat
avad1TNoT Yl €pyacia 6€ GAAO 0pyavIGHO. AUTEG OL EVEPYELES (0WG TTKPOVCIACOUV KATIOW ploKO
OTOV OPYQVIOHO Kol €va  OWKOVOUKO avtiktumo. [lapddnAa, ot A£Eeig-kAelOld  mov
ouumepAapfavovro Y EVTOTILOUO EVEPYELWV C(OLLNATIG» ooBapottag
(low_risk_activity_values) pmopel va amoteAéoouv ot Agfelg «Logon» kat «Logoffs. Ot
OUYKEKPUUEVEG EVEPYELEG UTIOYPAUUIOVV TV GUXVOTITO TIOU 0 XPNOTNG ATOKTA Tipdof3aoT oTov
AOYOPLG O TOU OPYAVIGHOU TOU KAl EMOPEVWS TOV Babud g evaoydAnong tov. O evtomopog
TWV CUYKEKPLUEVWV EVEPYELWV OE HEYEAO BaBpO, onUaiveL OTL UTIAPYEL Lot LEYGAT TIOXVOTI T O
XPNOTNG Vo LNV a&LoTIoLEL TOV XPOVO £pyaaiag Tov OTIwG TTPoAEmETaL AUTO, TIBAVAOV v 0Snynoel

O€ OLKOVOLLIKEG CUVETELEG. ETIOpEVWG, TO ploko 0TOV 0pyaviopd auEavetal
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YuveyiCovtag, yivetal xprion Boapdmtag o€ KABE UTOAOYIOUO TWV TIO TIAVW EVEPYEWV: i)
high_risk_activity_values, ii) medium_risk_activity_values ko iii) low_risk_activity_values.
AuTo yivetat yla va $00el teplocotepn onuacio oTi§ EvEpyeLeg TTov Xpilouv I8LiTEPNG TIPOCOXTS

KL ATIOQUYN 60BaPWV ETIITTWOEWY 0TOV 0PYaVIGHO. H ekOva 5.16 TTapouctalel eVEEIKTIKES TIEG

Bapvmrag:

i.  BA_weight high - BapUimrta yua evépyeteg «uymarg» cofapdmras.
ii. BA_weight medium - Bapvmta ya evépyeleg «peoaiog» coBapdtntog.

iii.  BA_weight low - Bapvmta yi evépyeieg «xapmAng» cooapotntos.

BA weight high = 5
BA weight medium =
BA welght low = 1

2

Ewova 5.16: Xprjon Bapimntag otig Katnyopieg twv Evepyetav.

'Emerta, 0mwg apouctdleTal KoL oty eikova 5.17, TTpory LA ToTIOLELTal TO GUVOAKO ABpoLopA TWV
EVOEIEEWV Y10l TIG TILO TIAVW EVEPYELEG, CUUTIEPAAUPBOVOEVOL KL TV THWV Bapitntag. H evtor

IOV XPTOLUOTIOLELTAL ElVAL:

Behavioural_Activity=(high_risk_activity_values["Activity"].sum()*BA_weight high)+(medi
um_risk_activity_values["Activity"].sum()*BA_weight medium)+(low_risk activity values|

"Activity"].sum()*BA_weight _low).

Behavioural Activity = (high_risk _activity values["Activity"].sum()*BA_weight_high)
+(medium risk activity values["Activity"].sum()*BA weight medium)+(low risk activity values["Activity"]l.sum()*BA welght low)

Ewova 5.17: Zuvolik6 ABpotopa twv EvBeifewv.

TéAog, cUUPWVA e TV elkOVa 5.18, TiparyATOTIOLELTAL O UTTIOAOYLO UGG TOL GUVOALKOU PIOKOU ITTO
™V avdAvon G avBpwTIvG CUUTEPPOPAS o€ TIocooTo (%). H evtoAr mov ypnoomoteitat
elvau

BA_perc_calc = (Behavioural_Activity*ba_weight)/Policy_Level.
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'OTtwg TTapovcdleTat oty ekova 5.18, yivetat xprjon Tplwv moAtikwv Asttovpyiag (Policy_Level)
ULE EVOEIKTIKES TUUEG:

i.  strict mode=10

ii.  default mode =40

iii. light mode =80

Ot OLYKEKPIUEVES TIOALTIKEG AstTovpYiag aAAGCovV TV Bdom) pe v oTola uTtoAoyileTal To ploko.
Emopévwg, 6co o vymAn ivan ) Ty g Bdong, tooo o XxapmAo ivat to cuvoAiko pioko. H
ETAOYT] LT TIPOCOUOLALEL TNV QU TNPATNTA TNG TIOALTIKIG AGQPOAELNG TIOV UTIOPEL VAL AKOAOVBEL

KATIOLOG OPYOVIOUOG,.

Emtiong, 0 umoAoy1opog Tou GUVOAIKoU ploKOoL AT TNV avEAVGT) TG KVOPWTILVIG GUUTIEPLPOPAS,
ovumepAapfavel kat v Baputnta «ba_weight», 0w éxel 116N emednynBel oto Kediawo 5.
EmmA£wv, o€ TIEpITTWoT TIOL 0 TEAKOG UTIOAOYLO GG TOU PLOKOU Elvat (006 1] LEYOAVTEPOG ATIO TNV
Ty Tov €xel §oBel Y To «ba_weight», TOTE 1 TEAKN TY) TOL plokov €xeL TV (Sl TW| PE TO

«ba_weight» (Ewova 5.18).

TUUTEPACUATIKA AOLTIOV, YO TOV UTIOAOYIOHO TOU PIoKOU QO TNV avAAUCT] TNG avOpmTIvig
OUUTIEPLPOPAS, TIPOYUATOTIOLELTOL O TIOAAATIAQGIAOHOG HETAED TOU aBPOIoUATOG TWV EVOEEEWY,
Behavioural_Activity kot g BapUmtag ba_weight kot akoAoBws Siaipeong pe v oAtk
Asrtoupyiag, Policy_Level.

48

default mode

Policy Level = default _mode

BA perc_calc

(Behavioural Activity*ba weight)/Policy Level

if BA perc calc »= ba weight:
BA perc = ba weight

else:
BA perc = BA perc_calc

print("\n""Total Behavioural Analysis Value in %: " + str(BA_perc))

Ewova 5.18: YroAoylopog Piokou amd v Avévon g AvBpwtivg Zupmepupopds (%).
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54 Evtomopoc Euvmabswv ota  [IAnpogopraka

ZUOTIUATA

H esvomta meprypdpel tov vmoAOYlopd Tou piokov [&orm TOv eVTOTIOUO €UTIHBEWWY T
TIANPOPOPLAKA CUCGTILATA EVOG 0PYaVIGHOU. ZUpPwva Le To Ke@dAato 4, 1 xprion tov gpycieiov
«OpenVAS» glvau avaykada yia v Snpovpyia ava@opAag o€ TUTIO .CSV VLo TV KAXTAYPOPt] TwV
EVTIABELWV TIOV EXOVV EVTOTIOTEL 0TO eUTIABESG SikTuo TIOL £XeL SnovpynBel. To ouykekpyEvo
Slktuo TPooopoLdleL i KATdoTaon OOV To SIKTUO €VOG OPYAVICHOU €ival HOAUCHEVO HE
Slapopeg eumabetes. To Tpdypappa xpnoototel tig TipéG CVSS (Common Vulnerability Scoring
System) atd ™V ava@opd tov epyadeiov «OpenVAS» e ovopacia «report.csv». ZOUPmVA LE TOV
opyaviopo FIRST (Forum of Incident Response and Security Teams), ot tyég CVSS mapovotadouv
™mv oofoapdmra ™G kabe evmabeig [01]. Emopevwg, 1 petamruyaxr Swtpn Ba
XPNOWOTIOMOEL TOV LECO OPO TWV TIHWV «CVSS» Yl val TIapouoLdGeL TV GUVOAKT ETGpACT) IOV
TIPOVCLALOUV 0L EUTIABELEG GTOV OPYAVIOHO. AUTO Bl ATIOTEAEGEL KL TV T TOV PIOKOL ATIO TV
S1ad Aol TOL EVTOTILOHOV EVTIAOELWV CUIP®VA LIE TNV LHONUATIKY) oXEoT): ploko = emiSpaom X
TOvOTNTAL YToBETOUNE OTL OL TOAVOTNTEG TIAPAPEVOUV UETABANTES Kot v eTnpeddovy To

QTIOTEAEG QL

Baom ¢ ekovag 5.19, ) evtoAr] cvss_values = pd.read_csv("report.csv”, usecols = ['CVSS"]),
ETUTPEMELGTO TIPOY PP VA SLABATELTO APYELD «report.cSv» KL GUYKEKPLUEVA TNV 0TNAT «CVSS».
"Emerta, umoAoyietal o pesog 6pog Twv THwv «CVSS» kat Sivetatm ovopacio cvss_average. Metd,
vToAoy(CeToun T Tov piokou (%) Le ToV TTOAAATAQCLAG O TOU cVSS_average Kol tng Baplmrag
va_weight xat akoAoBws ™G Swalpeong pe v Ty 10 mov eivan 1 p€ytotn mbavn Ty Tov

Cvss_average.

print("Cvss Records of Vulnerability Assessment Scanning Report: ")
cvss values = pd.read csv("report.csv”, usecols = ["CV55"])
print("yn", cvss_values)

print("\n""Average Value from CV55 Records: "}
print{cvss_values["CV55"].mean(})

cwss average = cvss values["CVS5"].mean()

cvss_average_perc = (cvss_average®*va weight)/1@

print{"\n""% Value for CVSS Records )

print(cvss average perc)

Ewova 5.19: Yriodoyiopog Pickou amd tov Evtomiopd EuvraBeiv ota [TAnpogopiakd Zuotpata
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5.5 YmoAoylopnog XuvoAikov Piokov

H ovuykekpyevn evomta mapouctadel v TeAkn pabnuoatik) mpagn oty yYAwooo

TIPOYPAUUXTIOHOV «Python» yix v ektipmnon touv ZuvoAkov Pliokou o€ o ovtomta, cUppwva

HE:
i.  Toug AvBpwTivoug [Tapdyovteg oL £x0UV ETAEYEL
ii.  TnvAvdAvon g AvBpwivng ZUUTIEPLPOPAS.
iii.  Tov Evromopé EvaBeiwv ota [TAnpogopaka Zuomuata.

'Onwg @atvetar oy ekova 5.20, To cuVoAiko pioko, risk elvat (oo pe to dBpolopa Twv: i)
risk rating perc (ploko avBpwmvwy mapaydviwy), ii) BA_perc (pioko avdAvong
OLUTIEPLPOPAG) kot iii) cvss_average perc (pioko eumaBewv). To TEAKO AMOTEAECH

TIPOVCLALETOL 6TO TIAPAOVPO CAANAETHE PTG E TOV XPIOT).

risk = risk_rating_perc + BA perc + cvss_average_perc
print(*\n""Risk in %: " + str(risk))

Ewova 5.20: Yroloylopog Zuvoliko® Pickou.
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Ke@aiawo 6

AToteAsopata

To KepdAawo 6 meprypdpel ta amotedéopata amd Ti§ Sokpes mov Eywav oto «Cyber Risk
Assessment Box» [1e GKOTIO TNV €KTILNOM TOL GUVOALKOU PloKOL O€ o ovtotnTa. H ektédeon g
OUYKEKPLUEVNG TIPOCEYYLOTG YL TOV UTIOAOYLOUO TOL plokou £xel Swael blaitepn onpacio oTov
UTIOAOYLOUO TOV plokov o€ gva opyaviopd. Emiong, omwg @aivetal kot otov mivaka 6.2, 1
OUYKEKPLUEVT TIPOOEYYLOT EXELTIPAYUATOTIOWOEL EKTILNOT TOU PIOKOU KL GE ATOULKO ETUTTESO Yot
va Tovioel TV eveAdia Ttov Tpoypdppatos. To Mapdpmua I' mapovotdlel 0AGKANPO TwV KWSIKA

IOV £xeL avarrtuyBel yax v dnpuovpyia tov «Cyber Risk Assessment Box» pe oxoAlaopo.
6.1 Extipnon Piokov o€ Opyaviopo - YPmAn Tuyur) Piokov

ApKA, 0L EVEEIKTIKES TUUES YL TO PIOKO TIOL TIAPOVCLALOUVV 0L XVOPWTILVOL TIPAYOVTESG XAAA K
0L EVOEIKTIKEG TIHESG TV Kprmplwv (TTivakag 6.1), TotoBetovvtat oTo TapaBupo cAAnAeTtidpaong
He Tov kwdika tou epyoieiov «Spyder» (Ewdva 6.1). Emiong, mpémel va onueiwbel 6TL otV
TEPITITWOT TIOV TIPAYUATOTIOLEITAL O UTIOAOYLOHOG TOU PIOKOU 0€ OAGKATPO TOV OPYQAVIGHO, TOTE
XPNOWOTIOLEITAL 0 HEGOG OPOG TUWV 0TV KALOKA TOU pIOKOV, Ao YIVETAL avapopd o€ GAOUG
TOUG £pYa{OUEVOUG TOU opyaviopov. Emopgvwg, 1 tym 3 mapouotadel Tov HEco 0po 0AwV Twv
ePYAOUEVV GTOV OPYAVIOHO, YIX KAOE avOpmTIVO TTpAyovTaL. XNV TEPITTTWOT) TIOU 1] EKTIUNOT)
ploxov amevBuvOTAV YL EVa EPYATOLEVO ATOKA, TOTE OL TYLEG 0TV KAPOKA TOL piokou Ba fytav

SLPOPETIKES.
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Emioym Emioym Emioym
Kpumpiov 1: | Kpimpiov 2: | Kpumpiov 3: TuvoAkés
Owovopuxn | Nopuki) Emnintwon TUVTEAEOTHG
Enittwon | Emirtwon | oty P
(Financial | (Legal (Reputational
Impact) Impact) Impact)
Yuvtedeots Bapumrag (%) 33 35 32
[apdyovrag 1: 3 3 3 3
Xpovwx Epyaotiag atov
Opyavicpo (Years Worked)
[apdyovrag 2: 3 3 3 3
Eninedo [IpooPaocng otig
IIAnpo@opicg (Data Access
Level)
[apdyovrag 3: 3 3 3 3
EmayysApatiko Emtinte8o -
Eninedo 'vwoewv
(Proficiency/Knowledge Level)
Tuvoikog TuvteAsotiig Piokov 9
(Risk Rating)

Mivakag 6.1: Tywég yiax Tov YoAoylopo touv Zuvodkol ZuvteAeot Piokou og éva Opyoaviopo.

Yuveyilovtag, oty elkova 6.1 Stakpivetal To TapdBupo cAANAETHISpAONG HE TOV KWSKA OTIOV O

XPNOTNG KOAELTAL VX TOTIOBOETNOEL TIG TILO TIAV® TILES BapUTNTOS Yo Tar 3 KPLThpLok.

IPython console

., Consolel/A ®

Enter a % value for Finmancial Impact Criterion Weight between 1%-188%: 33

Enter a % value for Legal Impact Criterion Weight between 1%-188%: 35

% value of Reputational Impact Criterion Weight is: 32

Ewova 6.1: Tiég Bapumroag yua ta 3 kprmpuo: «Financial Impact», «Legal Impact», «Reputational

Impact».
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AxoAoVBwG, 0 XPNoTNG TOTOBETEL TIS TWES OTNV KAILXKX TOU PIOKOU Yl TOUG QVOPTILVOUG

TIPAYOVTES, OTIWG SLAKPIVETAL KL 0TV Kdva 6.2.

|Python console

Console 1/A

Risk Scale: 1-

In case Total

Enter a value
Enter a value

Enter a value

Risk Scale: 1-

In case Total

Enter a value
Enter a value

Enter a value

Risk Scale: 1-

In case Total

Enter a value
Enter a value

Enter a value

5. The greater the working period, the lower the walue on the risk scale

Entity Risk is being Calculated Directly, an Average Value is used

for Years Worked Factor with Financial Impact: 3
for Years Worked Factor with Legal Impact: 3

for Years Worked Factor with Reputational Impact: 3

5. The greater the Data Access Level, the higher the value on the risk scale

Entity Risk is being Calculated Directly, an Average Value is used

for Data Access Level Factor with Financial Impact: 3
for Data Access Level Factor with Legal Impact: 3

for Data Access Level Factor with Reputational Impact: 3

5. The greater the Profficiency/Knowledge Level, the higher the walue on the risk scale

Entity Risk is being Calculated Directly, an Average Value is used

for Profficiency/Knowledge Level Factor with Financial Impact: 3
for Profficiency/Knowledge Level Factor with Legal Impact: 3

for Profficiency/Knowledge Level Factor with Reputational Impact: 3

Ewova 6.2: Tyég yia to Pioko Tov Iapovotddouv ot AvOpomvot [apdéryovreg.

Metd, 6mwg @aivetal kat oty eova 6.3, YIveTal 0 VTTOAOYIGUOG TOU GUVOALKOU GUVTEAEOTH)
ploxov, «Risk Rating» Tou etva (oo pe 9 dmwg €xel extiumBel ko amd Tov mivaka 6.1. Emtiong, yiveton

0 UTIOAOYLOUOG TOV GLVTEAEOTN PlOKOL O€ TT0G00TO TIoV eivalt ioo pe 15%.

IPython console

Console 1/A &

Value for Risk Rating:
9.0

Risk Rating in %: 15.8

Ewova 6.3: Tiég yia tov YToAoylopo tov ZuvoAkov Zuvtedeoth Piokou.
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Yuveyifovtag, mapouoladeTal (o avdAuon TG avBp®TIVIG CUUTIEPLPOPAS OTO TIPABupo
oAMnAemtidpaong pe tov kwdka. H eova 6.4 mapouotalel T GUVOAKA TIEPIOTATIKA TIOU
EVTOTHOTNKAV Yl EVEPYELEG «UYMAOU», «HECAIOU» KL «XAUNAOU» KIVGUVOU. £TO CUYKEKPUUEVO
TopPASetypa, evromiomkav 16 meploTatika «uPmAov» kKwdUvou, 52 meploTatikd «pecaiovy

KW&UVoU Kat 18 TrepLoTaTikA «xopmnAoU» KvdUvou.

Insider Activity of Behavioural Log Analysis:

Activity
8 ]
1 @
2 8
3 ]
4 8
689 1
690 1
691 1
692 1
693 1

[694 rows x 1 columns]

Total Indications from High Risk User Activity: 16

Activity
8 g
1 8
2 8
3 8
4 8
689 8
690 8
691 @
692 8
693 8

[694 rows x 1 columns]

Total Indications from Medium Risk User Actiwvity: 52

Activity
8 ]
1 @
2 8
3 ]
4 @
689 ]
690 8
691 ]
692 @
693 9

[694 rows x 1 columns]

Total Indications from Low Risk User Activity: 18

Ewova 6.4: Avéduon g AvOpamvng ZupmepLpopas.
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"Emerta, YiveTa 0 UTTOAOYLOUOG TWV GUVOAKWVY TIEPLOTATIKWY KVSUVOUL oL givat icog pe 202, Baon
KL TWV TIapayovtwy Bapdttag mov avadoyolv o Kdbe katmyopio meploTatikov. AnAadn,

(5x16) + (2x52) + (1x18) = 202. Emtiong, utoAoy({eTaL KoL TO TIOGOOTO TOU PIOKOL TIOL VOAOYEL

oMV ouyKekpevn Ty, 50% (Ewova 6.5).

IPython console

Console 1/A &
Total Behavioural Activity Value: 282

Total Behavioural Analysis Value in %: 58

Ewova 6.5: Zuvolkd [Mepiotated Kivdivou kot to Avédoyo [ocootd tou Piokou.
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TV OUVEXELX, 1) EKOVA 6.6 TIAPOVGLALEL TIG TUEG «CVSS» yia TV 6oBapd T TwV EVTIAOELV OT

TIANPOPOPLUKA GUCTILATA TIOU €XOVV ATIOKTNOEL ATtO TNV AVaPOPE «report.csv» Tou epyoAeiov

«OpenVAS».
V55 Records of Vulnerability Assessment Scanning Report:
Cvss
8 l8.e
1 18.8
2 l8.8
3 le.s
4 lo8.6
5 9.3
i1 9.8
7 9.9
8 9.8
9 7.5
18 7.5
11 7.5
12 7.5
13 7.5
14 7.5
15 7.5
16 7.5
17 7.5
18 7.5
13 7.5
28 6.8
21 6.8
22 6.8
23 6.4
24 6.8
25 6.8
26 5.8
27 5.8
28 5.8
29 5.8
38 5.8
31 5.8
32 5.8
33 4.8
34 4.8
35 4.8
3% 4.8
37 4.8
3@ 4.3
3 4.3
48 4.3
41 4.3
a2 4.3
43 4.3
44 4.3
45 4.3
46 4.3
47 4.3
48 4.3
49 4.8
58 4.8
51 4.8
52 4.8
53 2.6
2.6

Ewova 6.6: Tyuég CVSS amd to epyoeio OpenVAS.

79



"Emerta, yivetat 0 UTToAoyLopog yx v péot) T twv CVSS mov etvat =~ 6.12 kot mocooto = 15.3%
(Ewova 6.7). Autd avodoyel oty peon Tiur coBapdmTag TwV EVTIABELWV TIOL EXOVV EVTOTIOTEL
'Etol mapovoaletal 1 emidpaon (Impact) twv eumaBelwv oV EvIOTHOTNKAY O TEPITTWON
EKUETOAAEVOMG TOUG. ETTOpEVWG, OTIWG aiveTal Kot oty eikova 6.7, yiveTat 0 UTTOAOYLOUOG TOU

plokov og T0600TO, BAoT TWV EVTIABELWV TIOL EVTOTHOTNKAV.

IPython console

. Consolel/A =

Average Value from CVSS Records:
6.121818181818183

% Value for CVSS Records:
15.304545454545456

Ewova 6.7: Méon Tyn ZoBapomtag Eumtabeidv kat YoAoytopds tov Piokov (%).

TéMog, yivetal o VTTOAOYIGUOG TOU GUVOAIKOU PIOKOVL YA TOV OPYAVICHO pE TV Tipdabeomn Twv
TIOCOGTWYV PIOKOV TIOV VTIOAOYIOTNKOAV KAl QQOPOLV i) TOUG avBpWTIVOUG TIalpAyoVTe, ii) v
avOpPWTILVY) CUUTIEPLPOPA Kal iii) TOV EVTOTIIONO EUTIABEWWV OTA TIAPOPOPLAKA CUOTHUXTA.

Emopévwg, yivetain tpdén 15% + 50% + 15.3% = 80.3% (Ewova 6.8).

IPython console

Console 1/A &

Risk in %: 80.308454545454546

END

Ewova 6.8: Yodoyiopog Zuvoiikov Piokou tov Opyavicpov.

80



6.2 Extipnon Pilokov og Opyaviopd - Xaunin Ty

Piokov

H Swdwaciac g Evomtag 6.1 emavoAapfavetal Xpnoomowvtag OHwG &va  apxelo
Kataypo@ng SeSoUEVWY Pe AydTEp TEEPIOTATIKA KIVEUVOU YLt TV avAAUGOT) TNG avBpmTIvig
OLUTIEPLPOPAS. OL vTIOAOLTIOL TTAPAYOVTaS SlartnPoVV TIS (81eg TéG. H etkdva 6.9 apovotalel Tig
KOVOUPYLEG TULES YLX TIG KATIYOPLEG TWV KIVEUVWV TIoU £X0UV EVTOTILOTEL ‘OTIwG Patvetal, £youv
evtomotel 0 meploTatikd «uymAoU» KwdUvou, 4 TEPLOTATIKE «pecaiov» kKwvduvou kat 10

TEEPLOTATIKA «XAHUNAOU» KIvEUVOU.

Insider Activity of Behavioural Log Analysis:

Activity
8 8
1 8
2 8
3 8
4 8
227 8
228 8
229 8
238 8
231 8

[232 rows x 1 columns]

Total Indications from High Risk User Activity: @

Activity
8 8
1 e
2 e
3 e
4 e
227 e
228 e
229 e
230 e
231 e

[232 rows x 1 columns]

Total Indications from Medium Risk User Activity: 4

Activity
e e
1 Z}
2 e
3 e
4 [z}
227 e
228 e
229 2}
230 e
231 e

[232 rows x 1 columns]

Total Indications from Low Risk User Activity: 18

Ewova 6.9: Avéduon g AvOpomvng ZupmepLpopas.
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"Emerta, yivetan 0 UToAOYLOHOG TWV GUVOAIKWV TIEPLOTATIKWY KIvEUVOoU Tov glvat (oog pe 18, faon
KL TV TTapayovtwy Bapltntag Tou avaAoyolv o kdBe katnyopla meplotatikov. AnAadn, (5x0)
+ (2x4) + (1x10) = 18. Emiong, vmoAoylleTal KAl TO TOCOOTO PIOKOU TOU aVOAOYeEl OTNV

OUYKEKPLUEVT) T Ka eivat (oo pe 22.5% (Ewova 6.10).

|Python console

. Consolel/A &

Total Behavioural Activity Value: 18

Total Behavioural Analysis Value in %: 22.5

Ewcova 6.10: Zuvolikd [eplotatika Kwvsuvou.

TéAog, BAaom Tov GTLOLUTIOAOLTIOL TIAPAYOVTES SLATIPN oAV TLG (OLEG TUEG OTIWG OTO TIAPASELY O TNG

Evomrag 6.1, To amotéAsopa Yot TV GUVOAKN T Tov plokov eival = 52.8 % (Ewova 6.11).
AnAadn, Eywve ) pabnpatwe tpdén 15% + 22.5% + 15.3% = 52.8%.

IPython console

. Consolel/A ®

Risk in %: 52.804545454545455

END

Ewova 6.11: Yroloylopos touv ZuvoAikov Piokou.

TUUTEPACUATIKA AOLTTOV, TO TIapdiSetypa tg Evomrag 6.2 Ttapoustdlel o xapmAo ploko yla tov
0pYaVIoHO G€ GUYKPLOT HE To Ttapadetypa s Evotntag 6.1. 0 kOplog Adyog eivat 0 EVIOTIOHOG TIO

XOUMAOU aplOHOV TIEPIOTATIKWY KIVGUVOU ATIO TNV aVAAVGT) TG avOpWTIVIG CUUTIEPLPOPAS.

LNV GUVEXELN, TIPAYHATOTION BNKAY TIEPLOCOTEPESG SOKILES TIG OTIOIEG ATIOTUTIMWVEL O THVOKAS 6.2.
0 010X0G TWV SOKIUWV NTAV 0L CAAXYEG OTOUG SIAPOPOUG TIAPAYOVTESG TOU TIPOYPALUATOG TIOU
ETMNPEACOVV TO TEAKO ATIOTEAEGHA TG EKTIUNOMG TOL PIOKOL OTIWG OL SIAPOPES TIHES BapuTnTag
KoL To emimedo oAt G ao@dAelag. Emtiong, ot Sokipég E kal T avagépovtat oy ektipmnon tou
ploKov o€ ATOUKO ETHTTESO XPNOOTIOWWVTOS LA TIpaAAayT) TOL apxelov «totalentitylogs1.csv»
HE HELWHEVEG KaKOBOVAES evepyeleG. OTIwG PAIVETIL 0TOV TIIVAKAX SOKLUWYV 6.2, TO ploKo augaveTo
otav 0 apBpos evdelgewv amd TV avAAVoT CUUTEPLPOPAES LEYOAWVEL KL OTAV 0 PEGOG OPOG
ooBapomTag Twv eumabelwy peyodwvel Emmiéwy, to pioko peyodwvel dtav ol lavotnTeg

TIPOKANOMG KAKABOVANG EVEPYELAG ATIO AVOPWTIVOUG TIAPAYOVTESG LEAVOVTAL
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Mivakog AoKywv AokymA Aokuy) B Aoxkym T’ Aokym A Aokym E Aokym XT
Opyaviopdg/Atopuxr) Ektipmon Opyavicpog Opyavicpog Opyavicpog Opyavicpog Aropux) Aropuxn)
Bapitmta AvOpwmvwv 25 25 10 10 25 25
Napaydvrwv (riskr_weight, %)

Bapivtta Aveivong Avepwtvng 50 50 60 70 50 50
Tupmepupopag (ba_weight, %)

Baptmta Evromuopd Evia@eiwv 25 25 30 20 25 25
(va_weight, %)

Tuvtedeotg - Years Worked 3 3 3 3 2 4
Factor

TuvtedeotG - Data Access Level 3 3 3 3 2 2
Factor

TuvteAeoTG - 3 3 3 3 3 2
Proficiencv/Knowledge Level

Bapimta Kprmpiwv (Financial FI=33 FI=33 FI=40 FI=40 FI=35 FI=40
Impact - FI, Legal Impact - LI, LI=35 LI=35 LI=35 LI=35 LI=35 Li=35
Reputational Impact - RIin %) RI=32 RI=32 RI=25 RI=25 RI=30 RI=25

Bapvmta Katnyoprov Kivsivou
(BA_weight high,

BA_weight_ medium,
BA_weight_low)

BA_weight high=5
BA_weight medium =2
BA_weight low=1

BA_weight high=5
BA_weight medium =2
BA_weight low=1

BA_weight high=5
BA_weight medium =2
BA_weight low=1

BA_weight high=5
BA_weight medium =2
BA_weight low=1

BA_weight high=5
BA_weight_medium
=2

BA_weight low=1

BA_weight high=5

BA_weight_medium
=2

BA_weight low=1

Eninedo MoArtikng Acpodsiog default mode =40 default mode =40 default mode =40 strict mode =10 strict mode =10 light mode = 80
|_(Policy Level)

Pioko AvBpwmvwv [apayoviwv 15 15 6 6 11.7 133

(%)

Pioko AvdAuon Zupmepupopds 50 225 60 70 50 16.9

(%)

Pioko Evrtafsiwv (%) 15.3 15.3 184 12.2 15.3 15.3
Tuvoiko Pioko - Risk (%) 80.3 52.08 84.4 88.2 77.0 45.5

Mivaxag 6.2: Mivakag Aok Extipmong Piokov.
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Ke@aiawo 7

Zu{1TNoN TWV ATOTEAECUATWV

To ke@dAa0 TEPLYPAPEL TOV CUGXETIOUO TWV ATIOTEAECUATWV LLE TO GTOLXELN TIOV EVTOTHOTNKAV
amo Vv Bewpn Tk £pguva KABWG Kot TV a§loAdynon s HeBoSoA0YIaG TIOU £XEL AKOAOVBNOELT)
petartuylaky) SatpPn). Emiong, mapovoidletal n emidpaoct Kol oL TEPLOPLOUOL TNG EPELVAG TNV

ETMOTNUOVIKN TEEPLOXT] TNG EKTIUNOMG TOV ploKOU.

7.1 Zv(jmon

To pwto KopudTL TG pHEBOSOAOYING aVaPEPETAL 0TV CUHBOAT TWV AVOPOTIVWV TIAPXYOVTWV
Yl TV eKTUNo™ Tov piokov. Ot Tapdyovteg OTIWG TA XPOVIA EPYATIAG OE £V OPYQAVIGUO, M
TpooBaom ota SeSOUEVA KoL TO ETUTTESO TWV YVWOEWV AMOTEAOVV arvOpWTILVA XOPAKTNPLOTIKA
IOV ETNPEAJOVY TO KAIUX EUTILOTOCGUVIG GE EVAL OPYAVIGHO OTIwG oTNPIlOUV KAl OL GLUYYPAPELS
Henshel k. &. [14]. Auto pe TV o€pa (0WG VX ATIOTEALOEL EVA PIOKO WG TIPOG TNV VAOTIOOT) TWV
OTOXWV TOV 0PYAVIGTHOU GUHPwVA e Toug Oltramari k. &. [19] ov mapoustd{ouv Lo IpocEyyLon
Yl TV eKTUMOoT KvdUVwV BAoT Tou TTapAyovTa TG EUTLOTOOUVNG. ETTOUEV®G, 1) LETATITUXLOKN
Slatpfn Tapovciaoe P TOCOTIKY EVEEEN Y TO HEYEDOG TWV TIOAVOTITWVY KAl ETMOUEVWG TOU
ploxov Trov TtapovctdleL 0 KABe avBPWTIVOG TIapdyovTag Eexwplotd. Ta amoteAéopata Setxvouv
OTLO00 OL TWESG 0TIV KALAKA TOV ploKOU/TIOAVOTITWY QUEAVOVTOL TOTE AVEAVETAL KL TO PIOKO

IOV UTIOAOYIZETAL ATIO TOUG VOPDTILVOUG TIXPAYOVTES,

TV GLVEXELR, XPNOOTIOWVTAS TIapadetypata amo T Stadiktuakeg Bdoelg dedopévwy [15],1
HETATTTUYXLOKT) SLATP L) KATAPEPE VX TIAPOVCLAGEL KAKO BOVAEG EVEPYELEG ATIO SLAPOPOUG XPIOTES,
HEoQ ATl TA apYELX KaTaypaupns cUUBAVTwY. O GKOTIOG TG CUYKEKPLLEVNG TIPOCEYYLOTG TV 1
av&ALoT TNG AVOPWTILVNG CUUTIEPLPOPAS XPTCLLOTIOIWVTAS LA SLSIKAG T Yo EVTOTILOHO AEEEWV-
KAELOLA. Ot A£EEIG-KAELOIA TTPOCOHO VAV UTIOTITEG KUl KAKOBOUAEG EVEPYELEG ATIO TOUG XPT|OTES OE
éva opyoviopo. Omwg avapépetat kat oto ENISA «White Paper» [10], 1 cupmepipopd tov kdbe

avOpWTIOV £XEL AVTIKTUTIO OTOV OPYXVIOUO Kol ISLHTEPA OTO KOUUATL TNG AOQOAAENG TWV
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TIANPOPOPLAKWV CLUOTNHATWY. ETopévag, cupgwva kat pe toug Greitzer kot Hohimer [12], ot
OUYKEKPLUEVEG AEEEIG-KAESIA TIOV €XOUV ETIAEYEl, AVIIKOUV OTIS KXTIYOplEG OV avaAVouv oL
OUYYPAWEIG OTL AmOTEAOVV EVSE(EELS Y10 TOV EVTOTIOUO e0wTePKWV amedwv. ‘Etol, 1 Stadikaaio
ektiunong tov piokov €dafe vmoym Tov TapPdyovia TG avOpWTIVNG ocupTeppopds. To
amoteAéopata Selyvouv OTL To pEYEBOG NG (NUAS KAl ETOPEVIG TO PIOKO OUEAVETAL HE TOV
EVTOTILOUO TWV €0WTEPIKWY ameAwv. Emiong, o apBpog twv evdeiewv Tov mapousiaoe 1)
petatrTuytakt) Sltpf yor my kdBe katmyopia ameng, Tovi(ouv to pEyebog Twv BV THTWY
YL TNV TIPAYLATOTIO M 0T TG KAOE ameAng. AUTO THPOUGIALOUY KAL TOL ATIOTEAEGHATA OTIOU 1) TN
TOV PIOKOV AT TNV AVOPWTILVI] CUUTIEPLPOPE UEYOAWVEL OG0 0 apPlBUOG Twv evdelewv Yo
KaKOBOVAEG evepyeleg (A£Eeig-KAeBId) peyodwvel Emiong, 1) Ty Tou piokov armod v avOpwivn
OUUTIEPLPOPA HEYOAWVEL O00 O EVTOTIOHOG TwV eVOelewv Yl evépyeleg LPMAOL KivSUvou
HeyoAwveL O TivaKag TwV AMOTEAECUATWY eEnyel OTL 000 LEAVETAL 1] TN TOL pioKOL ATIO TV

avOPWTILVI GUUTIEPLPOPH, 1) TLT) TOU GUVOALKOU PIOKOU CrUEAVETOL AVOAOY KA.

‘Emerta, 1 petamruytakt) StpPr) cupmeplEAae ToV EVTOTIIOUO EVTIADELDV 0T TIAT)POPOPLAKA
ocvoTpata otV Sadkacia eKTipmnong tov cuVoAkol piokov. OTwG avVaPEPETAL KAl GTNV
BBAoypagum emiokommoT), oLouyypageis Saleh kot Alfantookh [22] vrtoypappidouv Tig Siépopeg
EUTIAOELEG TIOVL EVTOTI{OVTAL OTA TIANPOPOPLIKA cuoTHUXTA. Tovi{ouv OTLT) TOVT) EKUETAAAELON
TWV EVTIADELWDV ATIO ECWTEPIKEG ATTENEG QUEAVEL TO PloKO Kat To PEYeBOG TG (GG o€ pa
ovtotra. Etay, éywven xprion tou epyodeiov «OpenVAS» yla evtoTiiopo eumaBelwy oe éva SikTtuo
IOV SNUOVPYNONKE WOTE VA TIPOGOUOLALEL VO 0pYyaVIoHO LE euTtaBEG Siktuo. Ot suTtdBeleg Tov
EVTOTHOTNKAV ATIO TNV 0dPwoT Tou SIKTUO0V UE TO epYAAEio, avTioTooUv o€ TEG «CVSS» oL
oToleg Tapovotalouy TV cofapdmmTa TG KdBe euTABELG. ETNV CUVEXELR, O HECOG OPOG TWV
TV «CVSS» Tov Xpnoomon|tnke ylor TV EKTIUNOT TOL GUVOAIKOU PIOCKOU, TTAPOVCLALEL TOV
HEa0 6o coBapdTTAS OAWY TWV eUTIKBELWV TIOL evtoTiioTnKAav. Ta amoTeEAéopaTA TTAPOLGIE{OVV
Hoe oTabepT) T 0TO PIOKO IOV UTIOAOYIOTNKE ATIO TOV EVIOTIOUO EUTIABEIWVY AGYO TOL OTL EXEL
SnovpynBet povo eva evmaBég Siktvo. IapodAa autd, n Stadikacio yix evtomopd eumtabeiwy o€

Slaopa Siktua, Tapapeveln Slo.

TUUTEPACUATIKA AOLTIOV KAl CUHP®WVA HE T TILO TIAV®, TX ATTOTEAECUATA TNG LETATITUXLOKTG
SatpPng emPefaiwvouy TG ava@opég Tov Tpaypatomon|onkay oty BBAypa@ik)
EMOKOTMOT] APOV TA EVPNUATA CUUP®VOUV HE TO CUUTEPACUATH KOL TO ATIOTEAEGUATO TWV
ouyypa@iwv. AnAad), 1) TEAKY] T TOV ploKOL eTMPEAETAL ATIO £V GUVOAO TIHPAYOVTWVY TIOU
OLUTIEPAAUBAVEL VOPDTIVOUG TIAPAYOVTES, TNV AVOPWTILVT) CUUTIEPLPOPE OAAX KAL TLG EUTIAOELES

oo TIANpo@opLakd cuotuata . EmmAéwy, n pebBodoAoyia mov €xel avamtuyBel, epmAoutilel Tov
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EMOTNUOVIKO XWPO TIOL AOYOAELTAL E TNV eKTiUnoM Tov piokov. H petamtuyiakn Sttpr €xel
KOTAQEPEL VA TIAPOUCLACEL WX EEXWPLOTH TPOCEYYLON YL TNV EKTiUnom Tou piokov,
oUVOLALOVTAG SLPOPETIKA €161 TIAPAYOVTWVY WG TIPOG TOV UTIOAOYIoHO Tov piokou. ‘Etal, tav
avoryKoa 1) aveLPEST) LA KOG BAONG HE 0TOXO TOV CUVSVAGHO TV SIAPOPWV TIAPAYOVTWV.
Emopévwg, 0 BaotkdG 6TOX0G TG LETATTTUXLXKNG SLATPLBG EXELOAOKAN PWOEL POV ETILTPETIELOTOV
XPNOTN TOV UTIOAOYIOUO WIAG TEAIKIG TG TOU OUVOAIKOU piokou AapBdvovtag vmoym toug
avOPWTIVOUG TIAPAYOVTES, TNV AVOPWTILVI) CUUTIEPLPOPAE KAL TIG EVTIADEIEG OTA TIANPOPOPLUKE

OLOTIHATA.

7.2 ETtiSpaon

Tovifetar 1 povadikoTTa NG ouYKekpevNG pebodoloyiag petd kot v BiBAoypagikn)
EMOKOTMOT TOU £xel mpaypatomomBel. Emopévwg, emonpaivetat 1 onpavtikdmta ™G
pebodoroyiag mov €xel avamtuyxBel kaBwg pmopel va SWOoEL TO Evouopa Yt TEPALTEPW
ETMOTNUOVIKEG EPEVVEG HE TIAPOUOLES TIPOOEYYIOEIG OTOV EMOTNHOVIKO XWPO TNG EKTIUNOTG TOU
plokov. Akoun, AGY0 TG TPOCAPHOCTIKOTNTAS TOL Tipoypappatog «Cyber Risk Assessment Box»,
UTIAPYEL | SuvaTdTTA Yt TIPOCHEDT) TIEPLOCOTEPWVY TIAPAYOVIWV YL TOV UTIOAOYIOHO TOU
OUVOAKOU PIOKOV, ETOLWOTE TA ATIOTEAECUATA VX EIVAL TTLO KOVTA 0TV Tiporypatikotnta. Emiong,
1 8€a IOV TTAPOVCLALETAL GTNV UETATITUXLXKY SlaTpiPr] prropel va e§eAyBel ko va odnynoeL oty
Snpovpyla Pag eappoyns 1) TIPOYPAUUATOS LE «YPAPIKO TIEPBAAAOV SIETIAQT|G LIE TOV XP1IOTN»
(Graphical User Interface). Ta dedopéva amd toug avBpwMIvoug Tapdryovteg Ba eloEpxovTo
QPXIKA OTNV EQUPHOYN, VO TIAPAAANAa va Snuovpyeitat autopatn {wvtavt) avdAvon g
avOpWTIVNG CUUTIEPLPOPAS KAl GAPwWOT) €VTIABElWY 0TO OIKTUO HE TNV XPNom «SlEmaPwV
TIPOYPAUUATIOHOV gappoywv» (APIs - Application Programming Interfaces). AnAadn, ta
gpyodela odpwong seumtaBelwv 0Twg To «OpenVAS» va Tpo@PoS0ToUV GUVEXWG TNV EQAPHOYN LE
Sedopéva 0TiwG TIg TIES «CVSS». Eopévg, 1) e tipnom tov plokou va ipay LA TOTIOLELTAL {wVTavA,

SNAadn cuveXwe.

Emopévwg, pe v xprion tov «Cyber Risk Assessment Box» Stagpopot opyaviopot Ba pmopovv va
EVILEPWVOVTAL CUVEXWG YLl TOV BaBpo Tov piokov. Auto Ba odnynoel o€ SlopBwtika Bripata yio

dipeom emidvom TwV KIvEUVWV KoL TwV OTTEWV YLX LEIWOT) TOU ploKOv.
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7.3 Ilepropiopol

Apxwd, n ovykekpévn pebodoroyia Tov avamtUxBnke B pmopovos va TIAPOVCLACEL
QMTOTEALOUATA TILO KOVTA OTNV TIPAYUXTIKOTNTA OV TIPOYHATOTIOLOUVTAV 0ANOWVEG SOKIUESG OTO

avBpwTIVO SUVALLKO KoL 6TO SKTLO EVOG 0pYyaviapov. Opwg, 1 Stadikaaia B rjtav o xpovoopa.

H Suxpopwpévn pebodoroyia «Weighted Factor Analysis» B pmopovoe va cupmepAdBel o
QVOAUTIKA T ovOPpOTIVA XOPAKTNPLOTIKA OTO KOPUATL TNG EKTIUNOTG TOU piokou amd Toug
avBpwTvoug TIapdryovteg OTwg Tapouatalouy ot cuyypaels Henshel k. a. [14] pe okomd va
odnynoel o o akpn amotedsopata. Mo mapddetypa, To emimedo ekmaidevong oe BEpatTa
ac@adelog Tov Exel AdBeL To avBpWTIVO SUVAIKO OE [t ovTOTTAL AUTO TO GTOLXED (OWG Vo
ETNPEAOEL KAL TO EMTESO TWV YVWOEWV. AnAady), avEAVOVTAS TO EMITESO TWV YVWOEWV OTO
avBpwTvo SuvapKo oe P ovTOTNTA AGY0 EKTIAUOEVOTG Yot KAKOBOUVAESG eMOECELS, UTOPEL Vo
odnynoeL o pelwor Twv TOBKVOTHTWY VAOTIOMOTNG [ag KakoBouAng evépyelag. To avBpwivo
Suvapkd Ba pmopel To e0KoAX var avaryvwpioel o KakdBouAn evépyela OTiwe to «phishing.
"Eto1, 1 Ty ot v KAlpaka Tou piokou g peBodoroyiag Ba etvat o xapnAn yLo Tov GUYKEKPLUEVO

Tpdryovia.

Emiong, eivar mBavr) 1 xpron emmpocBetwv kprmplwv oty Sapop@wpévn pebodoroyia
«Weighted Factor Analysis», 6Ttwg ylor tapadetypa to mocooto (%) Tou pmopel va emmpeacel
APVNTIKA TOUG 0TOXOUG oL £xel Bgoel pa ovtotta. ‘Etoy, 1 ektipnon tou piokov Baom twv

avOPWTIVWV TIXPyOVTWVY Bt VAL TILO XVOAUTIKY.

Axopm, 1 KAlpaka Tou plokou Tou £XEL XPNOOTIOMBOEL YIa TOV UTTOAOYLIOUO TV TIOAVO T TWV Kol
EMOUEVWG TOV PLOKOL AT TOUG AVOPWTILVOUG TIXPAryoVTES, Ba LTTOPOVCE VA TIEPIEYEL TIEPLOCOTEPES
Tés. ‘Eto, oL tipég B avtikatomtpilouy o owotd v TipayatikoOtnTo. [lapdia autd, Tipemel
Vo oNUELWBEL ATLT peBoSoAoYIX TTOU AVATITUXBNKE TNV HETATITUYLOKT] SIrTpLf] Elva aVTILETWTM
KOl PE TIG SUOKOAIEG TIOU TIXPOVGLALEL LK TIOLOTIKY) TIPOCEYYLOT] YIX TEEPLOVAAOYT] SEGOUEVWV.
E€akoAovbel va vtapyel TEPLOPIOUOG Kol AmMWAELX SESOUEVWV 0TV TIPOOTIABELL avTIoTOLXIOG

TIOCOTIKWV S£S0UEVWV TNG EPEVVAG LE TAL TIOLOTIKA SESOUEVX TNG TIPAYUATIKOT TS,
LNV GLVEXELX, OTO KOUUATL TNG avAAUOTG TNG avOpWTILVIG GUUTIEPLPOPAS, B umopovoay va

TPooTEBOUV TEPIOOOTEPES AEEEIG-KAESIA KaL va SnpovpynBolv apyeia pe Aloteg amd ALgelg-

KAELOLA. ETTOpHEVGG, TO TIPOY PO VO TIPOTY LATOTIOLEL UL OVAY VI OT) TWV OPXELWV LE TIG AIOTEG TWV
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AEEeWV-KAEIBLE, WOTE VA TIPOUGIALEL TTILO AVOAVTIKG Kot akpf3n) amtotedeopata. OLAloTeG auTES Bl

UTTOPOVV VX EVILEPWVOVTL GUVEXWG YLl tKO LN TTLO LEYAAT akpiBela oTta amoteAéopaTa.

EmmA£wv, 1 xpriom epyadeinv yio a§loAdynom) eUTIABELWV e KWK AVOLKTO TIpOG 0TO KOO (open
source), OTwG to «OpenVAS», TPAYUXTOTOEL O TIEPLOPICHEVT) CAPWON TWV EVTIADEWWV
OUYKPLTIKA pE epyadeia el ANpwn). Emtiong, n avaabion mg Baong Sedopévwv yio eumtdBeieg
elvat avaykala ipy oo v xprion touv «OpenVAS» oTtig Sidpopeg Sokés. Apa, 1) pebodoAoyio B
odnyovoe o€ O Ak ATOTEALCUATH KOl CUUTIEPACHATH 0V YVOTAV XP1oT) EPYOAEIOV €Tl
TIANPWUNG, OTIOL oL Bacelg Sedopévwv Yo euTIABELES elvan Tilo PeyaAes. 'Eva tétolo epyaieio lvat
o «Nessus» [04]. Mapdra avutd, n Snuovpyia Tou «Cyber Risk Assessment Box» Ba 1tav
owovopka mo Samoavnpr). Emiong, n dnuovpyia meplocotépwv SIKTOwv pe eumdBeleg Ba

TIPOVGLALE TIO AVOAVTIKA ATTOTEAEGHATAL YL TNV EKTIUNOM TOL plokou.

Yuveyitovtag, To «Cyber Risk Assessment Box» Ba pmopovoe va cupmepAdfet dedopéva yio ta
HETPA IOV EXELVAOTIOMGEL VOGS OPYAVIGHOG VIO VA VENGEL TO ETITIESO AOPOAEING OTA CUCTILATA
KoL 0TI§ VoS0 pES Tov. [N apaderya, epyadeior «anti-virusy, og opyavwTiko emtimedo: «role-base
access» yl Tpoofaon o€ eSopeva, KaBwG KAl UOIKA PETPX OTIWG KAUEPES ac@aleiag. To
ouykekpeva dedopéva Ba pmopooay Vo avTIoTOOUV GE TEG OTOV KWSKA Ol OTIOLEG Vo

Helwvay To CLVOAKOS pioko.

TéAog, 1 Ty plokou 6To avOpPWTIVO SUVALKO HLXG OVTOTNTAS (GWG VA 001 YTEL KL TIPOBAT AT
oTov OO Topéa. H dnpovpyia evag «mpo@d-plokouy 6To avBpmivo SUVKIKO 0TV TEEPITITWOT)
EKTIUNOMG ATOWKTG TG PlOKOV, (0WG VAl LELWOEL TO KV TPO O £Va XPIOTH AV AVTUTPOOWTIEVEL
gva xp1 ot Le LYMAT Ty piokov. PuoKd, auTO PToPEl va 08N YN OELKAL OE BETIKE ATIOTEAEGHALTOL
Av o xpriomg BAEmeL OTL TO PIOKO TIOU TOU QVTIOTOLEL HEWWVETAL HPETA amO OIKEG TOU
ETTOKOSOUNTIKEG KO OETIKEG EVEPYELEG TOTE TO KIVITPO YL TIPOGPOPA GTOV OPYVIoHO Bor acu€nBel.
TOppwva pe tov Koks [16], Ta amoteAéopata eivan SLa@opEeTIKA 0€ TIEPITITWOT) TIOV TO AvVOPWTILVO
SUVOUIKO O €va opYaVIoUO €xel evnUepwOEel OTL OL EVEPYELEG TOUG OTOV XWPO EPYATiag
Kataypa@ovtal Auto ival to @ovopevo «Hawthorne». AnAadn), | cuAdoyr| dedopévwv amd ta
apxela kataypagng ocvpPaviwv Ba mapovoidcovy éva o XapnAd Babud plokov otnv

TEPITTWOT EVNUEPWOTG OTL TIPAY LA TOTIOLELTAL VAAVGT) GUUTIEPLPOPAS.
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Ke@aiawo 8
Enttdoyoc

H petamruyakn Satpr] Katdpepe va TAPOUCIAOEL X SLQOPETIKY) TIPOCEYYLOT YL TV
EKTIUNOM TOL ploKOL OE LA OVTOTNTA OTIWG GE EVA OPYAVIGHO. VPV KoL LE TV BIBAL0Ypa@IK)
ETMOKOTINGOT) IOV TIPAY LA TOTIOW) B1KE, 0L KUPLOL TILPAYOVTES TIOU ETHALYNKY oTNV peBodoAoyia yio
TNV EKTIUNOT TOV plokov Mtav: i) oL avBpwTIVOL TTAPA&YOVTES, ii) 1 avdAvoTn ™G avBpwTvg

OUUTIEPLPOPAS Kot iii) 0 EVTOTIONOG EUTIHOELWY OTA TIAPOPOPLUKA GUCTI AT

TV cuvéxela, TV onUavTiKo va Bpebel a xpuon Top WOTE va GLVSLAGTOVY KATAAANA T
dedopéva amd TOUG TIAPAYOVTEG TIOU eMALynKav. Emopévwg, 1 petamtuyakn SatpPn) €xel
KATAPEPELVA TIPOVCLACEL EVA ATIOTEAEG LA TIOU XVTIOTOLXEL O€ JLAL EVIAUX TN YLX TOV UTIOAOYIGHO
TOL GLVOALKOV piokov o€ Too0oToO. EmmAéwy, 1 xprion twv «Insider Data Threats» jtav onpavtikn

ya mv avdAvon SeSopévwy attd KakOBovAsg evepyeleg xpnotwv [15].

H xpnon ™mg¢ yAwooag mpoypappatiopol «Python» ntav avaykaia wote va cuvSuaoToLv
KXTOAnAa 0Aa ta Sedopéva ™G peBodoAoylag Kal va TpaypatomowmBolv ol avdAoyeg
HOBNUATIKEG TIPAEELS YO TNV TIAPOVCINOT) TWV ATOTEAECUATWVY. AP, 1) LETATTTUXLOKT] St
ExeL emTUXEL TV SUOPEWOT] LG TIPOCEYYIONG Of KWOIKA  £TOL WOTE va €ival Kot
EUTIPOOAPHOOTOG O PEAAOVTIKEG SLAUOPPWOELS. [a TTapadetypa, 1) TTPOcO KN TTAPOyOVTWY Kot

EMMALWV SES0UEVWV IOV UTTOPEL VO 08N YT)OOUV OE IO aKPLPT) ATTOTEAEOUATA EKTIUNONG PlOKOV.

TupmepaopaTikd Aomdv ko AapBdvovtag uTtoYm OAEG TIG TTANPOPOPLES, 1 LETATTTUXLAKT) StaTpf3n
ExeLKaTa@épeLva eMBELALOOEL TA OTOLEX ATIO TIG EPEVVEG 0TV BLBALOYPAPIKTY ETILOKOTINON, OTL
1] EKTIUNOT) TOV PIOKOV GE PO OVTOTITA ETNPEATETAL ATIO VA GUVOAO TIAPAYOVTWV. ZUHPWVA LE
TIG SOKIUEG TTIOU £XOUV TIPAYHATOTIOMOEL, TA ATTOTEALGUATA VTIOYPAUICOUV OTLT) TIUN TOV ploKOU
HEYOAWVEL i) 6Tav To PEYEBOG TNG APVNTIKNG EMBPAOTG TWV TIAPAyOVTWV HEYOXAWVEL KAl i) 0TV
oL TOAVATNTEG VAOTIOMONG LG ATTEANG avgdvovtal Emopévwg, Tovidetal 1) pabnpatik oxéon

ploko = emidpaomn x TOoVOTNTL
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TéAog, ) petarruytaxt) Slatpf3n Tapovotdlel v Snpovpyia tou «Cyber Risk Assessment Box»
oL TEEpA P aveL TNV peBodoAoyia kot TNV TIPOCEYYLoM TTOL AVATITUXONKE e CKOTIO TNV EKTipmom
TOV plokov o€ i ovtoTTA. AnAadi}, TOV UTIOAOYIOHO TOU PIOKOL O€ Eva THUA OTIWG OE Eval
OPYOVIGHO 1] TOV UTIOAOYLOUO TOU ploKOL Yl KEABe xprio Eexwplotd. EmmAéwy, 1 petamuyiokm
SlatpPn] Ba amoteEALoEl TO EVAUOUX Yt TEPETAPW UEAET Kot TV [BeATioTomomon g
OUYKEKPUUEVNG TIPOCEYYLOTG.
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Mapaptnua A

Ava@opa Evtafeiwv Aitktuov

P Port Port CVSS Severity Solution NVT Name Summary
Protocol Type
10.0.2.5 512 tcp 10 High Mitigation rexec This remote host is running a
Passwordless / rexec service.
Unencrypted
Cleartext Login
10.0.2.5 10 High Mitigation 0S End Of Life OS End Of Life Detection.
Detection
The Operating System on the
remote host has reached the end
of life and should
not be used anymore.
10.0.2.5 80 tcp 10 High VendorFix TWiki XSS and The host is running TWiki and is
Command prone to Cross-Site Scripting
Execution (XSS) and Command Execution
Vulnerabilities Vulnerabilities.
10.0.2.5 8787 tcp 10 High Mitigation Distributed Ruby Systems using Distributed Ruby
(dRuby/DRb) (dRuby/DRb), which is available in
Multiple Remote Ruby versions 1.6
Code Execution and later, may permit
Vulnerabilities unauthorized systems to execute
distributed commands.
10.0.2.5 1524 tcp 10 High Workaround | Possible A backdoor is installed on the
Backdoor: remote host.
Ingreslock
10.0.2.5 3632 tcp 9.3 High VendorFix DistCC Remote DistCC 2.x, as used in XCode 1.5
Code Execution and others, when not configured
Vulnerability to restrict
access to the server port, allows
remote attackers to execute
arbitrary commands via
compilation jobs, which
are executed by the server
without authorization checks.
10.0.2.5 3306 tcp 9 High Mitigation MySQL / MariaDB It was possible to login into the

weak password

remote MySQL as

root using weak credentials.
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10.0.2.5 5900 tcp 9 High Mitigation VNC Brute Force Try to log in with given passwords
Login via VNC protocol.

10.0.2.5 5432 tcp 9 High Mitigation PostgreSQL weak It was possible to login into the
password remote PostgreSQL as user

postgres using weak credentials.

10.0.2.5 8009 tcp 7.5 High VendorFix Apache Tomcat Apache Tomcat is pronetoa
AJP RCE remote code execution
Vulnerability vulnerability in the AJP
(Ghostcat) connector dubbed 'Ghostcat'.

10.0.2.5 514 tcp 7.5 High Mitigation rsh Unencrypted This remote host is running a rsh
Cleartext Login service.

10.0.2.5 80 tcp 7.5 High Workaround | phpinfo() output Many PHP installation tutorials
Reporting instruct the user to create

a file called phpinfo.php or
similar containing the phpinfo()
statement. Such a file is often

left back in the webserver
directory.

10.0.2.5 513 tcp 7.5 High Mitigation rlogin This remote host is running a
Passwordless / rlogin service.
Unencrypted
Cleartext Login

10.0.2.5 80 tcp 7.5 High VendorFix PHP-CGI-based PHP is prone to an information-
setups disclosure vulnerability.
vulnerability
when parsing
query string
parameters from
php files.

10.0.2.5 80 tcp 7.5 High Mitigation Test HTTP Misconfigured web servers allows
dangerous remote clients to perform
methods dangerous HTTP methods such

as PUT and DELETE.

This script checks if they are
enabled and can be misused to
upload or delete files.

10.0.2.5 6667 tcp 7.5 High VendorFix Check for Detection of backdoor in
Backdoor in UnreallRCd.
UnreallRCd

10.0.2.5 6200 tcp 7.5 High VendorFix vsftpd vsftpd is prone to a backdoor
Compromised vulnerability.
Source Packages
Backdoor
Vulnerability

10.0.2.5 21 tcp 7.5 High VendorFix vsftpd vsftpd is prone to a backdoor

Compromised

Source Packages

vulnerability.
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Backdoor

Vulnerability
10.0.2.5 22 tcp 7.5 High Mitigation SSH Brute Force It was possible to login into the
Logins With remote SSH server using default
Default credentials.
Credentials
Reporting As the VT 'SSH Brute Force
Logins With Default Credentials'
(oID:
1.3.6.1.4.1.25623.1.0.108013)
might runinto a
timeout the actual reporting of
this vulnerability takes place in
this VT instead. The script
preference 'Report timeout'
allows you to configure if such
an timeout is reported.
10.0.2.5 21 tcp 7.5 High Mitigation FTP Brute Force It was possible to login into the
Logins Reporting remote FTP server using
weak/known credentials.
As the VT 'FTP Brute Force
Logins' (OID:
1.3.6.1.4.1.25623.1.0.108717)
might run into a timeout the
actual
reporting of this vulnerability
takes place in this VT instead. The
script preference 'Report timeout'
allows you to configure if such
an timeout is reported.
10.0.2.5 80 tcp 6.8 Medium VendorFix TWiki Cross-Site The host is running TWiki and is
Request Forgery prone to Cross-Site Request
Vulnerability - Forgery vulnerability.
Sep10
10.0.2.5 6667 tcp 6.8 Medium VendorFix UnreallRCd This host is installed with
Authentication UnreallRCd
Spoofing and is prone to authentication
Vulnerability spoofing vulnerability.
10.0.2.5 25 tcp 6.8 Medium VendorFix Multiple Vendors Multiple vendors'
STARTTLS implementations of 'STARTTLS'
Implementation are pronetoa
Plaintext Arbitrary vulnerability that lets attackers
Command inject arbitrary commands.
Injection
Vulnerability
10.0.2.5 21 tcp 6.4 Medium Mitigation Anonymous FTP Reports if the remote FTP Server

Login Reporting

allows anonymous logins.
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10.0.2.5 80 tcp 6 Medium VendorFix TWiki Cross-Site The host is running TWiki and is
Request Forgery prone to Cross-Site Request
Vulnerability Forgery Vulnerability.

10.0.2.5 445 tcp 6 Medium VendorFix Samba MS-RPC Samba is prone to a vulnerability

Remote Shell that allows attackers to execute

Command arbitrary shell

Execution commands because the software

Vulnerability fails to sanitize user-supplied

(Active Check) input.

10.0.2.5 80 tcp 5.8 Medium Mitigation HTTP Debugging Debugging functions are enabled

Methods on the remote web server.

(TRACE/TRACK)

Enabled The remote web server supports
the TRACE and/or TRACK
methods. TRACE and TRACK

are HTTP methods which are
used to debug web server
connections.
10.0.2.5 5432 tcp 5.8 Medium VendorFix SSL/TLS: OpenSSL OpenSSL is prone to security-

CCS Man in the bypass vulnerability.

Middle Security

Bypass

Vulnerability

10.0.2.5 25 tcp 5 Medium Workaround | Check if The Mailserver on this host

Mailserver answers to VRFY and/or EXPN

answer to VRFY requests.

and EXPN

requests

10.0.2.5 80 tcp 5 Medium Mitigation /doc directory The /doc directory is browsable.
browsable /doc shows the content of the
/usr/doc directory and therefore
it shows which programs and -
important! - the version of the
installed programs.
10.0.2.5 25 tcp 5 Medium Mitigation SSL/TLS: The remote server's SSL/TLS
Certificate certificate has already expired.
Expired
10.0.2.5 5432 tcp 5 Medium Mitigation SSL/TLS: The remote server's SSL/TLS
Certificate certificate has already expired.
Expired
10.0.2.5 80 tcp 5 Medium WillNotFix awiki Multiple awiki is prone to multiple local
Local File Include file-include vulnerabilities
Vulnerabilities because
it fails to properly sanitize user-
supplied input.
10.0.2.5 23 tcp 4.8 Medium Mitigation Telnet The remote host is running a
Unencrypted Telnet service that allows

Cleartext Login

cleartext logins over

unencrypted connections.
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10.0.2.5 80 tcp 4.8 Medium Workaround | Cleartext The host / application transmits
Transmission of sensitive information (username,
Sensitive passwords) in
Information via cleartext via HTTP.
HTTP

10.0.2.5 5900 tcp 4.8 Medium Mitigation VNC Server The remote host is running a VNC
Unencrypted Data | server providing one or more
Transmission insecure or

cryptographically weak Security
Type(s) not intended for use on
untrusted networks.

10.0.2.5 2121 tcp 4.8 Medium Mitigation FTP Unencrypted The remote host is running a FTP
Cleartext Login service that allows cleartext
logins over

unencrypted connections.

10.0.2.5 21 tcp 4.8 Medium Mitigation FTP Unencrypted The remote host is running a FTP
Cleartext Login service that allows cleartext
logins over

unencrypted connections.

10.0.2.5 25 tcp 43 Medium VendorFix SSL/TLS: RSA This host is accepting
Temporary Key 'RSA_EXPORT' cipher suites
Handling and is prone to manin the
RSA_EXPORT middle attack.
Downgrade Issue
(FREAK)

10.0.2.5 5432 tcp 43 Medium Mitigation SSL/TLS: Report This routine reports all Weak
Weak Cipher SSL/TLS cipher suites accepted by
Suites a service.

NOTE: No severity for SMTP
services with 'Opportunistic TLS'
and weak cipher suites on port
25/tcp is reported.

If too strong cipher suites are
configured for this service the
alternative would be to fall back
to an even more insecure

cleartext communication.

10.0.2.5 22 tcp 43 Medium Mitigation SSH Weak The remote SSH server is
Encryption configured to allow weak
Algorithms encryption algorithms.
Supported

10.0.2.5 5432 tcp 43 Medium Mitigation SSL/TLS: It was possible to detect the
Deprecated SSLv2 usage of the
and SSLv3 deprecated SSLv2 and/or SSLv3
Protocol protocol on this system.
Detection

10.0.2.5 25 tcp 43 Medium Mitigation SSL/TLS: It was possible to detect the

Deprecated SSLv2

usage of the
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and SSLv3 deprecated SSLv2 and/or SSLv3
Protocol protocol on this system.
Detection
10.0.2.5 25 tcp 43 Medium VendorFix SSL/TLS: This host is accepting
DHE_EXPORT 'DHE_EXPORT!' cipher suites
Man in the and is prone to manin the
Middle Security middle attack.
Bypass
Vulnerability
(Loglam)
10.0.2.5 5432 tcp 43 Medium Mitigation SSL/TLS: SSLv3 This host is prone to an
Protocol CBC information disclosure
Cipher Suites vulnerability.
Information
Disclosure
Vulnerability
(POODLE)
10.0.2.5 25 tcp 43 Medium Mitigation SSL/TLS: SSLv3 This host is prone to an
Protocol CBC information disclosure
Cipher Suites vulnerability.
Information
Disclosure
Vulnerability
(POODLE)
10.0.2.5 80 tcp 43 Medium VendorFix TWiki < 6.1.0 XSS bin/statistics in TWiki 6.0.2 allows
Vulnerability XSS via the webs parameter.
10.0.2.5 80 tcp 43 Medium WillNotFix phpMyAdmin The host is running phpMyAdmin
error.php Cross and is prone to Cross-Site
Site Scripting Scripting Vulnerability.
Vulnerability
10.0.2.5 80 tcp 43 Medium VendorFix Apache HTTP This host is running Apache HTTP
Server httpOnly Server and is prone to cookie
Cookie information disclosure
Information vulnerability.
Disclosure
Vulnerability
10.0.2.5 5432 tcp 4 Medium Workaround | SSL/TLS: Diffie- The SSL/TLS service uses Diffie-
Hellman Key Hellman groups with insufficient
Exchange strength
Insufficient DH (key size < 2048).
Group Strength
Vulnerability
10.0.2.5 25 tcp 4 Medium Workaround | SSL/TLS: Diffie- The SSL/TLS service uses Diffie-

Hellman Key
Exchange
Insufficient DH
Group Strength

Vulnerability

Hellman groups with insufficient
strength

(key size < 2048).
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10.0.2.5 5432 tcp 4 Medium Mitigation SSL/TLS: The remote service is using a
Certificate Signed SSL/TLS certificate in the
Using A Weak certificate chain that has been
Signature signed using a
Algorithm cryptographically weak hashing
algorithm.
10.0.2.5 25 tcp 4 Medium Mitigation SSL/TLS: The remote service is using a
Certificate Signed SSL/TLS certificate in the
Using A Weak certificate chain that has been
Signature signed using a
Algorithm cryptographically weak hashing
algorithm.
10.0.2.5 22 tcp 2.6 Low Mitigation SSH Weak MAC The remote SSH server is
Algorithms configured to allow weak MD5
Supported and/or 96-bit MAC algorithms.
10.0.2.5 2.6 Low Mitigation TCP timestamps The remote host implements TCP

timestamps and therefore allows
to compute

the uptime.
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Mapaptnua B
Apyxeto Kataypapnc Asdopsvwv

«totalentitylogs1.csv»

Action Number Timestamp User Device Activity

email {B1Y9- 11/11/2010 | BGCO686 PC-7309 Daniel Kibo.B
Z7AR66CW- | 10:21 ruce@dtaa.co
93530NTE} m

email {A5Q3- 11/11/2010 | DKB0259 PC-2403 Daniel Kibo.B
L7MSO5UI- 10:22 ruce@dtaa.co
3620UQll} m

email {B2Pé6- 11/11/2010 | DKB0259 PC-2403 Berk Griffin.C
FOST65UC- 13:03 ooley@dtaa.c
0302NJJA} om

email {T1C8- 11/11/2010 | BGCO686 PC-7309 Berk Griffin.C
Q7CC58LS- 13:04 ooley@dtaa.c
7289GJFY} om

email {Z5M1- 11/11/2010 | BGCO686 PC-7309 Daniel Kibo.B
AQTV56TL- 13:39 ruce@dtaa.co
3102CFDH} m
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email {K6C7- 11/11/2010 | DKB0259 PC-2403 Daniel.Kibo.B
X6NXO01ET- | 13:40 ruce@dtaa.co
4527SHPO} m
email {M4V2- 11/11/2010 | DKB0259 PC-2403 Berk.Griffin.C
C8ZS86KH- 13:46 ooley@dtaa.c
5652MPG]J} om
email {B4Q0- 11/11/2010 | BGC0686 PC-7309 Berk.Griffin.C
W5QX16RW- | 13:47 ooley@dtaa.c
7102LCFN} om
http {D5T6- 11/11/2010 | BGC0686 PC-7309 http:/ /www.
M5VT84TZ- | 15:26 relytec.com/
2060CMUL} Climate of Fl
orida/suniest
/NNXrlybttre
1893061997.
aspx
device {I7N3- 11/11/2010 | BGC0686 PC-7309 R:\;R:\BGCO
C6FQ76CA- | 15:37 686;R:\24h6
8308ILFR} 4f6
file {H2Q6- 11/11/2010 | BGC0686 PC-7309 R:\keylogger.
Q8BN31JU- | 15:41 exe
1543XFZN}
logon {R7E5- 11/11/2010 | BGCO686 PC-2403 Logon
S2]M42GS- 19:30
749800CE}
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device {P5H6- 11/11/2010 | BGC0686 PC-2403 R:\;R:\BGCO
P3MD58MX- | 19:33 686;R:\24h6
6958TXCW} 4f6

file {N8F5- 11/11/2010 | BGC0686 PC-2403 R:\keylogger.
R2LWO02MY- | 19:35 exe
3271EKFS}

logon {Z5L0- 11/11/2010 | BGC0686 PC-2403 Logoff
D9QV40MP- | 19:39
8876]IMI}

logon {MO17- 11/12/2010 | BGCO686 PC-2403 Logon
X7DG75M]- | 19:08
7915BAHF}

logon {X7T4- 11/12/2010 | BGC0686 PC-2403 Logoff
H2BI85LN- 19:22
2210PAMF}

logon {T7Y4- 11/12/2010 | DKB0259 PC-2403 Logon
B3HS66WG- | 19:29
3205FOAI}

email {B5N4- 11/12/2010 | DKB0259 PC-2403 Scott.Drew.P
C71X58TM- 19:37 age@dtaa.co
0955XNDA} m;Galena.Jan

a.Burris@dta
a.com;Hyacin
th.CamillaWa
re@dtaa.com
;:Adam.Cadm

an.Barton@d

taa.com;Hilel.
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Rahim.Sims

@dtaa.com
logon {N8N4- 11/12/2010 | DKB0259 PC-2403 Logoff
XOWB23KK- | 19:44
1872ALNE}
email {LOA1- 11/15/2010 | MAH0683 PC-4972 Scott.Drew.P
WO9AB34GS- | 07:31:00 age@dtaa.co
6692RUSO} m;Galena.Jan
a.Burris@dta
a.com;Hyacin
th.CamillaWa
re@dtaa.com
;:Adam.Cadm
an.Barton@d
taa.com;Hilel.
Rahim.Sims
@dtaa.com
email {Q7]8- 11/15/2010 | RNW0269 PC-0978 Scott.Drew.P
Z5HV63PJ- 07:41:00 age@dtaa.co
8605VMZP} m;Galena.Jan

a.Burris@dta
a.com;Hyacin
th.CamillaWa
re@dtaa.com
;:Adam.Cadm
an.Barton@d
taa.com;Hilel.
Rahim.Sims

@dtaa.com
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email

{HOE1-
H3ZA85IF-
8421UAFV}

11/15/2010
07:44:00

HRS0274

PC-6791

Scott.Drew.P
age@dtaa.co
m;Galena.Jan
a.Burris@dta
a.com;Hyacin
th.CamillaWa
re@dtaa.com
;:Adam.Cadm
an.Barton@d
taa.com;Hilel.
Rahim.Sims

@dtaa.com

email

{DOA9-
E3BX760J-
7594KJSX}

11/15/2010
07:47:00

UNKO0265

PC-0639

Scott.Drew.P
age@dtaa.co
m;Galena.Jan
a.Burris@dta
a.com;Hyacin
th.CamillaWa
re@dtaa.com
;:Adam.Cadm
an.Barton@d
taa.com;Hilel.
Rahim.Sims

@dtaa.com

email

{G2A8-
K1CG560G-
4632GRK]}

11/15/2010
07:48:00

GJB0268

PC-7173

Scott.Drew.P
age@dtaa.co
m;Galena.Jan
a.Burris@dta
a.com;Hyacin
th.CamillaWa
re@dtaa.com
;:Adam.Cadm

B-105




an.Barton@d
taa.com;Hilel.
Rahim.Sims

@dtaa.com

email

{GOS2-
W3Y]57]Y-
7476KNLM}

11/15/2010
07:48:00

SDP0271

PC-8034

Scott.Drew.P
age@dtaa.co
m;Galena.Jan
a.Burris@dta
a.com;Hyacin
th.CamillaWa
re@dtaa.com
;:Adam.Cadm
an.Barton@d
taa.com;Hilel.
Rahim.Sims

@dtaa.com

email

{L8H4-
E5YX81ER-
2429NIPP}

11/15/2010
07:52:00

SKR0266

PC-3004

Scott.Drew.P
age@dtaa.co
m;Galena.Jan
a.Burris@dta
a.com;Hyacin
th.CamillaWa
re@dtaa.com
;:Adam.Cadm
an.Barton@d
taa.com;Hilel.
Rahim.Sims

@dtaa.com
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email

{W4D9-
X3HP61JS-
8881JNKA}

11/15/2010
07:53:00

ACB0270

PC-0442

Scott.Drew.P
age@dtaa.co
m;Galena.Jan
a.Burris@dta
a.com;Hyacin
th.CamillaWa
re@dtaa.com
;:Adam.Cadm
an.Barton@d
taa.com;Hilel.
Rahim.Sims

@dtaa.com

email

(N4I8-
Y8LWO4FP-
7762JSFG)

11/15/2010
07:55:00

HCWO0681

PC-3098

Scott.Drew.P
age@dtaa.co
m;Galena.Jan
a.Burris@dta
a.com;Hyacin
th.CamillaWa
re@dtaa.com
;:Adam.Cadm
an.Barton@d
taa.com;Hilel.
Rahim.Sims

@dtaa.com

email

{07M3-
A2A080IY-
0490CRBP}

11/15/2010
07:58:00

EHW0689

PC-8847

Scott.Drew.P
age@dtaa.co
m;Galena.Jan
a.Burris@dta
a.com;Hyacin
th.CamillaWa
re@dtaa.com
;:Adam.Cadm
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an.Barton@d

taa.com;Hilel.

Rahim.Sims
@dtaa.com
email {X4Y4- 11/15/2010 | LHO0687 PC-4675 Scott.Drew.P
R8DE32QB- | 08:19:00 age@dtaa.co
6184]PSM} m;Galena.Jan
a.Burris@dta
a.com;Hyacin
th.CamillaWa
re@dtaa.com
;:Adam.Cadm
an.Barton@d
taa.com;Hilel.
Rahim.Sims
@dtaa.com
email {B1Y9- 11/11/2010 | BGCO686 PC-7309 Daniel Kibo.B
Z7AR66CW- | 10:21 ruce@dtaa.co
93530NTE} m
email {A5Q3- 11/11/2010 | DKB0259 PC-2403 Daniel Kibo.B
L7MSO5UI- 10:22 ruce@dtaa.co
3620UQlI} m
email {B2P6- 11/11/2010 | DKB0259 PC-2403 Berk.Griffin.C
FOST65UC- 13:03 ooley@dtaa.c
0302NJJA} om
email {T1C8- 11/11/2010 | BGCO686 PC-7309 Berk.Griffin.C
Q7CC58LS- 13:04 ooley@dtaa.c
7289GJFY} om
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email {Z5M1- 11/11/2010 | BGC0686 PC-7309 Daniel.Kibo.B
AQTV56TL- 13:39 ruce@dtaa.co
3102CFDH} m
email {K6C7- 11/11/2010 | DKB0259 PC-2403 Daniel.Kibo.B
X6NXO01ET- | 13:40 ruce@dtaa.co
4527SHPO} m
email {M4V2- 11/11/2010 | DKB0259 PC-2403 Berk.Griffin.C
C8ZS86KH- 13:46 ooley@dtaa.c
5652MPGJ} om
email {B4Q0- 11/11/2010 | BGC0686 PC-7309 Berk.Griffin.C
W5QX16RW- | 13:47 ooley@dtaa.c
7102LCFN} om
http {D5T6- 11/11/2010 | BGC0686 PC-7309 http:/ /www.
M5VT84TZ- | 15:26 relytec.com/
2060CMUL} Climate of Fl
orida/suniest
/NNXrlybttre
1893061997.
aspx
device {I7N3- 11/11/2010 | BGC0686 PC-7309 R:\;R:\BGCO
C6FQ76CA- | 15:37 686;R:\24h6
8308ILFR} 4f6
file {H2Q6- 11/11/2010 | BGC0686 PC-7309 R:\keylogger.
Q8BN31JU- | 15:41 exe
1543XFZN}
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device {S5Q6- 11/11/2010 | BGC0686 PC-7309
JOPN38XV- 15:43
35730NRU}

logon {R7E5- 11/11/2010 | BGCO686 PC-2403 Logon
S2]M42GS- 19:30
749800CE}

device {P5H6- 11/11/2010 | BGC0686 PC-2403 R:\;R:\BGCO
P3MD58MX- | 19:33 686;R:\24h6
6958TXCW} 4f6

file {N8F5- 11/11/2010 | BGC0686 PC-2403 R:\keylogger.
R2LWO02MY- | 19:35 exe
3271EKFS}

device {C3M5- 11/11/2010 | BGC0686 PC-2403
EOHH69BC- | 19:38
7565TPAI}

logon {Z5L0- 11/11/2010 | BGC0686 PC-2403 Logoff
D9QV40MP- | 19:39
8876]IMI}

logon {MOI17- 11/12/2010 | BGCO686 PC-2403 Logon
X7DG75M]- | 19:08
7915BAHF}

logon {X7T4- 11/12/2010 | BGC0686 PC-2403 Logoff
H2BI85LN- 19:22
2210PAMF}
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logon {T7Y4- 11/12/2010 | DKB0259 PC-2403 Logon
B3HS66WG- | 19:29
3205F0Al}
email {B5N4- 11/12/2010 | DKB0259 PC-2403 Scott.Drew.P
C7IX58TM- 19:37 age@dtaa.co
0955XNDA} m;Galena.Jan
a.Burris@dta
a.com;Hyacin
th.CamillaWa
re@dtaa.com
;:Adam.Cadm
an.Barton@d
taa.com;Hilel.
Rahim.Sims
@dtaa.com
logon {N8N4- 11/12/2010 | DKB0259 PC-2403 Logoff
XOWB23KK- | 19:44
1872ALNE}
email {LOA1- 11/15/2010 | MAH0683 PC-4972 Scott.Drew.P
WO9AB34GS- | 07:31:00 age@dtaa.co
6692RUSO} m;Galena.Jan

a.Burris@dta
a.com;Hyacin
th.CamillaWa
re@dtaa.com
;:Adam.Cadm
an.Barton@d
taa.com;Hilel.
Rahim.Sims

@dtaa.com

B-111



email

{Q7]8-
Z5HV63P)-
8605VMZP}

11/15/2010
07:41:00

RNWO0269

PC-0978

Scott.Drew.P
age@dtaa.co
m;Galena.Jan
a.Burris@dta
a.com;Hyacin
th.CamillaWa
re@dtaa.com
;:Adam.Cadm
an.Barton@d
taa.com;Hilel.
Rahim.Sims

@dtaa.com

email

{HOE1-
H3ZA85IF-
8421UAFV}

11/15/2010
07:44:00

HRS0274

PC-6791

Scott.Drew.P
age@dtaa.co
m;Galena.Jan
a.Burris@dta
a.com;Hyacin
th.CamillaWa
re@dtaa.com
;:Adam.Cadm
an.Barton@d
taa.com;Hilel.
Rahim.Sims

@dtaa.com

email

{DOA9-
E3BX760J-
7594KJSX}

11/15/2010
07:47:00

UNKO0265

PC-0639

Scott.Drew.P
age@dtaa.co
m;Galena.Jan
a.Burris@dta
a.com;Hyacin
th.CamillaWa
re@dtaa.com
;:Adam.Cadm

B-112




an.Barton@d
taa.com;Hilel.
Rahim.Sims

@dtaa.com

email

{G2A8-
K1CG560G-
4632GRK]}

11/15/2010
07:48:00

GJB0268

PC-7173

Scott.Drew.P
age@dtaa.co
m;Galena.Jan
a.Burris@dta
a.com;Hyacin
th.CamillaWa
re@dtaa.com
;:Adam.Cadm
an.Barton@d
taa.com;Hilel.
Rahim.Sims

@dtaa.com

email

{GOS2-
W3Y]57]Y-
7476KNLM}

11/15/2010
07:48:00

SDP0271

PC-8034

Scott.Drew.P
age@dtaa.co
m;Galena.Jan
a.Burris@dta
a.com;Hyacin
th.CamillaWa
re@dtaa.com
;:Adam.Cadm
an.Barton@d
taa.com;Hilel.
Rahim.Sims

@dtaa.com
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email

{L8H4-
E5YX81ER-
2429NIPP}

11/15/2010
07:52:00

SKR0266

PC-3004

Scott.Drew.P
age@dtaa.co
m;Galena.Jan
a.Burris@dta
a.com;Hyacin
th.CamillaWa
re@dtaa.com
;:Adam.Cadm
an.Barton@d
taa.com;Hilel.
Rahim.Sims

@dtaa.com

email

{W4D9-
X3HP61JS-

8881JNKA}

11/15/2010
07:53:00

ACB0270

PC-0442

Scott.Drew.P
age@dtaa.co
m;Galena.Jan
a.Burris@dta
a.com;Hyacin
th.CamillaWa
re@dtaa.com
;:Adam.Cadm
an.Barton@d
taa.com;Hilel.
Rahim.Sims

@dtaa.com

email

(N4I8-
Y8LWO4FP-
7762JSFG)

11/15/2010
07:55:00

HCWO0681

PC-3098

Scott.Drew.P
age@dtaa.co
m;Galena.Jan
a.Burris@dta
a.com;Hyacin
th.CamillaWa
re@dtaa.com
;:Adam.Cadm

B-114



an.Barton@d
taa.com;Hilel.
Rahim.Sims

@dtaa.com

email

{07M3-
A2A080IY-
0490CRBP}

11/15/2010
07:58:00

EHW0689

PC-8847

Scott.Drew.P
age@dtaa.co
m;Galena.Jan
a.Burris@dta
a.com;Hyacin
th.CamillaWa
re@dtaa.com
;:Adam.Cadm
an.Barton@d
taa.com;Hilel.
Rahim.Sims

@dtaa.com

email

(X4Y4-
R8DE32QB-
6184JPSM}

11/15/2010
08:19:00

LHO0687

PC-4675

Scott.Drew.P
age@dtaa.co
m;Galena.Jan
a.Burris@dta
a.com;Hyacin
th.CamillaWa
re@dtaa.com
;:Adam.Cadm
an.Barton@d
taa.com;Hilel.
Rahim.Sims

@dtaa.com
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email {M5E7- 07/08/2010 | KTW0365 PC-9776 Tatiana.Indir
W6HQ93IE- | 11:51 a.Hanson@dt
2962BFDO} aa.com
email {S7RO- 07/08/2010 | TIHO348 PC-2340 Kyle.Tanner.
04QK56GS- | 12:29 Whitaker@dt
0257MCIC} aa.com
email {AOGS8- 07/08/2010 | KTW0365 PC-9776 Tatiana.Indir
T3CH95YI- 13:15 a.Hanson@dt
0492KKLI} aa.com
email {T4C7- 07/08/2010 | TIHO348 PC-2340 Kyle.Tanner.
Y3QZ72HF- | 16:15 Whitaker@dt
6480CLRQ} aa.com
http {Z808- 07/08/2010 | KTW0365 PC-9776 http://downl
G2UI61TW- | 17:25 oad.cnet.com
7042FUSY} /Refog-Free-
Keylogger/Cli
mate_of Ohio
/snowiest/N
NXrlybttrel2
52221508.as
px
device {Z3S9- 07/08/2010 | KTW0365 PC-9776 Connect
V3YA81DN- | 17:57
1035IEIF}
file {W5C3- 07/08/2010 | KTW0365 PC-9776 4D7W09A2.e
RIES43FF- 17:58 xe
7664ZAIM}
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device {GOP4- 07/08/2010 | KTW0365 PC-9776 Disconnect
R1EVOOZR- | 18:11
7722]KII}

logon {G1X5- 07/08/2010 | KTW0365 PC-2340 Logon
D27ZR13AT- | 22:16
3300FQAZ}

device {F2Y0- 07/08/2010 | KTW0365 PC-2340 Connect
Y8NY32DV- | 22:21
1764XRMJ}

device {F5E9- 07/08/2010 | KTW0365 PC-2340 Disconnect
UOCT29UL- | 22:26
9654KQO0V}

logon {M9H2- 07/08/2010 | KTW0365 PC-2340 Logoff
F1UK97WG- | 22:29
7476USLW}

logon {X0F1- 07/09/2010 | KTW0365 PC-2340 Logon
T3HE84DE- | 20:19
7088YIEP}

logon {K009- 07/09/2010 | KTW0365 PC-2340 Logoff
Q9KG90FL- | 20:30
8984BVLW}

logon {S1J4- 07/09/2010 | TIHO348 PC-2340 Logon
J1IEH68UV- 20:39
8409PNZG}
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email {L9P8- 07/09/2010 | TIHO348 PC-2340 Blaine.John.
E9XP471B- 20:43 Whitney@dt
0015YTUX} aa.com;jessa
mine.Hedwig.
Holden@dtaa
.com;Signe.D
oraMcdowell
@dtaa.com;C
hava.Darrel.L
indsey@dtaa.
com
logon {A7X8- 07/09/2010 | TIHO348 PC-2340 Logoff
F2GA56AX- | 20:54
7571GQQE}
http {R3D9- 08/02/2010 | CCHO0959 PC-0588 http://linked
Q1LP45QH- | 10:34 in.com/jobs/
0601CQKO} displayhome
html
http {Z5W8- 08/02/2010 | CCH0959 PC-0588 http://lockhe
Q4Q069JI- 13:35 edmartinjobs.
5334SLVP} com
http {X2V2- 08/02/2010 | CCHO0959 PC-0588 http://lockhe
VBFHO3QW- | 14:03 edmartinjobs.
4001TYHP} com/searchal
laspx?sitesel
=All
http {U5P7- 08/02/2010 | CCH0959 PC-0588 http://indee
E1PL80BQ- | 14:33 d.com/Bron
8026CJAL} wyn_Bancroft
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/boomalli.ht

ml
http {S7C8- 08/03/2010 | CCH0959 PC-0588 http://lockhe
JBGHO0UP- 10:47 edmartinjobs.
8326WBLZ} com/searchh
ome.aspx
http {D3I0- 08/03/2010 | CCH0959 PC-0588 http://lockhe
W4AX21FE- | 10:55 edmartinjobs.
7902VRST} com/college.
asp
http {DOTO- 08/03/2010 | CCH0959 PC-0588 http://simply
S6GF06IY- 12:13 hired.com/A
3269RMVX} manita_bispo
rigera/amani
ta.html
http {U3G7- 08/03/2010 | CCH0959 PC-0588 http://aol.co
Q3KC50I0- 12:48 m/jobs/soft
2100UDSU} ware.html
http {D2Y3- 08/03/2010 | CCH0959 PC-0588 http://indee
S5HD53LN- | 13:08 d.com/Bron
3703LNMU} wyn_Bancroft
/boomalli.ht
ml
http {A2KO- 08/04/2010 | CCH0959 PC-0588 http://lockhe
Z8BF29QP- 12:45 edmartinjobs.
5159UTOG} com/chatasp
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http {C7A0- 08/04/2010 | CCH0959 PC-0588 http://simply
K7TS10US- 13:05 hired.com/A
84571EAS} manita_bispo
rigera/amani
ta.html
http {F6S2- 08/04/2010 | CCH0959 PC-0588 http://lockhe
S6ES37YC- 14:59 edmartinjobs.
8760PUVI} com/college.
asp
http {K7K7- 08/04/2010 | CCH0959 PC-0588 http://yahoo.
M40X72X]- 15:02 com/hotjobs
6609QVIT} /search.html
http {W6Z7- 08/04/2010 | CCH0959 PC-0588 http://lockhe
Z6WQ52UQ- | 15:42 edmartin.co
1547HAUN} m
http {Y0Z8- 08/04/2010 | CCH0959 PC-0588 http://lockhe
R6QT22GL- | 15:43 edmartinjobs.
7425QGQM} com
http {F5C6- 08/05/2010 | CCH0959 PC-0588 http://craigsl
X5A091VE- | 08:30 istorg/sof/se
1735A0PB} arch.html
http {T854- 08/05/2010 | CCH0959 PC-0588 http://career
N1CN67FM- | 08:40 builder.com/
8779MYHQ} Bix Beiderbe
cke/bixhtml

B-120




http {K7N1- 08/05/2010 | CCH0959 PC-0588 http://lockhe
P17762YX- 08:43 edmartinjobs.
1552YFQL} com/college.
asp
http {B6V1- 08/05/2010 | CCH0959 PC-0588 http://simply
H8IP86CG- 09:56 hired.com/A
7732MTSZ} manita_bispo
rigera/amani
ta.html
http {11V5- 08/05/2010 | CCH0959 PC-0588 http://lockhe
Z5CY05QR- | 10:54 edmartinjobs.
9583IFLE} com
http {S1P2- 08/05/2010 | CCH0959 PC-0588 http://yahoo.
04WK86ZD- | 13:22 com/hotjobs
9650SEGA} /search.html
http {G5Z4- 08/05/2010 | CCH0959 PC-0588 http://lockhe
Z20E92NS- | 14:37 edmartinjobs.
8979MJYK} com/searchh
ome.aspx
http {H8AO- 08/05/2010 | CCH0959 PC-0588 http://aol.co
B7KW50FX- | 14:52 m/jobs/soft
6170RSMT} warehtml
http {T4P6- 08/05/2010 | CCH0959 PC-0588 http://career
A6EH23MH- | 15:24 builder.com/
7486YHBI} Bix Beiderbe
cke/bixhtml

B-121



http {H5A3- 08/06/2010 | CCH0959 PC-0588 http://lockhe
B8CV88VK- | 08:11 edmartinjobs.
3218UYCG} com
http {S1X6- 08/06/2010 | CCH0959 PC-0588 http://aol.co
Y9AH17HM- | 08:58 m/jobs/soft
4792DBFC} ware.html
http {B2V4- 08/06/2010 | CCH0959 PC-0588 http://lockhe
Y4NY57DY- | 09:18 edmartinjobs.
7778KLQK} com/searchal
laspx?sitesel
=All
http {HOL5- 08/06/2010 | CCH0959 PC-0588 http://yahoo
M4TS580T- | 11:30 com/hotjobs
4418KDMI} /search.html
http {X9A8- 08/06/2010 | CCH0959 PC-0588 http://lockhe
V2DW48RC- | 13:11 edmartinjobs.
4565WWGZ} com/chatasp
http {P7N4- 08/06/2010 | CCH0959 PC-0588 http://lockhe
D1ZP02RM- | 13:21 edmartinjobs.
0817GZLO} com/searchh
ome.aspx
http {E9L2- 08/06/2010 | CCH0959 PC-0588 http://lockhe
V2ZHW40VL- | 13:25 edmartinjobs.
8835NQJL} com
http {X2S1- 08/06/2010 | CCH0959 PC-0588 http://career
E5GS09IK- 14:12 builder.com/
1174XSRE}
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Bix Beiderbe

cke/bixhtml
http {D2A7- 08/06/2010 | CCH0959 PC-0588 http://linked
W6R]J56IC- 15:00 in.com/jobs/
5091MFHY} displayhome.
html
http {N5F7- 08/09/2010 | CCH0959 PC-0588 http://linked
P7MC13AJ- 15:03 in.com/jobs/
1597CQXW} displayhome.
html
http {H1F9- 08/10/2010 | CCH0959 PC-0588 http://monst
[14IW91DL- 10:28 er.com/BAE_
7525CDBV} Systems/yam
amah.html
http {N9T2- 08/10/2010 | CCH0959 PC-0588 http://craigsl
N8T]63PJ- 11:51 istorg/sof/se
6006NFIF} arch.html
http {O9W7- 08/10/2010 | CCH0959 PC-0588 http://lockhe
P1IS737ZG- 12:46 edmartin.co
1162EANL} m
http {L7FO9- 08/10/2010 | CCH0959 PC-0588 http://aol.co
G2TG630Q- | 14:19 m/jobs/soft
3997FYLO} ware.html
http {L8A2- 08/10/2010 | CCH0959 PC-0588 http://lockhe
R3KM17KP- | 15:36 edmartinjobs.
8424KPGU} com/chatasp

B-123



http {K5KO- 08/11/2010 | CCH0959 PC-0588 http://indee
G2AQ53ZE- | 08:10 d.com/Bron
8571GQRZ} wyn_Bancroft
/boomalli.ht
ml
http {L508- 08/11/2010 | CCH0959 PC-0588 http://lockhe
F2EP78CO- | 09:05 edmartinjobs.
7238GGGO} com/chatasp
http {Y4ES5- 08/11/2010 | CCH0959 PC-0588 http://lockhe
B6GS66XG- 10:16 edmartinjobs.
4196DFXP} com/college.
asp
http {MOP4- 08/11/2010 | CCH0959 PC-0588 http://lockhe
L1HC41HY- | 10:56 edmartinjobs.
9895HGOF} com/college.
asp
http {R1E2- 08/11/2010 | CCH0959 PC-0588 http://monst
JIWP32EQ- | 11:13 er.com/BAE_
0914NSGB} Systems/yam
amah.html
http {Y2]7- 08/11/2010 | CCH0959 PC-0588 http://aol.co
HI9SX94RZ- 15:11 m/jobs/soft
6739MCXP} ware.html
http {COJ6- 08/11/2010 | CCH0959 PC-0588 http://aol.co
H5TA31CA- | 15:58 m/jobs/soft
2180FOGV} warehtml
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http {03Z4- 08/12/2010 | CCH0959 PC-0588 http://aol.co
HOUV79QE- | 08:52 m/jobs/soft
4184REMJ} ware.html
http {E5W8- 08/12/2010 | CCH0959 PC-0588 http://monst
F30T41LJ- 11:25 er.com/BAE_
6548BUIF} Systems/yam
amah.html
http {E505- 08/12/2010 | CCH0959 PC-0588 http://indee
A7ZU46HK- | 12:38 d.com/Bron
0544ZTKO} wyn_Bancroft
/boomalli.ht
ml
http {O7M1- 08/12/2010 | CCH0959 PC-0588 http://yahoo.
L5HX63WL- | 13:48 com/hotjobs
8088UXZI} /search.html
http {S9H3- 08/12/2010 | CCH0959 PC-0588 http://lockhe
V7RHO2XC- | 14:20 edmartin.co
3193DNAE} m
http {K1Y5- 08/12/2010 | CCH0959 PC-0588 http://career
UOAA82SG- | 15:13 builder.com/
4815ETHN} Bix Beiderbe
cke/bixhtml
http {B7X6- 08/12/2010 | CCH0959 PC-0588 http://aol.co
P60H87EK- | 15:25 m/jobs/soft
5383LBXI} ware.html
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http {T6CO- 08/12/2010 | CCH0959 PC-0588 http://lockhe
D60H53EH- | 15:42 edmartinjobs.
55550S0U} com
http {KOE6- 08/13/2010 | CCH0959 PC-0588 http://monst
R6BW28YI- 14:21:49 er.com/BAE_
7341GQAQ} Systems/yam
amah.html
email {M7S3- 08/16/2010 | Mario.Truma | Cedric.Cyrus. | 17256
H3EGO3DM- | 09:41:20 n.Telsa@lock | Harrison@dt
7642VKON} heed.com aa.com
http {S5K8- 08/16/2010 | CCH0959 PC-0588 http://aol.co
C4RB19DL- | 10:49:43 m/jobs/soft
9529KQUV} ware.html
http {Y9H1- 08/16/2010 | CCH0959 PC-0588 http://career
U4FS75NB- | 11:11:05 builder.com/
6311DGHI} Bix Beiderbe
cke/bixhtml
http {JoW3- 08/16/2010 | CCH0959 PC-0588 http://lockhe
A8BZ52TB- | 14:38:36 edmartinjobs.
3948HLEM} com/college.
asp
http {UOM7- 08/17/2010 | CCH0959 PC-0588 http://lockhe
UOJM11YD- | 09:17:55 edmartin.co
5814IUWS} m
http {H6QO- 08/17/2010 | CCH0959 PC-0588 http://lockhe
P8LA49DQ- | 09:24:29 edmartinjobs.
5495TDXB} com
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http {H8H5- 08/17/2010 | CCH0959 PC-0588 http://aol.co
03XF99X0- | 10:43:26 m/jobs/soft
5254VVMI} ware.html
http {M3L1- 08/17/2010 | CCH0959 PC-0588 http://simply
Z5QN40ZC- | 11:38:58 hired.com/A
0818XRLL} manita_bispo
rigera/amani
ta.html
http {J1V9- 08/17/2010 | CCH0959 PC-0588 http://lockhe
X80E220F- | 11:54:13 edmartinjobs.
3141VHPN} com/chatasp
http {A1U4- 08/17/2010 | CCH0959 PC-0588 http://linked
[1GI65BW- 12:28:17 in.com/jobs/
0379RSMA} displayhome.
html
http {N4B7- 08/17/2010 | CCH0959 PC-0588 http://lockhe
K1DK15CS- | 13:02:26 edmartinjobs.
6488VABE} com/searchh
ome.aspx
http {K3Z0- 08/17/2010 | CCH0959 PC-0588 http://indee
E7YY37MP- | 13:34:24 d.com/Bron
0520KBLJ} wyn_Bancroft
/boomalli.ht
ml
http {Z67.2- 08/18/2010 | CCH0959 PC-0588 http://craigsl
U5VC54PU- | 09:27:41 istorg/sof/se
4737PMCF} arch.html
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http {N5A1- 08/18/2010 | CCH0959 PC-0588 http://lockhe
EBAZ47EK- | 11:54:30 edmartinjobs.
74521A]B} com
http {D1U5- 08/18/2010 | CCH0959 PC-0588 http://linked
HOLM41GL- | 13:50:27 in.com/jobs/
4205VVCM} displayhome.
html
http {C9Xo0- 08/19/2010 | CCH0959 PC-0588 http://indee
R6HV87ZQ- | 09:04:25 d.com/Bron
4662AWRZ} wyn_Bancroft
/boomalli.ht
ml
http {K1VO0- 08/19/2010 | CCH0959 PC-0588 http://lockhe
R60163VT- 10:38:51 edmartin.co
7999R]BG} m
http {N2E7- 08/19/2010 | CCH0959 PC-0588 http://lockhe
W2NUO1HH- | 11:28:08 edmartin.co
1613ZXEZ} m
http {NOS4- 08/19/2010 | CCH0959 PC-0588 http://yahoo.
F3QS33EO- 11:41:46 com/hotjobs
3182LJLA} /search.html
http {Y2F0- 08/19/2010 | CCH0959 PC-0588 http://lockhe
F4HX26TR- | 11:56:40 edmartinjobs.
9087BZBC} com
http {A1C8- 08/19/2010 | CCH0959 PC-0588 http://aol.co
X7PM340D- | 13:07:24 m/jobs/soft
5241BBRA} ware.html
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email {C2E6- 08/19/2010 | Mario.Truma | Cedric.Cyrus. | 26008
I9NS2700- 13:20:37 n.Telsa@lock | Harrison@dt
7245QCIV} heed.com aa.com
http {V1W4- 08/20/2010 | CCH0959 PC-0588 http://lockhe
H3A080UX- | 09:09:25 edmartinjobs.
1008NQDR} com/college.
asp
http {Y304- 08/20/2010 | CCH0959 PC-0588 http://lockhe
TONG10LV- | 10:20:13 edmartinjobs.
1669RXVN} com
http {K7FO- 08/20/2010 | CCH0959 PC-0588 http://monst
Y5GS01YD- 10:23:40 er.com/BAE_
6631IRIF} Systems/yam
amah.html
http {WO9A2- 08/20/2010 | CCH0959 PC-0588 http://lockhe
T21173UU- 13:39:36 edmartinjobs.
8259RXCV} com/chatasp
http {POM2- 08/20/2010 | CCH0959 PC-0588 http://lockhe
U6BX40YI- 15:51:41 edmartinjobs.
5853VIPM} com
http {U9l6- 08/23/2010 | CCH0959 PC-0588 http://lockhe
M2YS03WI- | 11:05:35 edmartinjobs.
2156UTWB} com/searchh
ome.aspx
http {I509- 08/23/2010 | CCH0959 PC-0588 http://linked
M1GZ78ZZ- | 13:03:41 in.com/jobs/
5814JUTK}
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displayhome.

html
http {06S7- 08/23/2010 | CCH0959 PC-0588 http://yahoo.
COGS83NN- | 14:54:34 com/hotjobs
7572FAVB} /search.html
http {R6R2- 08/23/2010 | CCH0959 PC-0588 http://monst
U2JW95KT- 15:29:13 er.com/BAE_
0210FWBI} Systems/yam
amah.html
http {E617- 08/23/2010 | CCH0959 PC-0588 http://yahoo.
U7]P460B- 15:55:16 com/hotjobs
8106AFCH} /search.html
email {W5P6- 08/24/2010 | Mario.Truma | Cedric.Cyrus. | 36158
C8PU34MC- | 09:28:37 n.Telsa@lock | Harrison@dt
9435YFUX} heed.com aa.com
http {Z0G5- 08/24/2010 | CCH0959 PC-0588 http://lockhe
K7EE74F]- 10:07:51 edmartin.co
0394CLJQ} m
http {V1D4- 08/24/2010 | CCH0959 PC-0588 http://craigsl
W5WM29ZG | 13:53:38 istorg/sof/se
-6313NPBW} arch.html
email {R2Z7- 08/24/2010 | Mario.Truma | Cedric.Cyrus. | 34351
7Z9LX43QK- 14:04:58 n.Telsa@lock | Harrison@dt
3398GWZL} heed.com aa.com
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http {V3L3- 08/24/2010 | CCH0959 PC-0588 http://lockhe
MA4EI36LW- | 16:06:58 edmartin.co
1195QSQH} m
http {Q904- 08/25/2010 | CCH0959 PC-0588 http://lockhe
H6NK12ZE- | 12:29:07 edmartin.co
0472NXXH} m
http {Y2K8- 08/25/2010 | CCH0959 PC-0588 http://lockhe
X3CE710K- | 12:59:13 edmartinjobs.
9678LIYC} com/searchal
laspx?sitesel
=All
http {Ve6I8- 08/26/2010 | CCH0959 PC-0588 http://lockhe
C30NO2FN- | 08:24:55 edmartinjobs.
9505UAGG} com/chatasp
http {X1NO- 08/26/2010 | CCH0959 PC-0588 http://monst
X3YN28ER- 08:36:41 er.com/BAE_
1628YCJG} Systems/yam
amah.html
http {B3K1- 08/26/2010 | CCH0959 PC-0588 http://craigsl
WA4UG89LD- | 08:58:59 istorg/sof/se
1637JHXU} arch.html
http {N6Z0- 08/26/2010 | CCH0959 PC-0588 http://yahoo.
R2ML49FO- | 10:31:19 com/hotjobs
2147PPQX} /search.html
http {Q7Me6- 08/26/2010 | CCH0959 PC-0588 http://lockhe
W1WP73AZ- | 11:41:48 edmartinjobs.
0380WVNN} com/searchal
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laspx?sitesel

=All

http {V7T8- 08/26/2010 | CCH0959 PC-0588 http://indee
UBXR45BE- | 12:33:12 d.com/Bron
2680PRQI} wyn_Bancroft
/boomalli.ht
ml
http {L3]J9- 08/26/2010 | CCH0959 PC-0588 http://lockhe
Z3VT79VT- 14:25:51 edmartinjobs.
0835Y]BV} com/searchh
ome.aspx
http {POQ9- 08/26/2010 | CCH0959 PC-0588 http://lockhe
Q40R87CG- | 14:38:57 edmartinjobs.
4296ZMKR} com
http {V8F3- 08/27/2010 | CCH0959 PC-0588 http://indee
Z4AD16XH- | 09:24:29 d.com/Bron
9796NPFZ} wyn_Bancroft
/boomalli.ht
ml
email {H2T1- 08/27/2010 | Mario.Truma | Cedric.Cyrus. | 20652
Z5LH74TF- 10:00:43 n.Telsa@lock | Harrison@dt
87340PKC} heed.com aa.com
http {VOD3- 08/27/2010 | CCH0959 PC-0588 http://lockhe
T4ER44IF- 10:21:16 edmartinjobs.
3150EWBH} com/searchh
ome.aspx
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http {M5F4- 08/27/2010 | CCH0959 PC-0588 http://indee
KONC84KH- | 11:07:00 d.com/Bron
8853KQZC} wyn_Bancroft
/boomalli.ht
ml
http {FAZ7- 08/27/2010 | CCH0959 PC-0588 http://lockhe
J3UT86EP- 13:46:52 edmartin.co
2581ISAX} m
http {K9C1- 08/27/2010 | CCH0959 PC-0588 http://career
YS5AF82DP- | 14:42:54 builder.com/
1948NNXE} Bix Beiderbe
cke/bixhtml
http {X0D1- 08/27/2010 | CCH0959 PC-0588 http://lockhe
Y3RO03WX- | 15:35:20 edmartinjobs.
1921DYHD} com/searchal
laspx?sitesel
=All
http {E1G1- 08/30/2010 | CCH0959 PC-0588 http://craigsl
G2NO97ED- | 08:03:43 istorg/sof/se
6686EN]Q} arch.html
email {X3N5- 08/30/2010 | Mario.Truma | Cedric.Cyrus. | 33280
E4QS91KA- | 08:23:48 n.Telsa@lock | Harrison@dt
8428GEKQ} heed.com aa.com
http {T9X6- 08/30/2010 | CCH0959 PC-0588 http://linked
[9VF51]A- 10:09:17 in.com/jobs/
3761HHFG} displayhome.
html
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http {N8F7- 08/30/2010 | CCH0959 PC-0588 http://lockhe
D0JO42Y]- 13:29:09 edmartinjobs.
3123TIUM} com
http {Z9C1- 08/30/2010 | CCH0959 PC-0588 http://lockhe
R7TQ45QZ- | 14:13:12 edmartinjobs.
7754XH]R} com/college.
asp
email {DOD1- 08/30/2010 | Mario.Truma | Cedric.Cyrus. | 19472
E2BU14RD- | 14:41:22 n.Telsa@lock | Harrison@dt
2454QLSS} heed.com aa.com
http {C9Q0- 08/30/2010 | CCH0959 PC-0588 http://yahoo.
MONO67CT- | 15:41:21 com/hotjobs
3804]SCF} /search.html
http {N9V5- 08/31/2010 | CCH0959 PC-0588 http://lockhe
O9KT82KG- | 10:03:30 edmartinjobs.
3703EHZY} com/searchal
laspx?sitesel
=All
http {KOI5- 08/31/2010 | CCH0959 PC-0588 http://lockhe
T8RZ0O3CM- | 14:17:42 edmartinjobs.
8497CVUU} com
http {E2N8- 08/31/2010 | CCH0959 PC-0588 http://lockhe
M6LW97SB- | 15:23:53 edmartinjobs.
6837MTYW} com
http {Z175- 09/01/2010 | CCH0959 PC-0588 http://lockhe
MOBD24HF- | 08:16 edmartinjobs.
5861BUJU}
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com/searchh

ome.aspx
device {K1A1- 09/01/2010 | CCH0959 PC-0588 Connect
F4]JG59AC- 08:34
5400IJFL}
device {M6G8- 09/01/2010 | CCH0959 PC-0588 Disconnect
Vo0Y48YZ- | 08:51
0733MKIV}
http {F6V3- 09/01/2010 | CCH0959 PC-0588 http://career
N6YR66WY- | 09:07 builder.com/
7617MWQU} Bix Beiderbe
cke/bixhtml
device {N9B8- 09/01/2010 | CCH0959 PC-0588 Connect
K7AP64CT- | 09:11
2005IIEY}
device {I1A0- 09/01/2010 | CCH0959 PC-0588 Disconnect
ROXY83LV- | 09:32
9221CCNX}
http {S8Z7- 09/01/2010 | CCH0959 PC-0588 http://linked
H3LU44CA- | 10:46 in.com/jobs/
7519ENWY} displayhome.
html
device {P117- 09/01/2010 | CCH0959 PC-0588 Connect
K5LK43HT- | 10:51
1704ANYR}
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device {A600- 09/01/2010 | CCH0959 PC-0588 Disconnect
E2UQ48WY- | 11:14
8392HOUG}

device {W3I5- 09/01/2010 | CCH0959 PC-0588 Connect
V1FT69SK- 11:14
45870AJZ}

device {I7H1- 09/01/2010 | CCH0959 PC-0588 Disconnect
J8CU35TA- 11:44
9939TJAQ}

http {l6V7- 09/01/2010 | CCH0959 PC-0588 http://career
X6HT35RE- | 12:59 builder.com/
4057LRX]J} Bix Beiderbe

cke/bixhtml

device {L4P6- 09/01/2010 | CCH0959 PC-0588 Connect
D2GP90JX- 13:12
8799L0OAU}

device {E1I8- 09/01/2010 | CCH0959 PC-0588 Disconnect
H6CX64QS- | 14:04
7703XIUC}

http {09U6- 09/01/2010 | CCH0959 PC-0588 http://craigsl
UBGO84UN- | 14:09 istorg/sof/se
3585VXBU} arch.html

device {SOM8- 09/01/2010 | CCH0959 PC-0588 Connect
R1KE34JX- 14:25
4369NEKI}
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http {S1A7- 09/01/2010 | CCH0959 PC-0588 http://yahoo.
W7DB140Y- | 14:30 com/hotjobs
0862HSWA} /search.html

device {U6S5- 09/01/2010 | CCH0959 PC-0588 Disconnect
M90J240R- | 14:54
4468FHZR}

http {ROE5- 09/01/2010 | CCH0959 PC-0588 http://linked
R5GN20AP- | 15:25 in.com/jobs/
3876 TRKW} displayhome

html

http {N4G3- 09/01/2010 | CCH0959 PC-0588 http://lockhe
C70J20DH- 15:51 edmartinjobs.
2457LSBX} com/chatasp

http {L2Y0- 09/01/2010 | CCH0959 PC-0588 http://lockhe
K1QR76NM- | 16:02 edmartinjobs.
6111THQG} com/chatasp

device {X004- 09/02/2010 | CCH0959 PC-0588 Connect
N4MS32VI- | 11:03
2312)Y]))

device {H4Y3- 09/02/2010 | CCH0959 PC-0588 Disconnect
F6NDO5XB- | 11:28
18840A]V}

device {S6G2- 09/02/2010 | CCH0959 PC-0588 Connect
FOFI08RH- 11:51
4635VRNT}
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device {E7V3- 09/02/2010 | CCH0959 PC-0588 Disconnect
C8VR43GW- | 12:14
3869TUNL}

device {W2R?7- 09/02/2010 | CCH0959 PC-0588 Connect
13UB93QI- 12:43
2282IELB}

device {X8X0- 09/02/2010 | CCH0959 PC-0588 Disconnect
R5AD30CB- | 13:28
6847HWSI}

device {K3L5- 09/02/2010 | CCH0959 PC-0588 Connect
V2DY11KR- | 13:58
7494SDLL}

device {X8N5- 09/02/2010 | CCH0959 PC-0588 Disconnect
X5GQ78VB- | 15:08
1199MRNW}

device {W5A5- 09/03/2010 | CCH0959 PC-0588 Connect
K3RR35]B- 10:05
2070KAQS}

device {A2M7- 09/03/2010 | CCH0959 PC-0588 Disconnect
P5KZ45WN- | 10:09
0681ZNOC}

device {H8N3- 09/03/2010 | CCH0959 PC-0588 Connect
VOXMO3UW- | 10:47
3781VRPL}
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device {L8EO- 09/03/2010 | CCH0959 PC-0588 Disconnect
M4MU8BMC- | 11:22
6570YNCU}

device {J5V1- 09/03/2010 | CCH0959 PC-0588 Connect
KOMY48YA- | 11:42
6740IlYMW}

device {C6G2- 09/03/2010 | CCH0959 PC-0588 Disconnect
R2MQ8800- | 12:47
4768YGNR}

device {S3X8- 09/03/2010 | CCH0959 PC-0588 Connect
L1DR86XE- | 13:40
5617XGQN}

device {J1M3- 09/03/2010 | CCH0959 PC-0588 Disconnect
P4ALB49RE- | 13:55
6163KFDL}

device {X6W4- 09/03/2010 | CCH0959 PC-0588 Connect
K1SO097GD- | 14:05
0533RIMY}

device {K5F4- 09/03/2010 | CCH0959 PC-0588 Disconnect
XOKT43KY- | 14:07
9763UUMM}

device {C4D8- 09/03/2010 | CCH0959 PC-0588 Connect
T7DG44HP- | 14:10
4529UTBC}
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device {N1R8- 09/03/2010 | CCH0959 PC-0588 Disconnect
Z2VA60MW- | 14:59
9893ZCLW}

device {J5R9- 09/07/2010 | CCH0959 PC-0588 Connect
QOHZ750Y- | 11:30
0315CWIE}

device {T3B8- 09/07/2010 | CCHO0959 PC-0588 Disconnect
K8IM68PL- | 11:53
2527BNJN}

device {WO0uo9- 09/07/2010 | CCH0959 PC-0588 Connect
H1PM80YZ- | 12:19
81790VXQ}

device {W1N1- 09/07/2010 | CCHO0959 PC-0588 Disconnect
U3ZA54IN- 12:59
6889RURW}

device {I9V7- 09/07/2010 | CCH0959 PC-0588 Connect
LALA76RN- | 14:57
9019QUVX}

device {ZOE5- 09/07/2010 | CCH0959 PC-0588 Disconnect
S1ER24LH- | 15:48
8269PYOB}

device {N2A8- 09/08/2010 | CCH0959 PC-0588 Connect
P1SB570X- | 08:38
3582IGYG}
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device {Y2U1- 09/08/2010 | CCH0959 PC-0588 Disconnect
G8KR60IT- 11:47
6641GGIB}

device {I801- 09/09/2010 | CCH0959 PC-0588 Connect
J2ZK56ET- 09:18
2391SILQ}

device {H9D6- 09/09/2010 | CCH0959 PC-0588 Disconnect
N8QP11UE- | 10:22
9052WINL}

device {ROT7- 09/09/2010 | CCH0959 PC-0588 Connect
X5TQ89AH- | 10:37
2198IXBH}

device {G8R1- 09/09/2010 | CCH0959 PC-0588 Disconnect
Y5S026VX- | 11:23
4865VPON}

device {M4G5- 09/09/2010 | CCH0959 PC-0588 Connect
DINT99AB- | 12:17
2493QAQL}

device {T4G2- 09/09/2010 | CCH0959 PC-0588 Disconnect
Q4VWO02T]- | 12:36
3060IFFX}

device {H1We6- 09/09/2010 | CCH0959 PC-0588 Connect
17TA23LO- 13:18
5480MAVZ}
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device {Q201- 09/09/2010 | CCH0959 PC-0588 Disconnect
E3V]J16DU- 13:21
9281DSLP}

device {I3R2- 09/09/2010 | CCH0959 PC-0588 Connect
WOPC10DT- | 13:33
4519URIM}

device {K4L3- 09/09/2010 | CCH0959 PC-0588 Disconnect
W2GE72HL- | 15:09
2603AC]G}

device {Q1S3- 09/09/2010 | CCH0959 PC-0588 Connect
C2QZ14TA- | 15:11
3928WZMG}

device {Q7D2- 09/09/2010 | CCH0959 PC-0588 Disconnect
01BG26UI- 15:16
7400KGMC}

device {I909- 09/09/2010 | CCH0959 PC-0588 Connect
K7AJ28LM- | 15:20
6073URML}

device {T8E4- 09/09/2010 | CCH0959 PC-0588 Disconnect
C5KVO3GR- | 15:40
2583ZXV]}

device {F1K5- 09/10/2010 | CCH0959 PC-0588 Connect
M6IJ80UR- 08:50
4799MACV}
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device {X7CO- 09/10/2010 | CCH0959 PC-0588 Disconnect
A3UF15XL- | 09:19
7526FIHB}

device {R7A3- 09/10/2010 | CCH0959 PC-0588 Connect
M1WQ12HQ- | 11:01
7947RDRG}

device {G9J1- 09/10/2010 | CCH0959 PC-0588 Disconnect
H5VC30NW- | 11:04
1708DWTN}

device {N7HO- 09/10/2010 | CCH0959 PC-0588 Connect
L7VJ15ZE- 11:29
8472EAKE}

device {B7KO- 09/10/2010 | CCH0959 PC-0588 Disconnect
T9FK46YU- | 11:54
4323IUTB}

device {M9Z9- 09/10/2010 | CCH0959 PC-0588 Connect
T8FY23FD- | 12:07
0408VXTX}

device {L3P5- 09/10/2010 | CCH0959 PC-0588 Disconnect
W3E]J51YA- | 12:25
4311SWMO}

device {UBAS8- 09/10/2010 | CCH0959 PC-0588 Connect
A4BQ65IN- | 12:48
6808QXDI}
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device {P1U6- 09/10/2010 | CCH0959 PC-0588 Disconnect
Z8UX07WA- | 12:54
7605XTRR}

device {R4F1- 09/10/2010 | CCH0959 PC-0588 Connect
X7MU39BV- | 12:55
3291JUKO}

device {X3W8- 09/10/2010 | CCH0959 PC-0588 Disconnect
I6FO66US- 14:24
2858VHUI}

device {Y8N3- 09/10/2010 | CCH0959 PC-0588 Connect
Q3QM49GL- | 14:51
9794AGNO}

device {B3N5- 09/10/2010 | CCH0959 PC-0588 Disconnect
Z3]JA18EQ- 15:36
4145Y0OCA}

device {G6MO- 09/13/2010 | CCH0959 PC-0588 Connect
A7BPO2EF- | 08:34:15
0947GEWTI}

device {T1G9- 09/13/2010 | CCH0959 PC-0588 Disconnect
RIOYX56SN- | 08:40:18
8252TAll}

device {I9R2- 09/13/2010 | CCH0959 PC-0588 Connect
E7NP28SU- | 09:21:23
6350AFMH}
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device {Z9Q7- 09/13/2010 | CCH0959 PC-0588 Disconnect
X4WQ16MP- | 11:57:15
15911GUC}

device {W401- 09/13/2010 | CCH0959 PC-0588 Connect
M8YM68GK- | 14:00:14
6891QRQV}

email {U1Q2- 09/14/2010 | Desiree.Claud | Cedric.Cyrus. | 23368
L9YA200C- | 08:50:10 iaBooth@dta | Harrison@dt
3177ZENY} a.com aa.com

device {Q3YO0- 09/14/2010 | CCH0959 PC-0588 Connect
Q9KN77AI- | 09:02:10
7036BFXD}

device {M8T3- 09/14/2010 | CCH0959 PC-0588 Disconnect
P8QF26YD- | 09:13:33
7675HS]T}

device {C6E2- 09/14/2010 | CCH0959 PC-0588 Connect
E4BR68EF- | 10:30:56
9861UJHE}

device {V6B6- 09/14/2010 | CCH0959 PC-0588 Disconnect
S6HT12RC- | 12:16:06
0315NDGX}

device {B6B9- 09/14/2010 | CCH0959 PC-0588 Connect
P6UD96MC- | 12:18:34
2475LYLT}
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device {14G6- 09/14/2010 | CCH0959 PC-0588 Disconnect
C5RI89QA- 12:26:06
8257ZKSI}

device {A5R1- 09/14/2010 | CCH0959 PC-0588 Connect
P9BC15QX- | 12:42:16
3575UXMA}

device {K4Z8- 09/14/2010 | CCH0959 PC-0588 Disconnect
WO0Z]J54SK- | 13:42:35
6297HAHQ}

device {C2F6- 09/14/2010 | CCH0959 PC-0588 Connect
V3UY69WM- | 14:14:08
4998QPJY}

device {N4R6- 09/14/2010 | CCH0959 PC-0588 Disconnect
VORP41SP- 14:25:35
4203DKGV}

device {U9P7- 09/14/2010 | CCH0959 PC-0588 Connect
X4CA42GA- | 14:28:11
58670EBI}

device {Y7C2- 09/14/2010 | CCH0959 PC-0588 Disconnect
RIQJ78YX- 15:03:57
6009CCYR}

device {D5T8- 09/14/2010 | CCH0959 PC-0588 Connect
BOUZ21IX- 15:25:45
0141BGIF}
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device {U917- 09/14/2010 | CCH0959 PC-0588 Disconnect
040030GM- | 15:28:49
0831MPXP}

device {V5W4- 09/15/2010 | CCH0959 PC-0588 Connect
W7EC28SW- | 12:06:26
4112I0WO0}

device {K2R8- 09/15/2010 | CCH0959 PC-0588 Disconnect
M4VX83ZC- | 13:18:12
3834UHZ0}

device {W3Z7- 09/15/2010 | CCH0959 PC-0588 Connect
U2EL34DS- | 14:09:38
9353UECX}

device {B3B5- 09/15/2010 | CCH0959 PC-0588 Disconnect
S2MC33IG- 14:12:58
4905VSGW}

device {L7G5- 09/15/2010 | CCH0959 PC-0588 Connect
H8HL59YM- | 14:14:30
4287WAXM}

device {Z9u7- 09/16/2010 | CCH0959 PC-0588 Connect
C3IS88ZT- 09:20:25
5359BPBS}

device {W2E5- 09/16/2010 | CCH0959 PC-0588 Disconnect
U5S5TQ67UT- | 09:29:40
5799SAUM}
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device {D6L1- 09/16/2010 | CCH0959 PC-0588 Connect
Y4NX35RU- | 10:27:57
3476FIXE}

device {C1E4- 09/16/2010 | CCH0959 PC-0588 Disconnect
G7QO045HA- | 11:26:56
0500NSTY}

device {J702- 09/16/2010 | CCH0959 PC-0588 Connect
T1KR64CM- | 11:50:05
7681JUBS}

device {I6C5- 09/16/2010 | CCH0959 PC-0588 Disconnect
U3BKO8CT- | 12:36:30
4184UGXW}

device {Z3Q1- 09/16/2010 | CCH0959 PC-0588 Connect
L4HZ63GJ- 13:03:24
7797SUIV}

device {J7G9- 09/16/2010 | CCH0959 PC-0588 Disconnect
LOTY11FX- 13:38:27
8451VDHM}

device {17L4- 09/16/2010 | CCH0959 PC-0588 Connect
R3XZ60RV- | 14:28:43
1806UVGY}

device {A9RS8- 09/16/2010 | CCH0959 PC-0588 Disconnect
F1AX65FP- 14:57:27
2439QO0ET}
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device {G3F7- 09/16/2010 | CCH0959 PC-0588 Connect
V2BU56IU- 15:24:49
3588UTQM}

device {R7R3- 09/16/2010 | CCH0959 PC-0588 Disconnect
B7PY09YT- | 15:39:57
8978JEJK}

device {D4C3- 09/17/2010 | CCH0959 PC-0588 Connect
[7TA69LN- 08:05:22
4100LOTW}

device {A254- 09/17/2010 | CCHO0959 PC-0588 Disconnect
E2KS62FQ- | 08:23:19
4697PXRH}

device {E3T6- 09/17/2010 | CCH0959 PC-0588 Connect
M50G66IR- | 11:17:16
2057PJXC}

device {X1W5- 09/17/2010 | CCHO0959 PC-0588 Disconnect
V3NK78GP- | 11:24:54
6320SXGV}

device {R3N8- 09/17/2010 | CCH0959 PC-0588 Connect
JBNT41QP- 12:21:42
0646GRIG}

device {Q504- 09/17/2010 | CCHO0959 PC-0588 Disconnect
J8DX74G]- 12:45:18
5476SYOT}
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device {E5U4- 09/17/2010 | CCH0959 PC-0588 Connect
H3SZ650R- | 13:30:53
0866BMHD}

device {06V3- 09/17/2010 | CCHO0959 PC-0588 Disconnect
G1RJ02QJ- 13:40:51
3580DLJB}

device {T8S1- 09/17/2010 | CCH0959 PC-0588 Connect
L3TC150W- | 14:00:03
0983PTAS}

device {MOG2- 09/17/2010 | CCHO0959 PC-0588 Disconnect
K8GP59UN- | 15:51:49
7708ZNCP}

device {M3N7- 09/20/2010 | CCH0959 PC-0588 Connect
A2PU43DF- | 08:54:11
7291MBUV}

device {N7Y6- 09/20/2010 | CCH0959 PC-0588 Disconnect
M6FF62EW- | 09:51:26
9576PHND}

device {M4Z3- 09/20/2010 | CCH0959 PC-0588 Connect
HO9XB37WK- | 11:08:34
9560FXFC}

device {U6HO- 09/20/2010 | CCH0959 PC-0588 Disconnect
RI1ULO7WI- | 12:04:43
9612CVNI]}

B-150



device {K805- 09/20/2010 | CCH0959 PC-0588 Connect
M3YP420K- | 12:19:02
5069WOMZ}

device {F9BO- 09/20/2010 | CCH0959 PC-0588 Disconnect
VOVUO4XR- | 13:11:58
4634WHUA}

device {LoU6- 09/21/2010 | CCH0959 PC-0588 Connect
V6HG74EO- | 10:01:09
8911ECAB}

device {A7X5- 09/21/2010 | CCH0959 PC-0588 Disconnect
V2TN45EB- | 11:20:59
9203MHVL}

device {H6D7- 09/21/2010 | CCH0959 PC-0588 Connect
L1RG17TC- | 13:41:50
5502JUWK}

device {X5H4- 09/21/2010 | CCH0959 PC-0588 Disconnect
ESFX28G]- 14:06:23
8272YZFV}

device {SOX3- 09/22/2010 | CCH0959 PC-0588 Connect
E1LE50SP- 09:16:03
64141DQT}

device {J4G3- 09/22/2010 | CCHO0959 PC-0588 Disconnect
F7RS95KA- | 09:33:41
0796VWIJ}
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device {I1K4- 09/22/2010 | CCH0959 PC-0588 Connect
H6XG04WM- | 10:00:37
9164ASUE}

device {Z3N1- 09/22/2010 | CCHO0959 PC-0588 Disconnect
M4FK21BH- | 10:22:48
4042WARQ}

device {R6Z5- 09/22/2010 | CCH0959 PC-0588 Connect
D5CW84JQ- | 11:28:48
5310NPUL}

device {M3H3- 09/22/2010 | CCHO0959 PC-0588 Disconnect
UINN04WQ- | 12:01:17
0285SDFC}

device {S3R7- 09/22/2010 | CCH0959 PC-0588 Connect
L5BX26UB- | 13:15:56
5361SZFC}

device {R103- 09/22/2010 | CCHO0959 PC-0588 Disconnect
A1MJ15MY- | 14:05:16
2895NRXD}

device {C3M9- 09/22/2010 | CCH0959 PC-0588 Connect
P3VC23HD- | 14:07:27
9450HROH}

device {R5W3- 09/22/2010 | CCHO0959 PC-0588 Disconnect
N7NCO9EW- | 14:10:31
9566RM]U}
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device {E7X5- 09/22/2010 | CCH0959 PC-0588 Connect
J3NA29GH- | 15:19:42
2410VQZA}

device {R2GY- 09/22/2010 | CCHO0959 PC-0588 Disconnect
Y3GY98FB- | 15:55:44
5219IFFK}

device {Y6R6- 09/23/2010 | CCH0959 PC-0588 Connect
U9QD49NM- | 08:09:22
6275SHHV}

device {P8M2- 09/23/2010 | CCH0959 PC-0588 Disconnect
X2KK33LD- | 08:41:49
0967BUFM}

device {E9T7- 09/23/2010 | CCH0959 PC-0588 Connect
L7CX170N- | 09:04:03
3843MVUL}

device {I8Y2- 09/23/2010 | CCHO0959 PC-0588 Disconnect
B2BE67QJ- 10:19:53
9322AXWF}

device {VOGO- 09/23/2010 | CCH0959 PC-0588 Connect
X1VF69UD- | 10:55:18
9463GRZX}

device {G7N4- 09/23/2010 | CCHO0959 PC-0588 Disconnect
N40C83NB- | 11:00:41
6186PQUO}
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device {S5V8- 09/23/2010 | CCH0959 PC-0588 Connect
E3HP80BP- | 12:10:30
3629MZWX}

device {E2Y7- 09/23/2010 | CCHO0959 PC-0588 Disconnect
D5WJ65MW- | 12:49:02
6444VZQK}

device {T5V1- 09/23/2010 | CCH0959 PC-0588 Connect
K90P43TX- | 12:57:54
4160DWRL}

device {S9Z4- 09/23/2010 | CCH0959 PC-0588 Disconnect
Q2UI24PK- 14:53:25
8233PSFG}

device {C9cCo- 09/23/2010 | CCH0959 PC-0588 Connect
C5UH35VT- | 15:57:41
8090GZAB}

device {EOM5- 09/24/2010 | CCH0959 PC-0588 Connect
S7HV26FE- | 08:27:18
4612MUJV}

device {07D0- 09/24/2010 | CCH0959 PC-0588 Disconnect
V8XQO8LP- | 09:09:51
5159TSYS}

device {K8A4- 09/24/2010 | CCH0959 PC-0588 Connect
TOG]88VS- 09:27:59
1740VSVK}
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device {R3I5- 09/24/2010 | CCH0959 PC-0588 Disconnect
Y1JRO7PE- 14:48:08
4365ZAUS}

device {F2]9- 09/27/2010 | CCH0959 PC-0588 Connect
A7AI94XE- 08:45:30
5657XKLU}

device {X5P2- 09/27/2010 | CCH0959 PC-0588 Disconnect
R7EU120P- | 10:46:03
5902KYPL}

device {Y4X4- 09/27/2010 | CCH0959 PC-0588 Connect
OOLN54BV- | 10:50:33
0195W0QC}

device {R7B5- 09/27/2010 | CCHO0959 PC-0588 Disconnect
M8GM14ER- | 13:20:54
0394QOPE}

device {Y1Z9- 09/27/2010 | CCH0959 PC-0588 Connect
E1BG13AK- | 13:33:34
2397VOPO}

device {W6Wo0- 09/27/2010 | CCHO0959 PC-0588 Disconnect
Q3LY53DA- | 13:52:16
9900XDMS}

device {C201- 09/27/2010 | CCH0959 PC-0588 Connect
G2GG71UM- | 14:18:36
03610HUV}
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device {W9zZ2- 09/27/2010 | CCHO0959 PC-0588 Disconnect
K3AB93GC- | 14:25:47
7441MFZZ}

device {D7Z4- 09/27/2010 | CCH0959 PC-0588 Connect
CIMH27VC- | 14:41:22
72227SDA}

device {O6H1- 09/27/2010 | CCH0959 PC-0588 Disconnect
U2BX43PT- | 14:49:15
1886SYKD}

device {B8WO- 09/28/2010 | CCH0959 PC-0588 Connect
P3XC92MT- | 11:55:22
0815]JFUS}

device {ZOH1- 09/28/2010 | CCHO0959 PC-0588 Disconnect
W5BP55U0- | 14:15:36
3432UCDW}

device {J374- 09/28/2010 | CCH0959 PC-0588 Connect
T4MJ07GB- | 14:34:09
1324RHYD}

device {Q1R9- 09/28/2010 | CCHO0959 PC-0588 Disconnect
C7ZL500J- 15:59:50
8199WXKW}

device {F8E7- 09/29/2010 | CCH0959 PC-0588 Connect
V6]K150]- 10:47:49
7027BHTK}
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device {Q5G6- 09/29/2010 | CCH0959 PC-0588 Disconnect
P3EJ75NM- | 11:57:13
8389SCJR}

device {Q9I5- 09/29/2010 | CCH0959 PC-0588 Connect
Y5IV20RH- 12:09:32
9873YAON}

device {F1M1- 09/29/2010 | CCH0959 PC-0588 Disconnect
G6KC28FT- | 12:29:58
4762KAND}

device {H3XO0- 09/29/2010 | CCH0959 PC-0588 Connect
K3DR76WL- | 13:45:10
3172IKFY}

device {C2U8- 09/29/2010 | CCHO0959 PC-0588 Disconnect
H9VR70QD- | 14:26:08
7501VOWY}

device {E8Y9- 09/29/2010 | CCH0959 PC-0588 Connect
FOBS51KD- | 14:27:27
3248TG]J}

device {W5(C8- 09/29/2010 | CCHO0959 PC-0588 Disconnect
B2YJ311Q- 14:38:40
84930U0Z}

device {H4G1- 09/30/2010 | CCH0959 PC-0588 Connect
T1WZ32QP- | 08:36:40
9687BJYV}
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device {W6T9- 09/30/2010 | CCH0959 PC-0588 Disconnect
B2EE270T- | 08:43:43
0918FXQX}

device {G1I8- 09/30/2010 | CCH0959 PC-0588 Connect
V7UL85HC- | 09:10:35
4153GCCX}

device {T102- 09/30/2010 | CCH0959 PC-0588 Disconnect
D2HIB1TX- | 09:14:52
8661YSTZ}

device {Y3WO0- 09/30/2010 | CCH0959 PC-0588 Connect
U9WHS86ZT- | 10:38:13
1230QRII}

device {Y3P5- 09/30/2010 | CCH0959 PC-0588 Disconnect
X5FF83MO- | 10:53:06
7680QOEY}

device {N8G3- 09/30/2010 | CCH0959 PC-0588 Connect
LOEIO3UC- 14:43:10
7477ZSTM}

device {K3W9- 09/30/2010 | CCH0959 PC-0588 Disconnect
H6AX00ZD- | 15:04:03
8310SOKX}

http {P5F2- 08/23/2010 | HFC0492 PC-4332 http://simply
WOPW42YT- | 10:40:56 hired.com/W
3105AQRC} boUhagvat57

469130.jsp
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http {Y7Q3- 08/23/2010 | HFC0492 PC-4332 http://hp.co
X6PW73PX- | 10:50:29 m/WboUhag
65680RVX} vat19441522
18,jsp
http {Y8G8- 08/23/2010 | HFC0492 PC-4332 http:/ /harris.
Z8QC94AP- | 12:10:18 com/WboUh
4719NLNF} agvat191938
5663.htm
http {D6U0- 08/23/2010 | HFC0492 PC-4332 http://job-
X5P002PQ- | 12:30:37 huntorg/Wb
4697AYDE} oUhagvat919
122234 html
http {H2M3- 08/23/2010 | HFC0492 PC-4332 http://aol.co
O5HY40GR- | 13:10:25 m/jobs/Wbo
7387HKQQ} Uhagvat1963
819229,jsp
http {M9V7- 08/23/2010 | HFC0492 PC-4332 http://indee
E9Y]J43QD- 13:34:49 d.com/WboU
8502BTRF} hagvat16807
03797.html
http {E3C3- 08/24/2010 | HFC0492 PC-4332 http://linked
K2XE84LC- 04:07:22 in.com/Wbo
7921GTMD} Uhagvat1479
839504.aspx
http {C9Z7- 08/24/2010 | HFC0492 PC-4332 http://job-
E9QN58MW- | 04:09:54 huntorg/Wb
6608VULB} oUhagvat919
122234 html
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http {X4K7- 08/24/2010 | HFC0492 PC-4332 http://jobhu
V4SX20WB- | 04:17:17 ntersbible.co
9538NUBS} m/WboUhag
vat12588770
42.aspx
http {O0I9- 08/24/2010 | HFC0492 PC-4332 http://yahoo.
T3SSO5MZ- | 04:31:11 com/hotjobs
8369AXCY} /WboUhagva
t752138490
php
http {ZAT8- 08/24/2010 | HFC0492 PC-4332 http://aol.co
H1CC22F]J- 04:43:35 m/jobs/Wbo
9886BUBR} Uhagvat1963
819229,jsp
http {Y5DO- 08/24/2010 | HFC0492 PC-4332 http://yahoo.
D5QQ21CS- | 04:49:06 com/hotjobs
9566NRRE} /WboUhagva
t752138490
php
http {Q0X1- 08/24/2010 | HFC0492 PC-4332 http://boeing
S9EW93]P- 04:51:39 .com/WboUh
0060FWNV} agvat190432
7536.htm
http {D4L4- 08/24/2010 | HFC0492 PC-4332 http://jobhu
04ZS98WP- | 05:06:26 ntersbible.co
72710NRB} m/WboUhag
vat12588770
42.aspx
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http {HOKO- 08/24/2010 | HFC0492 PC-4332 http://simply
N2LW97WA- | 05:43:14 hired.com/W
7720UMTL} boUhagvat57
469130.jsp
http {B4A2- 08/24/2010 | HFC0492 PC-4332 http://aol.co
C2NV43GS- | 05:51:04 m/jobs/Wbo
6665ZAHB} Uhagvat1963
819229,jsp
http {H9CO- 08/24/2010 | HFC0492 PC-4332 http://jobhu
W3TR22HF- | 06:00:22 ntersbible.co
9751BJYW} m/WboUhag
vat12588770
42.aspx
http {S3B6- 08/24/2010 | HFC0492 PC-4332 http://northr
D6NM53AT- | 06:05:02 opgrumman.
6172QXVB} com/WboUh
agvat572113
271.aspx
http {N7R5- 08/24/2010 | HFC0492 PC-4332 http://harris.
T1JCO8EE- 06:09:44 com/WboUh
3278UXCV} agvat191938
5663.htm
http {G5E1- 08/24/2010 | HFC0492 PC-4332 http://yahoo.
VOCY271P- 06:16:02 com/hotjobs
6332VSIS} /WboUhagva
t752138490
php
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http {H2W7- 08/24/2010 | HFC0492 PC-4332 http://aol.co
X1IA03TK- 06:19:00 m/jobs/Wbo
723601ZB} Uhagvat1963
819229,jsp
http {M8K4- 08/24/2010 | HFC0492 PC-4332 http://career
K4EW27RF- | 06:21:10 builder.com/
0619FSHI} WhboUhagvat
660170997.h
tm
http {07Y6- 08/24/2010 | HFC0492 PC-4332 http://career
UBXGI980A- | 06:24:28 builder.com/
0492DZJE} WhboUhagvat
660170997.h
tm
http {Q7W4- 08/24/2010 | HFC0492 PC-4332 http://job-
D6JA43NV- 06:31:39 huntorg/Wb
5533HBUL} oUhagvat919
122234 html
http {A7X1- 08/24/2010 | HFC0492 PC-4332 http://indee
Z4BT32CD- | 07:59:17 d.com/WboU
3365ZMOR} hagvat16807
03797 .html
http {J1M1- 08/24/2010 | HFC0492 PC-4332 http://hp.co
S6RQ82IY- 10:30:12 m/WboUhag
8759SPYG} vat19441522
18,jsp
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http {A101- 08/25/2010 | HFC0492 PC-4332 http://career
[2UL84GT- 11:46:23 builder.com/
0486BHYL} WhboUhagvat
660170997.h
tm
http {X3Y7- 08/25/2010 | HFC0492 PC-4332 http://yahoo.
L8WF27XC- | 14:08:09 com/hotjobs
5380NNGA} /WboUhagva
t752138490
php
http {I6N5- 08/25/2010 | HFC0492 PC-4332 http://craigsl
T6DK26MF- | 14:32:08 istorg/WboU
3972TDFL} hagvat11054
03916.aspx
http {Y3I0- 08/25/2010 | HFC0492 PC-4332 http://linked
USEG70MJ- | 15:51:26 in.com/Wbo
3083AGDH} Uhagvat1479
839504.aspx
http {U9J0- 08/25/2010 | HFC0492 PC-4332 http://craigsl
M4HO0910P- | 15:59:37 istorg/WboU
0530DEKN} hagvat11054
03916.aspx
http {T3Q5- 08/25/2010 | HFC0492 PC-4332 http://northr
D2XD87IT- 17:03:51 opgrumman.
7538YZST} com/WboUh
agvat572113
271.aspx
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http {V8BM5- 08/26/2010 | HFC0492 PC-4332 http://indee
D6FR10VU- | 07:45:11 d.com/WboU
2110GFYM} hagvat16807
03797.html
http {B6U7- 08/26/2010 | HFC0492 PC-4332 http://northr
BOWA43VI- | 10:00:54 opgrumman.
1966BPVE} com/WboUh
agvat572113
271.aspx
http {A2U2- 08/26/2010 | HFC0492 PC-4332 http://job-
H3RN79AH- | 14:57:09 huntorg/Wb
8069KDNN} oUhagvat919
122234 html
http {X5T5- 08/26/2010 | HFC0492 PC-4332 http://career
COPK29AQ- | 15:07:39 builder.com/
2865KW]JL} WhboUhagvat
660170997.h
tm
http {M1N5- 08/26/2010 | HFC0492 PC-4332 http://aol.co
P5LU92RZ- 16:40:18 m/jobs/Wbo
7264LCNZ} Uhagvat1963
819229,jsp
http {K1G5- 08/27/2010 | HFC0492 PC-4332 http://harris.
F3UP31IQ- 07:46:15 com/WboUh
1510LDUX} agvat191938
5663.htm
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http {S5B6- 08/27/2010 | HFC0492 PC-4332 http://lockhe
YO9CM35ZR- | 08:40:26 edmartin.co
9948QPPX} m/WboUhag
vat16363678
08.htm
http {WOB5- 08/27/2010 | HFC0492 PC-4332 http://career
W7UJ49PN- | 09:35:26 builder.com/
9673WQUC} WhboUhagvat
660170997.h
tm
http {D6Q6- 08/27/2010 | HFC0492 PC-4332 http://jobhu
USBT27NN- | 10:28:54 ntersbible.co
3007KAFC} m/WboUhag
vat12588770
42.aspx
http {L1NO- 08/27/2010 | HFC0492 PC-4332 http://linked
E3LU79BH- | 11:30:22 in.com/Wbo
2310UHDC} Uhagvat1479
839504.aspx
http {F8E6- 08/27/2010 | HFC0492 PC-4332 http://lockhe
L1SDO3EN- 12:13:57 edmartin.co
0238RUSC} m/WboUhag
vat16363678
08.htm
http {P4D1- 08/30/2010 | HFC0492 PC-4332 http://craigsl
JONK74LC- 11:04:07 istorg/WboU
2031GEGJ} hagvat11054
03916.aspx
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http {F4F9- 08/30/2010 | HFC0492 PC-4332 http://monst
ABTV83AA- | 14:24:07 er.com/Wbo
6653CLE]J} Uhagvat1180
707852.html
http {Q4R4- 08/30/2010 | HFC0492 PC-4332 http://hp.co
WOMF65LX- | 14:39:18 m/WboUhag
1274YVL]} vat19441522
18,jsp
http {W7R3- 08/30/2010 | HFC0492 PC-4332 http://northr
Q8KW61HN- | 16:34:32 opgrumman.
0617WUWS} com/WboUh
agvat572113
271.aspx
http {00GY- 08/31/2010 | HFC0492 PC-4332 http://boeing
J4UI15SV- 08:05:06 .com/WboUh
7064AHII} agvat190432
7536.htm
http {KOE1- 08/31/2010 | HFC0492 PC-4332 http://harris.
K9JT28JS- 08:13:52 com/WboUh
5018QPNV} agvat191938
5663.htm
http {MOG7- 08/31/2010 | HFC0492 PC-4332 http://craigsl
T20]J60]N- 08:42:22 istorg/WboU
5919TSKV} hagvat11054
03916.aspx
http {J2W4- 08/31/2010 | HFC0492 PC-4332 http://monst
D9RFO3KY- | 10:10:54 er.com/Wbo
9986SMWQ}

B-166



Uhagvat1180

707852.html
email {B5B3- 08/31/2010 | HFC0492 PC-4332 Banks-
J5PY75RL- 10:26:56 Kellie@harris
8668CYEL} .com
email {M411- 08/31/2010 | HFC0492 PC-4332 Banks-
07ZQ04DB- | 12:05:16 Kellie@harris
9450]QX7Z} .com
email {G8T8- 08/31/2010 | HFC0492 PC-4332 Banks-
LOPU94AE- 12:42:24 Kellie@harris
0564DXYU} .com
http {R4W6- 09/01/2010 | HFC0492 PC-4332 http://monst
E9ZB68SG- 08:36 er.com/Wbo
3118IYVW} Uhagvat1180
707852.html
http {L502- 09/01/2010 | HFC0492 PC-4332 http://linked
06AS90IU- 13:32 in.com/Wbo
8014AJHO} Uhagvat1479
839504.aspx
http {E6G1- 09/01/2010 | HFC0492 PC-4332 http:/ /raythe
X5DS43QM- | 13:34 on.com/Wbo
5323CUKK} Uhagvat3431
87784.jsp
http {W4D4- 09/01/2010 | HFC0492 PC-4332 http://linked
M4F044SE- | 13:47 in.com/Wbo
4570PETE} Uhagvat1479
839504.aspx

B-167




http {D1K1- 09/01/2010 | HFC0492 PC-4332 http://northr
R4ET60GA- | 13:57 opgrumman.
5367AEZB} com/WboUh
agvat572113
271.aspx
http {K9W5- 09/01/2010 | HFC0492 PC-4332 http://monst
YOQQ75HR- | 15:10 er.com/Wbo
0204ZWRZ} Uhagvat1180
707852.html
http {P9F8- 09/01/2010 | HFC0492 PC-4332 http://boeing
T9RB53SR- | 15:31 .com/WboUh
4848HXLD} agvat190432
7536.htm
http {B7B2- 09/01/2010 | HFC0492 PC-4332 http://raythe
E6IM87AE- 16:10 on.com/Wbo
7708YIBL} Uhagvat3431
87784.jsp
http {Z5U7- 09/01/2010 | HFC0492 PC-4332 http://indee
JOGH64UT- 16:51 d.com/WboU
8906QLDB} hagvat16807
03797 .html
http {L6X6- 09/02/2010 | HFC0492 PC-4332 http://monst
Q5JB66HN- | 08:29 er.com/Wbo
1270CDEL} Uhagvat1180
707852 .html
http {K9V2- 09/02/2010 | HFC0492 PC-4332 http://lockhe
V4TF82VZ- 09:53 edmartin.co
8551GUGX} m/WboUhag

B-168




vat16363678

08.htm
http {N4T6- 09/02/2010 | HFC0492 PC-4332 http://lockhe
ROEPO5RT- | 12:46 edmartin.co
2901HYNW} m/WboUhag
vat16363678
08.htm
http {Q7C1- 09/02/2010 | HFC0492 PC-4332 http://hp.co
U9KF70PG- | 13:35 m/WboUhag
7323CRUJ} vat19441522
18,jsp
http {Z1Q6- 09/02/2010 | HFC0492 PC-4332 http://career
J1IFG47]L- 13:37 builder.com/
8908ROPS} WhboUhagvat
660170997.h
tm
http {W1I9- 09/02/2010 | HFC0492 PC-4332 http://northr
E1XK31PY- 14:44 opgrumman.
8968GRTK} com/WboUh
agvat572113
271.aspx
http {G4Cz2- 09/02/2010 | HFC0492 PC-4332 http://jobhu
B4JX06ME- 14:54 ntersbible.co
7520JAGR} m/WboUhag
vat12588770
42.aspx

B-169



http {O5U2- 09/02/2010 | HFC0492 PC-4332 http://jobhu
L90X98WU- | 15:01 ntersbible.co
1267CBNT} m/WboUhag
vat12588770
42.aspx
http {R2T2- 09/02/2010 | HFC0492 PC-4332 http://linked
Q5RS81VP- | 16:43 in.com/Wbo
9794FQER} Uhagvat1479
839504.aspx
http {O5Ve6- 09/02/2010 | HFC0492 PC-4332 http://craigsl
E6Z]J02]Z- 16:57 istorg/WboU
3027ZVKS} hagvat11054
03916.aspx
http {R8K8- 09/02/2010 | HFC0492 PC-4332 http:/ /raythe
T3NW30DY- | 20:12 on.com/Wbo
7130CGQE} Uhagvat3431
87784.jsp
http {wou7- 09/02/2010 | HFC0492 PC-4332 http://job-
L8TB83PJ- 20:16 huntorg/Wb
4822VMGI} oUhagvat919
122234 html
http {J5W8- 09/02/2010 | HFC0492 PC-4332 http://boeing
C3YPO7GM- | 20:17 .com/WboUh
7510SLFC} agvat190432
7536.htm
http {L4R9- 09/02/2010 | HFC0492 PC-4332 http:/ /raythe
Y7WK88SS- | 20:18 on.com/Wbo
6132BYGR}

B-170



Uhagvat3431

87784.jsp
http {W4FO0- 09/02/2010 | HFC0492 PC-4332 http://indee
Z8HN58JA- 20:20 d.com/WboU
2653TLQP} hagvat16807
03797.html
http {D1Q9- 09/02/2010 | HFC0492 PC-4332 http://monst
M6RPOSRW- | 20:22 er.com/Wbo
0644SJKR} Uhagvat1180
707852.html
http {Z3B8- 09/02/2010 | HFC0492 PC-4332 http://harris.
JIUDO1IMV- | 20:22 com/WboUh
0277VUXV} agvat191938
5663.htm
http {S2A1- 09/02/2010 | HFC0492 PC-4332 http:/ /harris.
N3AY30DH- | 20:23 com/WboUh
4172GTHX} agvat191938
5663.htm
http {X8HO- 09/02/2010 | HFC0492 PC-4332 http://jobhu
M8UN36JE- | 20:24 ntersbible.co
3948GSUE} m/WboUhag
vat12588770
42.aspx
http {W2Xx4- 09/03/2010 | HFC0492 PC-4332 http://linked
X6GLA46]P- 08:48 in.com/Wbo
4111YNEV} Uhagvat1479
839504.aspx

B-171




email {U6E4- 09/03/2010 | HFC0492 PC-4332 Banks-
TOSM22SE- | 12:54 Kellie@harris
1853GVEF} .com
email {VIOK8- 09/03/2010 | HFC0492 PC-4332 Banks-
WONA570L- | 13:00 Kellie@harris
6612XVMS} .com
http {V9l4- 09/07/2010 | HFC0492 PC-4332 http://yahoo.
J4KL60ST- 08:10 com/hotjobs
3620HUKZ} /WboUhagva
t752138490
php
http {D4B2- 09/07/2010 | HFC0492 PC-4332 http://aol.co
R4WL59QG- | 08:37 m/jobs/Wbo
4833U0GI} Uhagvat1963
819229.jsp
http {LOQO- 09/07/2010 | HFC0492 PC-4332 http://indee
P1PK51QD- | 08:53 d.com/WboU
1418CAPL} hagvat16807
03797 .html
http {NOI6- 09/07/2010 | HFC0492 PC-4332 http://job-
J6XY17EW- | 09:38 huntorg/Wb
9648UWYA} oUhagvat919
122234 html
http {07Q8- 09/07/2010 | HFC0492 PC-4332 http://boeing
VB8NY16N]J- 10:58 .com/WboUh
4860RTTM} agvat190432
7536.htm

B-172



http {ASE2- 09/07/2010 | HFC0492 PC-4332 http://jobhu
K1FD76ES- 11:56 ntersbible.co
1839XFZI} m/WboUhag
vat12588770
42.aspx
http {HOWS- 09/07/2010 | HFC0492 PC-4332 http://monst
K4MV73WQ- | 12:44 er.com/Wbo
2488QQVS} Uhagvat1180
707852.html
http {D8DY- 09/07/2010 | HFC0492 PC-4332 http://harris.
X5JF64LF- 13:52 com/WboUh
5016KGLZ} agvat191938
5663.htm
http {V3N3- 09/07/2010 | HFC0492 PC-4332 http://yahoo.
Q90P21KQ- | 17:08 com/hotjobs
65420QAG} /WboUhagva
t752138490
php
http {K0Y2- 09/08/2010 | HFC0492 PC-4332 http://monst
C3NY79XY- 13:23 er.com/Wbo
8636ARGC} Uhagvat1180
707852 html
http {C6B9- 09/08/2010 | HFC0492 PC-4332 http://career
VOPW72TN- | 13:57 builder.com/
0887FSXH} WhboUhagvat
660170997.h
tm

B-173




http {L1T7- 09/08/2010 | HFC0492 PC-4332 http://indee
G3KH29VV- | 14:52 d.com/WboU
1223VRSD} hagvat16807
03797.html
http {R5V2- 09/08/2010 | HFC0492 PC-4332 http://indee
F6SX97NF- 15:19 d.com/WboU
8393KYRV} hagvat16807
03797 .html
http {J4D7- 09/08/2010 | HFC0492 PC-4332 http://lockhe
O5SX86GH- | 15:36 edmartin.co
4900ZKQG} m/WboUhag
vat16363678
08.htm
http {GOW7- 09/08/2010 | HFC0492 PC-4332 http:/ /harris.
GOQEO1VB- | 15:37 com/WboUh
80280SDO0} agvat191938
5663.htm
http {H7E4- 09/08/2010 | HFC0492 PC-4332 http://hp.co
Z1NL54AZ- 16:21 m/WboUhag
9759GTPN} vat19441522
18,jsp
http {R3V5- 09/08/2010 | HFC0492 PC-4332 http:/ /raythe
B5UA52HV- | 16:32 on.com/Wbo
1964KLAP} Uhagvat3431
87784.jsp
http {P9HO- 09/09/2010 | HFC0492 PC-4332 http://jobhu
M8YZ39VF- | 08:40 ntersbible.co
7550RGKA} m/WboUhag

B-174



vat12588770

42.aspx
http {S2B0- 09/09/2010 | HFC0492 PC-4332 http://simply
Z6MH79N]- | 10:01 hired.com/W
3302SGPA} boUhagvat57
469130.jsp
email {Z7TO- 09/09/2010 | HFC0492 PC-4332 Banks-
B8LHB6PO- | 14:46 Kellie@harris
0207LFLO} .com
http {FOA3- 09/10/2010 | HFC0492 PC-4332 http://lockhe
B2XP07QV- | 07:45 edmartin.co
5154JZVT} m/WboUhag
vat16363678
08.htm
http {Y1FO- 09/10/2010 | HFC0492 PC-4332 http://monst
L4WA76ZL- | 08:00 er.com/Wbo
4090BUDA} Uhagvat1180
707852.html
email {N7Z9- 09/10/2010 | HFC0492 PC-4332 Banks-
EOTO83ZC- | 08:02 Kellie@harris
7025HIRC} .com
email {V5X8- 09/10/2010 | HFC0492 PC-4332 Banks-
Z2BS76VW- | 08:05 Kellie@harris
6988]DYD} .com
http {E7Z3- 09/10/2010 | HFC0492 PC-4332 http:/ /raythe
VOWTO2FF- | 08:32 on.com/Wbo
7853CRSE}

B-175



Uhagvat3431

87784.jsp
http {J900- 09/10/2010 | HFC0492 PC-4332 http://career
Q7B(C88SC- 08:49 builder.com/
5744YYQO} WhboUhagvat
660170997.h
tm
http {W5M7- 09/10/2010 | HFC0492 PC-4332 http://hp.co
C2ZE73QV- | 09:04 m/WboUhag
2029ZAEC} vat19441522
18,jsp
http {V1B2- 09/10/2010 | HFC0492 PC-4332 http://jobhu
[2NV31PA- 12:35 ntersbible.co
1352FTLE} m/WboUhag
vat12588770
42.aspx
email {X0Z5- 09/10/2010 | HFC0492 PC-4332 Banks-
WOCI630S- | 12:45 Kellie@harris
2475]JLUC} .com
http {C4W3- 09/10/2010 | HFC0492 PC-4332 http://career
I8BA64BJ- 13:06 builder.com/
8970VDZJ} WhboUhagvat
660170997.h
tm
http {U4MO- 09/10/2010 | HFC0492 PC-4332 http://yahoo.
K5SL19LX- 14:46 com/hotjobs
2004UZEA} /WboUhagva

B-176



t752138490.

php
http {N4S2- 09/10/2010 | HFC0492 PC-4332 http://jobhu
L4LH13FZ- 15:24 ntersbible.co
9414RNSA} m/WboUhag
vat12588770
42.aspx
http {K4G6- 09/10/2010 | HFC0492 PC-4332 http://boeing
N8ZI92WT- | 17:10 .com/WboUh
8164HEWP} agvat190432
7536.htm
http {F3P4- 09/13/2010 | HFC0492 PC-4332 http://boeing
TOYTO8SNR- | 07:41:31 .com/WboUh
6773HOMC} agvat190432
7536.htm
http {w2D4- 09/13/2010 | HFC0492 PC-4332 http://monst
M8XV66DV- | 08:03:13 er.com/Wbo
9131CZLI} Uhagvat1180
707852.html
http {JoD0- 09/13/2010 | HFC0492 PC-4332 http://lockhe
C7AR84RA- | 08:33:10 edmartin.co
9526FPBT} m/WboUhag
vat16363678
08.htm
http {J270- 09/13/2010 | HFC0492 PC-4332 http://jobhu
T4GR86C]- 09:42:44 ntersbible.co
1423FLUJ} m/WboUhag

B-177




vat12588770

42.aspx
http {C754- 09/13/2010 | HFC0492 PC-4332 http://monst
UIWY43WX- | 12:44:43 er.com/Wbo
5717LLRL} Uhagvat1180
707852.html
http {QOC5- 09/13/2010 | HFC0492 PC-4332 http://linked
J30G76Z0- 12:52:32 in.com/Wbo
6307YNKM} Uhagvat1479
839504.aspx
http {P1H6- 09/13/2010 | HFC0492 PC-4332 http://linked
G3YS75ZY- 14:34:34 in.com/Wbo
1632WCKN} Uhagvat1479
839504.aspx
http {Yovo- 09/13/2010 | HFC0492 PC-4332 http://career
UBZR39VN- | 14:41:48 builder.com/
4444F7SB} WhboUhagvat
660170997.h
tm
http {P8U6- 09/13/2010 | HFC0492 PC-4332 http://aol.co
X9GT58ZN- | 15:30:26 m/jobs/Wbo
2432LBYC} Uhagvat1963
819229,jsp
http {S1S8- 09/13/2010 | HFC0492 PC-4332 http://lockhe
M7VN18KR- | 17:01:01 edmartin.co
6606BBHG} m/WboUhag
vat16363678
08.htm

B-178



http {QOL1- 09/14/2010 | HFC0492 PC-4332 http://northr
W5NV88WI- | 08:06:08 opgrumman.
2411UVEE} com/WboUh
agvat572113
271.aspx
http {S1Bo- 09/14/2010 | HFC0492 PC-4332 http://northr
M1FWB83AY- | 11:26:45 opgrumman.
5036BOUO} com/WboUh
agvat572113
271.aspx
http {JIN3- 09/14/2010 | HFC0492 PC-4332 http://harris.
Z5IH10LS- 14:13:19 com/WboUh
7972RZGS} agvat191938
5663.htm
http {D2I2- 09/14/2010 | HFC0492 PC-4332 http://yahoo.
I5ZT99KB- 16:06:54 com/hotjobs
24297XRN} /WboUhagva
t752138490
php
http {Y6TO- 09/14/2010 | HFC0492 PC-4332 http://simply
ZAAM23TK- | 16:57:15 hired.com/W
5692MSQQ} boUhagvat57
469130.jsp
http {L4NO- 09/15/2010 | HFC0492 PC-4332 http://craigsl
X0TLOOGQ- | 07:43:42 istorg/WboU
5391NSHV} hagvat11054
03916.aspx

B-179




http {Z5C5- 09/15/2010 | HFC0492 PC-4332 http://linked
R2PF29LG- 08:13:46 in.com/Wbo
4524HQSV} Uhagvat1479
839504.aspx
http {M1B8- 09/15/2010 | HFC0492 PC-4332 http:/ /raythe
Y2NI67KI- 11:15:41 on.com/Wbo
4692VEEF} Uhagvat3431
87784.jsp
email {H8D3- 09/15/2010 | HFC0492 PC-4332 Banks-
P4KC15YP- 15:48:51 Kellie@harris
7739SNHO} .com
http {S1Y8- 09/15/2010 | HFC0492 PC-4332 http://simply
F6MC14LB- | 17:06:50 hired.com/W
2447S]QK} boUhagvat57
469130.jsp
http {T3N4- 09/16/2010 | HFC0492 PC-4332 http://monst
S5CO25AV- | 08:22:43 er.com/Wbo
4622ICZT} Uhagvat1180
707852.html
http {GOQ8- 09/16/2010 | HFC0492 PC-4332 http://linked
D9XE82V]- 09:48:23 in.com/Wbo
6749XGUT} Uhagvat1479
839504.aspx
http {L5D4- 09/16/2010 | HFC0492 PC-4332 http://hp.co
A4AE25X0- | 10:31:15 m/WboUhag
0856ENPX} vat19441522
18,jsp

B-180



http {T3V2- 09/16/2010 | HFC0492 PC-4332 http://boeing
H5YA72NE- | 11:15:43 .com/WboUh
7361VYYQ} agvat190432
7536.htm
http {N700- 09/17/2010 | HFC0492 PC-4332 http://linked
Z1AU10IA- 09:44:18 in.com/Wbo
9258MENP} Uhagvat1479
839504.aspx
http {Y2U0- 09/17/2010 | HFC0492 PC-4332 http://harris.
Y7LP14EW- | 10:15:58 com/WboUh
2225UFIH} agvat191938
5663.htm
http {08U8- 09/17/2010 | HFC0492 PC-4332 http://simply
W60R16BU- | 11:29:59 hired.com/W
9752HQXL} boUhagvat57
469130.jsp
http {B8O6- 09/17/2010 | HFC0492 PC-4332 http://indee
X6TG47GN- | 13:39:48 d.com/WboU
0547PGGC} hagvat16807
03797 .html
http {Y8R9- 09/17/2010 | HFC0492 PC-4332 http://monst
P1NJ53EE- 16:03:55 er.com/Wbo
3866KQSQ} Uhagvat1180
707852.html
http {T1F2- 09/17/2010 | HFC0492 PC-4332 http://career
G8BUS8IY- 16:31:55 builder.com/
2542QLJM} WhboUhagvat

B-181




660170997.h

tm
http {Y1C4- 09/17/2010 | HFC0492 PC-4332 http://job-
H7LH84RL- | 16:34:31 huntorg/Wb
9794WCHM} oUhagvat919
122234 html
http {I9L2- 09/17/2010 | HFC0492 PC-4332 http://northr
R1SH39FI- 17:07:15 opgrumman.
86520DVW} com/WboUh
agvat572113
271.aspx
device {H7K3- 09/20/2010 | HFC0492 PC-4332 Connect
S1UG17VK- | 07:39:45
6673QYPQ}
device {19Z2- 09/20/2010 | HFC0492 PC-4332 Disconnect
JAOW48HC- | 07:53:48
3862SRXN}
device {K4F2- 09/20/2010 | HFC0492 PC-4332 Connect
ASFE64DA- | 08:38:44
7531SLPT}
device {B0O6- 09/20/2010 | HFC0492 PC-4332 Disconnect
T70029VY- | 08:43:33
8081QVHT}
http {NO9M5- 09/20/2010 | HFC0492 PC-4332 http:/ /raythe
E2SHO02CS- 11:14:48 on.com/Wbo
0741DFCC} Uhagvat3431
87784.jsp

B-182



device {P6Z2- 09/20/2010 | HFC0492 PC-4332 Connect
Y9AG630C- | 11:41:28
8172FYSI}

device {A404- 09/20/2010 | HFC0492 PC-4332 Disconnect
DS5PPO9LN- | 11:48:14
7950KYWU}

device {K7S6- 09/20/2010 | HFC0492 PC-4332 Connect
02GA640L- | 12:03:14
8234DFUQ}

device {Z8U3- 09/20/2010 | HFC0492 PC-4332 Disconnect
V2NT42TK- | 12:56:36
4228TVEU}

http {K9V2- 09/20/2010 | HFC0492 PC-4332 http:/ /raythe
C4WS290H- | 13:30:07 on.com/Wbo
9713UFTL} Uhagvat3431

87784.jsp

device {F9RO- 09/20/2010 | HFC0492 PC-4332 Connect
X0BE71CI- 13:57:34
3470TCBE}

http {G1]J9- 09/20/2010 | HFC0492 PC-4332 http://monst
B5EG86SP- 14:05:57 er.com/Wbo
81350SPS} Uhagvat1180

707852.html

device {EOW3- 09/20/2010 | HFC0492 PC-4332 Disconnect
X2MR94HU- | 14:08:12
6177FVOI}

B-183



device {L2B1- 09/20/2010 | HFC0492 PC-4332 Connect
G1VG50DH- | 14:38:37
9231IKID}

device {GO9H7- 09/20/2010 | HFC0492 PC-4332 Disconnect
D6LL52VG- | 14:52:42
0119CZCW}

device {N2V7- 09/20/2010 | HFC0492 PC-4332 Connect
P7FT42HG- | 15:15:09
8169FGOE}

device {I6V9- 09/20/2010 | HFC0492 PC-4332 Disconnect
A2HM84QM- | 15:24:38
4512XIFO}

device {C4A2- 09/20/2010 | HFC0492 PC-4332 Connect
D8SX65UP- | 15:31:14
5579BPWU}

device {O9N1- 09/20/2010 | HFC0492 PC-4332 Disconnect
D4YV98HX- | 15:33:50
1579SKIO}

device {S5T4- 09/22/2010 | HFC0492 PC-4332 Connect
BOIY90JE- 07:48:40
5025ELCD}

device {V2L7- 09/22/2010 | HFC0492 PC-4332 Disconnect
Y10N27QX- | 08:07:19
09940UTL}

B-184



device {D711- 09/22/2010 | HFC0492 PC-4332 Connect
E1NE26XI- 10:21:55
3673NEX0}

device {B6A5- 09/22/2010 | HFC0492 PC-4332 Disconnect
K5FVO9LV- | 11:01:05
7078QGGI}

device {NOWe6- 09/22/2010 | HFC0492 PC-4332 Connect
O3YP70UE- | 11:24:29
8800LFLI}

device {S8Z1- 09/22/2010 | HFC0492 PC-4332 Disconnect
W2AV92PL- | 12:06:26
8001KOGV}

device {S0S2- 09/22/2010 | HFC0492 PC-4332 Connect
V6AF100Z- | 12:45:19
9036GCHF}

device {W9o02- 09/22/2010 | HFC0492 PC-4332 Disconnect
Z6HQ90CT- | 12:49:52
8275YKPT}

device {K4V4- 09/22/2010 | HFC0492 PC-4332 Connect
WOJS69TR- | 15:09:11
7106BUOA}

device {H3C7- 09/22/2010 | HFC0492 PC-4332 Disconnect
L8DX74EB- | 15:16:04
0488UXXE}

B-185



device {R6U9- 09/22/2010 | HFC0492 PC-4332 Connect
G10Z79DD- | 15:23:02
4258LDKP}

device {P105- 09/22/2010 | HFC0492 PC-4332 Disconnect
YODX06G]- 16:56:39
0938AXNT}

device {Y8N3- 10/01/2010 | HFC0492 PC-4332 Connect
D30S22NE- | 08:54
8355TEXO}

device {J8NO- 10/01/2010 | HFC0492 PC-4332 Disconnect
C7ZP26AM- | 08:55
4787GFLF}

device {Q3Q4- 10/01/2010 | HFC0492 PC-4332 Connect
A2HD94KR- | 10:09
8676NWPV}

device {H7B8- 10/01/2010 | HFC0492 PC-4332 Disconnect
N9ZY90KD- | 10:14
7050WUOK}

device {B412- 10/01/2010 | HFC0492 PC-4332 Connect
D8TEQ7IX- 10:23
8497BOOH}

device {A1L3- 10/01/2010 | HFC0492 PC-4332 Disconnect
D5UA81QJ- | 10:29
9870GUIH}
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device {Z8X6- 10/01/2010 | HFC0492 PC-4332 Connect
L1AQ21Q0- | 12:47
2604RZIB}

device {N8V4- 10/01/2010 | HFC0492 PC-4332 Disconnect
L5]JC15MZ- 12:57
6033UTIQ}

device {J2T7- 10/01/2010 | HFC0492 PC-4332 Connect
02HQ611]- 13:43
4387HXFQ}

device {S4M7- 10/01/2010 | HFC0492 PC-4332 Disconnect
Z8KL10CM- | 14:04
5086PGXE}

device {12U7- 10/01/2010 | HFC0492 PC-4332 Connect
L3CH27ZC- 14:27
3458WQHF}

device {C5D4- 10/01/2010 | HFC0492 PC-4332 Disconnect
V4IB89BW- | 14:37
5728NJRB}

device {N4X8- 10/01/2010 | HFC0492 PC-4332 Connect
C2ID66SV- 16:32
4982HVII}

device {D5H7- 10/01/2010 | HFC0492 PC-4332 Disconnect
TOWK13ZD- | 16:44
0717GVCZ}
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device {W3M3- 10/04/2010 | HFC0492 PC-4332 Connect
R2XF54VM- | 08:11
79661D]Q}

device {G214- 10/04/2010 | HFC0492 PC-4332 Disconnect
V6SR63DO- | 08:29
3334VOHU}

device {R2Y0- 10/04/2010 | HFC0492 PC-4332 Connect
W4UM73D]- | 09:14
6253IKUE}

device {L204- 10/04/2010 | HFC0492 PC-4332 Disconnect
X8XZ83UP- | 09:18
0711JHYP}

device {O3A3- 10/04/2010 | HFC0492 PC-4332 Connect
M4FK37GZ- | 10:57
6171Q0FQ}

device {R4U7- 10/04/2010 | HFC0492 PC-4332 Disconnect
S80046MM- | 11:06
7049KTEL}

device {U3B9- 10/04/2010 | HFC0492 PC-4332 Connect
R4CL51]B- 14:10
5747YZZ1}

device {H6N7- 10/04/2010 | HFC0492 PC-4332 Disconnect
QOKF25SE- 14:20
7833SVXE}
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device {O9N4- 10/04/2010 | HFC0492 PC-4332 Connect
E40E80LC- | 15:35
7033WRBV}

device {Y2ES8- 10/04/2010 | HFC0492 PC-4332 Disconnect
WB8YN10YO- | 15:47
5089UTFH}

device {JOV3- 10/04/2010 | HFC0492 PC-4332 Connect
R8CY68LQ- | 16:06
0253GGOE}

device {K4WO0- 10/04/2010 | HFC0492 PC-4332 Disconnect
ES5LWG65EO- | 16:19
5480CXUY}

device {C7KO- 10/04/2010 | HFC0492 PC-4332 Connect
A4MX63GD- | 17:26
9855ZIZU}

device {T1L7- 10/04/2010 | HFC0492 PC-4332 Disconnect
O8AE08SG- | 17:34
6471WAHT}

device {M0S2- 10/05/2010 | HFC0492 PC-4332 Connect
H6HWO07GE- | 07:22
6899MCSO}

device {C6D2- 10/05/2010 | HFC0492 PC-4332 Disconnect
Z5AT12YL- | 07:23
5236GCYY}
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email {L2W4- 10/05/2010 | HFC0492 PC-4332 Hayfa.Sheila.
R5NX10VO- | 07:30 Donovan@dt
4144NUVY} aa.com

device {K4T5- 10/05/2010 | HFC0492 PC-4332 Connect
B5WC30PG- | 07:42
8319UCBY}

device {C9Q0- 10/05/2010 | HFC0492 PC-4332 Disconnect
A6NH65TX- | 07:44
5501COCV}

device {J2F7- 10/05/2010 | HFC0492 PC-4332 Connect
Z5YH97RY- | 08:31
8568FT]S}

device {X2B3- 10/05/2010 | HFC0492 PC-4332 Disconnect
R2GF39HR- | 08:34
6509EHKE}

device {B1U6- 10/05/2010 | HFC0492 PC-4332 Connect
TOMI70VG- | 13:02
5128DUTG}

device {Q0Q4- 10/05/2010 | HFC0492 PC-4332 Disconnect
O5ZMO0CW- | 13:03
6023AMJR}

device {H1G2- 10/05/2010 | HFC0492 PC-4332 Connect
L4EF86IC- 13:51
8835ZCWQ}
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device {B5L2- 10/05/2010 | HFC0492 PC-4332 Disconnect
G2]D580L- 13:51
4838RDVS}

device {M2Me6- 10/05/2010 | HFC0492 PC-4332 Connect
G4LZ33HK- | 16:11
5008PZEF}

device {L5T6- 10/05/2010 | HFC0492 PC-4332 Disconnect
Z5SF41AS- 16:13
2546XFXC}

device {W9H4- 10/05/2010 | HFC0492 PC-4332 Connect
M8IC51PZ- 16:56
4287TBRA}

device {Z6F9- 10/05/2010 | HFC0492 PC-4332 Disconnect
J2T]621M- 17:06
5222]NVV}

device {02]2- 10/07/2010 | HFC0492 PC-4332 Connect
AOIV45X0- 07:49
8617PLYW}

device {E7X5- 10/07/2010 | HFC0492 PC-4332 Disconnect
F1BS26CK- | 07:51
5323RLXT}

device {X103- 10/07/2010 | HFC0492 PC-4332 Connect
R7TB62PC- | 08:06
5967NDZD}
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device {E1E4- 10/07/2010 | HFC0492 PC-4332 Disconnect
P9TV84SR- | 08:11
4825QQLF}

device {N1S0- 10/07/2010 | HFC0492 PC-4332 Connect
P9S097AG- | 10:33
4655IUYF}

device {O3W0- 10/07/2010 | HFC0492 PC-4332 Disconnect
Q40N65AA- | 10:33
7691MWTF}

device {M9P3- 10/07/2010 | HFC0492 PC-4332 Connect
V6BJ97PE- 10:34
5488XMWT}

device {F2U3- 10/07/2010 | HFC0492 PC-4332 Disconnect
B5LA0O1FS- 10:35
3866ZTEA}

device {Q1I3- 10/07/2010 | HFC0492 PC-4332 Connect
A7SK10CK- | 14:33
8976PVNE}

device {N5DO0- 10/07/2010 | HFC0492 PC-4332 Disconnect
A9EE99]]- 14:35
9362YKPZ}

device {T1I0- 10/14/2010 | HFC0492 PC-4332 Connect
S7HW41YD- | 08:30:02
6959SVKM}
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device {O0U4- 10/14/2010 | HFC0492 PC-4332 Disconnect
04NX98MU- | 08:47:07
6439VBWU}

device {POS6- 10/14/2010 | HFC0492 PC-4332 Connect
J6IH62PM- 10:51:53
5395BTBA}

device {R5E1- 10/14/2010 | HFC0492 PC-4332 Disconnect
MOHJ40QP- | 10:53:23
3825FBVQ}

device {Z5E3- 10/14/2010 | HFC0492 PC-4332 Connect
[7SR57NU- 12:29:42
3093YQUH}

device {R204- 10/14/2010 | HFC0492 PC-4332 Disconnect
V8FG38PQ- | 12:51:22
9300VKRQ}

device {Q4Z9- 10/14/2010 | HFC0492 PC-4332 Connect
VOBS99AK- | 13:29:23
5162ROTN}

device {H3TO- 10/14/2010 | HFC0492 PC-4332 Disconnect
S4WX28YR- | 14:21:03
2495QLQV}

device {U1Q2- 10/14/2010 | HFC0492 PC-4332 Connect
C9A026WU- | 15:14:42
5810ALQZ}
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device {Z7F8- 10/14/2010 | HFC0492 PC-4332 Disconnect
VOXP55TE- | 15:18:08
0683SOSL}

device {B4MO- 10/14/2010 | HFC0492 PC-4332 Connect
S2GC15CL- 17:09:26
5418RLGZ}

device {BON6- 10/14/2010 | HFC0492 PC-4332 Disconnect
[2KT24DA- 17:11:42
957411CO}

logon {U3]J6- 07/01/2010 | CSF0929 PC-4442 Logon
G9BV28TG- | 01:24
27690DFV}

device {V1]9- 07/01/2010 | CSF0929 PC-4442 Connect
P7JR21ZY- 02:23
0017]SES}

http {D4GO- 07/01/2010 | CSF0929 PC-4442 http://wikile
L1MD77CY- | 03:32 aks.org
0097ZJPN}

device {Q7Q0- 07/01/2010 | CSF0929 PC-4442 Disconnect
F7FL92I0- 03:53
3645ARQH}

device {04Y3- 07/01/2010 | CSF0929 PC-4442 Connect
X5SF91ZE- 04:09
7867MGPF}
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device {V6BO- 07/01/2010 | CSF0929 PC-4442 Disconnect
T8YP88MD- | 05:50
6528ZNPI}

logon {Z8H4- 07/01/2010 | CSF0929 PC-4442 Logoff
H4SF14QV- | 06:41
4937EVPM}

logon {AOU8- 07/02/2010 | CSF0929 PC-4442 Logon
WOTWS50KX- | 21:54
6568YNYN}

device {F9X7- 07/02/2010 | CSF0929 PC-4442 Connect
E1CP85QD- | 21:57
3175HSBP}

device {v2Q2- 07/02/2010 | CSF0929 PC-4442 Disconnect
P1JW27KX- | 22:40
4514LWVQ}

logon {03C3- 07/03/2010 | CSF0929 PC-4442 Logoff
C5YI63QU- 00:26
1418PESL}

logon {D7M2- 07/08/2010 | CSF0929 PC-4442 Logon
X8TV94KG- | 06:14
1497LGLH}

device {O5Y9- 07/08/2010 | CSF0929 PC-4442 Connect
ESLL15ZL- 06:18
7586ILYR}
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device {MOAO- 07/08/2010 | CSF0929 PC-4442 Disconnect
U5SAK71ET- | 06:46
3193XUDJ}

logon {A9P2- 07/08/2010 | CSF0929 PC-4442 Logoff
ESEL77AY- | 07:12
4093VZAE}

logon {E9P9- 07/09/2010 | CSF0929 PC-4442 wikileaks
G5RW21EF- | 00:45
9610NUTR}

device {N6J8- 07/09/2010 | CSF0929 PC-4442 Connect
TOUV76LX- | 01:07
9928WBKB}

device {TORS8- 07/09/2010 | CSF0929 PC-4442 Logoff
Z60F30MJ- | 02:51
41360HNN}

device {U7H9- 07/09/2010 | CSF0929 PC-4442 Connect
L8SI5S6WF- 05:12
6850MLWO}

device {R9C6- 07/09/2010 | CSF0929 PC-4442 Disconnect
W2UF95VS- | 05:15
1863FCTY}

logon {Z8X9- 07/09/2010 | CSF0929 PC-4442 Logoff
X7QS96ZK- | 05:17
4403NXBG}
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logon {N5T7- 07/14/2010 | CSF0929 PC-4442 Logon
C5QJ360V- 01:42:10
6256GORU}

device {JoP7- 07/14/2010 | CSF0929 PC-4442 Connect
WOZA96NY- | 02:05:21
4514SEGL}

http {L8D6- 07/14/2010 | CSF0929 PC-4442 http://wikile
L5UN71HC- | 04:20:11 aks.org
9011NFYE}

device {K3I9- 07/14/2010 | CSF0929 PC-4442 Disconnect
MOQL8ODN- | 04:26:14
2035LQRB}

device {LOW?7- 07/14/2010 | CSF0929 PC-4442 Connect
MO9BF93IP- | 05:44:39
4747NKYR}

device {A7Q8- 07/14/2010 | CSF0929 PC-4442 Disconnect
D1IE89FH- 05:50:31
20090YOL}

logon {Y4H8- 07/14/2010 | CSF0929 PC-4442 Logoff
O2NK94SR- | 06:24:35
3611TGTQ}

logon {A0X2- 07/16/2010 | CSF0929 PC-4442 Logon
G8CRO6ZA- | 03:52:16
4524GIQH}
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device {B9Y3- 07/16/2010 | CSF0929 PC-4442 Connect
U9GL52SD- | 04:11:05
5897QOR]J}

http {D4G5- 07/16/2010 | CSF0929 PC-4442 http://wikile
M1HQ54WN- | 04:12:16 aks.org
2859PYMU}

device {14Y4- 07/16/2010 | CSF0929 PC-4442 Disconnect
C3HG50VT- | 04:22:42
5601STPG}

device {W402- 07/16/2010 | CSF0929 PC-4442 Connect
V6BQ94KQ- | 05:28:47
4625UKMC}

device {G9E7- 07/16/2010 | CSF0929 PC-4442 Disconnect
Z4QA33UL- | 05:43:03
8711SMWL}

logon {VOR5- 07/16/2010 | CSF0929 PC-4442 Logoff
C2NN24NF- | 06:52:00
3434FXPE}

logon {G3R8- 08/18/2010 | ACM2278 PC-8431 Logon
GOBG91SZ- | 21:47:42
1111ZKPB}

device {FON3- 08/18/2010 | ACM2278 PC-8431 R:\;R:\52G66
C5GS70QE- | 22:59:20 77;R:\782bx
4575NRWF} m8;R:\ACM2

278
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file {L8U4- 08/19/2010 | ACM2278 PC-8431 R:\52G6677\
E1KC17HI- 01:34:19 B7RGY]ZCjpg
2295QTAV}

file {Z8S0- 08/19/2010 | ACM2278 PC-8431 R:\52G6677\
[9WK82HT- | 01:37:20 B7RGY]ZCjpg
27020XHW}

file {M3U7- 08/19/2010 | ACM2278 PC-8431 R:\52G6677\
F9ZW51CX- | 01:38:10 7QO06RIRR tx
5408MNTW} t

file {I1R8- 08/19/2010 | ACM2278 PC-8431 R:\ACM2278
Z20T23MQ- | 01:46:04 \QP8YHH52.
3906SEYL} zip

device {E7T1- 08/19/2010 | ACM2278 PC-8431 Disconnect
Z4ABN74BJ- 05:23:05
2108LJAD}

logon {COF6- 08/19/2010 | ACM2278 PC-8431 Logoff
J3LV50LO- 06:10:59
8992SRMS}

logon {N8G8- 08/24/2010 | ACM2278 PC-8431 Logon
A3UJ420L- 01:02:58
2334MCCV}

device {R4V5- 08/24/2010 | ACM2278 PC-8431 R:\;R:\52G66
J1JK660F- 03:24:16 77;R:\782bx
2014WDEN} m8;R:\ACM2

278
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file {D2X2- 08/24/2010 | ACM2278 PC-8431 R:\52G6677\
X4AE75S0- | 03:34:21 JMR2V1HC.tx
9681RGTG} t

file {S3M9- 08/24/2010 | ACM2278 PC-8431 R:\ACM2278
M7FP50TI- | 03:43:48 \JGLCVL46.d
7818PR]O} oc

file {FON3- 08/24/2010 | ACM2278 PC-8431 R:\ACM2278
T3ZH14TZ- | 03:48:51 \PXZQFYVF,
0696YIFM} pg

device {X2R4- 08/24/2010 | ACM2278 PC-8431 Disconnect
W6PP650N- | 04:15:32
1448BKTE}

logon {D3U1- 08/24/2010 | ACM2278 PC-8431 Logoff
XOMN79ZE- | 04:20:39
04040ETN}

http {E9KO- 08/19/2010 | ACM2278 PC-8431 http://wikile
TOKL12CS- 01:34:19 aks.org/Julia
97060NHN} n_Assange/as

sange/The_R
eal_Story_Ab
out DTAA/G
ur_Erny_Fgbe
1 Nobhg QGN
N152851380
5.php/B7RG
YJZCjpg
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{S2Jo-
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# Thesis Title: Cyber Risk Assessment Box

#0pen University of Cyprus

#MSc Computer and Network Security
#Developer/Author: Georgios Papamichael
#Supervisor: Dr. Stavros Shiaeles

#Date: November 2020

#Version Number: 35

#PROGRAM STARTS#

#importa data analytics toolkit to allow reading and writing of .csv files.

import pandas as pd

def main():

#Definition of Section Weights used in this Dissertation.

#Section 1 = Risk Rating Calculation.

#Section 2 = Behavioural Analysis Calculation.

#Section 3 = Vulnerability Assessment CAlculation.

#The values of the weights represent percentage values.

#Percentage sign, %, is omitted to make calculations easier and faster.

#The weights must add up to 100%.

riskr_weight = 25 #Section 1, Risk Rating Weight in Percentage.

ba_weight=50 #Section 2, Behavioural Analysis Weight in Percentage.
va_weight=25 #Section 3, Vulnerability Assessment Weight in Percentage.
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#SECTION 1: Risk Rating#

#The first section of the program covers manual user input.

#lItisbased on the Risk Management Methodology: Weighted Factor Analysis.

#User defines the Weight of each of the 3 selected Citeria: Financial Impact, Legal Impact and Reputational Impact.
#The weight values of these criteria depend on decision-making by the entity and the importance it perceives each

criteria to be for the entity.

#Financial Impact Criterion Weight
weight1 = input ("Enter a % value for Financial Impact Criterion Weight between 1%-100%: ") #Program asks
for an input value.
while not float(weight1) in range(1,101): #Input value should be in the range 0% - 100%.

weight1 = input("Please enter an integer % value for Financial Impact Criterion Weight between 1%-100%:
") #In case the value is outside the range, program asks user again for an acceptable value.

financial_impact = int(weight1) #Input value should is an integer.

#Legal Impact Criterion Weight
weight2 = input ("Enter a % value for Legal Impact Criterion Weight between 1%-100%: ") #Program asks for
an input value.
while not float(weight2) in range(0,100): #Input value should be in the range 0% - 100%.

weight2 = input("Please enter an integer % value for Legal Impact Criterion Weight between 1%-100%: ")
#In case the value is outside the range, program asks user again for an acceptable value.

legal_impact = int(weight2) #Input value should is an integer.

#Reputational Impact Criterion Weight

weight3 = (100 - (financial impact + legal_impact)) #Automatic calculation of the final criterion, Reputational
Impact.

reputational_impact = int(weight3) #The value for the Reputational Impact Criterion is an integer value.

#Checking that the values for the 3 Criteria add up to 100%.
if reputational_impact >= 0:
print("\n""% value of Reputational Impact Criterion Weight is: " + str(reputational_impact))

else:
print("\n""Error! Please re-start the program") #In case the values for the 3 Criteria do not add up to 100%,

an Error Message is Displayed.

#Risk Scale is Introduced where an input integer value is requested in the range 1-5 to represent the Size of Riskan
entity or employee presents according to the 3 following factors.
#The factors selected are: Years Worked of the employee or average time per entity, Data Access Level and

Profficiency/Knowledge Level.

[-205



print("\n")

#Introduction to the Impact of Years Worked Factor on the 3 selected Criteria: Financial, Legal and Reputational.

print("\n""Risk Scale: 1-5. The greater the working period, the lower the value on the risk scale") #The

working period of an entity or an employee is inversely proportional to the risk scale input value.

print("\n""In case Total Entity Risk is being Calculated Directly, an Average Value is used") #An average input

value is used in case the calculation refers to an entity with anumber of employees.

print("\n")

#Impact of Years Worked Factor on the Financial Criterion.
#Range=1-5.
#Only Integer Values are Accepted.
#Maximum value for Relatively Many Years Worked in the Company = 1.
#Minimum value for Relatively Many Years Worked in the Company = 5.
#HF stands for Human Factor.
HF1a = input ("Enter a value for Years Worked Factor with Financial Impact: ")
while not float(HF1a) in range(1,6):
HF1a = input("Please enter an integer value between 1-5: ") #Error Message displayed in case the user input
is either not an integer value nor insde the range.

HF1 _rating1 = int(HF1a)

#Impact of Years Worked Factor on the Legal Criterion.
#Range =1-5.
#Maximum value for Relatively Many Years Worked in the Company = 1.
#Minimum value for Relatively Many Years Worked in the Company = 5.
#HF stands for Human Factor.
HF1b = input ("Enter a value for Years Worked Factor with Legal Impact: ")
while not float(HF1b) in range(1,6):
HF1b = input('Please enter an integer value between 1-5: ") #Error Message displayed in case the user input
is either not an integer value nor insde the range.

HF1_rating2 = int(HF1b)

#Impact of Years Worked Factor on the Reputational Criterion.

#Range =1-5.

#O0nly Integer Values are Accepted.

#Maximum value for Relatively Many Years Worked in the Company = 1.
#Minimum value for Relatively Many Years Worked in the Company = 5.
#HF stands for Human Factor.
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HF1c = input ("Enter a value for Years Worked Factor with Reputational Impact: ")
while not float(HF1c) in range(1,6):

HF1c = input("'Please enter an integer value between 1-5: ") #Error Message displayed in case the user input
is either not an integer value nor insde the range.

HF1_rating3 = int(HF1c)

print("\n")

#Introduction to the Impact of Data Access Level Factor on the 3 selected Criteria: Financial, Legal and Reputational.

print("\n""Risk Scale: 1-5. The greater the Data Access Level, the higher the value on the risk scale")

print("\n""In case Total Entity Risk is being Calculated Directly, an Average Value is used")

print("\n")

#Impact of Data Access Level Factor on the Financial Criterion.
#Range=1-5.
#Only Integer Values are Accepted.
#Maximum value for Relatively High Data Access Level = 5.
#Minimum value for Relatively Low Data Access Level = 1.
#HF stands for Human Factor.
HF2a = input ("Enter a value for Data Access Level Factor with Financial Impact: ")
while not float(HF2a) in range(1,6):
HF2a = input("Please enter an integer value between 1-5: ") #Error Message displayed in case the user input
is either not an integer value nor insde the range.

HF2_rating1 = int(HF2a)

#Impact of Data Access Level Factor on the Legal Criterion.
#Range=1-5.
#Only Integer Values are Accepted.
#Maximum value for Relatively High Data Access Level = 5.
#Minimum value for Relatively Low Data Access Level = 1.
#HF stands for Human Factor.
HF2b = input ("Enter a value for Data Access Level Factor with Legal Impact: ")
while not float(HF2b) in range(1,6):
HF2b = input('Please enter an integer value between 1-5: ") #Error Message displayed in case the user input
is either not an integer value nor insde the range.

HF2_rating2 = int(HF2b)

#Impact of Data Access Level Factor on the Reputational Criterion.
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#Range=1-5.
#Only Integer Values are Accepted.
#Maximum value for Relatively High Data Access Level = 5.
#Minimum value for Relatively Low Data Access Level = 1.
#HF stands for Human Factor.
HF2c = input ("Enter a value for Data Access Level Factor with Reputational Impact: ")
while not float(HF2c) in range(1,6):
HF2c = input("'Please enter an integer value between 1-5: ") #Error Message displayed in case the user input
is either not integer or outside the range.

HF2 _rating3 =int(HF2c)

print("\n")

#Introduction to the Impact of Profficiency/Knowledge Level Factor on the 3 selected Criteria: Financial, Legal and
Reputational.

print("\n""Risk Scale: 1-5. The greater the Profficiency/Knowledge Level, the higher the value on the risk
scale")

print("\n""In case Total Entity Risk is being Calculated Directly, an Average Value is used")

print("\n")

#Impact of Profficiency/Knowledge Level Factor on the Financial Criterion.
#Range=1-5.
#Only Integer Values are Accepted.
#Maximum value for Relatively High Profficiency/Knowledge Level = 5.
#Minimum value for Relatively Low Profficiency/Knowledge Level = 1.
#HF stands for Human Factor.
HF3a = input ("Enter a value for Profficiency/Knowledge Level Factor with Financial Impact: ")
while not float(HF3a) in range(1,6):
HF3a = input("Please enter an integer value between 1-5: ") #Error Message displayed in case the user input
is either not an integer value nor insde the range.

HF3_rating1 = int(HF3a)

#Impact of Profficiency/Knowledge Level Factor on the Legal Criterion.
#Range=1-5.

#O0nly Integer Values are Accepted.

#Maximum value for Relatively High Profficiency/Knowledge Level = 5.
#Minimum value for Relatively Low Profficiency/Knowledge Level = 1.

#HF stands for Human Factor.
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HF3b = input ("Enter a value for Profficiency /Knowledge Level Factor with Legal Impact: ")
while not float(HF3b) in range(1,6):

HF3b = input("Please enter an integer value between 1-5: ") #Error Message displayed in case the user input
is either not an integer value nor insde the range.

HF3_rating2 = int(HF3b)

#Impact of Profficiency/Knowledge Level Factor on the Reputational Criterion.
#Range=1-5.
#Only Integer Values are Accepted.
#Maximum value for Relatively High Profficiency/Knowledge Level = 5.
#Minimum value for Relatively Low Profficiency/Knowledge Level = 1.
#HF stands for Human Factor.
HF3c = input ("Enter a value for Profficiency/Knowledge Level Factor with Reputational Impact: ")
while not float(HF3c) in range(1,6):
HF3c = input("'Please enter an integer value between 1-5: ") #Error Message displayed in case the user input
is either not an integer value nor insde the range.

HF3_rating3 = int(HF3c)

#Risk Rating Calculation based on the user input values regarding Criteria Weights and Impact Factors.
#Mathematical multiplication is being carried out between the above human factors and the criteria weights.
risk_HF1 = (HF1_rating1*(financial impact/100)) + (HF1_rating2*(legal_impact/100)) +
(HF1_rating3*(reputational_impact/100))

risk_HF2 = (HF2_rating1*(financial impact/100)) + (HF2_rating2*(legal_impact/100)) +
(HF2_rating3*(reputational_impact/100))

risk_HF3 = (HF3_rating1*(financial impact/100)) + (HF3_rating2*(legal_impact/100)) +
(HF3_rating3*(reputational_impact/100))

#Mathematical addition provides a sum of the risk of the above human factors.
#The result is named as risk rating.

risk_rating =risk HF1 + risk HF2 + risk HF3

print("\n")

#Value of Risk Rating for Section 1.

print("\n""Value for Risk Rating: ")
print(risk_rating)

#Value of Risk Rating for Section 1 in Percentage, taking into account that maximum risk rating value is equal to 15.

risk_rating perc = (risk rating*riskr_weight) /15
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print("\n")

print("Risk Rating in %: " + str(risk_rating_perc))

print("\n’)

#SECTION 2: Behavioural Analysis#

print("Insider Activity of Behavioural Log Analysis: ")

#High Risk Activity of Behavioural Analysis.

#The program reads the report containing the activity of users.
df = pd.read_csv("totalentitylogs1.csv")

#Keywords were selected to be identified in the Behavioural Analysis procedure, by reading the activity report.
#In the instance that a keyword is being matched in the activity report, then the numerical value 1 replaces the
particular word in the report.

#The remaining words in the activity report that are not matched, are replaced with the numerical value 0.
df[df.Activity.str.contains(‘wikileaks', na=False) | df. Activity.str.contains(keylogger', na=False) |

df Activity.str.contains('Keylogger', na=False) | = 1

dfloc[df"Activity"] != 1, "Activity" ] =0

#New report is being generated, named as High Risk report, which only contains the values of 1 and 0 that have
followed the above procedure.

dfito_csv("HighRisk.csv”, index=False)

#The program now reads the Activity column of the newly generated High Risk report.
#The numerical value 1 is an indication of a high risk incident.
high_risk_activity_values = pd.read_csv("HighRisk.csv", usecols = ["Activity"])
print("\n", high_risk activity_values)

#The program sums up the numerical values in the Activity column and prints out the result.
#The result represents a total idication of High Risk User Activity.

print("\n""Total Indications from High Risk User Activity: ")

print(high_risk_activity values["Activity"].sum())
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#Medium Risk Activity of Behavioural Analysis.

#The program reads the report containing the activity of users.
df = pd.read_csv("totalentitylogs1.csv")

#Keywords were selected to be identified in the Behavioural Analysis procedure, by reading the activity report.
#In the instance that a keyword is being matched in the activity report, then the numerical value 1 replaces the
particular word in the report.

#The remaining words in the activity report that are not matched, are replaced with the numerical value 0.
df[df.Activity.str.contains('monster', na=False) | df. Activity.str.contains(‘jobhunter’, na=False) |

df Activity.str.contains('careerbuilder’, na=False)] = 1

dfloc[df"Activity"] != 1, "Activity" ] =0

#New report is being generated, named as Medium Risk report, which only contains the values of 1 and 0 that have
followed the above procedure.

dfto_csv("MediumRisk.csv", index=False)

#The program now reads the Activity column of the newly generated Medium Risk report.
#The numerical value 1 is an indication of a medium risk incident.

medium_risk activity_values = pd.read_csv("MediumRisk.csv", usecols = ["Activity"])
print("\n", medium risk_activity_values)

#The program sums up the numerical values in the Activity column and prints out the result.
#The result represents a total idication of Medium Risk User Activity.

print("\n""Total Indications from Medium Risk User Activity: ")

print(medium_risk activity_values["Activity"].sum())

#Low Risk Activity of Behavioural Analysis.

#The program reads the report containing the activity of users.
df = pd.read_csv("totalentitylogs1.csv")

#Keywords were selected to be identified in the Behavioural Analysis procedure, by reading the activity report.
#In the instance that a keyword is being matched in the activity report, then the numerical value 1 replaces the
particular word in the report.

#The remaining words in the activity report that are not matched, are replaced with the numerical value 0.
df[df.Activity.str.contains('Logoff, na=False)] = 1

dfloc[df"Activity"] != 1, "Activity" ] =0

#New report is being generated, named as Low Risk report, which only contains the values of 1 and 0 that have

followed the above procedure.
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dfto_csv("LowRisk.csv", index=False)

#The program now reads the Activity column of the newly generated Low Risk report.
#The numerical value 1 is an indication of a low risk incident.

low_risk activity_values = pd.read_csv("LowRisk.csv", usecols = ["Activity"])
print("\n", low_risk activity values)

#The program sums up the numerical values in the Activity column and prints out the result.
#The result represents a total idication of Medium Risk User Activity.

print("\n""Total Indications from Low Risk User Activity: ")
print(low_risk activity values["Activity"].sum())

#Behavioural Activity Weight.

#In this part, a weight value is assigned to every high, medium or low incident.

#The particular weight values emphasize the degree of importance that each category of incident represents.
BA_weight_high=5

BA_weight medium =2

BA weight low=1

#Behavioural activity is being calculated by the mathematical addition of the total high, medium and low incidents,
taking into account the above weight values.

Behavioural_Activity =

(high_risk_activity values["Activity"].sum()*BA_weight high)+(medium_risk activity values["Activity"].sum()*
BA_weight_medium)+(low_risk_activity values["Activity"].sum()*BA_weight low)

#The result of Behavioural Activity is printed out.
print("\n""Total Behavioural Activity Value: " + str(Behavioural_Activity))

#Policy Modes.
#Policy Modes are used to indicate the level of security strictness when the behavioural analysis calculation is being

carried out.

#Strict Mode implies that the Percentage of Risk Calculation by Behavioural Analysis will be at a higher value.

#The base value used for the risk calculation in Behavioural Analysis in percentage is 10.

#Default Mode implies that the Percentage of Risk Calculation by Behavioural Analysis will be ata moderate value.

#The base value used for the risk calculation in Behavioural Analysis in percentage is 40.

#Light Mode implies that the Percentage of Risk Calculation by Behavioural Analysis will be ata lower value.
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#The base value used for the risk calculation in Behavioural Analysis in percentage is 80.

#strict mode =10
default mode =40
#light mode =80

Policy Level = default mode

#Calculation of Behavioural Analysis Value in percentage.
#Behavioural Activity value is multiplied by the Behavioural Analysis Weight value which is then divided by the
selected policy level value.

BA perc_calc = (Behavioural_Activity*ba_weight) /Policy_Level

#An if statement is used in case the Behavioural Activity result exceeds the Behavioural Activity percentage Weight
value set in the beggining of the program.
#If the result is greater than or equal to the behavioural Activity percentage Weight value, then the maximum
percentage value is given out which is equal to the ba_weight.
if BA_perc_calc >= ba weight:

BA _perc =ba weight

#0therwise, the Behavioural Activity result is given out as the calculated percentage value.
else:

BA_perc =BA perc_calc

#The result of Behavioural Analysis value in percentage is printed out.

print("\n""Total Behavioural Analysis Value in %: " + str(BA_perc))

print("\n")

#SECTION 3: Vulnerability Assessment#

#The program uses the vulnerability assessment report generated by the OpenVAS tool.
#The program reads the CVSS column of the report and prints out the CVSS values.
print("CVSS Records of Vulnerability Assessment Scanning Report: ")

cvss_values = pd.read_csv("report.csv”, usecols = ["CVSS"])

print("\n", cvss_values)

#A mean value of the CVSS values is being calculated which represents the average severity of the security
vulnerabilites identified by the OpenVAS.

print("\n""Average Value from CVSS Records: ")

print(cvss_values["CVSS"].mean())
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cvss_average = cvss_values["CVSS"].mean()

#The maximum CVSS value is 10, thus the base value used in calculating the average cvss value in percentage is 10.
#The average CVSS value is being multiplied by the vulnerability assessment weight set in the beggining of the program.
cvss_average_perc = (cvss_average*va weight) /10

#The average CVSS value in percentage is printed out.

print("\n""% Value for CVSS Records: ")

print(cvss_average_perc)

#Calculation of the Total Risk#

#The Total Risk, named as Risk in the program, is being calculated by the mathematical addition of the percentage
values of Risk Rating, Behavioural Analysis and CVSS Average.

risk =risk _rating perc+ BA_perc + cvss_average_perc

print("\n""Risk in %: " + str(risk))

print("\nlmENDn)

main()

#PROGRAM ENDS#
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