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Hepianym

H Siatpfn autr) otoxevel, mpwTov, atn dnpovpyia ypaeikng dtemagng xpnom (GUI) yua
™mv TopakoAovBnon oevaplwv mouv ekteAovvtat oto Cyber Range tou Avoiktol
[Tavemompuiov Kompouv kot Sevtepov  otn  Snuovpyla  €vog  PnYaviopov

QUTOUATOTIOMONG TWV EMOETEWY IOV EKTEAOVVTAL HECW SCTipts.

[ v emitevén Twv oTOXWV AUTWV avamtLxOnke SladikTuvaks e@apoyn, 1 VAoToinon
™G oTolag €ywve o€ TPELS PAOELS. Apxika SnplovpynOnke to ypa@kd meptBaAiov Baon
500£€vToGg TTPOTUTOL Kol AKOAOVONGE 0 UNXAVIOUOG EKTEAEOT|G TWV SCripts KATd amaitnon
Tov ypnotn. Télog, oxeSlaoTnKe KAt LAOTIOWONKE €vag UNXOVIOUOG QUTOUATOTIOMONG
TV eMBOEGEWY, IOV XpNOoLHoTIOLEl pUOUIoELS KoL TA CUUBAVTA IOV KATAYPAPOVTAL GTO
Cyber Range, ywx va extedéoel emBeoels xwpls va xpelaletal avOpwmiv tapéufacn oe

TPAYUATIKO XpOVO.



Summary

This dissertation aims, firstly, in the creation of a Graphical User Interface (GUI) for the
observation of scenarios running in the Cyber Range of Open University of Cyprus and

secondly in the creation of a mechanism that automates the execution of attack scripts.

To fulfill above goals, a web application was developed in three phases. Initially, the
graphical environment was created based on a given prototype, followed by a mechanism
for executing scrips on user’s demand. Finally, a mechanism for automating the attacks
was designed and implemented, which uses configurations and events recorded in the
Cyber Range, in order to execute attacks without the need of human interaction in real

time.
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Kepaiawo 1
1 Elcaywyn)

Ta cyber ranges eivalt meplBadAAovTa TOU TPOGOUOLWVOUV S{KTLA, CUCTHHATA KOl
EPYOAELX PLE OKOTIO VA TIPOGPEPOLVV €Vl EAEYXOUEVO ELKOVIKO TIEPLBAALOV IOV pTOpEl va
aflomomBel yla exmaibevon EMAYYEAUATIOV KUBEPVOAOEAAELRG, oflOAOYNON NG
QG PAAELNG TOV TIPOCOUOLWUEVOV TIEPBAAAOVTOG AAAG KAl Yot SOKLUN VEWV TEXVOAOYLWV.
Xpnowomolovvtal amd KUBEPYNTIKOUG 0PYAVIOUOUG, IOIWTIKEG ETALPIEG KABWGS KL Yo
akadnuaikovs okomovs. Ot aTo)XOoL auTol VAoToLOVVTAL CLUVIIOWGS PHECW OOKTCEWY, TTOU
TOAAEG (OPEG TIA{PVOUV TN HOPE@T) TTALXVISLOU UE TN CUUUETOXN Sla@OpwVv opddwv. Ot
KUpLeg opadeg elval 1 Agvkn, 1 omola Snulovpyel to mEPPAAAOV KAl T oEVAPLA
exmaidevong, n UAE, TOL €lval LTTELOL VT YLK TOV EVTOTILOUO EVTIAOELWY KAL TNV ATTOTPOTIN
eMBEcEWV KAl 1 KOKKIVN opdda, 1 omola emitiBeTal oto cVoTnUa Kat Ttpoomabel va
expeTaAAevTel TIg VTIABELEG IOV VTIGPYOLVV 0TO TiepLBAAAoV. Mia emilBuuntr) Suvatdtnta
TwvV cyber range mepBaAAOVTWV Elval | AUTORATOTOMOT TWV POAWY KAL TWV EPYAAEIWV
TIOV XPTOLLOTIOLOVV, OUTWG WOTE VA EMITPETETAL 1] XWPLOTY| EKTIAISEVOT TOUG, ALK KoL 1)
eMavAANYm tTwv oevapiwv pe eUKoA0 kat cuvem| Tpomo. EmmAov, | vtapdn epyareiwv
IOV ETMLTPETOVV TNV TMIPAEYT 0€ TPAYUATIKO XpOVO, fonBa Tnv emieBaiwon TG opaAng
AELTOVPYIAG TWV ACKNOEWV KAl LELWVEL TO XPOVO TNG A&LOAGYN0NG TWV SLASIKAGLWV ATIO

TouG LVTELVOVVOULG.

1.1 Xxomog 'Epevvag

ZKoTOG NG SlaTpLN§ au TN Elval n avtopatomoinom, o€ cyber range meplaAioyv, attack
scripts Tov Xp1NoLOTIOLOVVTAL ATIO TNV KOKKIVY Opada, KabBws katn Snuovpyla ypa@ikng
Stemagng xpnotm (GUI) ywxr tqv amodotTik] mapakoAovOnon Twv oevapiwv mTov

EKTEAOVVTAL ATIO TOUG SLUXELPLOTES.



1.2 Bacwka Epsvvntika Epotuata

Ta Baoikd epevvnTiKA epwTHHATA TTOV Ba amavTnBovv eival

1. Tlola scripts xpnoLUOTOLOVVTAL ATIO TNV KOKKIVT OpAda Yl eTBETELS O€ SIKTLX KA

OUOTNHATQ;

2. Twg auta pumopolv va avtopatomomBolv kat evowpatwbouv ce cyber range

mepBdArov;

3. Twg pmopet 0 SLaXelPLoTNG VA TAPAKOAOVOEL 0€ TIPAYUATIKO XPOVO KoL ATTOSOTIKA

™mv €E€AEN TV oevapiwv Tov ekteAovvTtal 0To cyber range meplaAiov;

1.3 Avaykaiotnta kot Tmovdaidtnta Epsvvag

Ta cyber range mepiaAlovta eival W8avikny AVoT Yl TNV EKTTAISEVON EMAYYEAUATIWOV
QACPAAELAG TIANPOPOPLAKWY cVOTNUATWY. H Snuovpyla oevapiwv avTimpoowTEVTIKWV
™G MPAYUATIKOTNTAG Kol 1| TapakoAoVBnom ¢ €EéAENng toug KabBws exteAovvTal,
amoteAoVV, OpwG, OVOKOAES Kol xpovofopes Swadikaocies. H €Adenm evyxpnoTtiag,
QTAO TN TAG KOl AUTOUATOTIOMONG lval To Baciko TPOBANUA IOV TIOAAES (POPES ATIOTPETIEL
TNV TIPOCOUOIWOT) TIPAYUATIKWY GUVOTNKW®Y, TNV AVATIHPAYWYT) TWV CEVAPIiwV, KaBw Kat
™MV QUECT TTHPaKOoAOVON oM Kol afloAdynomn TwV AoKNCEWV amd Toug Staxelplotés. H
Slatpn auTr) OTOXEVEL OTNV EVOWHATWON KOl QUTOHATOTO(NOT, O€ cyber range
mepEAAoV, TwV scripts Tov cLVNBWS XPNOLLOTTOLOVVTAL ATIO TIG OLASES eTBEOT G, KABWG
Kal TN SLEVKOALVVON TNG TIHPAKOAOVONONG TWV AOKNOEWV ATIO TOUG SLAXELPLOTEG HECW

Ypa@ikov mepBAAAOVTOG.



Ke@aiawo 2
2 Avaokonnon BifAoypaplog

To ke@aAato auTO EEKIVA LE KATIOLOUG OPLOOVG Kol ouve)ileL pe To BewpnTiko vTtofabpo,
Tov B BonBNcOVY OTNV KAAVTEPT KATAVOTOT) TwV 00wV Ba akoAovBrjcovv. AkoAovBel
EPELVA TIOV APOPA TNV KOKKLVT) OGS KAl Ta EPYAAELX TTOV XPNOLUOTIOLEL OTLG ETIOETELS
NG KAl KAEIVEL HE TNV avaokoTnon ™S BBALOYpa@IaS Y OXETIKEG EPEVVES TIOU APOPOVV
Ta cyber ranges Kot oX0oALALETAL AV TTAPEXOVV YPAPIKO TEPLBAAAOV KAl XPTOLLOTIOLOVV

QUTOUATOTIOMNUEVEG ETILOECEL.

2.1 Opopol

[TapatiBevtal oL Tapakdtw oxeTKol oplopol, Tov Ba xpnopomonBovv 6T CUVEXELX.

2.1.1 Red Team

ZKOTOG TNG KOKKIVNG opddag elvatl va punbel tov tpomo okedmng kat dpaong evog
EMITIOEUEVOL KAL VO TIPOCTIAOTOEL VX EVTOTILOEL KEVA A0 PAAELOG 0TO oV TN XpeELAleTal
QVETITUYUEVEG LKAVOTNTEG KAl Babld yvwon g TEXVOAOYLaG Kol TwV EPYAAEiwY APUVAG
Kal emiBeong, KaBwGS KAl TWV TAKTIKWV TTOU AKOAOVOOUVTAL 0€ TIPAYUATIKEG ETOECEL.
[IpoBaivel oe ekpetdAievon evmabelwv ya va BAdPel To cVOTNUA 1] VA UTTOKAEPEL
dedopéva, aPnVovTag 600 TO SUVATOV ALYOTEPX (Y VT YIX VX ATIOPUYEL TOV EVTOTILOUO TNG

mapafioong amd tn UmAe opdda.

2.1.2 Blue Team

H pumAe opdda amookomel 0TV LVTEPACTILON KL TIPOOTACIN TOU GUOTHUATOG ATO TIS
kakoOBovAes emiBeoels. KaAeital mpwtlotws va TpoAdfel Tnv mapeiodvon, evromilovtag
TPWTN TI§ EVTIADELEG KAl ATAAEPOVTAS TIG TPOTOV TUXOUV EKUETAAAELONG ATIO TNV

KOKKIV opada. Ze mep(mTwon mapafioong TPETEL VA TNV EVTOTIOEL KAL VA aVTISPACEL TO



YPNYOPOTEPO SUVATOV, TEPLOPIOVTAG TIG OUVETELEG TNG KOl AMOKABIOTWVTAS TN

AELTOVPYLIKOTNTA TOV CUCTHHATOG.

2.1.3 White Team

H Agvkn) opdda eivat vtevBLYT Yl ™ Snuovpyla KAl TV OHAAN EKTEAECT) TNG AOKNOTG.
O£TeL TOUG 0TOXOVG, SNULOVPYEL TO AVAAOYO CEVAPLO KAl YVWOTOTOLEL TOUG KAVOVEG TIOU
TPETMEL VA akoAovOnBoVV amd v KOKKIVN Kol UmAe opada. [apakoAovBel Tnv €kPfaon
Ka®' O0An TN SlapkelA Kol e TO TEPAG TNG doknong Ba kAnbel va avaivoesl ta

QATOTEAEGUATAL.

2.1.4 Capture the Flag (CTF)

Alaywviopol KuBePVoao@AAELNG [LE TN LOP@T] TTALXVISL0V. Ol CUUUETEXOVTES, LELOVWUEVA
atopa 1 opadeg, Avvouv mpokAnoels (challenges) ac@adeiag o€ TPOCOUOLWUEVA
meparrovta kat kepdifouv Babpovs Bplokovtag TIg «onpaies». IapaAAnAiletal pe to
TayvidL Ewtepko xwpov, 6oL 1 kabe opada mpoomabel va mapel ™ (puoikn) onuaio
™G AAANG OHASAG -Yw PG va CUAANEBOEL- Yia va VIKN oL e kKaBe oevaplo Tpocopolalovtat
EMAEYUEVOL KIVOUVOL TIOV GLUVAVTWVTAL GTOV KUBEPVOXWPO, AVAAOYQA LLE TOUG OTOXOUG TNG
aoknong. Mmopel va umtdpyouvv U0 opPASES, KOKKIVN KL UTTAE, LLE TNV TIPWTT va TipooTabel
Vo TIAPEL TIG ONUALES, TIG OTIOLEG 1) SEVTEPT) TPETIEL VA TPOOTATEYEL T LOVO KOKKLVT] OPLASa
(M dtopo) mouv Ydhyvel va Bpel TIG oNUAlES XWPLG VA VTIAPYEL AVTITTAAOG TIOU VX TIG

TIPOOTATEVEL

2.1.5 Cyber Defence Exercise (CDX)
Acoknom KuBepvoao@AAELaG OV €0TLACEL 0TI SOKLU] TWV AUUVTIK®V LKAVOTHTWVY TWV
OUUUETEXOVTWV. XPNOLUOTIOLELTAL YIX TOV EAEYXO TNG ETOLLOTNTAG TWV UTAE OpASWV va

TPOOTATEPYOUV TA OCUCTNUATH KOl VA  XEPLOTOUV TEPLOTATIKA  KAKOBOVLANG

Tapelo@pNong.

2.1.6 Penetration Testing

ESovclodotnuévol  emayyeApatieg xpnoLOTOloUV  EPYOAEl KOl TEXYVIKEG TOU
XPNOLLOTOLoVV KaKOBoUAOL SPAOTES, LE OKOTIO VA EVTOTIIGOUV TIPWTOL TIG ASUVAUIEG TOV
OUOTNUOTOG KAl VX EVIUEPWOOLV TOUG evdla@epopevous. TMeplapfavel v ektevn

ovAAoyn TAnpo@oplwv (reconnaissance), v avalnitnon evmabewwv (vulnerability
4



scanning), TNV ekpetdAAevon toug (exploit), v amokpuym Twv vwv ™G Tapapiaong

Kal TEAOG TNV avAAVGT] KAl T SnUovpyia ava@opas yia Ta EVPTUATH TOU EAEYXOU.

2.1.7 Social Engineering

Texvikég OV XPNOLUOTIOLOVVTAL YIX TNV EEATATNON avOpWOT®WV KAl TNV THPATAGVION
TOUG UE O0TOXO Va e€kBEoouv evaioBntes mAnpowopies 1 va dwoovv mpodécBaocn o€
oVOTHHATA 0€ AVEEOLVGLOSOTNTA dTopa. OL SPAOoTEG CUAAEYOLV CLUVIB WG TIANPOPOPILES YIA
Tavmoym@la BV pATA, ETOHAOVV EVA CEVAPLO-LOTOPIA KAL OTT) GUVEXELA TO ETILKOLVWVOUV
mpooTmabwvTag va KepSloovuv TNV gUTIOTOOUVN TwV BUHATWV TOUG KAl va TOUG
TapacVpovy oe emPBAaPels evépyeleg. MePIKEG ATIO TIS TIO YVWOTEG TEXVIKEG €lval TO
phishing mouv otoyeVel otnv amécmacn TANPOPOPLWYV CLVNOWG HECW NAEKTPOVIKOU
Taxvudpopeiov, To vishing (voice - phishing péow mAe@wvov), kKabBwg kaL n Tpoomoinon

OTL elval kATolog dAAog (impersonation).

2.2 Cyber Ranges

H oAoéva auinuévn ouvdeoludotTa, Slapolpacpos JSedopuévwy Kol TPoc@POPA
SLASIKTUAK WY VTINPECLWV, EKTOG ATIO TIG EVKOALES, auEavel Kal TV €kBeon otov kivéuvo.
H avdmtuén g texvoroyiag de fonba& povo otn StevkdAvvon g {wnG Hag HE VEES
VTN PECLEG, AAAG KaL TOUG StaBEaipovg Topoug Kat Ttedia emiBeon g kakofovAwv SpaoTwv

Tov Stadktvov.

Zoppwva pe v ava@opa ENISA Threat Landscape 2022 [1], ot kopu@aiol kivduvol tou
evtomifovtal otV Kufepvoac@diela elval ta Ransomware, Malware, Social Engineering
Kal Kupiwg phishing, ameég kata Twv dedopévwy (data breach - leak), amelég kata g
Stabeopotntag kat apvnon efutmpetnong (Denial of Service, BGP hijacking), kafwg
emiong kot N mapamAnpo@opnon (Disinformation - misinformation) mov evioyVetal
SLPKWG UE TN XP1OT TNG TEXVNTNS VOTILOGVVTG KAl TEAOG OL EMIOECELS GTNV EPOSLACTIKT
aAvoida (Supply-chain attacks) pe €u@aon otTig vmnpecieg Tov XPNOLLOTIOLOVV
Texvoloyieg veépoug (cloud). 'OAol oL TOUEIS SPACTNPLOTATWY PAIVETAL VA €XOLV
EMMNPEACTEL TEPLOOOTEPO N ALYOTEPO ATO TA KATAYEYPAUUEVA TEPLOTATIKA, EVW Ol

EMITIOEUEVOL TIPOEPYOVTAL KUPIWG ATO TIG TEOTEPLS BACIKEG OUASES TWV XOPNYOUHEVWV



amod To kpatog (state-sponsored), kuepvoeykAnuaties (cybercrime actors), hackers emi

TANpwun kat hacktivists.

[la TNV QVTIHETOTILON 0AWV UTWV TwV KWwSUVwY, ol dnuioctol Kat ILwTIKol popelg
o@elAdovv Vo €VIOXUOOUV TNV TPOOTACIN TWV VUMNPECLOV TOU TAPEXOUV KAl TWV
dedopévwv Twv XpnoTwy Tous. ['la va Ta Kata@Eépouy Xpelalovtal KaAQ EKTTALSEVLUEVOUS
ETMAYYEAUATIESG, KATAPTIOUEVOUG KATAAANAQ VA SpAGOUV TIPOANTITIKA, AAAX KL AUECH OE

TepImTwon emTuYoVG TTHPABIacn G TWV CUCTNUATWY TOUG ATIO KAKOBOVAOUVG XP1|OTES.

Me 0KOTIO TN GUVEXT] EKTIAISEVOT) EMAYYEARATLOV TOV XWPOL Kal TN pelwon ¢ EAAeYng
SeflotTwv Tov Tapatnpeital, KpAtn kat opyaviopot emdidovtat ot Snpovpyla
QOKNOEWV, TTOV OCLUXVA TTa{pvouV TN HopE1 Slaywvicpwy, yvwotwv w¢ Capture The Flag
N GAAEG POPEG €0TLATOVY GTNV EVIOXLOT TWV AUUVTIKOV IKOVOTHTWV TNG UTAE OpAdag
Snuovpywvtag Cyber Defence Exercises. Ol aoKNOEL§ TIPAYUATOTIOLOVVTAL OE ELKOVIKA
TEPPAAAOVTA -ATIOHOVWHUEVA ATIO TA TIPAYUATIKA GUOTHUATH- TIOU VAOTIOLOUVTOL WE
mpocopoiwon 1N efopoiwon avaloya HE TO OKOTO Kol TIG SUVATOTNTEG KAl KATA
QVTLoTOLX(O LE TOV OTPATIWTIKO 0p0, ovopalovtal Pneaka Iedia BoAng 1 kowvwg Cyber

Ranges.

Muia tétola doknon eival to Locked Shields [2], mov opyavwvetat amd to NATO kat
Sie€ayetal enoiwg amo 1o 2010. Zta mMAaiola Tov SIAYWVIGHOU, UTIAE OUASES ATTO HEAN-
KPATN TOU 0PYAVIOHOU KoAoUVTOL Vv Slayelplotolv HEYAANG KAILAKAG TEPLOTATIKO

mapafioong Kol OAEG TIG CUVETIELEG TOV.

['a v ekmaidevon kékkKvwv opadwv, To NATO Sopyavwvel amo to 2016 v etola
aoknom Crossed Swords, Ta cevdpla ™G omoiag Bacilovtal o€ TPAYUATIKE YEYOVOTA
kufepvoemiBéoewv. EmayysApatieg amd autég TIG OpUASEG CUUUETEXOVV apYyOTEPA WG

emtiBgpevol otnv doknomn Locked Shields [3].

Ta tedevtaia xpovia Staywviopog Stopyavwvetal kKL amd to European Union Agency For
Cybersecurity (ENISA), to European Cyber Security Challenge (ECSC), 6Tov cuppetéxouv
OUASEG VEAPWY ATOUWV OO EVPWTNIKEG XWPEG UE OKOTO TNV €vOAPPUVOT] TOUG VA

EMAEEOVV VU EpYNGTOVV OTOV TOUEX TNG KUBEPVOao@AAelag [4].



H etapeia SANS mapéxel pa ykapa cyber ranges pe 1o gumoplkd Netwars va
TPOCEPEPETAL YL TNV €KMAlSeVon OAAQ KAl AVATITUEN TWV  IKAVOTHTWV TWV
ovppeTEXOVTWY. H ekmaidevon umopel va eival atopkn 1 opadiky Kol 11 TAATQOPUA
Tapéxel tn dSuvatotnta fonbelag oe mepimtwon SuokoAlwv. To Netwars Tournament et
™ Hop @1 Slaywviopov, evw to Netwars Continuous amevBUveTaL KUPIWG € HEPOVWUEV
ATopa oL BEAOLVV VA XPNCLUOTIO)0OVV TNV TAATQOPHA YIX EEACKNOT TWV IKAVOTHTWV

Toug [5].

H SANS kd&Be xpovo ta XplotoUyevva Snpovpyel kot to goptaotikd Holiday Hack
Challenge mov eivat dwpedv kalt amevBlveTal o O0Aa Ta emimeda kavotntwy. Elval
SLHOKESAOTIKO, POV 0 CUUUETEXOVTAG TIPETEL Vo BonBnoeL Tov Aylo BaciAn va cwoel ta
XplotoUyevva amod KakOBovAes emBETELS Kal EMITALOV UTIAPXEL EMPBPABevon yia Toug

TEALKOUG VIKNTES [6].

Twpela amd cyber ranges £xouvv avamtuxBel yia okomolg ekmaidevong, OTwg elval To
avolytov kKwdika Aoylopko KYPO [7] 1 to epmopikd Cyberbit [8] 1 yia ouykekpiuévoug
Topelg SpaotnploTTwy OTwG eivat To Maritime Cyber Range [9] kat to Cyber-MAR yia

vauTiIAlakovg okomovg [10] 1§ to SPIDER [11] ywa tqv texvoAoyia 5G.

H mAnBwpa twv cyber ranges KatadetkviOeL TIG TOAAATIAEG KoL SLAPOPETIKEG AVAYKES IOV
UTIAPXOLV Kal glval evEEIKTIKT TNG avaTTuEng Tov B TUXOLVV 6To PEAAOV. Avap@iBoAq,
avoAOYwG Tov €l80VG TOUG, 0L AOKNOELS KUBEPVOATPAAELAG UTTOPOVV vV 081y o0LVV o€
aVoyvwplon eVTafelwy TOU CUOTHUATOG, ASLVAULWY ATORWY Kal opadwv, Kabwe kal
OTOV €VTOTIOHO TPOoPANUATWY 0Tl Sadikaocieg Slaxelplong Twv TMEPLOTATIKWV
mapafioaong ao@areiag, KATASEIKVUOVTAG £TOL TA TPWTA ONUEIX TOV 0PYAVIOUOV Yl T
omola Ba pémel va An@Bovv petpd BeAtiwong kat evioyvong g ac@dAelag. Adyw Tov
QTOUOVWHEVOL KAl ac@aAoVG TePLBAAAOVTOG 0TO oToio SlevepyouvTtal, UTTOPOUV va
Stevpvvouv TG SeELOTNTEG TWV OUASWV KAl Vo SOKIUAOTOUV Ta gpyaAsia kal ol
TEYVOAOYIEG OV YPNOLUOTOLOVVTAL Yl TNV TPOCTACIA TOU GUOTUATOS, XWPI§ va

EMMNPEATETUL ) KAVOVIKT] AELTOVPYLA TOV OPYAVIGUOV.

2.3 Red Team Attacks



H kokKivn opdda €xel wg 6TOXO TNV AVAKAAL T TWV TPWTWV CNUEIWV GTNV ACPAAELA TOV
Lo e€€Taom opyaviopoV. AuTto a@opa TNV KUBepVoac@AAELA GTNV TEXVOAOYIQ KL TNV
vTodouT), AAAG KAl TN PUOIKY ACEPAAELX TWV KTIPlwV KAl Toug (510U Toug avBpwToug
IOV €PYA{OVTAL GTOV OPYAVIGHO. AV, YlX TTAPASELY A, TA KTipLa Sev elvatl ao@aAr), pmopet
évag elooAéag va €xel apeon poofaot o€ eE0MALOUO Kal deSopéva Kal va un xpeLaoTel
KQV VA TIPOoTaBfnoel va TTapakAuPeL TNV ao@AAELX TOU SIKTUOU YlX VO TA ATIOKTHOEL
‘060V aopd ToOUG avBpWTOUG, av SV eival EVIHEPWUEVOL KAL VTTOYLAGLEVOL, LTIOPOVV VI
méoovv BUpata social engineering kot va ekB€oovv T SLATIOTELTIPLX TOVG KAl KATA
ouveETEl dAAx evatoBnta dedopéva mov Katéxouvv. Emopévwg, yx v emitevdn twv
otoxwv NG 1 red team xpnoluomolel penetration testing, social engineering, aAA& kot
QPNVETAL VA KATAPUVYEL GE OTIOLOSNTIOTE GAAO EVPAVTAGTO TPOTO KPIVEL ATIAPALTNTO YL

VO OTIACEL TIG AUUVEG KOL VX KATAPEPEL VA SLELGSVOEL GTOV 0PYAVLIOUO.

2.3.1 MITRE ATT&CK

To MITRE ATT&CK eivatr pa Bdon yvwotwv €MBETIKOV TAKTIKWY, TEXVIKWV Kal
Stadikaowwv (tactics, techniques, procedures - TTPs), mov ta&ivopovvtat pe fdon v
mAat@opua (m.x. Linux, Office 365) kat to okomo toug (m.x. Reconnaissance, Privilege
escalation, Exfiltration). H taktikn meptypd@etal wg 1o «ylati» mpofalvel KATOLOG €
auTy TNV €miBeon, 1 TEXVIKN €lval TO «TTWG» VAOTOLELTAL 1) TAKTIKY KOl UTOPEL Vo
TEPAUPAVEL KAl TILO AETTOUEPEIS VUTO-TEXVIKEG, &vw 1 Sladikaocia eivat n
OUYKEKPLUEVOTIO(NOT) TWV TAKTIKWY UE EpyaAeia Katl pnxaviopoVs. ['a kabe éva amo autd
TEPLYPAPETAL O TPOTOG TOV €XEL XpnollomomBel, Tws pmopel va aviyveuvbel kat va
meploplotel. H Bdomn pmopel va ypnowomomBel ywx v evnuépwon, oAAd Kol ™

Snuovpyla MAGvwv emiBeon amo TI§ KOKKLVES ouades [12].

2.3.2 MITRE CVE

EmumA¢ov, o opyaviopudés MITRE Swatnpel to mpoypappa Common Vulnerabilities and
Exposures (CVE) [13], omouv kataypd@ovrtal e TUTOTOMUEVO TPOTO OAEG Ol
SNUOCLOTIOMMEVEG EVTIADELEG TIOU €VTOTIL(OVTAL GE VAIKO Kol AOYloUkO SebBvwg Ot
eyypaes CVE tpo@odotovvtal oe dAdeg faoelg, 0Twg eivat n U.S National Vulnerability
Database (NVD), 6mouv avtiotolxi{ovtal pe TEPLOCOTEPEG AETITOUEPELEG KAL UETPLKES,
omwg eival N Babuporoyia amd 0 péxpt 10 pe Bdon to Common Vulnerability Scoring

System (CVSS), mov dnAwvel to emimedo kwvdvvou tng kabe evmdbelag, pe to 10 va
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onuaivel tnv vMAGTePN emikivduvotnta. H fdom aut xpnopomoLeital Katd KOpov amo
TA TPoypappata odpwong svmabewwv (vulnerability scanners) mov evtomifouv To
EMMNPEACUEVO VALKO KAl AOYIOUIKO O0TO oVoTnUa Tov eEeTdlouv Kol eu@avifouv Tig

advvapieg T omoleg Ba UTTOPOVCE VA EKUETAAAEVTEL VUG ETITIOEUEVOG.

2.3.3 Red Team Toolkit

['a Ta cyber range meplBaAlovta OV AGXOAOVUACTE, B EGTIACOVE O EPYUAELX TTOV
éxouvv avamtuxBel ywx penetration testing. ITnv ayopd KukA0@OPOUV QpPKETA
TPOYPAUUATA TIOV £XOVV AVATITUXOEL Yl TO OKOTIO aUTO, AAAd Ba emikevTpwBouue o€
AOYIOUIKA avolyToV KWK, Ta oTola B pumopolv va evowpatwBovv ot1o S1kd poag
Aoylopiko. TpoimdBeon ylo QuTod KAl TNV €MITEVEN NG EMOUVUNTIG AUTOUATOTIOMONG
elval 1 IKAVOTNTA Vo EKTEAEGTOVV XWPIG TNV avayKn SLla8paong e TO XP|OTN, LETA TOV

KABOPLOUO TWV APYLKWV TIAPAUETPWV.

theHarvester
Epyadeio ovAdoyng mAnpo@oplwv. Epgavifet mAnpo@opieg yia to domain, emails,
ovopata epyalopévwy, banners k.o amd SnuocoleEG TNYEG PE TN XPNON TOAAATAWV

unxovawv avalntnong [14].

SpiderFoot

AMo éva gpyaleio yla Tn @Aomn Tou reconnaissance. ETikowwvel e meplocoTeEPEG ATO
100 Onuooileg TMyéS MANpo@oplwv yia va ovAAéEel IPs, domains, SievBivoelg
NAekTpoVIKOU Tayxudpopeiov, av autég €xouvv Kataypoagel oe Aloteg mapafioong
(HavelBeenPwned) kAm. Elvat ypaupévo o€ Python kat StatiBetat yia Windows, macOS
kat Linux cvotquata. Amo v ékdoon 3.0 pmopel va eKTEAECTEl ATOKAELOTIKA OTN
YPAUUT) EVTOA®WYV, XWPIG TNV EKKIVOT EEVUTINPETN T TTOV 1) TAV TIPOTYOUUEVWS ATTAPALTNTY

[15].

Nmap

To dvopa tov eivat cuvtopoypaia yia to Network Mapper. Zekivnoe wg port scanner,
aAAG AoV elval TANPNG oapwTiG SIKTVOV. ZTEAVEL TTAKETA 0TO SIKTUVO Kol avaAVOVTAG
TIS ATMAVTNOEL IOV AAUPAVEL, €VTOTIL(EL TIG CUVEESEPEVEG OUOKEVEG, TA AELTOUPYLIKA

OUOTNHATA IOV TPEXOLV, TIG AVOLYTESG BVPES KAL TIG UTINPECIESG IOV EKTEAOVVTAL OE QUTES.
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EmumpooBeta, pe to scripting engine mouv SwaBetel pmopel va eAEyEel ylx yVWOTESG
EVTIAOELEG, UEXPL KL VA TIG EKUETAAAEVTEL, OTIWG Yla Ttapadetypa va mpoflel oe SQL
Injection o€ avorytn BUpa MySQL. AlatiBevtal ek§OCELS Yia OAX Ta SNUO@PIAN AELTOVPY LKA

OUOTHHATAL.

John the Ripper

Epyaieio avaktnong/omacipatos kwdikwyv offline, Soopévov evog hash. Ymootnpilet
Staopoug TuToug katakeppatiopov (hashing), 6Ttwg eivat ot MD5, DES, SHA kAT, Toug
omoiovg avayvwpilel Kot autopata. AEXeTal Kavoveg Yl To HOTiBo kal To peyebog Twv
KWOLKWV WOTE va Tteploplotel  avalntnon kat meptlapfdvel modes avalntnong, 6TwS

elvat to brute-force 1 1 avadntnon pe Ae§ikd (dictionary).

HashCat

AAo éva epyadeio avakTnong kwdikwy, emiong yia offline xprjon. lleprapfavet Stdpopa
modes ekTéAeon, OTwg brute-force, dictionary, mask 1) rule-based attacks. Xpnowomotel
NV KAPTA YPAPIKWOV YIA VA PELWOEL TOV ATALTOVHEVO XPOVo avalntnong. Ymootnpilet

Tavw amd 350 adyopiBpoug, avapeoa toug ot SHA1-2-3, Kerberos, RAR kAT

THC Hydra

XpnowoTmoteital yix to omaoctpo log-in kwdikwv oto Stadiktvo (online). Ymootnpilet
Staopa mMPpwTOKoAAa, 6Ttws HTTP(S)-FORM-POST, FTP, SSH, RDP kAm. Eivat moAv
yp1yopo otig brute-force emiBeoels kat otig embeoelg pe faon Aedika 1} rainbow tables.
Eivat St1aB€01p0 0 OAQ TA YVWOTA AELTOUPYIKA CUOTHHATA KL UTIOPEL VO EKTEAECTEL 0T

VPO EVTOA®V 1 UE YPAPIKO TLEPLBAAAOV.

Metasploit

Avap@ifoda to OSnuo@uréotepo framework yia penetration testing. Mmopel va
xpnowomomBel yix e@apuoyeg, SiKtua Kot eEuTNPeTNTEG. YTAPXEL | Swpedv ekdoxm
Framework, aAAd kot 1 epmopikn) Pro ekSoxm kat pmopel va eykatactabel 6e cuoTHHATA
Windows kat Linux. AtaBetel ypa@ikd meptBaAiov, aAdd SUvatal va eKTeEAeoTEL Kal amod
™ ypauun evrtoAwv msfconsole. Mmopel va xpnowwomomBel ywa password cracking,
vulnerability scanning, network enumeration, yéveon kwdika (payload) mouv pmopel va
EKTEAEOTEL 0TO EMITUYX WG TTapafLacEVO cVOTNUA, EKTEAEOT] TOU exploit (expeTdAAevon
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™G eumtabelag), aAAa kat post-exploit Asettovpyieg. Tapéxel peydAn ykapa amd exploits
kal pe ta modules Tov SlaBETEL, EVOWUATWVEL KAl AElTOLPYieg amd AAAa epyadeia.

EmumA€ov, pmopel va evioxvBel pe custom-made exploits.

Atomic Red Team

Eivat pa ovAdoyn amo scripts mouv avtiotolyovv oe otolela TG Baong touv MITRE
ATT&CK [16]. [Tepapfavel mAnBwpa scripts yia Sia@opa AELITOVPYIKA CUOTUATA,
TPOYPAUUATH KL VTINPEDiEG. MTopel KAVEIG VO EKTEAETEL TA SCIipts AVTLYPAPOVTAG TOV
KWOLKA 1] va XP1OLLOTIOMOEL KATIOL0 EpyaAEio, 0Ttwg To Invoke-AtomicRedTeam [17] ywx

to Powershell twv Windows.

Nikto

Open-source epyaAelo Tov eISIKEVETAL TNV VAl TNON EVTAOELWY OE LOTOCEALSEG Kol
epapuoyés  Sadiktvov. Evrtomilel o@dApata ot pUBUION Twv  €EUTINPETNTWY,
avayvwp el TNV TAVTOTNTA TOUS KAl BPploKEL AP ALWUEVEG 1] TIPOPANUATIKES EKSOTELS
Tov AoylopikoV Tovug. Elvatl ypappévo otn scripting ylwooa PERL kot ekteAeital amd ™
ypappn evtoAwv. Ot ava@opeg ToL PTOPOUV Vo eival 0€ SLAPOPES LOPYPES, OTIWG ATIAO
kelpevo, HTTP 13 CSV. Aev eivau stealthy tool kat pmopel va aviyvevBel amd cuotuata

IPS/IDS [18].

sqlmap

Avtopatototel TNV avaltnon kat ekpetaArevon twv SQL injection flaws oe éva gvpog
oLvoTNUATWV Slayelplong Baoewv dedopevwy, OTwg eivat  MySQL, PostgreSQL, MariaDB
kat Microsoft SQL Server. Etvat ypappévo oe Python, omote pmopel va ekteAeotel ot
YPOAUUY EVTOAWYV, AV KAl QVAAOYX HE TNV €VTOAN umopel va xpelaotel Stddpaom Pe TO
xpnotn. Mmopel va yxpnowomowmBel ywx fingerprinting, €0peon KwdKWV XpPNOTWYV,

UTIOKAOTY) SeS0UEVWY 1) akOpa Kal apyelwv amd to cvotnpa [19].

Exploit Database

ZuAoyn amo dnuoocia exploits, Tov cuvinpeitat amd v kowotnta tov Offensive
Security. Mmopel kaveis va avalntnoel evmtadeleg pe faon tmv mAat@opua, to CVE id kat
AAAEG AEEELG KAELSLA KoL va BpeL avTioTolXo KWSIKA KEAVPOUG Tov TIS amodeikviel. H
amodelen avtn Ba pmopovoe va XPNOLUOTIOMOEL Yia EVTOTILOUO 1) KL EKUETAAAEVOT TNG
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evmabelag avaroya. Exet Snuovpyndel kat epyaieio avalnmong, to SearchSploit, To

omolo pmopel va ekteAeoTel oTn Ypoapun evtoAwy [20].

OWASP ZAP

Awpedv epyadelo yla penetration testing oe web epapuoyés. To Zed Attack Proxy elvat
Stabéoo ywr 6Aa TA YVWOTA AelToupylKa ovotnuata. [lapéxetal pe ypa@iko
TeEPPAAAOV, OAAQ YA TNV ATTAOVGTEPT) XPNIOT TOU Umopel va kAnOel kat amd tn ypopun
evtoAwv. MapepfdAietal peTadd TOU UAAOUETPNTH KL TOU EEUTNPETNTI], OVTWS WOTE
va AapAaver 1 Kal va TPOTIOTIOLEL TAL TIAKETA TTIOV AVTOXAAKCCOVTAL HETAEY TOUG KAL VO
agloAoyel TI§ amavtnoelg Tou server. AtaBétel Aettovpyia Safe mode, katd TV omola Sev
ekteAoUvTal Asttovpyleg mov pmopel va PBAdPouvv Tto oVotnua. Ymdpyel emiong
marketplace pe emmpdoBeta addons ywx v adinom TwV AELTOLPYLWV TOU
mpoypappatog. TELog, Exel Eekvnoel o TpooTdBeLa Yia v PTTopEl va xpnotpomomBel To
epyaieio og Sladikaoieg avtopatomoinomng, pe tnv avamntuén tov Automation Framework
addon, 6mov pmopei va puBuiotel to ZAP péow YAML file ko va ektedeotel pe TnVv emidoyn

-autorun amo TN YpAUUn evroAwv [21].

MHDDOS

Epyaieio mov avamtuxOnke ywax v ektédeon embéoewv Denial-of-Service kat emi Tov
TapOVTOG pmopel va To Tpdéel pe 56 Sla@opeTikos TPOTOVG. OL EMBECELS TOV PUTTOPEL VI
yivouv oto emimedo 4 - Transport, xpnotpomolwvtag yia mapadetypa TCP/UDP flooding
N ™ OSnuovpyla ovvdEcEwY TOU TAPAUEVOUV YL WPA OVOLXTEG, 1) UTOPOUV Vo
mpaypatomowmnBolv oto eminedo 7 - Application tov OSI Model, pe T xpnjon HTTP
methods 1) ekpetaAdevdpevo cookies. Etvat avoiytov kwdika, vAomompévo og Python kat

umopet va AnOet kat eykataotabel amo to GitHub [22].

2.4 XxeTikécg 'Epevveg

To 2013, to AvotpaAlavo Tunua Apvvag dnpocievoe pla peAétn [22], 6Tou Kataypd@el
kal Katnyoplomolel Stk@opa Cyber ranges pe don tnv vAOTOMNOT TOUG KXl KATOANYEL
O0TO CUUTEPACHA OTL OL EE0UOLWTEG UTTOPOVV VA TIPOCPEPOLV TIEPLBAAAOVTA TTANCLECTEP
0TI TPAYUATIKA, EVW Ol TIPOCOUOLWTEG PE ALYOTEPO KOOTOG TAPEXOLV gveALEin Kal

TEPLOCOTEPES SUVATOTNTEG KALLAKWONG.
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Ot Yamin k.a. tpofaivouv o€ cuoTnuatikn peAetn s BiBAloypapiag kat ta&vopolv
cyber ranges BacloUEVOL GTNV APYLTEKTOVIKY], TA CEVAPLA KAl AAAEG SUVATOTNTES, OTIWG
elval To teaming, n emifAedm koL  Slayelplomn. Zuumepaivouy OTL VTTAPYEL AVAYKN YA

LOVTEAOTIOMOT TNG CUUTIEPLPOPAS TWV OUASwV [23].

H cloud-based mAat@opua KYPO, amd tnv opada ac@dAelag Tov Tavemiotniov Masaryk
™¢ Toeylag, mapéxel eveAl§ia Kol EMEKTAGIUOTNTA Yl TNV TIPOCOUOIWON SIKTVWV KoL
OUOTNUATWV LLE TN XP1ioN components. XpNOLHLOTIOLELTAL YLIA ETILLOPPWOT] QOLTNTWV Kol
exmaidevon emayyeApatiwv. Ilepapfdvel Siemarn xpnotn vy emifAsym kot
avaTPo@odOTNoT 0 TMPAYUATIKO Xpovo [7], [24]. AwxtiBetal wg AOYIOUIKO avoLXTOU

KWK kal Bacietal otnv mAat@opua vépoug OpenStack.

To DETERLab avamtuxBnke amod to mavemiotipio tg Notiag KapoAivag pe k0plo otoxo
NV €PEVVA KAl EKTIAISEVOT OTOV TOUEQ TG ACPAAELAG TIANPOPOPLAKWY CUCTIUATWV.
Baoiletal oto Aoylopkd Emulab kat mpoo@épel petatd dAAwv tn yéveon KukAoopiag
oto Oixtvo, epyadeia emifAedmg, kabBws kot SuvatdTNTA OLVEPyAoiag HE AAAQ

mepBarrovta mov tpéxovv pe Emulab [25].

Ta dSnuodoia mavemiot)pia Tov Michigan Statnpovv éva amod ta mALov kablepwpéva cyber
ranges G akadNUaiknG kowotntag, to Merit Network. Méoa amd Ta €KOVIKA
mepBdArovta Alphaville kat Griffinville, Sivetat n SuvatotTnTa 0TOUG EKTTALSEVOUEVOUG

Vo EEXOKNO0VV TIG LKAVOTNTESG TOUG 0TO cybersecurity [26].

[Ipoo@datws, o Evpwmaikog Opyaviopos KuBepvoaopareiag (ECSO), dnpooievoe éva
Eyypa@o [27] 1e 0KOTO va TIAPEXEL YEVIKOTEPT YVWOT) Yl T cyber ranges, T xpnomn kot
TIG TEXVOAOYIEG TOUG. AvadelkvieL TIG AVAYKEG IOV UTIAPXOLVV, AQVAAOYX LLE TO OKOTO
xpnong twv mepBaArovTwy cyber range kat TIG emBLUNTEG SuvaTOTNTEG O0E KAOE
TEPIMTWON. AVAUESA TOUG EIVAL T AUTOUATOTIOMOT) TWV ETMOEGEWV TNG KOKKIVTG OUASAG,
N omola eMITPEMEL TNV eKMAiSeLOTN KAl TPOETOUACio TNG UTAE OpAdAG YwPlS va
XPELAeTaL N EUTAOKT Opddag emiBeons. H avutopatomonom autr) HELWVEL TO KOGTOG Kol
eCadelpel v eEapTnon TS EKBAONS TWV AOKICEWV ATIO TIG TTPOCWTILKES IKAVOTNTES TWV
QATOUWV OV TNV amoTeA0VV. [1pog emiTeLEN TNG AUTOUATOTIOMOTNG AV TG, KUPLX TEXVIKN
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IOV XPNOLUOTIOLE(TAL Elval 1) Snpovpyla Ypa@wv. O cwoTOG oXESIATHOG KoL 1] SUVOULKNY

Y£VEOT] TOUG, OPWG, TIAPAUEVEL AVOLXTO (T,

Ot Ugur k.a. mapovotalovy kal cuykpivouv duo pedodoug dnuovpyiag ypaewv. H mpwty
Tpocéyylon Baciletal oe Kavoveg, evw ot SeUTePT HEBOSO EVOWUATWVETAL PNXOVIKN
nadnon. Xpnowomoleital n faon evmabeiwv NVD, yia va kaBoplotov oL TpoUmobEcelg
Kal Ta amoTeAéopata kabe mBavng emiBeons. Adyw EAAelmG TUTTOTIOMUEVNG YAWOOXS
OTNV TEEPLY PPN EVTIADELWV, XPELACTNKE APKETT XELPWVAKTLIKI Epyacia Yo TV e§aywyn

Kavovwv [28].

To cyber range CRATE [29], mou €xeL avamtuxBel and to Swedish Defense Research
Agency, xpnowpomolel to egpyaieio SVED [30] to omolo mapéxel otoug xpnoteg
Suvatotnta Snpovpylag ypdewv emiBeong Kat TG eKTEAECNG TOUG HEOW TPITWV
TPOYPAUUATWY, OTIWG elval To OpenVAS kat to Metasploit. Asv mapéxetat n SuvatoTnTa

Suvapkns dnuovpylag ypapwv emiBeong.

To CALDERA [31] emikevipwveTtal otnVv efopoiwon emBEécewv OV YivovTal HETA TNV
ETLTUYNUEVN ELGLBOAN o€ éva cuoTNnpa. MeTd amo kabe emiBeon yivetal avatpo@odotnon
™G PAONG YVWOEWV [E TO ATOTEAECUA, OUTWS WOTE VA XPNOLUOTIOMOEL yla TV €miAoyn
TOV €MOpEVOV Bruatog Tov Ba akoAovOnBel amd Tov elkovikd eloforéa. H peyadtepn
TPOKANON Y& TOUG SNULOVPYOUE EVALT) ETIIAOYT TOU KAAVTEPOL BUATOS YlX TNV EMITEVEN

TOV 0TOXOV TOL K&Be oevapiov.

Ot Enoch k.a. mapovoialovv to HARMer framework [32] ywx v autopatomoinom
EMOECEWVY KAl OKOTEVOUV OTNV EUPECT] TOU EMOUEVOU B1UATOG OE TIPAYUATIKO XPOVO,
oUTWG WOTE va VToAoylouv Kal TIG Spdoelg TNnG UmAe opadag, Kabwg kal Ta
QATMOTEAECUATH TWV TPONYOUHEVWY Bnudtwv. Aapfdvovtag vmoym 11 SuokoAla
KALLAKWONG TWV YPAP®V KAl SEVIPWV €TMIOEOTG, XPTOLLOTIOLOVV TO LEPAPXIKO LOVTEAO
dVo emmédwv HARM [33] ywax ™) ANYm twv amo@acewv tous. H Sadikacio mov
akoAovBovv amoteAeital amd Téooepa Puata. XTo MPWTO Prua yivetalr cuvAioyn
TIAT|POPOPLWV Yl TO SIKTLO Kal TI§ EVTIAOELEG PEow epyaAeiwVy 1] aTEVOElAG ATIO TOUG
Slaxelploteg. Xto Sevtepo Pripa péow tov HARM, xpnoplomolovvTal ol TANPo@opIies amo
To TponyoLuevo Brpa ya va Snpovpynbovv oAda ta mOava povomatia emiBeong kat
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yivetat a&loAdynor) Toug pe Baon HETPIKEG OTIWG Elval TO pioko, N TBavoTNTA EMITUYXIAG
KATL. AkoAovBel 1 @daomn ¢ oxediaong g emiBeong pe TIC TMPAEELS IOV TIPETEL VA
akoAovBnBovv kal 6To TeEAeutaio Bripa yivetat 1 ektédeon ¢ emiBeong pe Metasploit.
Meta amd kabe emibBeon vmapxel avatpo@odoTtnomn, oVTWG WOTE va eEaAelpOHovv
HoVOoTIATIx TIov olyovpa Ba elval avemituyn pe Baon 1o amotédeopa. H emAoyn tou
EMOUEVOL Priuatog BacileTal oTIS PETPLKES TTOU amodidovtal e kKABe POVOTIATL, TOU
utmopel va elvat HePoVwUEVES 1) GUVOETEG KaL EEAPTATAL ATIO TN YVWOT] IOV VTTOOETOVE
OTL KATEXEL 0 EMTIOEUEVOG YIX TO SIKTVO IOV UTIOPEL va elval A PNG 1 pepLkr). Mepikég
UETPLIKEG TIOU XPNOLUOTIOLOVVTAL VAL TO OGUVTOUOTEPO HOVOTATL 1| GOBApPOTNTA TNG
evmabelag Baon touv CVSS, to KOOTOG TNG emiBeong kat to kEPSog mov Ba €xeL o
EMITIOEUEVOG ATTO TNV EKUETAAAEVOT TNG EVTIAOELAG. AOKIUEG TOV EPYAAELOV Eylvay o€

ELKOVIKA STV TTOL SMpovpynBnKav oto Amazon Web Services.

To Trogdor xapaktnpiletat wg €va mission-centric cVCTNUA AUTOHATOTOMONG NG
KOKKIVNG Opadag. XToxeVel 6TV VTTOOTHPLEN AMMUPNG amo@Acewy Yo T Bwpdxion Tov
0pYQVIOHOU QTEVAVTL OTIG KUPBEPVOETIOECELS, ATOTUTIWVOVTAG TNV EMSpacn Twv
eVTaBelWV OTOUG KpIoWoug TOPOVG TOU ouoTHHatoS. [lapayel kalt Toapovotdlel
OTITIKOTIONUEVA LOVOTIATIX €TiBEOTG, TTPORaivovTag 6 QUTOUATN AVAAVOT YVWOTWV
EVTIAOELWV KAl KPIOHWV KOUBWV, XPTCLLOTIOLWVTAS OVTOTNTESG Yl TNV TIEPLYPAPT] TOU
mepBaArovtog. Me Texvn T vonUooUvn YIveTal agloAdynon Twv KvoUVWV Kol TEXVIKEG

visual analytic e@appdélovtal yia TV Tapouciaon TwV ATOTEAECUATWV OTOUG

ELPAVIOLEVOUG YPAPOUG.

To Cyber Automated Red Team Tool (CARTT) oxedidotnke wg éva eda@pl Kol opntod
EPYOAEL0 YLO TNV aQvayvwpLon KAl EKTIUNGOT TWV EVTTABELWY 0€ CUOTHHATA TIOV SEV gival
ouvvdedepéva oto Swadiktvo. Xpnowwomolel To Metasploit Framework xat mo
OUYKEKPLUEVA TO evowpatwpevo module tov OpenVAS yia tnv avalntnon evmadelwv.
[Tapéxel éva amAo ypa@ko meplBdAiov ypappévo o Python kat ot Aettovpyieg Tou eival
To host discovery e ping scan, OS discovery pe NMAP 1 pOf kat vulnerability scanning.

Ta amoteAéopata e§ayovtal o avaopa [34].

To SPIDER cyber range efelSikeVeTtal O0TOV TOUEQ TWV TNAETIKOVWVIOV KAl TNV
texvoroyia 5G. AmevBUveTal o€ eSIKEVUEVA, AAAG KL AVELSIKELTA ATOUQ, EKTIALSEVOVTAG
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Ta p€ow TaLyVidoToinong eite yla eviuépwaon Kal SLEVPLVOT TWV YVWOEWY TOUG OTIS
Texvoloyieg 5G, elte ywr ™V avATTUEN EMAYYEAUATIKWV OeElOTNTWY AOQAAELNG.
[TeplapPavel ) povada Continuous Risk Assessment Engine, mov vmtoAoyilel tnv €ékBeom
™G eEOUOLWUEVNG VTTOSOUNG o€ BESOUEVO GEVAPLO, OKOTIEVOVTAG OTOV EMNPEACHO OTN
AMUYM amo@Acewv. ALABETEL ETOUA GEVAPLA KL ETILTPETIEL TN XPNION EPYOAElWV TIOV Sev
TPOUTIAPXOLVV otV TAAT@Opua. ‘Exel, emiong, T SuvatoTTA QUTOUATNG TAPAYWYNS
QUUVTIKWV KoL EMOETIKWV SPACTNPLOTHTWY [E TN HOPPY] KUKAO@OpIlag SikTvov uéow
TEYVNTNG VONILOOVVNG KAl UNYaVIKNG naBnong. Xto dashboard pmopel kaveis va St tnv
TP6odo Twv acknoewv, T BabpoAoyia kal Ta PloKA, EVW VTIAPYXOUV KL TIEPLOPLOUEV

views mov StatiBevtal ota péAN Twv Staywvilopevwy opddwv [11] [35].

Epumopika cyber ranges pe SLa@opomonpuéveg SUVATOTNTEG XPTCLLOTIOLOVVTAL KUPIWG yLa
KATAPTLOT ETTAYYEALATIOV KUBEPVOXACPAAELAG 1] ATIO ISLWTIKEG ETALPIEG YL EAEYXO TWV
OUOTNUATWV TOVG. MePIKE Ao Ta YVWPIoHATA TOUG ElVAL 1] GUVEXNG EVIILEPWOT] VLA VEEG
EVTIAOELEG, TIPOOOUOIWOT) TIPAYUATIKNG Kivnong oto SikTuo, autopatomoinon embécewv
™G KOKKIVNG opadag, aAAG Kot emiBAePn HECW OTITIKOTIOMONG GE TIPAYUATIKO XpOVo. Mia
OUYKPLTIKT] UEAETT) TWV TAPOXWV VPLOTAUEVWVY cyber ranges yivetat amo tov Chaskos

[36].

TéAog, N EMAewn TOpwV, KABWG KAl 1 LEYAAN Sla@opoToinon oTig SuvatoTNTES TWV
VTIAPXOVTWYV cyber ranges dnulovpyel TNV avaykn cvvepyaoiag petaty Tous. Mia Tétola
oLVON KT EVVOEL TN YPNYOPOTEPT AVATITUEN TOU TOHEQ KAL TN PEAALOTIKOTEPT TIPOCEYYLON
TV CLVONKWOV TOV TPAYUATIKOV KOGHoV. [Ipog autr) TV katevBuvon kivovvtat ta Cyber
Ranges Federation Project touv Evpwmaikov Opyaviopolv Apvvag (EDA) ywx T
ovvepyaoia tTwv €Bvikwv cyber ranges evpwmaikwv xwpwv [37] kat To, emiong

evpwmaiko, ECHO Project [38].

Zuykekppéva, ota mAaiola tov ECHO €xet avamtuyxBel to ECHO Federated Cyber Range,
éva marketplace mov @uUodoel va Aertoupynoel wg evlldpesog yla T Snuovpyla
oevapiwv mou Ba xpnolwomolovy TAUTOXpova cyber ranges amd SLH@OPETIKOVG
Tapoxovs. Méow plag SladikTuaknG TOANG TIPoo@EPEL TpoKABopLOPEVA cevapla M
EMITPETMEL TN SATPAYHATEVON YlX TNV E€VPECT TWV KATAAANAWV AVCEWV yla TIS
aval{ntoVpeves vmmpeoies [39].
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Ke@aiawo 3
3 MeOodoAoyila

['a v avamtuin Aoylopikol vTtdpxouvv Std@opes peBodoAoyleg, oL oToieg TpoTEIVOUV
OUYKEKPLUEVA OTASIX TIOU TIPETEL VA aKOAouONBoUV yla KaAUTEPO OYeESLHOUO Kal
QATOTEAECUATIKOTEPT Slaxeiplon NG Sadikaciag. Ot peBodoroyieg avteg opifovv otV
ovala Tov KUKAO {wNG TOU AOYLOULIKOU KL 1] ETMAOYT TNG KATAAANAOTEPNG EEXPTATAL ATIO
SLAPOpPEG TAPAUETPOUG, OTIWG elval To €l80G Tov £pyou Kal To PEYEBOG Tov, 1 ouada Tov

Ba CLUUPETEXEL TO KOOTOG KL 0 SlaB€a1og xpovog.

3.1 MovtéAdo Katappaktn

To povtédo Katappaxktn (Waterfall) amoteAelt v moAaidtepn pebodoroyia kat
amodidetal otov Winston W. Royce ywax t dnuocievon tov to 1970 [40]. [Teptlapfdvel
T otadla Tou KaBoplopol amaltioewy, avdAvong, oxeSlaopoy TOu CUOTHHATOG,
vAomomong, eAgyxouv Kat cuvtipnong. Ta otadia eKTEAOVVTAL CEIPLAKA, TIPOXWPWVTAG
OTO EMOUEVO UOVO APOTOU OAOKANpwOel To Tponyovuevo Pripa kat £xel TeKunplwOel
TANPWS o€ €yypa@a. O AKAUTTOG aUTOG SLAUEPLOUOG TO KABLOTA aKATAAANAO YA €pya
ot omola avapévovtal Tpomomooels. Emopuévwg, Ba pumopovioe va xpnoipomownOel

ETILITUX WG O€ UIKPA £PYQA PE TIOAD KAAX KAOOPLOUEVES ATIALTIOELG.

Analysis

Implementation

Verification

Maintenance
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3.2 EvéAiktec M£0Bodol

Ot Evédikteg MéBodol (Agile) otoyxevouvv otnv KaAUTEPN SLaXelpLlon TWV TPOTIOTOMCEWV
TOU oLVIOWG TPOKVUTTOUV KATA TNV oVATTUEN €VOG €PYyOU KAl OTN YPNYOPOTEPN
TapAdoom Kata PePT, avti oAOKANpoL Tou £pyov ot ANén tng mpobeopiag. Baoilovtat
0€ OUVTOMOUG EMAVOANTITIKOUG Kal auénTtikoVs kUkAovg (iterative and incremental),
O0TOUG 0Tol0UG TapadiSovtal TUNUATA TOU AOYLOULKOU, UE QATMOTEAECUQA TNV QUEOT
avVaTPO@POSOTNOT ATO TOUG XPTIOTES KUl EVKOAOTEPT TIPOCAPLLOY.

Mepikég amo Tig o yvwoteg Evédikteg MeBodovug etvar ot SCRUM, Lean, Feature Driven
Development (FDD), eXtreme Programming (XP) kat Adaptive Software Development

(ASD). [lapatiBevtal o K&Tw V0 ATO AVUTES.

3.2.1 SCRUM

H peBodoroyia SCRUM Bewpel t Sadikacia avATTUENG CLUOTNUATWY ATPOBAETTN Kol
TepIMAOKN Kol amodExeTaL OTL Eva €pyo Sev pmopel va 0ploTel TANPWG atd TNV apxy, LE
TIG TPOTOTOW|0EL O0TO TAGvo va elval avamogesvkteg [41]. To mpwto otddlo
mepAapfavel v mpoobNKn vmo-epyaciwv oto Backlog, amd to omolo apydtepa Oa
EMAEYOVV QUTEG [E TN UEYXAVTEPN TIPOTEPALOTNTA YIX VAOTIONON O0TO EMOUEVO GTASLO.
AkodovBel n emavoAnTTiK @Aon Twv Sprints Tov Stapkovv cuvnBws 2-4 £BSouddeg,
KATA TNV omola yivetal avaAvor, oxediaon, avamtuln, EAeyX0G KAl TEKUNPLWOT TWV
eEMAeYUEVWVY epyactwv. To Sprint kAeivel pe a&loAdynom g TPooSov KAl TV TPocHNK
VEwV gpyactwv oto Backlog, av xpeltaletal ‘Otav To €pyo kplBel £Topo Tpog apadoon,
yivetar petafoaocn oT1o TEAKO OTASLO, OTIOU EKTEAEITAL O EAEYXOG EVOWUATWONG,
dnuovpyeital o 08nNyog xpnon, Yivetal ekmaidevomn xpnotwy Kal 0,TL GAA0 xpelaleTal yia

™V Kawvoupla €kSooT Tou A0YLoULKOV.

To SCRUM eivar amd tig mAéov Stadedopéveg pe@odoAoyieg avaATTLENG AOYLOUIKOU KAl Yl
aUTO TO AGYO0 UTIAPYOUV APKETA epyaAela TTOV oTOXEVOLY 0N BonBela TwV opddwy yLa
™v vAomoinomn ¢ Mepwkd mapadetypata eival ta Azure Boards [42], JIRA [43] kot Trello

[44].

3.2.2 Feature Driven Development
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Amotedeital amd MEVTE OTASLA, [LE TO TIPWTO VA EIVAL 1) AVATITUEN EVOG YEVIKOU HOVTEAOV
oTNV apyn Tov €pyov. Me Bdaomn autd, oTnVv emMOUeVN @Aon Snulovpyeital pa Alota
xapaktnplotikwy (features). To kKGBe xapAKTNPLOTIKO TPETEL VA EIVAL APKETA UIKPO OE
Heyebog ylx va pmopel va vAomomBel oe Staotnua to moAL dvo efSopddwv. LTo Tpito
OTAS10 ETOHALETAL TO TTAGVO AVATITUENG YL ETTIAEYHEVA XAPAKTNPLOTIKA aTtO TN AloTa e
Baom tig potepatdTTeS. Ta SV0 TeEAevTAlX OTASIA ElVAL ETAVAANTITIKA KL ApOPOVV TO
oXeSLA0 IO KAL TNV KATAOKEVT] TWV ETUAEYUEVWOV XAPAKTNPLOTIKWOV 0T SLEpKELX TwV §V0
eBSopdadwv. AToteAoVV TO EVEALKTO HEPOG TOV LOVTEAOV, OTIOV YIVETAL 1) TIPOCAPLOYT| OE

TUXOV XAAQYEG KL 0TO TEAOG 1) TAPAS00T) LG VEAG EKG00MG TOV GUCTIULATOG.

3.2.3 Extreme Programming (XP)

AvamtoxBnke amd tov Kent Beck 1o 1996 kat dnpooiednke oto BiAio tov “Extreme
Programming Explained” to 1999, evw 1 8eUtepn €kdoom kukAo@opnoe to 2004.
Baoiletal 0TI TIEVTE APXES:

1. Emwowwvia: Metadl Twv peAwv g opddag, dAA& Kol L TOUG TTEARTES.

2. AmAdTTa: ZXeSLAONOG TOU CUOTNHHATOG 000 TO AMAG Kol EekdBapa yivetal
Amo@uyn oxeSlaopov ylo LEAAOVTIKEG AeLToVpYieg oV Sev £xouv {nTnOEl.

3. Avatpo@odotnon: Méow €Aéyxov TV HOVASWV TOU avamTUCoOVTAL A0 TNV
TPWTN WP, Me xpnomn test-driven development. Me ypnyopn mapddoon
AELTOVPYLWV OTOVUG TTEAATES, YLOt ALECT) AVATPOPOSOTNON Kol KaBoplopod mlavwv
ALY V.

4. Odappog: ZTn ANYPN AToPACEWVY YL AAAQYT] OTPATNYIKNG OTAV KATL SeV SOVAEVEL,
oTNV amodox1 NG avatpo@odoTnong OToLa KL av Elval, 0TO Vo AVCELS BEuaTta Tov
EMMNPEAJOVV TNV OpASa KAl 0€ OTIONTOTE GAAO TTPOKVPEL

5. ZeBaopog: Metadh 6AwV TwV EUTIAEKOUEVWV.

AmevBUvetal oe pKpEG opddes kat Sivel Wlaitepn BapunTa otV ouadikny epyaoia,
KABWG Kal TOV eVOEAEXT] EAEYXO TWV HOVASWV KAl TWV AELTOUPYLWV. LKOTIOG TOV €lval 1)
TAPAS001 TOU ATALTOVUEVOL AOYLOULKOU OTIWG TPETEL VA vl KoL 0TOV KabBoplopévo
Xpovo. Apxwd Snpovpyovvtal User stories [e TN AELITOUPYLIKOTNTA IOV ATALTEL O TLEAATNG
KOl TNV EKT{UNOMN TOU XpAVvou Tov VTTOAOYI{OUV OL TIPOYPAUUATIOTEG OTL XpELAloVTaL Yl
va vAoToBovv. X1 cuvexela Snuovpyeital to release plan pe Bdomn Tig TPOTEPALOTNTES
Tov TeAd TN Kat oxedialovtal ta iterations 1-3 efdopadwv, 6mov kaBopiletal Tt Ba yivel
0€ QUTO TO XPOVO.
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3.3 MeOodoAoyla llapovoac AratTpffnc

v mapovoa HeTATTUXLOKY Slatpn Sev akoAovBnBnke TIOTA KATOWX ATO TIS
uebodoAoyieg, Se50UEVOL OTL EPYAGTNKE LOVO Eval ATOWO PE TNV eTiBAedm ™G vTTELOBLYNG
KaONynTplag kot o xpovog epyaciag Ntav akabopiotos. [Mapoia avtda 1 Swadikacia
TIPOCOUOLALEL PUE TIG EVEAIKTEG PEBOSOUG, £XOVTAG APXIKA SlaYwPIoEL TO €PpY0 OE TPELS
UEYAAEG VTO-EPYACIEG/XAPAKTNPLOTIKA, TWV OTOIWV 0 AETMTOUEPNG OXESIAOUOG Kol
vAomoimomn €ywav oe @dacelg. T To kKABe XAPAKTNPLOTIKO XPELAOTNKE TEPALTEPW
SldoTaon 08 UIKPOTEPQ, TILO AETTOWUEPT] XAPAKTINPLOTIKA, 0 KABOPLOUOG TwV OTolwv
YWOTOV TPV TNV €VAOXOANON HE TN OULYKekpluevn epyacia. Ta tpla Paocwd
XAPAKTNPLOTIKA TOVU €PYOL TIOU avaTTUXONKE Yl TNV TapoVoa LETATITUXLOKT StaTpiLfn)

sivau

1. Tpa@ko mepBdAiov yia mapakoAovdnon Twv cevapiwv
2. Evpeon kat mpoypappatiotikn ektéAeon red team scripts.

3. AvtopartoTmoinon Twv scripts.

['la To ypa@ko epBaALov XpeldoTnKE 1) Snlovpyia TOAAATAWY 000ovwV pe Baon §00év
TPOTUTO, oUVdeon peE TOV efummpetnT kKat ™ PBdaon Sedopévwy, mMPooONKN TNg

Suvatotntag mpofoAng SeSouévwy 0e TPAYUATIKO XPOVO.

[Na ta scripts mponyndnke €peguva yia evpeomn ot BLpAoypa@ia kot To Stadiktuo, ot
oLVEXELX OXESLAOTNKE TO CUOTNUA TIOV B VTIOOTNPLLE TNV EKTEAEDT] TOUG HECH ATIO TO
UTIO aVATITUEN TIPOYPAUUA KL ETELTA KKOAOVON € 1) VAOTIOMOT) TOV CUGTIHHATOG U TOV. Ev
TEAEL, €YLVE TPOOHNKN AELTOVPYLWV GTO YPAPLKO TEPLBEALOV Y TN SUVATOTNTA EVTOATG

EKTEAEONG TWV SCript ATTO TOUG XP1)OTES.

['la v avtopatomoinon oxedlaotnke Kat SnulovpynOnke Eva cUGTNUA IOV VA ETILTPETEL
NV EKTEAEON TwV scripts elte o€ kaboplopévo xpovo eite ws avtidpaon o€ KATOLO
ovuBav. Térog, TpootéBnke 1 SuvatotnTa TPOROANG TWV TPOYPAUUATIOUEVWV

AELTOVPYLWV OTO YPAPLKO TIEPLBAAAOV.
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Kepaiaio 4
4 YAomoinon

H vAomoimomn tov cuotnuatios pag agopa v mAat@opua Cyber Range touv Avolktov
[Tavemompiov KOmpov, emopevwg €xel Snuovpynbel pe yvopova T cUPBaTtoTnTa LE TO

ev AOyw TepLBAAA0V KaL TN xprion 6€80UEVWY TTOV GUAAEYOVTAL OE QUTH.

4.1 Iepfaidrov

To ManagelQ eivat mAat@oppa avolktov kwdika amd tn Red Hat, mov ypnowomoteitat
ywx ™ Stayeipton vBpLdikwv TePIBAAOGVTWY TIAT|POPOPLKTG, TTOU UTTOPEL VX ATTOTEAOVVTAL
AT TEYVOAOYIEG OTIWG ELKOVIKA UNXOVIIILATA, SN|HOCLX UTTOAOYLOTIKA VEPT (public clouds)
1N containers [45]. To Cyber Range tou AvoiktoU [Tavemiotipiov KOmpov to xpnotpomotel
o€ cuvduaopd pe Tov tapoyo (provider) oVirt -emiong amd ) Red Hat- ywx tn dnpovpyla

ELKOVIKWV TEPPAAAOVTWV pE BACT TA CEVAPLA TWV AOKICEWV.

Zta pnyxavipata (hosts) TOU CUUMETEXYOUV OTH CEVAPLX €yKABIOTOVTAL TPAKTOPES
(agents) Wazuh, mov amookomoUv otov eVTOTIIONO CUUBAVTWY ac@aAsiag. AvtioToq,
0TI OLOKEVEG SikTVOV eykabioTavtal Suricata agents, Tov mapakoAovBolv Ta TAKETA
oV SlaKLvoLVTAL 0TO SIKTUO KAl HEoWw avAALOoNG evToTilovTal VTTOTITEG 1] KAKOBOUVAES
kwnoetg. ‘Odla ta ocvpfavta kataypda@ovtal and to cvotnua touv Cyber Range kat
XPNOLLOTOLOVVTAL Yl TNV OoVAAUOY TNG TOPElNG TwV AOKNOEWV, KABwG kal T

BabuoAoyia TwV CUPUETEXOVTWV.

H eapuoymn mov VAOTIONCAUE AVUUEVETAL VX AEITOVPYEL O€ EVA UMY AV LA LLE AELTOUPYLKO
ovotnua Linux mov Ba Bploketal og emikowvwvia pe TNV mMAat@oppa ManagelQ kat T
Bdom kataypa@ng SeSopévwy amod TO €KOVIKO TEPLBAAAOV, OUTWG WOTE VA AVTAEL
TANpo@opieg amd autd. [pdofaocn Ba €xeL 0 SlayEPLOTNG TWV AOKNOEWY, 0 0TIol0G Bt

umopel va mapakoAovBel oe ypa@iko mepBdAAov cupufAavta Tov CLUAAEyovVTAL ATIO T
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TPEXOVTA CEVAPLY, KABWE Kal va eEKTEAEL scripts emBEcewV TPOG GAAX UNXAVILATA OTO

Sixtvo.

4.2 Avadiktvakn E@apuoyn

0 gumnpetn TG avamtuxOnke o1 YAwooa mpoypappatiopoV Python, kaBwg elvat avty
IOV XPMOLHOTIOLELTAL 08 AAAQ TIpoypappata TG opddag Tou Cyber Range tou AIIK kat
emopévws Ba elvat mo e0KoAN 1 cuvtnpnon kot mlavy petetéAdn g H ékdoon g
Python mouv xpnowomomOnke eivat n 3.8.10. XpnowomowmOnke emiong to framework

Flask, éva and ta Snpo@réotepa frameworks yia Stadiktvakég e@appoyég o€ Python.

To ypagwkd mepfdArov viomombnke pe ™ BBAONKn React, emiong Slaitepa
SMuo@ng v ™ dnuovpyia Siemawv xpnotn kat to framework Material Ul, mov

TIPOCPEPEL L EVPELX YKAUA ETOLLWVY CUOTATIKWV (components).

4.2.1 Anuovpyia E@appoyng
H oavantudn g epappoyns £ywe oto Windows Subsystem for Linux, omou

xpnowomounke n Stavoun Ubuntu.

[Ipoamaltovueva:
1. Node.js & npm
H Node.js eival Javascript runtime environment yia ™ dnuovpyla kol EKTEAEON
SLASIKTLAK WY EQAPUOYWV LE SUVALKO TtepLlexOpevo. To npm xpnolpoToLeital yi
va €youvpe mpooPacn oto npm Software Registry, o6mouv Siapolpdlovrtal

BiBA0OKeG pe Javascript kwdika.

Eyxataotaon

$ sudo apt-get install -y nodejs
EmaAnBevon

$ node -v

$ npm -version
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2. Yarn
Awyeplomg makétwv (package manager) ywr ™ Node.js, mou Bonba ot
Slaxeiplon twv egaptoewv. XpNOLUOTOLEITAL VI EYKATAOTAON, NQAIPEST KAl
EVNUEPWOT TwV eEwTepk®WV PIBALOONKWOV TOL XPNOLUOTIOLOVVTAL ATO TNV

ePappoyn.

Eyxataotaon

$ npm install -global yarn

EmaAnBevon

$ yarn --version

3. Python & pip
H yAwooo mpoypappatiopov Python eival mposykateotnpévn ota meplocotepa

Aettovpyika cvothpata. To pip eivat o Sltayelplot)g TakETwy ywa tnv Python.

Evnuépwon eykatactaong python
$ sudo apt update

$ sudo apt -y upgrade

$ python3 -V

Eyxataotaon pip

$ sudo apt install -y python3-pip

Eyxataotaon emmAov epyadelwv ylax avamtuén epappoywv o€ Python:

$ sudo apt install -y build-essential libssl-dev libffi-dev python3-dev

4. MySQL database development files
Ma va pmopovpe va xpnowpomomjoovpe to MySQL oVotnua Siayelpiong
oxeolakwv Bacewv dedopevwv (RDBMS) mou Baciletatl otnv SQL, xpelalopaocte

To metapackage default-libmysqlclient-dev.

Eyxataotaon
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$ sudo apt-get install default-libmysqlclient-dev

H Baon 6edopévwv TPEMEL Vo €lval 0€ AELTOUPYIX KATA TNV €KTEAEOTN TOUL
TPOYPAUUATOG HAG, Yl Vo UTtopoVpE va AapBavoupe dedopéva. Mmopel va tebel
VO EVEPYOTIOLEITAL AUTOUATA KATA TNV EKKIVION TOU GUOTNUATOG 1] AAALWG TNV

EEKLVOULE XELPOKIVITA E TNV EVTOAT

$ sudo service mysq]l start

Metd TNV EYKATAOTAON TWV AMAPATNTWV TAKETWV OTO AELTOUPYIKO OCUCTNUQ,
Snuovpyovpe €va KavoUplo project cUUEWVA pPE TIG 08Nyleg oL Bplokovtal oTov

emionuo wototomo g React. XpnowomoloVpe tnv eVvtoAn

$ npx create-react-app my-app

4 giorgina@Giorgina: ~ X +
:~$ npx create-react-app my-app
Creating a new React app in
Installing packages. This might take a couple of minutes.
Installing 12 X - , and re = with c
added 1377 packages in 39s

179 packages are looking for funding
run ‘npm fund' for details

Initialized a git repository.

Installing template dependencies using npm...

T ARN] source-map-resolve@®.6.0: See https://github.com/lydell/source-map-resolve#ideprecated

added 39 packages in 5s

179 packages are looking for funding
run ‘npm fund' for details

Removing template package using npm...

removed 1 package, and audited 1416 packages in 2s

179 packages are looking for funding
run ‘npm fund' for details

6 moderate severity vulnerabilities

To address all issues (including breaking changes), run:
npm audit fix --force

Zynua 1 Anutouvpyia React epapoync

BAémoupe ta apyela mov Snpovpynnkav ywx to front-end pépog TG eQappoyng

$ cd my-app
$ls -1
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& giorgina@Giorgina: ~/my-ap; X
Created git commit.

Success! Created my-app at /home/giorgina/my—app
Inside that directory, you can run several commands:

Starts the development server.

Bundles the app into static files for production.
Starts the test runner.

Removes this tool and copies build dependencies, configuration files
and scripts into the app directory. If you do this, you can’t go back!

We suggest that you begin by typing:

my—app

Happy hacking!
:~$ cd my-app/
e $ ls -1
total 1164
ETWEYS P 1 giorgina giorgina 3359 :42 README.md
796 giorgina giorgina 32768 142
1 giorgina giorgina 1135915 :42 package-lock. json
1 giorgina giorgina 809 :42 package.json
2 giorgina giorgina 1e96 142
drwxr-xr-x 2 giorgina giorgina 4096 142

Zxnua 2 Eupavion dourc React epapuoyng

Z1tn ovvéxela SnULovpPyoVE EVav KavoUpLlo (PAKEAO HECH OTO PAKEAO My-app. X QUTOV

Ba kpatovpe Tov kwdka Tov back-end mov Ba elvat ypappévog og Python.

$ mkdir api

Anuovpyovpe éva elkoviko mepdAiov, 0Tov Ba amoBnkevovtal ot BifAlo0nkes Python
OV A XPNOLUOTIOU)OOVUE, OUTWS WOTE 1) EPAPUOYN VA elval aveEdpmntn amd TuXOV

AAAEG EQAPLOYEG KL VO LNV UTIAPEOVV SLEVEEELS LE TIG EKBOTEL.

$ cd api

$ python3 -m venv venv

Evepyomolovpe 1o elkovikd meplfaAiov kat eykaBiotolpe oe avtd to framework Flask
Kal to epyaAelo python-dotenv, to omoio Ba xpnowomoujoovpe ylx T pLOULOY

uetafAntwv mepfdAiovrog.

$ source venv/bin/activate

(venv) $ pip install flask python-dotenv
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4 giorgina@Giorgina: ~/my-apj X +

-Ir'w-r—r--— giorgina giorgina 1135915 May 9 17:42 package-lock.json
SO = e giorgina giorgina 809 May 9 17:42 package.json
drwxr-xr-x giorgina giorgina 4p96 May 9 17:42
drwxr-xr-x giorgina giorgina 4p96 May 9 17:42
: $ cd api
$ python3 -m venv venv
i $ source venv/bin/activate
Cvenv) 5 $ pip install flask python-dotenv
Collecting flask
Downloading Flask-2.1.2-py3-none—any.whl (95 kB)
| I | o5 kB 996 kB/s
Collecting python-dotenv
Downloading python_dotenv-0.20.8-py3-none-any.whl (17 kB)
Collecting Werkzeug>=2.0
Downloading Werkzeug-2.1.2-py3-none-any.whl (224 kB)
| | 224 kB 3.6 MB/s
Collecting importlib-metadata>=3.6.0; python_version < "3.10"
Downloading importlib_metadata-4.11.3-py3-none-any.whl (18 kB)
Collecting Jinja2>=3.0
Downloading Jinja2-3.1.2-py3-none-any.whl (133 kB)
| I | 133 kB 2.9 MB/s
Collecting click>=8.0
Downloading click-8.1.3-py3-none—any.whl (96 kB)
| | 96 kB 2.2 MB/s
Collecting itsdangerous>=2.0
Downloading itsdangerous-2.1.2-py3-none-any.whl (15 kB)
Collecting zipp>=8.5
Downloading zipp-3.8.8-py3-none-any.whl (5.4 kB)
Collecting MarkupSafe>=2.0
Downloading MarkupSafe-2.1.1-cp38-cp38-manylinux_2_17_x86_64.manylinux2014_x86_64.whl (25 kB)
Installing collected packages: Werkzeug, zipp, importlib-metadata, MarkupSafe, Jinja2, click, itsdangerous, flask, python-dotenv
Successfully installed Jinja2-3.1.2 MarkupSafe-2.1.1 Werkzeug-2.1.2 click-8.1.3 flask-2.1.2 importlib-metadata-#4.11.3 itsdangerous-2
.1.2 python-dotenv-08.20.0 zipp-3.8.0
(venv) : $

Sxnua 3 Anutoupyia Flask backend

Zto dxeAo api dSnulovpyovpe eva amAd apxeio main.py yla va SoKLLAGoULE TO setup, Pe

TO €811G TIEPLEXOLEVO

from flask import Flask

app = Flask(__name_ )

@app.route('/")
def index():
return "Hello world!"

To Flask @optwvel v e@appoyn pe Baon v T ™G HeTafANTS TtepBdAAovtog
FLASK_APP. ' va pun xpetaletal n puouion tng HETaANTIG KAOE OpA IOV «TPEXOUUEN
™mv e@appoyn, Snuovpyovue éva apyeio .flaskenv, To omoio B Staffaletan pe ™ BonBela
Touv python-dotenv TOU E€YKATAOTNOQUE TPONYOUUEVWG OTO ELKOVIKO TEPLBAAAOV.
[IpooBétovpe, emiong T petafAnt) FLASK_ENV xat tn 6€tovpe oe Asttoupyla
development ywx va evepyomoleltal kal 1 AElTovpylad EVTOTIOHOV OCQOAUATWV

(debugging).
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FLASK_APP=main.py
FLASK_ENV=development

EAgyxoupe Tov eEUTNPeTNTN EEKILVWVTAG TOV [E TNV TTAPAKAT®W EVTOAN

$ flask run

Ze éva @uAdopetpntn (browser) elodyovpe ) StevBuvon localhost:5000 kat fAeovpe To

unvopa “Hello world!”

. APP=main.py
FLASK_ENV=development

v MY-APP [WSL: UBUNTU]

~ ap

TERMINAL ] python3-api +~ M @ ~ x

> public giorgina@Giorgina:~/my-app/api$ flask run

> s * Serving Flask app "main.py” (lazy loading)
gitignore * Environment: development
= * Debug mode: on
* Running on http://127.0.0.1:5000/ (Press CTRL+C to quit)
{} package.json * Restarting with stat
9 README.md * Debugger is active!
* Debugger PIN: 184-827-777
127.0.0.1 - - [@9/May/2022 18:37:51] "GET /[ HITP/1.1" 260 -
127.0.0.1 - - [@9/May/2022 18:37:51] "GET /favicon.ico HTTP/1.1" 404 -
127.0.0.1 - - [@9/May/2022 18 1] "GET / HTTP/1.1" 200 -
127.0.0.1 - - [@9/May/2022 18:38:11] "GET /favicon.ico HTTP/1.1" 404 -

{} package-lockjson

> OUTLINE

> TIMELINE
SXWSL:Ubuntu P masterr @ ®0AD Ln2,Col22 Spaces:4 UTF-8 LF PlainText &
File Edit View History Bookmarks Tools Help

+

QO D 127.00.1:5000

Hello world!

Jxnua 4 PuBuion Flask environment kat evepyomnoinon eéuntnpetntn

Tuveyioupe pe peplkég petappubuiosts mov xpetadovtal ya va tnv eupubun Asttovpyia
™¢ React kat tov Flask kat v evowpdtwon tovu front-end pe to back-end. H React tpgyet
éva 81k6 ¢ server otn BUpa 3000, evw 0Twg eidape o Flask server tpgyet otn BVpa 5000.

Zto apyelo package.json mpooBetovpe 1N StevBuvomn tov Flask server wg proxy, ovtwg
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woTte 60a requests 8¢ yvwpilel Tws va ta eEumnpetnoel o React server, va tpowBovvTtal

oto Flask server.

“ OPEN EDITORS
README.md

X {} packagejson

~ MY-APP [WSL: UBUNTU]

public
src
.gitignore
package-lockjson
package.json

) README.md

Jxnua 5 PuBuion React server yia avakateuBuvon oe Flask

TéAog mpooBeToupe TNV eVToAN start-api oto package.json, otnv evotnTa scripts, yla va
StevkoAvvoupe v ekkivion tov Flask server. H evtoAr avtn odnyel otov vmo-@akeio
api mov BplokeTat 0 eELTINPETNTIG KAL TOV EVEPYOTIOLEL, XWpPI§ TN AeLTOoVpYia EVTOTILOUOV
O@AALATWY, 1) OTIOLX AVAPEPETAL OTO PUAAOUETPN TN Kol 8 XPELALETAL GTNV TIPOKELUEVT),

€POCOV aUTOG 0 server &g oXeTIETAL e TO YPAPLKO TIEPLBAAAOV.

*~ OPEN EDITORS

x 1} packagejs
v MY-APP [WSL: UBUNTU]

Jxnua 6 Anutoupyia eVToAn¢ ouvtoueUONG yLa TNV evepyormoinan tou Flask server
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Me to gpyaleio yarn evepyoToloUUE KAl TOUG V0 eELVTINPETNTES UE TIG EVTOAEG yarn start

Kal yarn start-api kot BAETTOVE TO ATTOTEAEG A, OTIWGS PAIVETAL TIAPAKATW

File Edit View History Bookmarks Tools Help ] File Edit View History Bookmarks Tools Help

st:5000/ .+ I - +

G @ O D localhost:5000 c o Q DO localhost:3000

B

Hello world!

Edit src/App . js and save to reload.

Learn React

Zxnua 7 Epeavion tou amoteAEOUATOC YLl TNV eVepyomoinon twv Flask kat React servers

‘OAa ta apxela kwdika ov ava@épovtal oto back-end server Oa Bplokovtal 6To @dkeA0
api, evo autd mov a@opovv To front-end Ba TomoBetoUvtal oto @dkeAo src. H
eMKOVWVIia PLeTag) TwVv 6V0 Ba yivetatl peéow acvyxpovwv HTTP requests (ajax calls) amo

To front-end oto back-end.

4.2.2 Tpa@wo Ileptfaiiov
To mpoTUTIO TOV YpaPIKOV TEPLBAAAOVTOG TG EQAPHLOYNG SOONKE Ao TNV eMPBAETOVOA
KaONyNTpla wg KaBodNynTikd £yypa@o Kal 0T OUVEXELX TIPOCAPUOCTNKE KATA TNV

avamTudn, pe Bdomn TIg avAyKeS Kol TIG SUVATOTNTES.

[Meprapfdvel ouvoAdikd 11 086veg Kot UTTO-0006VES.

1. Scenarios
Eivat n kevtpikn oediba ¢ epapuoyns. Mapovotalel Ta TpEXOVTH CEVAPLA OTNV
TAQT@OpUA, o popen Tivaka. o kabe oevdaplo ep@avidovtal to ovoua, 1
TAUTOTNTA TOV oevVapiov Kat pa meptypagn. ‘Evag cvdeopog Bploketatl oto medio
™G MEPLYPAPNG TOL 08NYel 0€ GAAO LOTOTOTO YlX TIEPLOGOTEPEG TANPOPOPLES
OXETIKA UE TO 0evAplo. O LOTOTOTOG AUTOG AVUUEVETAL VA Elval 1) TAXTEOpUA

Moodle.
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< CTRL Admin Console

Running Scenarios

5% Scenarios

< Networks
A Teams Name d Description
Timeline This is scenario 1 and focuses in biah biah blah blah biah
Scenario 1 scenaria_1 il
Scoring RIS 15 SCENANO 2 and DCUSES N bian bian bian bian dian
Scenario 2 scenaria_2
- read more
i Team-based >
== This s scenario 3 and focuses in biah biah blah biah biah
Scenanio 3 scenano_3 Ml
e . This Is scenaria § and focuses in bian biah biah biah biah
Scenario & scenario_5 -
- read more
P oarting Catibeln Thi & and foc blah biah biah blah biah
Vs 15 scenario 6 and focuses in blah biah biah biah bial
Scenario 6 scenario_6 Pty
Calendar
This 15 Scenario 8 and focuses in bian bian bian bian ian
Scenafio & scenanio_§ Hid i
[ Visualisation Reports
seenaro 9 scenano_g :e';z::s::navlu 9 and focuses in blah biah biah blah blah
<> Script Management
This 1s scenana 10 and focuses In bian Diah bian bian bian
Scenario 10 scenaria_10 bie

read m;

18018

Sxnua 8 YAoroinan ovovng Scenarios

= 4

Dashboard
1) site home

©1 Scenario

Networks

Teams Scenario A this scenario focuses in blah blah blah..... read more

Timeline

Jo Scoring
Team based
Individual

© scenario Campaign

Calendar

[ Visualisation Reports

Zxnua 9 Mpotumo o¥dvnc¢ Scenarios

a. Networks
Te autn TV 000VN 0 XPNOTNG ETMAEYEL €V GEVAPLO ATiO TN AloTA KAL TOU
TAPOVGLAJETAL TO YPAPMUA TNG TOTTOAOYIAG TOU SIKTVUOV [LE TA GTOLXE(Q TTOV
Tapexel 1N mAat@oppa ManagelQ.  Emidéyovtag éva otoyxelo g

TomoAoyliag, ep@avilovtal TEPLOCOTEPES OYXETLKEG TIAT|POPOPIEG:

i. Id: H tavtétta Tov unyavipatog oto ManagelQ.

ii. Kind: To €i60g Tov otoLxeiov.
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iii. Status: H katdotaon tov otolxeiov.

iv. Relationships: Zuvdéoels pe aAAa otolyela Tov SiKTOOVL.

= CTRL Admin Console

Scenario Networks

=% Scenario1
~ CloudTenant2
.
M
NelworkManager3 @ NetworkiManagers
<
@ CloudTenantt

Zxnua 10 YAomoinon o9dévnc Scenario Networks

[ pashboard @ Availability Zones & Cloud Subnets  TIWMs & Security Groups @ Floating IPs & Cloud Networks %7 Network Routers @ Cloud Tenants % Tags

{7 site home (®  Click on the legend to show/hide entities, and double click/right click the entities in the graph ta navigate to their summary pages.

1 Scenario

% Networks

Teams

Timeline :
) ORC)
L Scoring @tﬁw
> Team based ’ﬁ) —~ =4 @
g \ -
> Individual - &)
©.)
N
© Scenario Campaign /a-?' F)
N /= (\Fn'j
@ pt a
[ calendar @ ( @)
e
[ Visualisation Reports A -
® ~ (@I
hu

Zxnua 11 Mpotumo odovng Scenario Networks

b. Teams
Lkomog TG oeAibag au i elval 1 Tapovciact TANPOEOPLWV IOV KPOPOVV
TIG OHASEG VOGS eTIAEYHEVOL gevapiov. O xpnong €xeL T SuvaTodHTTA VA
EMAEEEL PLX OPAS K 1) KAL CUYKEKPLUEVO XPNO TN KAl va €L Tat cLUUBAVTA TTOV
TOUG APOPOVV.
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= CTRL Admin Console

Teams participating in scenario

Scenario eam Jser
= Scenario 1 ~  The Avengers ~  georgia

EVENTS T = E (3ASED ON NUMBER OF EVENTS)

2022-05-06T23

Sxnua 12 YAomoinon ovovnc Scenario Teams

‘o

Dashboard )
ogs:
2 site home Teams Participating in scenario scx

©1 Scenario

> Networks

> Teams

Team ID (select from dropdown list) Users: (select from dropdown list) n

Timeline

K Scoring
> Team based
> Individual

Events t-->e (based on number of events)

© Scenario Campaign

Calendar

[ visualisation Reports

Sxnua 13 lNpotumo o9dvng Scenario Teams

2. Timeline
Zto ypdenua Timeline View mapovotaletal o aplOpdg Twv YEYOVOTWY A0 PAAELNG
Tov  ovuveéfnoav oto  SldoTnUA  TOU  oevaplov  oe  XPOVOSLAYPAUUC.
Ztov mivaka “Top events by event count” gp@avifovtal Ta yeyovota Ta OOl
ONUEWONKAV TIG TIEPLOCOTEPEG POPEG KATA TNV EKTEAEON TNG AOKNOMG, OF

@Bilvovoa oelpd.
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Ztov ivaka “Important Security Events” kataypa@ovtal éva - éva Ta YEYOVOTa

LLE KUPLEG TIAPOPOPIEG TO OVOUA TOV YEYOVOATOG, TNV WP EKKIVNOTG, TNV TINY1| Kal

TOV TIPOOPLopO, KabBws Kal To emimedo plokov Tov Tou £xel amodobel. O xpnotng

ExeLTn SuvaToOTNTA TTPOLOATIG TIEPALTEPW TIANPOYOPLWOV HECW ETIAOYTG (click) ot

YPQUUT) TOV YEYOVOTOG.

Ztov mivaka “Component status” pmopel 0 SLayePLoTNS va SEL TNV KATACTACT) TWV

otolyelwv Tou SikTVoUV - av elvatl SNAadn evepyd, ektog Asttovpylag n Bplokovtat

LTt emiBeom.

= CTRL Admin Console

2

TIMELINE VIEW

]
tme <3
index 1

eventsho - 276

IMPORTANT SECURITY EVENTS

TOP EVENTS BY EVENT COUNT

Agplication activity 2
Packet tagaing 50
Invalid tags 60
Agplication actvity a0
Packet tagging 50
Invalid tags 60
Agplication activity 20
Packet tagging 50

COMPONENT STATUS

= R R e B R

Event 1
Event2
AR Eventa
Event 4
Event 5
Event&
Event 7

Events

2020-01-01T16:50:43
2020-01-01T16:51:43
2020-01-01T16:52:43
2020-01-01T16:53:43
2020-01-01T16 54:43
2020-01-01T16 5543
2020-01-01T16 5543

2020-01-01T16°57:43

Source 1
Source 2
Source 3
Source 4
Source 5
source &
Source 7

Source s

Destination 1
Destination 2
Destination 3
Destination 4
Destination 5
Destination &
Destination 7

Destinaton &

Risk Level 1
Risk Level 2
Risk Level 8
Risk Level 4
Risk Level §
Risk Level 1
Risk Level 2

Risk Level 3

doan
up
coun
up
Gown
wp
down

up

Zxnua 14 YAomoinon o9dévnc Timeline
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Dashboard

ﬁ Site home

¢ Scenario
> Networks

> Teams

Important events (by number)

"

.,"

Application Activity
Packet tagging
invalid flags

etc

Timeline

jo Scoring 1 1 1 L 1

> Team based time:
5> Individual

RT1 down/up

( Scenario Campaign

Calendar

[ Visualisation Reports

Zxnuoa 15 Mpdtumo odovng Timeline

3. Scoring
e autny ™V 006vn Slvetat n SuVATOTNTA CUYKPLONG TWV ATOTEAECUATWV TWV
OHAS WV Yl cLYKEKPLUEVT doknom/oevdaplo. O StaxelploTig eTAEYEL GEVAPLO ATIO

™V TapeXOPeEVN AloTA KoL TOU TAPOVCLAJOVTAL T ATIOTEAECUATA TWV OPLASWV.

Tuykekpéva, n oeAida mepAapfavel ypa@nua UmTapag, To omolo Seiyvel ™
BabuoAoyia ava opada Kot TNV TEPITTWOT) TIATNUATOG LLAG UTTApag, Oa oS1ynOel
otnv vTo-000vn Team-based Scoring, yia va €L avaAUTIKOTEPA TIAT|POPOPIES TTOV

a@opovV Ti§ BabpoAoyieg TnG eMAEYHEVNG OpASAG.

It oeAiba epAapBavetatl eTiong €vag Tivakag 6ToV 0Tolo @aivovtal oL opAaSEeS

mov  élafav ™ peyaAltepn  Pabporoyia  yia  kaBe TOTO  event.
Ztov mivaka “Scores per event” Kataypd@ovtal Ta YEYOVOTA QCQAAELNG TIOU
EKTLUAXONKAV KaTd TNV ekTédeon Tou oevapiov kat EAafav Babupovg. o kdbe
YEYOVAG, QTMOTUTIWVETAL 1] WPA TIOV EEKIVNOE, 1) TNYN, 0 TTPOOPLONAG, TO EMiTESO
ploxov, n opada Tov TO ekTéAeoe KoL M Pabuoroyia mouv avtiotolxel oTo

OUYKEKPLUEVO YEYOVOG.
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= CTRL Admin Console

- 4000 TOP TEAM SCORES
L 3000+
1234 Team A
= 243 Team 8
2000
~ 634 Team ©
87354 Team D
1000
435 Team £
- I 6778 Team F
0 .
Team Team D E am F

Team B Team © 2421 Team G

SCORE PER EVENT

~
= Event P — p— Destmatons S— —— 50
= Event2 2020.01-01T16:51:43 Source 2 Destination 2 Risk Level 2 Team B 86
Event 3 2020-01-01T16:52.43 Source 3 Destination 3 Risk Level 3 Team G 234
<> Event 4 2020-01-01T16:53.43 Source 4 Destination 4 Risk Level 4 Team D 79834
Events 20200101716 5243 source & Destmnation & Risk Level 5 Teama 1az6
Event& 2020-01-01T16:55:43 Source & Desfination & Risk Level 1 Team B 685
Event7 2020-01-01T16:56:43 Source 7 Destination 7 Risk Level 2 Team C 439
Event 2020-01-01T16:5743 Source 8 Destination 8 Risk Level 3 Team D 24785

Sxnua 16 YAomoinon o9dévnc Scoring

Dashboard

ﬁl Site home

<1t Scenario

Networks

> Teams

Timeline
2 Scoring

> Team based

. Individual

Application Activity
Packet tagging
invalid flags

etc

) scenario Campaign

Calendar

[M Visualisation Reports

Sxnua 17 Mpdétumo odovng Scoring

a. Team based
0 XpNOTNG EMAEYEL TO GEVAPLO KL TNV OPASa IOV BEAEL Yia v evijuepwOEel
yw toug PabBupovg mov fAafe 1 opdda ouvoAlkd, moocol Pabuotl
KATovepnOnkav yla KaBe yeyovog Tov EKTEAECTNKE ATTO TNV OUASA, KABWG

KQL TN OEPA KATATHENG TwV pHeAwV pe Bdon ™ Babupoioyla Tovg.
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= CTRL Admin Console

TOF USER SCORES

3000
1234 User &
== 3243 User B
2000
~ 634 User ©
87354 User D
10
435 User E
- €778 User F
0 ’ .
User A User B User © User D Jser E User F Jser G

3

. 2001 User &
SCORE PER EVENT

™
Event 1 2020-01-01T16:50:43 Source 1 Destination 1 Fusk Level 1 User A 150

m Event2 2020-01-01T16:51:43 Source 2 Destination 2 Risk Level 2 UserB 766
Event3 2020-01-01T16:52:43 Source 3 Destination 3 Risk Level 3 UserC 234

<> Event4 2020-01-01T16 53 43 Source 4 Destination 4 Risk Level 4 User D 70834
Events 2020-01-01T16 5443 Source 5 Destination 5 Risk Level 5 user A 1325
Evente 2020-01-01T16:5543 Source & Destination & Risk Level 1 users 565
Event7 20200101716 5543 Source 7 Destnation 7 Risk Level 2 userc aas
Event@ 2020-01-01T16:57:43 Source 8 Destination & Risk Level 3 User D 24785

Sxnua 18 YAomoinon o9dévne Team Scoring

Dashboard
ﬁr Site home

1 Scenario
Networks
Teams

Timeline

2 Scoring
> Team based
5 Individual

) Scenario Campaign

Calendar

MM Visualisation Reports

Sxnpa 19 Mpdétumo odovne Team Scoring

b. Individual
0 xpNoTNG EMAEYEL TO CEVAPLO, TNV OUASA KAL CUYKEKPLUEVO XPNOTN Kol
QVTIOTOLXX LE TIG TIPONYOUUEVES 000VES, BAETEL TOUS BaBpovg IOV palee

KoL T events oTo OTrola EUTAEKETAL
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= CTRL Admin Console

L H Scenario Team User
Scenario 1 - MVPs ~  stavrana -
[
& SCORES AWARDED OVERALL RANK
4000
~
30004 i i
: :
zn 2000+ .
-
10004
~ - _
7
D 2020-01-01T10 0000 2020-01-01T11.00.00 2020-01-01T12:00 00 2020-01-01T12:00:00 2020-01-01T14 00:00 2020-01-01T15:00:00 2020-01-01T16:00:00
<> Event 1 2020-01-01T16:50:43 Source 1 Destination 1 Rigk Level 1 UserA 150
Event 2 2020-01-01T16'51 43 Source 2 Destination 2 Risk Level 2 Users 786
Event 3 2020-01-01T16.52:43 Source 3 Destination 3 Rick Level 3 User C 234
Event4 2020-01-01T16:53:43 Source 4 Destination 4 Risk Level 4 User D 79834
Events 2020-01-01T16:54°43 Source 5 Destination 5 Risk Level & Usera 1325
Event & 2020-01-01T16:56:43 Source & Destination 6 Risk Level 1 UserB 685
Event 7 2020-01-01T16:56:43 Source 7 Destination 7 Risk Level 2 UserC 435
Event s 2020-01-01T16:57:43 Source & Destination & Risk Level 3 User D 24785

Zxnua 20 YAoroinon odovncg Individual Scoring

Dashboard
@ Site home

<2 Scenario
> Networks

> Teams

Timeline

po) Scoring
> Team based
. Individual

® Scenario Campaign

Calendar

[ Visualisation Reports

Zxnua 21 Mpdtumo odovng Individual Scoring

4. Scenario Campaign
TN oeAlda auTn 0 XPNOTNG EMAEYEL GEVAPLO KL OpAda Kol BAETEL TTANPOPOPLES
OXETIKA HE TNV TOPElX NG OHASAG OE TPAYUATIKO YPOVo. ZUYKeEKPLUEVQ,
mapovolalovtal N tpéxovoa Pabuoroykn Oéom TG opddag oTnV AcKnom,
ONUAVTIKA YEYOVOTA ac@AAELag, logs yia TI§ emBETELG IOV TPy TOTIONONKAVY,

Ta SlKTua kAl 1M Kataotaon Twv components. [ivetat avavéwon Twv
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TANPOPOPLWV KABe 5 SeuTepOAETTQ, LE TN XPNOT requests OV ATOCTEAVOVTOL

oTov EUTINPETNTN aTo ToV client.

CTRL Admin Console

A Campaign

2 Scenario Team
Scenario 1 The Avengers -
- Event 6769 2022-11-17T10:21:16 Source 6760 Destination 6769 Risk Level 6769 Network 1
Event 451 2022-11-17T10:21:16 Source 451 Destination 451 Risk Level 451 Network 2
[ Event 5755 2022-11-17T10:21:16 Source 5755 Destination 5755 Risk Level 5755 Network 3
Event 3972 2022-11-17T10:21:16 Source 3972 Deslination 3972 Risk Level 3972 Network 4
Ewvent 5167 2022-11-17T10.21:16 Source 5167 Destination 5167 Risk Level 5167 Network 5
m Event 2039 2022-11-17T10:21:16 Source 2039 Destination 2039 Risk Level 2039 Network 6
<> Evenl 8182 2022-11-17T10:21:16 Source 8182 Deslination 8182 Risk Level 8182
Evenl 2079 2022-11-17T10:21:16 Source 2079 Destination 2079 Risk Level 2979

LIVE ATTACKS LOG

COMPONENT STATUS

2022-1117T1021.16 Altack stalus 4527 Allack type 2827 RT1 down
2022-11-17T10:2116 Altack status 214 Altack type 214 RT2 up
2022-11-17T1021 16 Allack stalus 8085 Allack lype 8086 RT1 down
2022-1117T1021:16 Altack status €618 Altack type 6518 RT2 up
2022-11-17T10:21:16 Aftack status 2337 Altack type 2337 RT1 down

Sxnua 22 YAomoinon o9dévnc¢ Scenario Campaign

Dashboard

ﬁr Site home

1 Scenario
Networks

Teams

Timeline

jol Scoring

> Team based
s Individual

© Scenario Campaign

Calendar

M Visualisation Reports

Live ranking: 5th place

Sxnua 23 Mpoétumo odovng Scenario Campaign
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5. Calendar
Flvetal Tapovciacn Twv TPOYPAUUATIOUEVWY SPACTNPLOTTWY Ot éva
NUEPOAGYLO. YTIApYOUV TECOEPLS SLAPOPETIKEG OPELS Yl TNV TPOLOAN TwV

EPYAOLWOV.

Me v emidoyn month ep@avifovtal OAeg oL UEPEG TOU UNVA OE€ KOUTLA Kol TX

ovupavta avaioya oto kabéva.

= CTRL Admin Console
m " g

L today May 2022

Tue Wed Thu Fri sat

Zxnua 24 YAomoinon o9dévng Calendar - Month view

Me v emdoyn week mapovoidlovtal oL pEPEG NG eTAEYHEVN G EBSONAS G KABETA

LLE TIG WPEG OTOV KATAKOPLPO GEova.
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= CTRL Admin Console

s

" e May 8- 14,2022
= Sun 88 Won &/ Tue 5it0 Wed 811 Thu 8112 Frisita Sat 8114
an al-aay NI ERS 2

2am

= Sam
2 4am
] Sam
(] Gam
] Fam

11am

12pm

ipm

2pm

3pm

Sxnua 25 YAoroinon o9dévnc Calendar - Week view

[Tapopolwg ep@avieTal pio HOVo pEPA PE TNV EMAOYT] day.

= CTRL Admin Console
" e May 9, 2022

WMonday

N~
1am
2am
3am
.

. 4am
~ sam
(] 6am
u Tam

<

Sxnua 26 YAomoinon o9dévnc Calendar - Day view

Me Vv tpooAn AloTAG KATAYPAPOVTUL OAEG OL SPACTNPLOTNTES TN CELPA VLA TNV

eBdopada, OTWG @alveTal TTAPAKATW
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= CTRL Admin Console

.

May 8 - 14, 2022

=3
Monday May 8, 2022
& all-day ® Calendar Event 1
A Wednesday May 11, 2022
all-day ® Calendar Event 2
B
Friday May 13, 2022
& al-cay @ CalendarEvent3
]
B
m
o
Sxnua 27 YAoroinon odovng Calendar - List view
Dashboard Detailed month view for: MiTM_1 ] New event
) site home <« August 2020 Septem ber 2020 October 2020 »
1 Scenario
> Networks 1 2 3 4 5 6
> Teams
7 8 9 10 n 12 13
Timeline
14 15 18 7 18 19 20
K Scoring
> Team based
» Individual 21 22 23 24 25 26 27

® Scenario Campaign 28 29 30

Chelelg

[ Visualisation Reports

Export calendar

Zxnua 28 Mpdturo odovng Calendar

6. Visualization Reports

Manage subscriptions

0 xpnotng umopel va AdBel otov vmooylotr) tov (download) ava@opég mov

Bplokovtal otov Tivaka. OL ava@opEg SNULOVPYOVVTAL EKTOG EQAPUOYTG.
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= CTRL Admin Console

Reports

Name

reports

report 4

report3

report2

report 1

1 row selected

Desenption

This Is report 5

This is report 4

This is report 3

This IS report 2

This is report 1

Createa At

2092-11-16T22'52'10

2022-11-16T21:52:10

2022-11-16T20 5210

2092-11-16T19:52'10

2022-1116T18:52:10

Downioad

I« I+

I

=

15015

7. Script Management

[Meplapfdvel evav mivaka pe ta amoBnkevpéva scripts ta omola pmopel va

EMAEEEL KAL VO EKTEAETEL 0 XPNOTNG, BETOVTAG TILEG O€ TILIOAVEG TTAPAUETPOUG.

AxoAovBel evag TivaKag e T SCripts TTOL £(0VV TTPOYPAUUATIOTEL VX EKTEAEGTOVV

WG avTIdpaoT o€ KATIOL0 CUNPBAV TTOV €£XEL KATAYPAPEL OTNV TIAATPOPAL.

TéAoG, UTTapPXEL Evag TIIVAKAG LLE TIG TTPOYPAUUATIOUEVES EKTEAECELS ETIIOECEWY OF

OUYKEKPLUEVO XPOVO.

= CTRL Admin Console

Scripts

Hame:

nmap iocaihost

nmap {ip}

metaspioit

amap -p {port} {1p}

Lozation

scripts/nmapLocal txt

scripls/nmap it

scnpts/metaspioit.rc

senptsinmap2 b

Executor

Basn Snell

Bash Shell

WMetasplot

Basn snel

Category

DiscoveryiReconnaissance

Discovery/Reconnaissance

Exploitation

Discovery/Reconnaissance

14014
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nmap -p {port} {ip}

nmap scan port for ip

4.2.3 Avtopatomoinon Red Attacks Scripts
ZTOX0G TNG AUTONATOTIOMONG Elvat 1) SLEVKOAUVVOT) TNG SLEKTIEPALWONG TWV ETMAEYUEVWV
oevaplwy Twv acknoewv mou oxedidlovtal oto cyber range. OETOVE TIG TAPAKATW

TPOSLAYPAPES YLK TO OXESLACHO HAG:

1. EukoAla yxpnong: ATopa HE EAQYLOTN YVWON VA UTOPOUV VX EKTEAECOULV
ETIAEYUEVEG ETIOETELG.

2. EveAdia: Me pukpeg aAdayeg va eTTLTUYYXAVOVTAL KavoUPLoL 6TOXOL, VX dAA&LEL TO
emimedo SuokoAlag 1) va vTtdpyel StafdBpion Twv oevapiwv.

3. EmavoAnyupuomrta: O oxedlaouos oevapiwv xpelaletal HEAETN Kal KOTIO, OTOTE
elvat emBLUNTO va Suvatal va emavaAn@Bel Pe SLAPOPETIKEG OUASEG 1 QKO KA
Yl TOV €A€yX0 NG TPOOSOU NG (SLag opuadag.

4. Emektacwomra: lpémel va pmopel va yivel EMEKTAON TWV AELTOVPYLWV TNG
EQEUPUOYNG UE AAAQ EpYaAEia.

5. ®opntomnta: O oxeSLAOUOG VA ETILTPETEL TNV EKTEAEOT] SCripts o€ SLAPOPETIKA

AELTOVPYIKA CUOTIUATA.
['la Tov TpwTo 0TOXO YiveTal TTpocsOnkn Twv SlabEoiuwy scripts oTo Ypa@ko meptBaAiov,

OTIOV TIATWVTOG TO KOUUTIL EKTEAEOTG, 0 XP1OTNG B evnuepwOel yla TIG TAPAUETPOUG TIOV

TPEMEL VAL SWOEL KL TOV TUTIO TOUG KL 1] EVTOAT TOV B EKTEAEOTEL AUECWG.
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Evedldla kal emavaAnPuoTnTa Hmopove va emTOXOVNE Sivovtag T duvatdTnTa o
white team va kaBopioel TOTE MpEmeL va ekTeAeoTEL Pl emiBeon eite Mpoypappatifovtag
TN OTATIKA O€ CUYKEKPLUEVO XPOVO, LLE BACT) TOV TIPOYPAUUATIOUO TNG AOKNONG, ELTE TILO
Suvaulkd wg avtidpaon o€ kamolo cupav Tov Ba kataypagel 6To cVoTHUA. ‘OTIWG £XEL
ava@epBel mponyovpévwg, o©TO OUYKEKplévo cyber range Tta oupfdvta  Tov
Kataypagovtat eival amd Toug Suricata kat Wazuh agents kot 11 KavovikoTo(nor) Toug pag
ETIITPETIEL VA XPTOLLOTIOMOOVE TIG TIAPAUETPOVS TOUG WG CUVONKEG EAEYXOL Yl TNV

eKTEéAEOT eTiBEONG.

YmoAoyiovtag mihavr EMEKTAGIHATNTA KAL (OPNTOTNTA, AVTLOTOLY((OVE TO KAOE script
O0TO AELTOUPYIKO CVUOTNHA GTO OTIO(0 UTOPEL VO EKTEAECTEL, OTO TMPOYPAUUX IOV B TO
EKTEAEDEL TIG TIHPUAUETPOVG IOV XPELAlOVTAL KL TO €806 TOUG, KaB WG £TONG KAl O€ TTOLA
@d&omn-katnyopia avnkel to script, oVTWG WOTE O TMEPIMTWON TOAAWV Scripts va

StevkoAvveTaL ) avalnTnon.

KataAryovue otov €&ng oxedlaouo g faong SeSopévwv:

Scrint ScriptVari:
ScriptTrigger ScriptTriggerVariable ScriptVariable Script_ScriptVariable
L] scriptld

[ - : = B triggenid id
¢ : ko id B variableld

\ : .
name \ ® variableld name
\

ipti \ rderN
description \ valueType Ic_ G orderNo

\ required
type \ value q

triggervalue
g Script
= B id
name

ScriptVariableType

. J description
ScriptTriggerConditionProperty B id lo —
E i name x exeu torid ScriptCategory

typeld Mg ERLvEA categoryld = — i

name

ScriptTriggerCondition
B id
triggerid
propertyld
operator

value

ScriptExecutorArg
B id

executorld

SeriptExecutor
B id

name :
arg OperatingSystem
i cmd =
va o
hostosid B

name

Zxnua 29 sxnua Baong Sedouévwv tne EQapuoync
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Me tnv evtoAn subprocess.run t¢ python, pumopovpe va ekteA€covie Eva script, Sivovtag
TUXOV QpPXIKEG TAPAUETPOUG Kol Aapfdavovtag To amotédecpa. EmAéyovps va
avakatevBvvovupe Ta data streams stdout kat stderr Tng kdBe ekTédeon G o€ Eva KatvoUplo
apxelo oto @akelo api/scripts/output, yia va pmopel va yivel emoKOT oM apyoTEPQ.
ETumA¢oy, yla amo@uyn KATAOTATAANONG TWV TOPWV TOU CUCTHUATOS, BETouue TO

XPOVIKO TIEPLOWPLO EKTEAEDTG TNG KABE EVTOANG Vi £lVaL TO HEYLOTO 2 AETITA.

[l SoKlun EMAEYOUUE VX EVOWUATWOOUNE HEPIKA €PYOAElQ OO QUTA TOU £XOULV
mapovolactel 6to Ke@dAalo 2 Kol pUmopovv va €KTEAECTOUV HECK ATO TN YPOUUN
EVTOAWV. Xuykekpluéva Ba Soklpudoovpe ta nmap, Metasploit kat python scripts.
Evvoeital mwg mpémet va mponynbel eykatdotaon Twv EpyaAElwv Yl va

XpPNoLLomon6ouvv.

[l Vv eykatdotaon kat emaindevon Tov nmap:

$ sudo apt-get install nmap

$ nmap --version

['a to Metasploit Framework akoAovBoUpue tig 0dnyieg mov Bpilokovtatl oto emionpo

documentation https://docs.rapid7.com/metasploit/installing-the-metasploit-

framework/#installing-the-metasploit-framework-on-linux :

$ curl https://raw.githubusercontent.com/rapid7 /metasploit-
omnibus/master/config/templates/metasploit-framework-wrappers/msfupdate.erb >
msfinstall && chmod 755 msfinstall && ./msfinstall

$ msfconsole
Ta python scripts pe kataAnén py ekteAovvtal pe thv evtoArn python3 (1 python avaioya

LLE TO AELTOVPYLKO CUCTNHA KAL TNV €K600T]), EMOUEVWE AUTO EIVAL KAL TO EKTEAEGLLO TIOV

Ba dnAwoovpe ot subprocess.run.
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https://docs.rapid7.com/metasploit/installing-the-metasploit-framework/#installing-the-metasploit-framework-on-linux
https://docs.rapid7.com/metasploit/installing-the-metasploit-framework/#installing-the-metasploit-framework-on-linux

' ta metasploit scripts 6a xpnowomowmoovpe tTnv evtoAn msfconsole pe To argument -
I, To 0TI0{0 SNAWVEL resource Kol akoAovBel To Gvoua tov script file pe kataAnén rc. Méoa
0TO apxelo HopovV va TePIAN @OV 0TIoLlEaSNTTOTE EVTOAEG TOU Metasploit, 0Tw¢ auTég
Ba ypa@ovtav oTnv KOVoOAd. L€ TEPITTWOT TOU TEPAAUBAVOVTUL TTAPAUETPOL, AUTEG

TPEMEL Vo SNAwBoUV eKTOG a6 TO script kat ot Bdomn Sedopévwv.

To nmap 8ev extelel scripts e oUYKeKPLUEVT KATAANEN. T'la va EKTEAECOVE TIG EVTOAEG
nmap UToPOULE VA TIG YPAWOUE O€ Eva apXELO KEWHEVOU PE KATAANEN txt 1] o€ apyelo evog
shell, 6Tw¢ elvat to bash pe kataAnén sh. [lpotipwovpe TNV MPWTN EMAOYY, EQAOTOV eival

amAoVoTEPT Kal Uopel va xpnotpomowmBet to (8lo apyelo o€ Stapopetikd shells.

Xpnowomowwvtag ta shell environments Twv AELTOVPYIKWV GCUOTNUATWY, UTTOPOVE VI
EKTEAEOOVLE OTTOLOONTIOTE apXEl0 TTEPAAUPAVEL EVTOAEG CLUOTIHATOG, OTIWG TTPATTOVE
Kal Ple To nmap. to Aettoupyko cvotnpa Ubuntu ov epyaldpaoTe, XpNOLULOTOLOVUE TO
bash, aAA& avtiotolya Ba pmopovoape va xpnowwomomjcovpe to PowerShell yuax
Windows. Auto pag §ivel T SuvatOTNTA VA EVOWUATWOOVUE OAA T EPYNAELQ TTOV Elval
Stabéoua o€ ypappn eVToAwv Kat Sev xpelalovtal TepALTEPW SLASPAOT PE TO XPNOTH

UETA TNV APXLKT) EVTOAN.

‘OAa T apxelo script voeltal 0TL TPEMEL va elval EKTEAECLUA. Z€ AELTOVPYIKO CUCTNHA
Unix, pmopoVpe va amo8woove To permission pe To

$ chmod +x filename

H extédeon oe ovykekpuévo xpovo amattel v Umapén evog cron job, dnAadn piag
XPOVOTIPOYPAUUATIOUEVTG TIEPLOSIKNG EPYNTIAG CUCTIUATOG KE TNV oTtola B KaAoVE TO
python script pag mov Ba eAgyxel ywr TNV UTapPEn EKKPEUWV €pyaclwv otn [Bdaom

SeSopeEvwy Kal Ba TIg eKTEAEL avAaAoy.

H extédeon embéoewv wg avtibpaon ot KAMOl0 event, AMALTEL TNV EVNUEPWOT NG
EQEAPUOYNG HaG OTav auTd cupfaivouv. M emAoyn elval 11 evijuépwon va YIveTal amo
TOUG CUAAEKTEG TWV CUUBAVTWYV TOU cyber range KAl TNV ATTOGTOAT TOUG O€ GUYKEKPLUEVO
url g epappoyng oe Mpaypatikd xpovo. I'a va mapapeivoupue OUwG ota 0pla NG
EQEAPUOYNS HaG, Ba xpnolpomomoovpe kat €5w To cron job, To omoio umopolue va
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BéoovEe v EKTEAELTAL UE TN HEYLOTY CUXVOTNTA TOUG EVOG AETITOU YLA VA LTV UTIAPXOUVV
aloOnteg kabuotepnoels. [Ipoypappatiotika Oa eAéyxoupe T Baomn dedopévwy Tov cyber
range yla Ta events kal 0a ta kataypda@ovpe o€ éva Ao Table otn Sk pag Baon, Tov

Ba Aettovpyel wG oVPA YLK T CUUPAVTA TIOV TIPETEL VAL ETEEEPY AT TOVE.
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Ke@paiawo 5
5 EmtAoyoc¢

IV apovoa SlaTpifr] £yve pla MOKOTNON Twv cyber ranges, Tn Asttoupyla kat T
Xpnowwotnta tous. Eotidoaue Slaitepa ot ALK OPASH TTOV 0PYAVWVEL KAl XPELAlETL
VO TTAPAKOAOVOEL TIG AOKNOELG, KABWE KAl 0TNV KOKKIVY] opada Kal oTta epyaieia Tov
auTn xpnolpomolel. AkoAovBel pa ovtoun avake@aiaiwon, aloAdoynon g epyaciag

LOG KoL LEAAOVTIKEG KATEVOVVOELS VIO TIEPALTEPW AVATITLEN.

5.1 AVaKE@UAXLWOT

H avdnon twv SladIKTuaKwVv UTMPEecIwV Kal Twv SeS0UEVWV TWV XPNOTWV TOU
oLAAEyovTal, KaBlota avaykaio Ty e§aoc@dAion g SLaBECIUOTNTAG, AKEPALOTNTAG KOl
EUTLOTEVTIKOTNTAG aVTWV. Ta elkovika TeplfdAdovta cyber ranges Tpoo@EPoLV Eva
Ao POAEG TTEPLBAAAOV YL TNV ALOAGYNOT) TG ACPAAELNG CUOTNHATWY KAl T S0KLUN VEWV
TEXVOAOYLWV KL ATTOSELKVVOVTAL XP1OLULO EPYAAELO YL TNV EKTIASEVON KL TNV EVIoYLON
Towv  SedloTTwV  emayyeApatiwv  kKuBepvoac@arelag. H  avamtudn  TéTOolwv
mepParAdvTwy, kKaBwg kat m Snpovpyla aocknoewv o€ auta eival Stadikaoieg
QAT TIKEG O€ XPOVO Kol KOGTOG. ETopévwg, xpeldlovtal epyaieia Kal TIPAKTIKES Yl TN
StevkoAvvon ot Slekmepaiwon tovg. H Omapén ypaeikov mepldAiovtog pumopel va
Bonbnoel Toug SloPyavwTEéG oTNV TapakoAoVBnon Tou cevapiov kal afloAdynomn g
éxBaong Twv acknoewv. H avtopatomoinon embécewv emMITPETEL TNV EMAVOANPILOTNTA
TwV oevapilowv kat v e&dAetdm TG avaykns VLTTHPENG KOKKIVNG OUASAG, LELWVOVTAS TO

KOOTOG Kol TO TIPOPAN A TNG EAAEWPTG AVAAOY WV ETAYYEAUATLDV.

5.2 A{loAdynonm

YAlomomoape éva ypa@ko mepldAiov ocvpfatod pe to cyber range tou Avolktol

[Tavemompuiov Kimpou, pe okomd 11 SlevkdAUVoT TWV  SLHXEPLOTWV OTNV
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TapakoAoVONomn kat afloAdynomn ¢ eEEAENG Twv oevapiwv. To ypagkod mepfdAiov
TEPAUPAVEL YPAPNUATA, EVNUEPWOT] YL TNV KATACTAON TOU OUCTHHATOS KOl
AETITOUEPELEG YIX TO YEYOVOTA IOV EKTUAIGGOVTAL AkoAovONONKe §00£EV TTPOTUTIO YL TN
oxeblaon Twv 000vVwV, PE KATIOLEG ATIOKAICELS GTNV VAOTIOMOT), KUPLWG AdYw SUOKOALWV
O0TO OXESLAOUO YPAPNUATWY. ZUYKEKPLLEVA OTO YPAPNUA SIKTUOU avapevoTav 1 Sla
QVATIAPACTACT) TIOV PAVETAL 0TV TAAT@OpHa ManagelQ, aAAd 1 Snuovpyia Tapdpolov
mePBAAAOVTOG Kat 1) oVVSeoT o€ auTd Sev kKatéotn Suvatn. ‘Etol xpnowomombnke éva
aAlo  ypagnua Siktoovu, xwpls Ta emBuunTd  ewkovidia.  XTOo  ypa@nua
Xpovodiaypapupatog,  xpnowgomombnke  Stdypappa  Slaomopdg  ylr  TapOpolo
avamapaotaon pe T dobeloa. Tédog, dev Snuovpynbnke n 006vn ya 1 ovvdeon
XpPNoTwV, Yt dev vAomombnke o unxaviopog avbevtikomoinong. H e@apupoynq movu
avamtugape pmopel va Bewpnbel wg mpwun €kdoomn, mouv SnulovpynOnke yuw TV
TAPOVC(ACT VPLOTAUEVWV TIANPOQOPLOV IOV CUAAEYOVTAL ATIO TNV VTTAPYXOVCH UTTOSO T
Tov cyber range. [Ipemel, BePaiwg, va onpuelwoovpe 6TLOAa Ta Sedopéva TTPOEPXOVTAL ATIO
Baom dedopévwy oL SNULOVPYNONKE 0€ AVTIOTOLYIO LE TO OXN A TNG TIPAYUATIKNGS B&omng
Kat 8ev MTAvV 1M TPAYUATIKY. Ziyoupa XpeLaletal va yivouv TOAAEG BEATIWOELS
ELPAVIOLAKES, AAAA KL TIPOCONKES OTIG AELTOVPYIES TNG YLK VA 0OAOKANpwOEL. MepLkég amo

QUTEG AVAPEPOVTAL OTNV ETTOPEVT EVOTNTA 5.3.

[Na tig emBeoels, péow PBALOYPAPIKNG KAL SLASIKTUAKN G EPEVVAG, EVTOTIIOAUE SCripts Kal
EPYOAElat IOV XPNOLUOTIOLOVVTAL ATIO TNV KOKKLVT Opdda Kal TpoTelvape évav TPOTO
EVOWUATWONG TOVG 0TV e@appoyn. [IpooBéoape ) SuvatdTnTa AUTOLATOTIOMONG TNG
EKTEAEONG TWV EMOECEWV HECW XPOVOTIPOYPAUUATIONOV 1) WG aVTIOpAoELS o€ cupupavta
OV KATAYpA@OVTAL Katd TN Stapkela tng doknong, fonbwvtag ™ Agukn opdda va
VAOTIOMOEL TA OEVAPLA TNG, XWPIS TNV avaykn KOkkivng opddas. Epgaocn §66nke oto
oxeblaopud TOU OUCTNHATOG Kol TOV TPOTO MeE TOV omolo Ba vAomowmBel 1

QUTOUATOTIOMOM, OLWG TO Selypa TwV scripts oL xpNoLHOTONONKE NTAV PKPO.

5.3 MeAAovTIKQ OYESLX

Eival katavontd 0TL 0 oxeSLAoUOG KaL 1) VAOTIO(NOT) EVOG OAOKAT|PWHUEVOL UG T UATOG [E
TOAATAG XAPAKTNPLOTIKA, OTIWG €(val 1 OTTIKOTO(MNOT TWV AMOTEAECUATWV KoL M

autopatoTmoinon embéocewy, elvat epyacies xpovoPopes kal atéppoves. Xpeltalovtal
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ovvexn avafaduion, yia va cuppadifouv pe ta véa dedopéva kKat TEXVOAOYIES, AAAG Kal

BEATIWOELS Y KOAVTEPT EUTIELPLX XPT)OTN).

Mepka mapadeiypata yia BeATiwon Tov ypa@kol TePBAAAOVTOS TTOU VAOTIOU|CQALLE,
elvat n TpooONKN TG SuvaToOTNTAG AVALTNONG OTIS SLAPOoPEG 00OVES, €lTe AUTO APOPA
Ta logs, Ta scripts 1 TIG ava@OPES KAL 1| TAPOVGIAOT) OAWV TWV EKTEAECEWV TWV
eMBEcewv pe T duvatotnta mpofoAng g €€68ov tous. EmimAoy, ya ) xpnon g
epapuoyns oe production meplfaAlov  mpémel  va  mpootebel  punxaviopog
avbevtikomoinong kat €§ovolodotnong atopwyv. Auto avolysl to Spopo yla amdédoon
POAWV Kol SIKALWHATWY Kal TN dnuovpyla SL@opeTikwyv OPewv o€ KABe Evav amo

aUTOVG.

‘Ocov a@opa TI§ EMBECELG, YLt TNV AVATITUEN TNG EQAPUOYNG HAG TIPETIEL CAPWS VX
TPOooTEDOVV TEPLOGATEPA KAL TILO TIOAVTIAOKX SCripts KAl va eVOwHATwOoUV eMITALOV
epYOAEla KoL Yot GAAX AELTOUPYIKA GUOTIUATA. ZNUELWVOUVNE OTL PE TNV TPOTACN HOG
QUTOUOTOTIOLELTAL ) EKTEAEOT TWV eMIBECEWY, AAAG eKKpeUel To BEépa TG AYPMGS Twv
QATO@PACEWYV YLX TO TIolx €MiBeon B ekTeEAEOTEL KL TOTE, 1) oTtolt TIPETEL var KaBoploTel
AT TOUG SLOPYAVWTESG TWV AOKNOEWYV EK TWV TIPOTEPWV. ‘OTIWG AVAPEPAIE OTO KEPAAALO
™6 BLBALOYpa@iag, To BEua TG AV TOUATOTIOMUEVNG SNpovpyiag Twv PnudTwy emiBeong,
Tapapével vo Slepedivnom Kat TBavEG AVoels (owg pmopel va Swaoel 1 TexvoAoyia NG

TEYXVNTNG VOILOOUVTG KAL TNG UNXAVIKNG LaBnomg.
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Napaptnpa A
A Kodwkag E@appoyng

A.1 Aopn e@appoyng

Zto @akelo api tomobeteital o kwdkag Tov backend, evw 0TO Src 0 KWSIKAG TOV
frontend. £to @akelo jsonModel vTtdpyovv Ta HOVTEAQ TIOU AVTOUAAGGOOVTAL HETHED
server Kot client, evey oto model ta povtéda g Bdong dedouévwv. ETo @akeAo scripts,

TomoBeToUvTaL Ta scripts kat oTo scripts/output 1 £€£080G TWV EKTEAEGEWV TOVG.

> OPEN EDITORS
v MY-APP [WSL: UBUNTU]

api

public
src

.gitignore
appDatabaseSetup.sql

databaseSetup.sql

package.json

) readme.md
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> OPEN EDITORS

~ MY-APP [W5L: UBUNTU]

>

“ api

>
>
>
>
>
>
>
>
>

instance
jsonModel
model
scripts
static
templates
test

venv

flaskenv

' app-py

® appDatabase.py

@ ctriCalendar.py

@ database.py

# main.py

@ reportService.py

® requestHelper.py

requirements

@ scenarioService.py

# scriptService.py

@ scriptTriggerConditionOperator.py

@ scriptTriggerConditionPropertyld.py

% scriptTriggerEvent.py

# scriptTriggerEventStatus.py

® scriptTriggerService.py

@ scriptTriggerStatus.py

# scriptTriggerType.py

% scriptTriggerVariableValueType.py

> OPEN EDITORS
~ MY-APP [WS5L: UBUNTU]

>
>

7 public

individualScore
score
script
teamScore

i App.css
App.js

IS App.testjs
AttacksTable.js
AttacksTableContainer.js
BaseTable.js
Calendar.js
Campaign.js
ComponentStatusContainer.js
ComponentStatusTable.js
CtriDropDown.js
CtrlSnackBar.js
Drawer.js
DrawerStyles.js
EventsBasedOnNumberChart.js
index.css
index.js
logo.svg
NetworkGraph.js
NetworksTable.js
NetworksTableContainer.js
PageTitle.js
RankContainer.js
Reports.js

ReportTable.js
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A.2 Kwdwkag Backend

api/app.py

import os
from flask import Flask
from flask sqlalchemy import SQLAlchemy

def create_app():
app = Flask(__name_ )
app.config['SQLALCHEMY DATABASE URI'] =
'mysql://root:password@localhost/CTRL"

from scenarioService import scenarios_api
app.register_blueprint(scenarios_api)

from ctrlCalendar import calendar_api
app.register blueprint(calendar_api)

from scriptService import scripts_api
app.register_blueprint(scripts_api)

from scriptTriggerService import script_trigger_ api
app.register blueprint(script trigger api)

from reportService import report_api
app.register_blueprint(report_api)

try:
os.makedirs(app.instance_path)
except OSError:
pass

return app

api/appDatabase.py

from sqlalchemy import create_engine
from sqlalchemy.orm import scoped_session, sessionmaker
from sqlalchemy.ext.declarative import declarative_base

app_db_engine = create_engine('mysql://root:password@localhost/CTRL_APP',
convert_unicode=True)
app_db_session = scoped session(sessionmaker(autocommit=False,
autoflush=False,
bind=app db_engine))
App_db_base = declarative base()
App_db_base.query = app db session.query property()




def init db():
App_db_base.metadata.create all(bind=app db engine)

api/ctrlCalendar.py

import logging

from flask import Blueprint

from flask import request

from flask import current_app

from flask import json

from flask import make response

from model.calendarEvent import CalendarEvent

from jsonModel.calendarEventSchema import calendar_events_schema

calendar_api = Blueprint('calendar_api', _ name_ )

@calendar_api.route('/api/calendar', methods=['GET'])
def calendar():

current_app.logger.info("get calendar™)

current_app.logger.info("request.args.get(start)
request.args.get("start"))

current_app.logger.info("request.args.get(end) : " +
request.args.get("end"))

list =
CalendarEvent.query.filter(CalendarEvent.isoDateFrom>=request.args.get("start"
), CalendarEvent.isoDateTo<request.args.get("end")).all()

current_app.logger.info("json list " +
str(json.dumps(calendar_events_schema.dump(list))))

response = make_response(json.dumps(calendar_events schema.dump(list)))

response.headers.add('Access-Control-Allow-Origin', '*")

return response

api/database.py

from sqlalchemy import create_engine
from sqlalchemy.orm import scoped _session, sessionmaker
from sqlalchemy.ext.declarative import declarative_base

engine = create engine('mysql://root:password@localhost/CTRL",

convert unicode=True)

db_session = scoped session(sessionmaker(autocommit=False,
autoflush=False,
bind=engine))

Base = declarative base()

Base.query = db_session.query_property()

def init_db():
Base.metadata.create all(bind=engine)




api/main.py

from os import abort
import time

import logging
import app

app2 = app.create_app()

logger = logging.getLogger('main')
logger.setlLevel(logging.DEBUG)
ch = logging.StreamHandler()
ch.setLevel(logging.ERROR)
formatter = logging.Formatter("

")
ch.setFormatter(formatter)
logger.addHandler(ch)

api/reportService.py

flask import Blueprint

flask import request

flask import current_app

flask import json

flask import make_response

model.ctrl.report import Report
jsonModel.reportSchema import reports_schema

report_api = Blueprint('report api', _ name_ )

printRequestData(request):
current_app.logger.info("request.json

+ str(request.json))

return

getReport(id):
return Report.query.get(id)

getAllReports():
return Report.query.order_by(Report.isoCreatedAt.desc()).all()

getlList(offset, limit):




return Report.query.offset(offset).limit(limit)

processOptions(request):

current_app.logger.info("report options")

response = make_response()
response.headers.add("Access-Control-Allow-Origin™, "*")
response.headers.add('Access-Control-Allow-Headers"', "*"
response.headers.add('Access-Control-Allow-Methods"', "*"
current_app.logger.info("response : " + str(response))
return response

processGet(request):
current_app.logger.info("get reports")
reportId = request.args.get("reportId")

if not reportld:
list = getAllReports()
else:

report = getReport(reportlId)

list = [report]

current_app.logger.info("report list : " + str(list))
current_app.logger.info("json report list " +
str(json.dumps(reports_schema.dump(list))))
response = make_response(json.dumps(reports schema.dump(list)))
response.headers.add('Access-Control-Allow-Origin‘, '*')

return response

@report_api.route('/api/report', methods=[ 'GET', 'OPTIONS'])
def run():
current_app.logger.info("run report")
printRequestData(request)
if request.method == "OPTIONS":
return processOptions(request)
elif request.method == "GET":
return processGet(request)
else:
return

api/requestHelper.py

from flask import abort
from flask import json
from flask import make_response

def handle request_error(message, code):
resultText = "{ \"result\" : \"" + str(message) + "\" }"




response = make_response(json.dumps(resultText), code)
response.headers.add('Access-Control-Allow-Origin‘, '*')
abort(response)

api/scenarioService.py

import logging

from flask import Blueprint

from flask import request

from flask import current_app

from flask import json

from flask import make response

from sqlalchemy import func

from model.ctrl.ctrlEvent import CtrlEvent

from model.ctrl.scenario import Scenario

from jsonModel.scenarioSchema import scenarios_schema
from jsonModel.teamSchema import teams_schema
from jsonModel.userSchema import users_schema
from jsonModel.network import Network

from model.ctrl.scenarioTeam import ScenarioTeam
from database import db_session

from model.ctrl.team import Team

from sqlalchemy.orm import defer

from sqlalchemy.orm import undefer

from sqlalchemy.orm import load_only

from model.ctrl.teamUser import TeamUser
from model.ctrl.user import User
from model.ctrl.wazuhAlert import WazuhAlert

scenarios_api = Blueprint('scenarios_api', _ _name__)

@scenarios_api.route('/api/scenarios’, methods=["'GET'])

def scenarios():
current_app.logger.info("get scenarios")
list = Scenario.query.filter(Scenario.status == "RUNNING').all()
current_app.logger.info(

"json list " + str(json.dumps(scenarios_schema.dump(list))))
response = make_response(json.dumps(scenarios schema.dump(list)))
response.headers.add('Access-Control-Allow-Origin‘, '*')
return response

@scenarios_api.route('/api/networks', methods=["'GET'])

def networks():
current_app.logger.info("get networks™)
current_app.logger.info("request.json + str(request.json))
network = getNetworkByScenariold(request.json.data.get("scenarioId"))




current_app.logger.info("network " + str(network))
response = make_response(json.dumps(network))
response.headers.add( 'Access-Control-Allow-Origin', '*")
return response

@scenarios_api.route('/api/teams', methods=["'GET'])

def teams():
current_app.logger.info("get teams")
current_app.logger.info("request.json + str(request.json))
teams = getTeamsByScenariold(request.args.get("scenariold"))
current_app.logger.info("teams " + str(teams))
response = make_ response(json.dumps(teams schema.dump(teams)))
response.headers.add('Access-Control-Allow-Origin‘, '*')
return response

@scenarios_api.route('/api/users', methods=["'GET'])
def users():
current_app.logger.info("get users")
current_app.logger.info("request.json :
users = getUsersByScenarioIdAndTeamId(
request.args.get("scenarioId"), request.args.get("teamId"))
current_app.logger.info("users " + str(users))
response = make_response(json.dumps(users_schema.dump(users)))
response.headers.add('Access-Control-Allow-Origin‘, '*')
return response

+ str(request.json))

@scenarios_api.route('/api/event', methods=["'GET'])
def event():
current_app.logger.info("get events")
current_app.logger.info("request.json
eventsPerHour = getEventCountPerHour(
request.args.get("scenarioId"), request.args.get("teamId"),
request.args.get("userId"),)
current_app.logger.info("eventsPerHour " + str(eventsPerHour))
response = make_response(json.dumps(eventsPerHour))
response.headers.add( 'Access-Control-Allow-Origin', '*")
return response

+ str(request.json))

getTeamsByScenariolId(scenariold):

query = db_session.query(Team).join(ScenarioTeam)

query = query.filter(ScenarioTeam.scenarios_id == scenariold)
query = query.options(load only(Team.id, Team.team_id, Team.name))
return query.all()




def getUsersByScenarioIdAndTeamId(scenariold, teamld):
query =
db_session.query(User).join(TeamUser).join(Team).join(ScenarioTeam)
query = query.filter(ScenarioTeam.scenarios_id == scenariold)
query = query.filter(TeamUser.teams_id == teamId)
query = query.options(load only(User.id, User.user_id, User.username))
return query.all()

def formatEventCountPerHour(tupleList):
input : [('2022-05-06T00', 1), ('2022-05-06T23', 17), ('2022-05-06T22",
2)]
output : [{'time': '2022-085-06T00', 'eventsNo': 1}, {'time': '2022-05-
06T22', 'eventsNo': 2}, {'time': '2022-05-06T23', 'eventsNo': 17}]
arr = []
for a, b in tuplelist:
evdict = {
"time": a,
"eventsNo": b

}

arr.append(evdict)
return sorted(arr, key=lambda x: x['time'])

getEventCountPerHour(scenariold, teamId, userId):

[}

returns
[{
"time': '2022-05-06T00', 'eventsNo': 1,
}s
{
"time': '2022-05-06T23', 'eventsNo': 17,
}]

timeFormat = '%Y-%m-%dT%H"

query = db_session.query(func.from_unixtime(
WazuhAlert.timestamp, timeFormat).label('time"),

func.count(CtrlEvent.id).label( 'count"'))

query = query.join(WazuhAlert)

query = query.filter(CtrlEvent.scenarios_id == scenariold)

query = query.filter(CtrlEvent.teams_id == teamId)

if (userId):
query = query.filter(CtrlEvent.users_id == userId)

query = query.group_by(func.from unixtime(
WazuhAlert.timestamp, timeFormat))

return formatEventCountPerHour(query.all())




def getNetworkByScenarioId(scenariold):
manageIgResponse = getManageIgResponseSample()
jsonManageIgResponse = json.loads(manageIqResponse)

nodesObject = jsonManageIgResponse.data.items
edges = jsonManageIgResponse.data.relations
nodes = []
for key in nodesObject:
item = nodesObject.get(key)
item["itemId"] = key
nodes .append(item)
return Network(nodes, edges)

getManageIgResponseSample():
return '''
{
"data": {
"items": {
"NetworkManager5": {
"name": "vmengine Network Manager",
"kind": "NetworkManager",
"model"”: "ManageIQ::Providers::Redhat::NetworkManager",
"mig_id": 5,
"key": "NetworkManager5",
"status": "Valid",
"display kind": "Redhat"
})
"CloudTenant2": {
"name": "tenant",
"kind": "CloudTenant",
"model":
"ManageIQ: :Providers: :Openstack: :CloudManager: :CloudTenant",
"mig_id": 2,
"key": "CloudTenant2",
"status": "OK",
"display kind": "CloudTenant"
})
"NetworkManager3": {
"name": "threatrealml.sec.ouc.ac.cy Network Manager",
"kind": "NetworkManager",
"model"”: "ManageIQ::Providers::Redhat::NetworkManager",
"mig_id": 3,
"key": "NetworkManager3",
"status": "Valid",
"display kind": "Redhat"
})
"CloudTenantl": {
"name": "tenant",




"kind": "CloudTenant",
"model":
"ManageIQ: :Providers: :Openstack: :CloudManager: :CloudTenant",
"mig_id": 1,
"key": "CloudTenantl",
"status": "OK",
"display kind": "CloudTenant"
})
"CloudSubnet6": {
"name": "sub_a",
"kind": "CloudSubnet",
"model":
"ManageIQ: :Providers: :Openstack: :NetworkManager: :CloudSubnet",
"miqg_id": 6,
"key": "CloudSubnet6",
"status": "Active",
"display kind": "CloudSubnet"
})
"CloudSubnet9": {
"name": "miqg_sub_ovn",
"kind": "CloudSubnet",
"model":
"ManageIQ: :Providers: :Openstack: :NetworkManager: :CloudSubnet",
"mig_id": 9,
"key": "CloudSubnet9",
"status": "Active",
"display kind": "CloudSubnet"
})
"CloudSubnet11": {
"name": "sub",
"kind": "CloudSubnet",
"model":
"ManageIQ: :Providers: :Openstack: :NetworkManager: :CloudSubnet",
"mig_id": 11,
"key": "CloudSubnetll",
"status": "Active",
"display kind": "CloudSubnet"
})
"CloudSubnet10": {
"name": "miq_local",
"kind": "CloudSubnet",
"model":
"ManageIQ: :Providers: :Openstack: :NetworkManager: :CloudSubnet",
"mig_id": 10,
"key": "CloudSubnetle",
"status": "Active",
"display kind": "CloudSubnet"




"CloudSubnet7": {
"name": "subnet",
"kind": "CloudSubnet",
"model":
"ManageIQ: :Providers: :Openstack: :NetworkManager: :CloudSubnet",
"mig_id": 7,
"key": "CloudSubnet7",
"status": "Active",
"display kind": "CloudSubnet"
})
"CloudSubnet8": {
"name": "sub_test_miq",
"kind": "CloudSubnet",
"model":
"ManageIQ: :Providers: :Openstack: :NetworkManager: :CloudSubnet",
"mig_id": 8,
"key": "CloudSubnet8",
"status": "Active",
"display kind": "CloudSubnet"
})
"CloudSubnet2": {
"name": "subl",
"kind": "CloudSubnet",
"model":
"ManageIQ: :Providers: :Openstack: :NetworkManager: :CloudSubnet",
"mig_id": 2,

"key": "CloudSubnet2",
"status": "Active",

"display kind": "CloudSubnet"

}J
"CloudSubnet1": {
"name": "sub2",
"kind": "CloudSubnet",
"model":
"ManageIQ: :Providers: :Openstack: :NetworkManager: :CloudSubnet",
"mig_id": 1,
"key": "CloudSubnetl",
"status": "Active",
"display kind": "CloudSubnet"
})
"NetworkRouter3": {
"name": "miqg_net_ovn",
"kind": "NetworkRouter",
"model":
"ManageIQ: :Providers: :Openstack: :NetworkManager: :NetworkRouter",
"mig_id": 3,
"key": "NetworkRouter3",
"status": "Inactive",




"display kind": "NetworkRouter"
})
"NetworkRouter2": {
"name": "miq_flat_router",
"kind": "NetworkRouter",
"model":

"ManageIQ: :Providers: :Openstack: :NetworkManager: :NetworkRouter",

"mig_id": 2,
"key": "NetworkRouter2",
"status": "Inactive",
"display kind": "NetworkRouter"
})
"CloudNetwork88": {
"name": "sub_test",
"kind": "CloudNetwork",
"model":
"ManageIQ: :Providers: :Openstack: :NetworkManager: :CloudNetwork
"miqg_id": 88,
"key": "CloudNetwork88",
"status": "Active",
"display kind": "CloudNetwork Private"
})
"CloudNetwork97": {
"name": "miqg_net _ovn",
"kind": "CloudNetwork",
"model":

"ManagelIQ: :Providers: :Openstack: :NetworkManager: :CloudNetwork
"mig_id": 97,
"key": "CloudNetwork97",
"status": "Active",

"display kind": "CloudNetwork Private"

})

"CloudNetwork99": {
"name": "20.1",
"kind": "CloudNetwork",
"model":

"ManageIQ: :Providers: :Openstack: :NetworkManager: :CloudNetwork

"mig_id": 99,
"key": "CloudNetwork99",
"status": "Active",
"display kind": "CloudNetwork Private"

})
"CloudNetwork98": {
"name": "miq_ovn_flat",
"kind": "CloudNetwork",
"model”:
"ManageIQ: :Providers: :Openstack: :NetworkManager: :CloudNetwork:
"mig_id": 98,

::Private",

::Private",

:Private",

:Private",




"key": "CloudNetwork98",
"status": "Active",
"display kind": "CloudNetwork Private"
})
"CloudNetwork94": {
"name": "sub2_test",
"kind": "CloudNetwork",
"model":
"ManagelIQ: :Providers: :Openstack: :NetworkManager: :CloudNetwork: :Private",
"mig_id": 94,
"key": "CloudNetworko4",
"status": "Active",
"display kind": "CloudNetwork Private"
})
"CloudNetwork95": {
"name": "miq_flat_net",
"kind": "CloudNetwork",
"model":
"ManagelIQ: :Providers: :Openstack: :NetworkManager: :CloudNetwork: :Private",
"mig_id": 95,
"key": "CloudNetwork95",
"status": "Active",
"display kind": "CloudNetwork Private"
})
"CloudNetwork89": {
"name": "br_test3",
"kind": "CloudNetwork",
"model":
"ManageIQ: :Providers: :Openstack: :NetworkManager: :CloudNetwork: :Private",
"mig_id": 89,
"key": "CloudNetwork89",
"status": "Active",
"display kind": "CloudNetwork Private"
})
"CloudNetwork9e": {
"name": "br_test4",
"kind": "CloudNetwork",
"model":
"ManageIQ: :Providers: :Openstack: :NetworkManager: :CloudNetwork: :Private",
"mig_id": 9@,
"key": "CloudNetwork9e",
"status": "Active",
"display kind": "CloudNetwork Private"

}s

"relations": [

{

"source": "NetworkManager5",




"target": "CloudTenant2"

"source": "NetworkManager3",
"target": "CloudTenant1l"

"source": "CloudTenantl",
"target": "CloudSubnet6"

"source": "CloudTenantl",
"target": "CloudSubnet9"

"source": "CloudTenantl",
"target": "CloudSubnet11"

"source": "CloudTenantl",
"target": "CloudSubnetil0"

"source": "CloudTenantl",
"target": "CloudSubnet7"

"source": "CloudTenantl",
"target": "CloudSubnet8"

"source": "CloudTenantl",
"target": "CloudSubnet2"

"source": "CloudTenantl",
"target": "CloudSubnet1"

"source": "CloudTenantl",
"target": "NetworkRouter3"

"source": "NetworkRouter3",
"target": "CloudSubnet6"

"source": "NetworkRouter3",




"target":

"source":
"target":

"source":
"target":

"source":
"target":

"source":
"target":

"source":
"target":

"source":
"target":

"source":
"target":

"source":
"target":

"source":
"target":

"source":
"target":

"source":
"target":

"source":

"CloudSubnet9"

"NetworkRouter3",
"CloudSubnet10"

"CloudTenantl",
"NetworkRouter2"

"NetworkRouter2"
"CloudSubnet8"

"NetworkManager3
"CloudSubnet6"

"CloudSubnet6",
"NetworkRouter3"

"CloudSubnet6",
"CloudNetwork88"

"CloudSubnet6",
"NetworkRouter3"

"NetworkManager3
"CloudSubnet9"

"CloudSubnet9",
"NetworkRouter3"

"CloudSubnet9",
"CloudNetwork97"

"CloudSubnet9",
"NetworkRouter3"

"NetworkManager3"

)

)

)




"target":

"source":
"target":

"source":
"target":

"source":
"target":

"source":
"target":

"source":
"target":

"source":
"target":

"source":
"target":

"source":
"target":

"source":
"target":

"source":
"target":

"source":
"target":

"source":

"CloudSubnet11"

"CloudSubnet11",
"CloudNetwork99"

"NetworkManager3",
"CloudSubneti0"

"CloudSubneti0",
"NetworkRouter3"

"CloudSubneti10",
"CloudNetworko8"

"CloudSubneti0",
"NetworkRouter3"

"NetworkManager3",
"CloudSubnet?7"

"CloudSubnet7",
"CloudNetworko4"

"NetworkManager3",
"CloudSubnet8"

"CloudSubnet8",
"NetworkRouter2"

"CloudSubnet8",
"CloudNetwork95"

"CloudSubnet8",
"NetworkRouter2"

"NetworkManager3",




"target": "CloudSubnet2"

"source": "CloudSubnet2",
"target": "CloudNetwork89"

"source": "NetworkManager3",
"target": "CloudSubnet1"

"source": "CloudSubnetl",
"target": "CloudNetwork9e"

1,

"kinds": {
"NetworkRouter": true,
"CloudSubnet": true,
"Vm": true,
"NetworkManager": true,
"FloatingIp": true,
"CloudNetwork": true,
"NetworkPort": true,
"CloudTenant": true,
"SecurityGroup": true,
"LoadBalancer": true,
"Tag": true,
"AvailabilityZone": true

}s

"filter_properties": null,
"icons": {
"NetworkRouter": {
“type": "glyph®,
"class": "pficon pficon-route"

}s
"CloudSubnet": {
“type": "glyph”,
"class": "pficon pficon-network"
3
"Vm": {
"type" : Ilglyphll’
"class": "pficon pficon-virtual-machine"
}s
"FloatingIp": {
“type": "glyph”,
"class": "ff ff-floating-ip"
3
"CloudNetwork": {




"type" : Ilglyphll’
"class": "ff ff-cloud-network"
}s
"NetworkPort": {
“type": "glyph”,
"class": "ff ff-network-port"
3
"CloudTenant": {
"type" : Ilglyphll’
"class": "pficon pficon-cloud-tenant”
}s
"SecurityGroup": {
“type": "glyph”,
"class": "pficon pficon-cloud-security"
3
"LoadBalancer": {
"type" : Ilglyphll’
"class": "ff ff-load-balancer"
}s
"Tag": {
“type”: "glyph®,
"class": "fa fa-tag"
3
"AvailabilityZone": {
"type" : Ilglyphll’
"class": "pficon pficon-zone"
}s
"Redhat": {
"type": "image",
"icon": "/assets/svg/vendor-redhat_network-
6ef2b0c582ealf2b1279306alelc72f55b4f561a0a524816aalb0ce9325ee065.

}
}s

"settings": null

api/scriptService.py

import logging

import re

import subprocess

from subprocess import STDOUT, PIPE, TimeoutExpired
import pathlib

from sys import stdout

from typing import List




from flask import Blueprint

from flask import request

from flask import current_app

from flask import json

from flask import make_response

from datetime import datetime

from model.script.script import Script

from model.script.scriptVariable import ScriptVariable
from model.script.scriptScriptVariable import ScriptScriptVariable
from model.script.scriptExecutor import ScriptExecutor
from jsonModel.script.scriptSchema import scripts_schema
from requestHelper import handle_request_error

scripts_api = Blueprint('scripts_api', __name__)

def printRequestData(request):
current_app.logger.info("request.json

+ str(request.json))

return

runNmap (request) :
current_app.logger.info("run nmap")
data = request.json
ipRangeStart = data.get("ipRangeStart")
ipRangeEnd = data.get("ipRangeEnd")
current_app.logger.info("ipRangeStart + str(ipRangeStart))
current_app.logger.info("ipRangeEnd : + str(ipRangeEnd))
result = subprocess.run(['nmap', '90.0.0.0'],
capture_output=True, text=True)

current_app.logger.info("process return code : " + str(result.returncode))
current_app.logger.info("process output : " + str(result.stdout))
current_app.logger.info("process error output : " + str(result.stderr))
if result.returncode ==

return result.stdout
else:

return result.stderr

runScript(data):

current_app.logger.info("runScript")

scriptId = data.get("scriptId")
current_app.logger.info("scriptId : " + str(scriptId))
variableValues = data.get("variableValues")

current_app.logger.info("variableValues : " + str(variableValues))




if not scriptld:

handle_request_error("Missing required scriptId", 400)
script = getScript(scriptId)
if not script:

handle request_error("Invalid script id", 400)
current_app.logger.info("script : " + str(script))
scriptVariableValues = getScriptVariableValues(

variableValues, script.variables)
current_app.logger.info("scriptVariableValues : " +

str(scriptVariableValues))

return runScriptFile(script, scriptVariableValues)

getScript(id):
return Script.query.get(id)

getAllScripts():
return Script.query.all()

getList(offset, limit):
return Script.query.offset(offset).limit(limit)

getScriptExecutor(id):

return ScriptExecutor.query.get(id)

getScriptVariables(scriptId):
list = ScriptScriptVariable.query.filter(
ScriptScriptVariable.scriptId == scriptId).all()
varIds = [var.variableId for var in list]
return ScriptVariable.query.filter(ScriptVariable.id.in_(varIds)).all()

def getScriptVariableValues(variableValues, script_ScriptVariables:
List[ScriptScriptVariable]):
current_app.logger.info("variableValues
params = []
if script_ScriptVariables:
script_ScriptVariables.sort(key=lambda x: x.orderNo)
for ss_var in script_ScriptVariables:
var = ss_var.variable
variableValue = variableValues.get(var.id)
current_app.logger.info(
"param " + str(var.id) +
TODO
if (not variableValue):

+ str(variableValues))

+ str(variableValue))




if (ss_var.required):
current_app.logger.info(
"Missing required variable value for " +
str(var.name))
handle request_error(
"Missing required variable value for " + var.name,
400)
else:
current_app.logger.info(

"var.type.regexPattern + str(var.type.regexPattern))
acceptedPattern = re.compile(var.type.regexPattern)
current_app.logger.info(

"acceptedPattern " + str(acceptedPattern))
if (not acceptedPattern.fullmatch(variableValue)):

current_app.logger.info(

"Invalid variable value for
handle request _error(
"Invalid variable value for

+ str(var.name))

" + var.name, 400)
params.append(variableValue)

return params

def runScriptFile(scriptFull, scriptVariableValues):
current_app.logger.info("runScriptFile scriptFull")
current_app.logger.info(
"runParams-bef : " + str([scriptFull.executor.cmd,
scriptFull.location]))
currentFullPath = str(pathlib.Path().resolve())
current_app.logger.info("currentFullPath : " + str(currentFullPath))
scriptFullPath = currentFullPath + "/" + scriptFull.location
current_app.logger.info("scriptFullPath : " + str(scriptFullPath))
ouputFileName = str(currentFullPath + "/scripts/output/" + scriptFull.id +
"-" + datetime.now().strftime("%Y%MBdAHIEM%ESHE") + "-"
+ "out.txt")
current_app.logger.info("ouputFileName :

+ str(ouputFileName))

runParams = [scriptFull.executor.cmd]
executorArgs = scriptFull.executor.args
current_app.logger.info("executorArgs
if (executorArgs):
for execArg in executorArgs:
runParams.append(execArg.arg)
runParams.append(scriptFullPath)
if scriptVariableValues:
runParams.extend(scriptVariableValues)
current_app.logger.info("runParams : " + str(runParams))

+ str(executorArgs))

with open(ouputFileName, "x") as out:




result = subprocess.run(runParams, text=True,
timeout=120, stdout=out, stderr=stdout)
current_app.logger.info(

"\n\nprocess return code : + str(result.returncode))
current_app.logger.info("process output : " + str(result.stdout))
current_app.logger.info("process error output " + str(result.stderr))
if result.returncode == 0:

return result.stdout
else:

return result.stderr

scriptExecutor = {
‘nmap’: runNmap

@scripts_api.route('/api/scripts', methods=[ 'GET', 'POST', 'OPTIONS'])
def run():
current_app.logger.info("run script")
printRequestData(request)
if request.method == "OPTIONS":
return processOptions(request)
elif request.method == "POST":

return processPost(request)
elif request.method == "GET":

return processGet(request)
else:

return

processOptions(request):

current_app.logger.info("script options")

response = make_response()
response.headers.add("Access-Control-Allow-Origin™, "*")
response.headers.add( 'Access-Control-Allow-Headers"', "*"
response.headers.add('Access-Control-Allow-Methods"', "*")
current_app.logger.info("response : " + str(response))
return response

processPost(request):
current_app.logger.info("post script")
executorResponse = runScript(request.json)

resultText = "{ \"result\" : \"" + str(executorResponse) + "\" }"
current_app.logger.info("response : " + resultText)
response = make response(json.dumps(resultText))




response.headers.add('Access-Control-Allow-Origin', '*")
return response

processGet(request):

current_app.logger.info("get scripts")

list = getAllScripts()

current_app.logger.info("script list : " + str(list))

current_app.logger.info("json script list " +
str(json.dumps(scripts schema.dump(list))))

response = make_response(json.dumps(scripts_schema.dump(list)))

response.headers.add('Access-Control-Allow-Origin', '*")

return response

api/scriptTriggerConditionOperator.py

from enum import Enum, unique

@unique

class ScriptTriggerConditionOperator(Enum):
EQUAL = '='
NOT_EQUAL = '!-'
GREATER_THAN = '>'
GREATER_THAN_OR_EQUAL
LESS_THAN = '<'
LESS_THAN_OR_EQUAL

api/scriptTriggerConditionPropertyld.py

from enum import Enum, unique

@unique

class ScriptTriggerConditionPropertyId(Enum):
SURICATA RULE_ID = 1
SURICATA_SOURCE_IP = 2
SURICATA DESTINATION_IP =
SURICATA DESTINATION_PORT = 4
SURICATA_HOST_NAME = 5
WAZUH_RULE_ID = 6
WAZUH_RULE_LEVEL = 7
WAZUH_RULE_AGENT_ID = 8
WAZUH_RULE_AGENT_HOST_NAME
WAZUH_RULE_AGENT_IP = 10

api/scriptTriggerEvent.py

from enum import Enum, unique
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@unique

class ScriptTriggerEvent(Enum):
WAZUH_ALERT = 1
SURICATA ALERT =

api/scriptTriggerEventStatus.py

from enum import Enum, unique

@unique

class ScriptTriggerEventStatus(Enum):
PENDING = 1
PROCESSED =

api/scriptTriggerService.py

import logging

import re

import subprocess

from subprocess import STDOUT, PIPE, TimeoutExpired

import pathlib

from sys import stdout

from flask import Blueprint

from flask import request

from flask import current_app

from flask import json

from flask import make_response

from datetime import datetime

from appDatabase import app_db session

from model.ctrl.suricataAlert import SuricataAlert

from model.ctrl.wazuhAlert import WazuhAlert

from model.script import scriptTrigger

from model.script.ctrlTriggerEvent import CtrlTriggerEvent

from model.script.script import Script

from model.script.scriptTrigger import ScriptTrigger

from model.script.scriptVariable import ScriptVariable

from model.script.scriptScriptVariable import ScriptScriptVariable
from model.script.scriptExecutor import ScriptExecutor

from jsonModel.script.scriptSchema import scripts_schema

from requestHelper import handle_request_error

from scriptService import runScriptFile

from scriptTriggerConditionOperator import ScriptTriggerConditionOperator
from scriptTriggerConditionPropertyId import ScriptTriggerConditionPropertyId
from scriptTriggerEvent import ScriptTriggerEvent

from scriptTriggerEventStatus import ScriptTriggerEventStatus

from scriptTriggerStatus import ScriptTriggerStatus

from scriptTriggerVariableValueType import ScriptTriggerVariableValueType

script_trigger api = Blueprint('script trigger api', _ name_ )




def getScriptTrigger(id):
return ScriptTrigger.query.get(id)

def getList(offset, limit):
return ScriptTrigger.query.offset(offset).limit(limit)

def getAllRunningForEventType(eventType):

return ScriptTrigger.query.filter(ScriptTrigger.status ==
ScriptTriggerStatus.RUNNING.name, ScriptTrigger.triggerValue ==
eventType).all()

def baseConditionOk(operator, conditionValue, actualValue):
if (ScriptTriggerConditionOperator.EQUAL.name == operator):
return actualValue == conditionValue
elif (ScriptTriggerConditionOperator.NOT_EQUAL.name == operator):
return actualValue != conditionValue
elif (ScriptTriggerConditionOperator.GREATER_THAN.name == operator):
return actualValue > conditionValue
elif (ScriptTriggerConditionOperator.GREATER_THAN_OR_EQUAL.name ==
operator):
return actualValue >= conditionValue

elif (ScriptTriggerConditionOperator.LESS THAN.name == operator):
return actualValue < conditionValue

elif (ScriptTriggerConditionOperator.LESS_THAN_OR_EQUAL.name == operator):
return actualValue <= conditionValue

else:
return False

alertRuleIdactualValueGetter(alert):
return alert.rule.id

alertAgentIdValueGetter(alert):
return alert.agent_id

alertAgentHostnameValueGetter(alert):
return alert.agent_hostname

alertAgentIpValueGetter(alert):
return alert.agent_ip




wazuhAlertRulelLevelValueGetter(alert):

return alert.rule.level

alertSourceIpValueGetter(alert):
return alert.src_ip

alertDestinationIpValueGetter(alert):

return alert.dest_ip

alertDestinationPortValueGetter(alert):

return alert.dest port

alertHostnameValueGetter(alert):
return alert.hostname

conditionActualValueGetterByPropertyIld = {

ScriptTriggerConditionPropertyId.
alertRuleIdactualValueGetter,
ScriptTriggerConditionPropertyId.
alertSourceIpValueGetter,
ScriptTriggerConditionPropertyId.
alertDestinationIpValueGetter,
ScriptTriggerConditionPropertyId.
alertDestinationPortValueGetter,
ScriptTriggerConditionPropertyId.
alertHostnameValueGetter,
ScriptTriggerConditionPropertyId.
alertRuleIdactualValueGetter,
ScriptTriggerConditionPropertyId.
wazuhAlertRulelLevelValueGetter,
ScriptTriggerConditionPropertyId.
alertAgentIdValueGetter,
ScriptTriggerConditionPropertyId.
alertAgentHostnameValueGetter,
ScriptTriggerConditionPropertyId.
alertAgentIpValueGetter

}

SURICATA RULE_ID.name:

SURICATA SOURCE_IP.name:

SURICATA DESTINATION_IP.name:

SURICATA_ DESTINATION_PORT.name:

SURICATA_ HOST_NAME.name:

WAZUH_RULE_ID.name:

WAZUH_RULE_LEVEL.name:

WAZUH_RULE_AGENT_ID.name:

WAZUH_RULE_AGENT_HOST_NAME .name:

WAZUH_RULE_AGENT_IP.name:

def actualConditionValueGetter(conditionProperty, alert):
return conditionActualValueGetterByPropertyId[conditionProperty](alert)

def conditionsOk(conditions, alert):
if (not cond):




return True

for cond in conditions:
condOk = baseConditionOk(
cond.operator, cond.value,
actualConditionValueGetter(cond.property, alert))
if (not condOk):
return False
return True

runEventTrigger(scriptTrigger):
current_app.logger.info("request.json

+ str(request.json))

return

createEvent(event: CtrlTriggerEvent):
app_db_session.add(event)
app_db_session.commit()

return event

deleteEvent(event: CtrlTriggerEvent):
CtrlTriggerEvent.query.filter(CtrlTriggerEvent.id == event.id).delete()
app_db_session.commit()

def updateEvent(event: CtrlTriggerEvent, status: ScriptTriggerEventStatus,
triggered: list):
event.status = status.name
if (triggered):
string triggered = [str(int) for int in triggered]
event.triggered = ",".join(string triggered)
app_db_session.commit()

return event

def getWazuhAlert(id):
WazuhAlert.query.get(id)

def getSuricataAlert(id):
SuricataAlert.query.get(id)

alertGetterByEventType




ScriptTriggerEvent.SURICATA ALERT.name: getSuricataAlert,
ScriptTriggerEvent.WAZUH_ALERT.name: getWazuhAlert

def getAlert(event: CtrlTriggerEvent):
return alertGetterByEventType[event.eventType](event.eventlId)

def getScriptVariableValues(triggerVariableValues, alert):
params = []
if triggerVariableValues:
triggerVariableValues.sort(key=lambda x : x.variable.order)
for tVar in triggerVariableValues:
paramVal = tVar.value
if (ScriptTriggerVariableValueType.DYNAMIC.name ==
tVar.valueType):
paramVal = actualConditionValueGetter(tVar.value, alert)
params.append(paramVal)
return params

processEvent(event: CtrlTriggerEvent):

runningTriggers = getAllRunningForEventType(event.eventType)

if (not runningTriggers):
updateEvent(event, ScriptTriggerEventStatus.PROCESSED, None)
return

alert = getAlert(event)
triggered = []
for trigger in runningTriggers:
condsOk = conditionsOk(trigger.conditions, alert)
if (not condsOk):
continue
runScriptFile(trigger.script,
getScriptVariableValues(trigger.scriptVariables, alert))
triggered.append(trigger.script.id)
updateEvent(event, ScriptTriggerEventStatus.PROCESSED, triggered)

@script_trigger_api.route('/api/scriptTrigger', methods=["'GET', 'POST',

'OPTIONS'])

def run():
current_app.logger.info("run script")
current_app.logger.info("request.json
if request.method == "OPTIONS":

return processOptions(request)

elif request.method == "POST":

+ str(request.json))

return processPost(request)
elif request.method == "GET":




return processGet(request)
else:
return

processOptions(request):

current_app.logger.info("script options")

response = make_response()
response.headers.add("Access-Control-Allow-Origin", "*")
response.headers.add('Access-Control-Allow-Headers', "*")
response.headers.add('Access-Control-Allow-Methods"', "*"
current_app.logger.info("response : " + str(response))
return response

processPost(request):
current_app.logger.info("post script")

response = make_response()
response.headers.add('Access-Control-Allow-Origin', '*")
current_app.logger.info("response : " + str(response))
return response

processGet(request):
current_app.logger.info("get scripts”)

response = make response()
response.headers.add('Access-Control-Allow-Origin‘, '*')
current_app.logger.info("response : " + str(response))
return response

api/scriptTriggerStatus.py

from enum import Enum, unique

@unique
ScriptTriggerStatus(Enum):

PENDING




EXECUTED

RUNNING
STOPPED

api/scriptTriggerType.py

from enum import Enum, unique

@unique
ScriptTriggerType(Enum):

EVENT = 1
TIME

api/scriptTriggerVariableValueType.py

from enum import Enum, unique

@unique
ScriptTriggerVariableValueType(Enum):

ACTUAL = 1,

DYNAMIC

api/model/ctrl/ctrlEvent.py

sqlalchemy import Column, Integer, String, ForeignKey
sqlalchemy.orm import relationship
appDatabase import App db base

model.ctrl.wazuhRule import WazuhRule

CtrlEvent(App_db_base):
__tablename = ‘CtrlEvent’
id = Column(Integer, primary_key= )
scenarios_id = Column(String(45), ForeignKey('scenarios.id'))
teams_id = Column(String(45), ForeignKey('teams.id"'))
users_id = Column(String(45), ForeignKey('users.id"))
wazuh_alert_id = Column(Integer, ForeignKey('wazuh_alert.id"))

__init_ (self, id, scenarios_id= , teams id= , users_id=
wazuh_alert_id= K
.id = id
.scenarios_id = scenarios_id
.teams_id = teams_id
.users_id = users_id




self.wazuh_alert_id = wazuh_alert_id

def _ repr_ (self):
repr = f'<CtrlEvent id={self.id}, scenarios_id={self.scenarios_id}, '
f'users_id={self.users_id}, wazuh_alert_id={self.wazuh_alert_id}>'
return repr

api/model/ctrl/report.py

from sqlalchemy import Column, Integer, String
from database import Base

class Report(Base):
__tablename__ = 'Report'’
id = Column(Integer, primary_key=True)
name = Column(String(255))
description = Column(String(1000))
isoCreatedAt = Column(String(19))

def __init_ (self, id=None, name=None, description=None,
isoCreatedAt=None):
self.id = id
self.name = name
self.description = description
self.isoCreatedAt = isoCreatedAt

__repr__(self):
repr = f'<Report id={self.id}, name={self.name},
f'description={self.description},
isoCreatedAt={self.isoCreatedAt}>"
return repr

api/model/ctrl/scenario.py

from sqlalchemy import Column, Integer, String
from database import Base

class Scenario(Base):
__tablename = ‘scenarios’
id = Column(Integer, primary_key=True)
scenario_id = Column(String(45))
title = Column(String(255))
focus_area = Column(String(45))
level = Column(String(45))




description = Column(String(1000))
link = Column(String(1000))
status = Column(String(45))

def _init_ (self, scenario_id=None, title=None, focus_area=None,
level=None, description=None, link=None, status=None):
self.scenario_id = scenario_id
self.title = title
self.focus_area = focus_area
self.level = level
self.description = description
self.link = link
self.status = status

__repr__(self):

repr = f'<Scenarios id={self.id}, scenario_id={self.scenario_id}, " \
f'title={self.title}, focus area={self.focus area}, ' \
f'level={self.level}, description={self.description} ' \
f'link={self.link}, status={self.status}>'

return repr

api/model/ctrl/scenarioRules.py

sqlalchemy import Column, Integer, String, ForeignKey
sqlalchemy.orm import relationship
appDatabase import App_db_base

model.ctrl.scenario import Scenario
model.ctrl.suricataRule import SuricataRule
model.ctrl.wazuhRule import WazuhRule

class ScenarioRules(App _db base):
__tablename = 'scenarios_rules'
id = Column(Integer, primary_key=True)
ids_hids = Column(String(45))
points = Column(Integer)
scenarios_id = Column(Integer, ForeignKey('scenarios.id'))
suricata rules id = Column(Integer, ForeignKey('suricata rules.id'))
wazuh_rules_id = Column(Integer, ForeignKey('wazuh_ rules.id'))
suricata rules = relationship('SuricataRule’', uselist=False)
wazuh_rules = relationship('WazuhRule', uselist=False)

def __init_ (self, ids_hids=None, points=None, scenarios_id=None,
suricata_rules_id=None, wazuh_rules_id=None):
self.ids_hids = ids_hids
self.points = points
self.scenarios_id = scenarios_id




self.suricata_rules_id = suricata_rules_id
self.wazuh_rules id = wazuh_rules_id

def __repr__ (self):
repr = f'<ScenarioRules id={self.id}, ids hids={self.ids_hids},
f'points={self.points}, scenarios id={self.scenarios_id}, ' \
f'suricata_rules_id={self.suricata_rules_id},
wazuh_rules id={self.wazuh_rules_id}, ' \
f'suricata rules={self.suricata_rules},
wazuh_rules={self.wazuh_rules}>'
return repr

api/model/ctrl/scenarioTeam.py

sqlalchemy import Column, Integer, String, ForeignKey
sqlalchemy.orm import relationship
database import Base

model.ctrl.team import Team
model.ctrl.scenario import Scenario

class ScenarioTeam(Base):
__tablename__ = 'scenarios_teams'
id = Column(Integer, primary_key=True)
teams_id = Column(Integer, ForeignKey('teams.id"))
scenarios_id = Column(Integer, ForeignKey('scenarios.id'))

def __init_ (self, teams_id=None, scenarios_id=None):
self.teams_id = teams_id
self.scenarios_id = scenarios_id

def __repr_ (self):
repr = f'<ScenarioTeam id={self.id}, teams id={self.teams id},
f'scenarios_id={self.scenarios_id}>"
return repr

api/model/ctrl/scenarioUser.py

sqlalchemy import Column, Integer, String, ForeignKey
sqlalchemy.orm import relationship
database import Base

model.ctrl.scenario import Scenario
model.ctrl.user import User




class ScenarioUser(Base):
__tablename = 'scenarios_users'
id = Column(Integer, primary_key=True)
users_id = Column(Integer, ForeignKey('users.id'))
scenarios_id = Column(Integer, ForeignKey('scenarios.id'))
user = relationship('users', uselist=False)
scenario = relationship('scenarios’, uselist=False)

def _init (self, users_id=None, scenarios_id=None):
self.users_id = users_id
self.scenarios_id = scenarios_id

def __repr__ (self):
repr = f'<ScenarioUser id={self.id}, users_id={self.users_id}, ' \
f'scenarios_id={self.scenarios_id}, user={self.user}, ' \
f'scenario={self.scenario}>"
return repr

api/model/ctrl/suricataAlert.py

from sqlalchemy import Column, Integer, String, ForeignKey
from sqlalchemy.orm import relationship
from appDatabase import App_db base

from model.ctrl.suricataRule import SuricataRule

class SuricataAlert(App_db _base):
__tablename__ = 'suricata_alert'
id = Column(Integer, primary_key=True)
timestamp = Column(Integer)
src_ip = Column(String(45))
dest_ip = Column(String(45))
dest_port = Column(Integer)
hostname = Column(String(45))
suricata_rules_id = Column(Integer, ForeignKey('suricata rules.id'))
rule = relationship('SuricataRule', uselist=False)

def __init (self, timestamp=None, src_ip=None, dest_ip=None,
dest port=None, hostname=None, suricata rules_id=None):
self.timestamp = timestamp
self.src_ip = src_ip
self.dest ip = dest_ip
self.dest _port = dest_port
self.hostname = hostname
self.suricata rules id = suricata rules_id




def _ _repr_ (self):
repr = f'<ScenariosRules id={self.id}, timestamp={self.timestamp},
f'src_ip={self.src_ip}, dest ip={self.dest ip}, ' \
f'dest_port={self.dest_port}, hostname={self.hostname}, ' \
f'suricata rules _id={self.suricata rules id}, rule={self.rule}>'
return repr

api/model/ctrl/suricataRule.py

from sqlalchemy import Column, Integer, String, ForeignKey
from sqlalchemy.orm import relationship
from appDatabase import App_db_base

class SuricataRule(App_db _base):
__tablename = 'suricata rules'
id = Column(Integer, primary_key=True)
signature_id = Column(Integer)
signature = Column(String(255))
severity = Column(String(45))

def __init_ (self, id, signature_id=None, signature=None, severity=None):
self.id = id
self.signature_id = signature_id
self.signature = signature
self.severity = severity

__repr__(self):
repr = f'<SuricataRule id={self.id}, signature_id={self.signature_id},

f'signature={self.signature}, severity={self.severity}>'
return repr

api/model/ctrl/team.py

from sqlalchemy import Column, Integer, String, ForeignKey
from sqlalchemy.orm import relationship
from database import Base

class Team(Base):
__tablename__ = 'teams'
id = Column(Integer, primary_key=True)
team_id = Column(String(45))
name = Column(String(45))




def __init_ (self, team_id=None, name=None):
self.team_id = team_id
self.name = name

def __repr_ (self):
repr = f'<Team id={self.id}, team id={self.team_id},
f'name={self.name}>"
return repr

api/model/ctrl/teamUser.py

sqlalchemy import Column, Integer, String, ForeignKey
sqlalchemy.orm import relationship
database import Base

model.ctrl.team import Team
model.ctrl.user import User

class TeamUser(Base):
__tablename__ = 'teams_users'
id = Column(Integer, primary_key=True)
teams_id = Column(Integer, ForeignKey('teams.id"))
users_id = Column(Integer, ForeignKey('users.id'))

def __init__ (self, users_id=None, scenarios_id=None):
self.users_id = users_id
self.scenarios_id = scenarios_id

def __repr_ (self):
repr = f'<TeamUser id={self.id}, teams_id={self.teams_id},
f'users id={self.users_id}>"'
return repr

api/model/ctrl/user.py

from sqlalchemy import Column, Integer, String, ForeignKey
from sqlalchemy.orm import relationship
from database import Base

class User(Base):
__tablename = ‘'users'
id = Column(Integer, primary_key=True)
user_id = Column(String(45))




user_ip = Column(String(45))
hostname = Column(String(45))
username = Column(String(45))
email = Column(String(45))

def __init_ (self, user_id=None, user_ip=None, hostname=None,
username=None, email=None):
self.user_id = user_id
self.user_ip = user_ip
self.hostname = hostname
self.username = username
self.email = email

__repr__ (self):

repr = f'<User id={self.id}, user_id={self.user_id}, ' \
f'user_ip={self.user_ip}, hostname={self.hostname}, ' \
f'username={self.username}, email={self.email}>"

return repr

api/model/ctrl/wazuhAlert.py

sqlalchemy import Column, Integer, String, ForeignKey
sqlalchemy.orm import relationship
appDatabase import App db_ base

model.ctrl.wazuhRule import WazuhRule

class WazuhAlert(App_db_base):
__tablename__ = 'wazuh_alert’
id = Column(Integer, primary_key=True)
timestamp = Column(Integer)
agent_id = Column(Integer)
agent hostname = Column(String(255))
agent_ip = Column(String(45))
wazuh_rules_id = Column(Integer, ForeignKey('wazuh rules.id"))
rule = relationship('WazuhRule', uselist=False)

def __init_ (self, id, timestamp=None, agent_id=None, agent_hostname=None,
agent_ip=None, wazuh_rules_id=None):
self.id = id
self.timestamp = timestamp
self.agent_id = agent_id
self.agent hostname = agent_hostname
self.agent _ip = agent_ip
self.wazuh_rules id = wazuh_rules_id

def _ repr_ (self):




repr = f'<WazuhAlert id={self.id}, timestamp={self.timestamp}, ' \
f'agent_id={self.agent_id}, agent hostname={self.agent hostname},

f'agent ip={self.agent ip}, wazuh rules id={self.wazuh rules id},

f'rule={self.rule}>"’
return repr

api/model/ctrl/wazuhRule.py

from sqlalchemy import Column, Integer, String, ForeignKey
from sqlalchemy.orm import relationship
from appDatabase import App_db_base

class WazuhRule(App_db_base):
__tablename = 'wazuh_rules’
id = Column(Integer, primary_key=True)
rule _id = Column(Integer)
level = Column(String(45))
description = Column(String(255))

def __init_ (self, id, rule_id=None, level=None, description=None):
self.id = id
self.rule id = rule_id
self.level = level
self.description = description

__repr__(self):

repr = f'<ScenariosRules id={self.id}, rule_id={self.rule id}, ' \
f'level={self.level}, description={self.description}>"

return repr

api/model/script/ctriTriggerEvent.py

from sqlalchemy import Column, Integer, String
from appDatabase import App_db_base

class CtrlTriggerEvent(App_db base):
__tablename__ = 'CtrlTriggerEvent’
id = Column(Integer, primary_key=True)

eventType = Column(String(100))
eventId = Column(Integer)
status = Column(String(50))
triggered = Column(String(255))




event = None

def init (self, eventType, eventId, status, triggered=None,
event=None):
self.eventType = eventType
self.eventId = eventId
self.status = status
self.triggered = triggered
self.event = event

__repr__ (self):

repr = f'<CtrlEvent id={self.id}, eventType={self.eventType}, ' \
f'eventId={self.eventld}, status={self.status}, '\
f'triggered={self.triggered}, event={self.event}>'

return repr

api/model/script/operatingSystem.py

from sqlalchemy import Column, String
from appDatabase import App_db_base

class OperatingSystem(App_db_base):
__tablename = 'OperatingSystem'
id = Column(String(45), primary_key=True)
name = Column(String(100), unique=True)

def __init (self, name=None):
self.name = name

def __repr_ (self):
return f'<OperatingSystem id={self.id}, name={self.name}>"'

api/model/script/script.py

sqlalchemy import Column, String, ForeignKey
sqlalchemy.orm import relationship
appDatabase import App db_ base

model.script.scriptExecutor import ScriptExecutor
model.script.scriptCategory import ScriptCategory
model.script.scriptScriptVariable import ScriptScriptVariable

class Script(App_db_base):
__tablename = 'Script'’




id = Column(String(50), primary_key=True)

name = Column(String(50), unique=True)

description = Column(String(1000))

location = Column(String(1000))

executorId = Column(String(45), ForeignKey('ScriptExecutor.id"))
categoryId = Column(String(45), ForeignKey('ScriptCategory.id'))
executor = relationship('ScriptExecutor', uselist=False)
category relationship('ScriptCategory', uselist=False)
variables = relationship('ScriptScriptVariable")

def __init__ (self, name=None, description=None, location=None,
executorId=None, categoryId=None):
self.name = name
self.description = description
self.location = location
self.executorId = executorId
self.categoryIld = categoryId

__repr__ (self):

repr = f'<Script id={self.id}, name={self.name}, ' \
f'description={self.description}, location={self.location}, ' \
f'executorId={self.executorId}, executor={self.executor},
f'categoryId={self.categoryId}, category={self.category}, ' \
f'variables={self.variables}>"'

return repr

api/model/script/scriptCategory.py

from sqlalchemy import Column, String
from appDatabase import App_db base

class ScriptCategory(App_db base):
__tablename = 'ScriptCategory’
id = Column(String(45), primary_key=True)
name = Column(String(100), unique=True)

def __init (self, name=None):
self.name = name

def _ repr_ (self):
return f'<ScriptCategory id={self.id}, name={self.name}>'

api/model/script/scriptExecutor.py

from sqlalchemy import Column, String, ForeignKey
from sqlalchemy.orm import relationship




from appDatabase import App_db base

from model.script.operatingSystem import OperatingSystem
from model.script.scriptExecutorArg import ScriptExecutorArg

class ScriptExecutor(App _db base):
__tablename__ = 'ScriptExecutor'’
id = Column(String(45), primary_key=True)
name = Column(String(100), unique=True)
cmd = Column(String(1000))
host0SId = Column(String(45), ForeignKey('OperatingSystem.id"'))
host0S = relationship('OperatingSystem")
args = relationship('ScriptExecutorArg")

def __init_ (self, name=None, cmd=None, hostOSId=None):
self.name = name
self.cmd = cmd
self.host0OSId = hostOSId

__repr__ (self):

repr = f'<ScriptExecutor id={self.id}, name={self.name},
f'cmd={self.cmd}, hostOSId={self.hostOSId}, ' \
f'host0S={self.host0S}, args={self.args}>"

return repr

api/model/script/scriptExecutorArg.py

from sqlalchemy import Column, String, ForeignKey
from sqlalchemy.orm import relationship
from appDatabase import App_db base

class ScriptExecutorArg(App_db base):
__tablename__ = 'ScriptExecutorArg'
id = Column(String(50), primary_key=True)
executorId = Column(String(45), ForeignKey('ScriptExecutor.id"))
arg = Column(String(10))
value = Column(String(100))

def _init_(self, executorId=None, arg=None, value=None):
self.executorId = executorId
self.arg = arg
self.value = value

def _ _repr_ (self):
return f'<ScriptExecutorArg id={self.id},
executorId={self.executorId}, arg={self.arg}, value={self.value}>'




api/model/script/scriptScriptVariable.py

sqlalchemy import Column, Integer, String, Boolean, ForeignKey
sqlalchemy.orm import relationship
appDatabase import App db_base

model.script.scriptVariable import ScriptVariable

class ScriptScriptVariable(App_db _base):
__tablename__ = 'Script_ScriptVariable'
scriptId = Column(String(50), ForeignKey('Script.id'), primary_key=True)
variableId = Column(String(50), ForeignKey(
'ScriptVariable.id"), primary_key=True)
orderNo = Column(Integer)
required = Column(Boolean)
variable = relationship('ScriptVariable', uselist=False)

def __init_ (self, scriptId=None, variableId=None, orderNo=None,
required=None):
self.scriptId = scriptId
self.variableld = variableld
self.orderNo = orderNo
self.required = required

def __repr_ (self):
repr = f'<Script_ScriptVariable scriptId={self.scriptId},
variableId={self.variableId}, "' \
f'orderNo={self.orderNo} variable={self.variable},
required={self.required}>"
return repr

api/model/script/scriptTrigger.py

sqlalchemy import Column, String, ForeignKey
sqlalchemy.orm import relationship
appDatabase import App db_base

model.script.script import Script
model.script.scriptTriggerCondition import ScriptTriggerCondition
model.script.scriptTriggerVariable import ScriptTriggerVariable

class ScriptTrigger(App_db base):
__tablename__ = 'ScriptTrigger'
id = Column(String(50), primary key=True)




name = Column(String(50), unique=True)
description = Column(String(1000))

type = Column(String(20))

triggerValue = Column(String(50))

scriptId = Column(String(50), ForeignKey('Script.id'))
status = Column(String(50))

conditions = relationship('ScriptTriggerCondition")
script = relationship('Script’', uselist=False)
scriptVariables = relationship('ScriptTriggerVariable")

def __init_ (self, name=None, description=None, type=None,
triggerValue=None, scriptId=None, status=None):
self.name = name
self.description = description
self.type = type
self.triggerValue = triggerValue
self.scriptld = scriptld
self.status = status

__repr__ (self):

return f'<ScriptTrigger id={self.id}, name={self.name}, ' \
f'description={self.description}, type={self.type}, ' \
f'triggerValue={self.triggerValue}, scriptId={self.scriptId}, " \
f'status={self.status}, conditions={self.conditions}, ' \
f'script={self.script}, scriptVariables={self.scriptVariables}>"

api/model/script/scriptTriggerCondition.py

from sqlalchemy import Column, String, ForeignKey
from sqlalchemy.orm import relationship
from appDatabase import App_db base

from model.script.scriptTriggerConditionProperty import
ScriptTriggerConditionProperty

class ScriptTriggerCondition(App _db base):

__tablename__ = 'ScriptTriggerCondition’

id = Column(String(50), primary_key=True)

triggerId = Column(String(100), ForeignKey('ScriptTrigger.id'))

propertyId = Column(String(100), ForeignKey(
'ScriptTriggerConditionProperty.id"'))

operator = Column(String(30))

value = Column(String(100))

property = relationship('ScriptTriggerConditionProperty")




def __init_ (self, triggerId=None, propertyId=None, operator=None,
value=None):
self.triggerld = triggerld
self.propertyId = propertyId
self.operator = operator
self.value = value

def __repr_ (self):
return f'<ScriptTriggerCondition id={self.id},
triggerId={self.triggerId}, ' \
f'propertyId={self.propertyld}, operator={self.operator}, ' \
f'value={self.value}, property={self.property}>"'

api/model/script/scriptTriggerConditionProperty.py

sqlalchemy import Column, String, ForeignKey
sqlalchemy.orm import relationship

appDatabase import App_db_base
model.script.scriptVariableType import ScriptVariableType

class ScriptTriggerConditionProperty(App_db _base):
__tablename__ = 'ScriptTriggerConditionProperty’
id = Column(String(50), primary_key=True)
typeId = Column(String(45), ForeignKey('ScriptVariableType.id"'))
type = relationship('ScriptVariableType")

def __init_ (self, typeId=None):
self.typeld = typeld

def _ repr_ (self):
return f'<ScriptTriggerConditionProperty id={self.id},
typeld={self.typeld}, type={self.type}>'

api/model/script/scriptTriggerVariable.py

sqlalchemy import Column, String, ForeignKey
sqlalchemy.orm import relationship

appDatabase import App db_ base
model.script.scriptVariable import ScriptVariable

class ScriptTriggerVariable(App_db _base):
__tablename__ = 'ScriptTriggerVariable'
triggerId = Column(String(100), ForeignKey(
'ScriptTrigger.id'), primary_key=True)
variableId = Column(String(100), ForeignKey(




'ScriptVariable.id"), primary_key=True)

valueType = Column(String(30))
value = Column(String(100))
variable = relationship('ScriptVariable")

def _init_(self, triggerId=None, variableId=None, valueType=None,
value=None):
self.triggerld = triggerld
self.variableId = variableId
self.valueType = valueType
self.value = value

__repr__ (self):

return f'<ScriptTriggerVariable triggerId={self.triggerId}, ' \
f'variableId={self.variableId}, valueType={self.valueType}, ' \
f'variable={self.variable}, value={self.value}>'

api/model/script/scriptVariable.py

sqlalchemy import Column, String, ForeignKey
sqlalchemy.orm import relationship
appDatabase import App_db_base

model.script.scriptVariableType import ScriptVariableType

class ScriptVariable(App _db base):
__tablename__ = 'ScriptVariable'
id = Column(String(50), primary_key=True)
name = Column(String(50), unique=True)
typeId = Column(String(1000), ForeignKey('ScriptVariableType.id"))
type = relationship('ScriptVariableType")

def __init_ (self, name=None, typeld=None):
self.name = name
self.typeld = typeld

def __repr__ (self):
repr = f'<ScriptVariable id={self.id}, name={self.name}, ' \
f'typeld={self.typeld}, type={self.type}>’
return repr

api/model/script/scriptVariableType.py

from sqlalchemy import Column, String
from appDatabase import App db base




class ScriptVariableType(App_db_base):
__tablename__ = 'ScriptVariableType'
id = Column(String(50), primary_key=True)
name = Column(String(50), unique=True)
regexPattern = Column(String(200))

def __init_ (self, name=None, regexPattern=None):
self.name = name
self.regexPattern = regexPattern

def __repr__ (self):
repr = f'<ScriptVariableType id={self.id}, name={self.name}, ' \
f'regexPattern={self.regexPattern}>"
return repr

api/mode/calendarEvent.py

from sqlalchemy import Column, String
from sqlalchemy.sql.sqltypes import Boolean
from database import Base

class CalendarEvent(Base):
__tablename = 'CalendarEvent'
id = Column(String(50), primary_key=True)
name = Column(String(50))
isoDateFrom = Column(String(19))
isoDateTo = Column(String(19))
allDay = Column(Boolean)

def __init_ (self, name=None, isoDateFrom=None, isoDateTo=None,
allDay=None):
self.name = name
self.isoDateFrom = isoDateFrom
self.isoDateTo = isoDateTo
self.allDay = allDay

__repr__ (self):
return '<CalendarkEvent %r>' % (self.name)

api/jsonModel/calendarEventSchema.py

from marshmallow_sqglalchemy import SQLAlchemyAutoSchema
from model.calendarEvent import CalendarEvent

class CalendarEventSchema(SQLAlchemyAutoSchema):




class Meta:
model = CalendarEvent

calendar_event_schema = CalendarEventSchema()
calendar_events_schema = CalendarEventSchema(many=True)

api/jsonModel /network.py

class Network():
def __init_ (self, nodes=None, edges=None):
self.nodes = nodes
self.edges edges

def _ repr_ (self):
return f'<Network nodes={self.nodes}, edges={self.edges}>'

api/jsonModel /reportSchema.py

from marshmallow_sqglalchemy import SQLAlchemyAutoSchema
from model.ctrl.report import Report

class ReportSchema(SQLAlchemyAutoSchema):
class Meta:
model = Report

report_schema ReportSchema()
reports_schema = ReportSchema(many=True)

api/jsonModel/scenarioSchema.py

from marshmallow_sqglalchemy import SQLAlchemyAutoSchema
from model.ctrl.scenario import Scenario

class ScenarioSchema(SQLAlchemyAutoSchema):
class Meta:
model = Scenario

scenario_schema = ScenarioSchema()
scenarios_schema = ScenarioSchema(many=True)

api/jsonModel /teamSchema.py

from marshmallow_sqglalchemy import SQLAlchemyAutoSchema
from model.ctrl.scenario import Scenario

from model.ctrl.team import Team




class TeamSchema(SQLAlchemyAutoSchema):
class Meta:
model = Team

team_schema = TeamSchema()
teams_schema = TeamSchema(many=True)

api/jsonModel /userSchema.py

from marshmallow_sqglalchemy import SQLAlchemyAutoSchema
from model.ctrl.scenario import Scenario
from model.ctrl.user import User

class UserSchema(SQLAlchemyAutoSchema):
class Meta:
model = User

user_schema = UserSchema()
users_schema = UserSchema(many=True)

api/test/testScenarioService.py

import sys

import unittest

from flask import current_app

import logging

import app

from model.ctrl.suricataAlert import SuricataAlert

from model.ctrl.suricataRule import SuricataRule

from model.ctrl.team import Team

from model.ctrl.user import User

from model.ctrl.wazuhAlert import WazuhAlert

from model.ctrl.wazuhRule import WazuhRule

from model.script.ctrlTriggerEvent import CtrlTriggerEvent

from scriptTriggerConditionOperator import ScriptTriggerConditionOperator
from scriptTriggerConditionPropertyId import ScriptTriggerConditionPropertyId
from scriptTriggerEvent import ScriptTriggerEvent

from scriptTriggerEventStatus import ScriptTriggerEventStatus

import scenarioService

from appDatabase import app_db_session

from database import db_session

class TestScenarioService(unittest.TestCase):

logging.basicConfig(stream=sys.stderr, level=logging.DEBUG)




setUp(self):

self.app context = app.create app().app_context()
self.app context.push()

logging.debug("\n\nRunning " + self. testMethodName)

tearDown(self):
self.app_context.pop()

testGetTeamsByScenarioId whenNoTeams_thenReturnEmptylList(self):
result = scenarioService.getTeamsByScenarioId(1000)
self.assertEqual([], result)

testGetTeamsByScenariold whenExist thenReturnTeams(self):
result = scenarioService.getTeamsByScenarioId(1)
logging.debug("result " + str(result))
self.assertEqual(3, len(result))
self.assertIsInstance(result[@], Team)
self.assertEqual(1l, result[0].id)
self.assertEqual('tid _1', result[@].team_id)
self.assertEqual('The Avengers', result[@].name)

def
testGetUsersByScenarioIdAndTeamId_whenNoUsers_thenReturnEmptyList(self):
result = scenarioService.getUsersByScenarioIdAndTeamId (1000, 1)
self.assertEqual([], result)

def testGetUsersByScenarioIdAndTeamId whenExist thenReturnUsers(self):
result = scenarioService.getUsersByScenarioIdAndTeamId(1, 1)
self.assertEqual(4, len(result))
self.assertIsInstance(result[@], User)
self.assertEqual(l, result[0].id)
self.assertEqual(‘uid_1', result[@].user_id)
self.assertEqual('georgia’, result[@].username)

def testGetEventCountPerHour whenScenarioIdAndTeamId(self):
result = scenarioService.getEventCountPerHour(1, 1, None)
self.assertEqual(3, len(result))
self.assertEqual('2022-05-06T00"', result[@][ 'time'])
self.assertEqual(1l, result[@]['eventsNo'])
self.assertEqual('2022-05-06T22", result[1][ 'time'])
self.assertEqual(2, result[1]['eventsNo'])
self.assertEqual('2022-05-06T23", result[2][ 'time'])
self.assertEqual (17, result[2]['eventsNo'])




def testGetEventCountPerHour whenScenarioIdAndTeamIdAndUserId(self):
result = scenarioService.getEventCountPerHour(1, 1, 1)
self.assertEqual(2, len(result))
self.assertEqual('2022-05-06T00"', result[0][ 'time'])
self.assertEqual(1l, result[@]['eventsNo'])
self.assertEqual('2022-05-06T23", result[1][ 'time'])
self.assertEqual(7, result[1]['eventsNo'])
logging.debug("result : " + str(result))

suite():
suite = unittest.TestSuite()
suite.addTest(TestScenarioService(
"testGetTeamsByScenarioId'))
suite.addTest(TestScenarioService(
"testGetUsersByScenarioIdAndTeamId"))
return suite
if __name__ == '
runner = unittest.TextTestRunner()
runner.run(suite())
else:
logging.info("__name_

__main__ ‘'

+ str(__name_ ))

api/test/testScriptService.py

import re

import sys

import unittest

from flask import current_app

import logging

import app

from model.ctrl.suricataAlert import SuricataAlert

from model.ctrl.suricataRule import SuricataRule

from model.ctrl.wazuhAlert import WazuhAlert

from model.ctrl.wazuhRule import WazuhRule

from model.script.ctrlTriggerEvent import CtrlTriggerEvent

from scriptTriggerConditionOperator import ScriptTriggerConditionOperator
from scriptTriggerConditionPropertyId import ScriptTriggerConditionPropertyId
from scriptTriggerEvent import ScriptTriggerEvent

from scriptTriggerEventStatus import ScriptTriggerEventStatus

import scriptService

from appDatabase import app_db session

from werkzeug import exceptions

class TestScriptService(unittest.TestCase):




logging.basicConfig(stream=sys.stderr, level=logging.DEBUG)

def setUp(self):
self.app context = app.create app().app_context()
self.app_context.push()
logging.debug("\n\nRunning " + self._ testMethodName)

tearDown(self):
self.app context.pop()

testRunScript _whenScriptWithVariables(self):
data = {
"scriptId" : 2,
"variableValues": {
"ip": "192.168.2.2"

}

result = scriptService.runScript(data)

testRunScript_whenScriptVariableInvalid(self):
data = {
"scriptId" : 2,
"variableValues": {
"ip": "192.168.2.2="

}

with self.assertRaises(exceptions.HTTPException) as http_error:
scriptService.runScript(data)
self.assertEqual(http_error.exception.code, 400)

suite():
suite = unittest.TestSuite()
suite.addTest(TestScriptService(
"testRunScript whenScriptWithVariables'))
suite.addTest(TestScriptService(
"testRunScript_whenScriptVariableInvalid'))
return suite

1 ]

if name__ == ' _main__
runner = unittest.TextTestRunner()
runner.run(suite())

else:
logging.info("__name__

+ str(__name_ ))

api/test/testSCriptTriggerService.py
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import unittest

from flask import current_app

import logging

import app

from model.ctrl.suricataAlert import SuricataAlert

from model.ctrl.suricataRule import SuricataRule

from model.ctrl.wazuhAlert import WazuhAlert

from model.ctrl.wazuhRule import WazuhRule

from model.script.ctrlTriggerEvent import CtrlTriggerEvent

from scriptTriggerConditionOperator import ScriptTriggerConditionOperator
from scriptTriggerConditionPropertyId import ScriptTriggerConditionPropertyId
from scriptTriggerEvent import ScriptTriggerEvent

from scriptTriggerEventStatus import ScriptTriggerEventStatus

import scriptTriggerService

from appDatabase import app_db_session

class TestScriptTriggerService(unittest.TestCase):
logging.basicConfig(stream=sys.stderr, level=logging.DEBUG)
def setUp(self):
self.app context = app.create app().app_context()

self.app_context.push()
logging.debug("\n\nRunning " + self. testMethodName)

def tearDown(self):
self.app context.pop()

def testGetScriptTrigger whenNotExist(self):
result = scriptTriggerService.getScriptTrigger('0")
self.assertEqual(None, result)

def testGetScriptTrigger whenTimeTriggered(self):
result = scriptTriggerService.getScriptTrigger(1)
logging.debug("result : " + str(result))
self.assertEqual('1l', result.id)
self.assertEqual('1l', result.scriptId)
self.assertEqual([], result.conditions)
self.assertEqual('1l', result.script.id)
self.assertEqual([], result.script.variables)
self.assertEqual([], result.scriptVariables)

def testGetScriptTrigger whenEventTriggered(self):
result = scriptTriggerService.getScriptTrigger(2)
logging.debug("result : " + str(result))
self.assertEqual('2', result.id)
self.assertEqual('2', result.scriptId)
self.assertEqual(3, len(result.conditions))




result.conditions.sort(key=lambda x: x.id)

i=o20

for cond in result.conditions:
i+=1
self.assertEqual('2_

+ str(i), cond.id)

self.assertEqual('2', result.script.id)
self.assertEqual(1l, len(result.script.variables))
self.assertEqual(len(result.script.variables),
len(result.scriptVariables))
varVal = result.scriptVariables[0]
self.assertEqual('2', varVal.triggerId)
self.assertEqual('ip', varVal.variableld)
self.assertEqual( 'DYNAMIC', varVal.valueType)
self.assertEqual( 'WAZUH RULE_AGENT IP', varVal.value)

testActualConditionValueGetter whenPropertySuricataRuleId(self):
rule = SuricataRule(1234, 1, 'signature', 'severity')
alert = SuricataAlert(12345, '127.0.0.1",

'127.0.0.2', 1, 'hostname', rule.id)
alert.rule = rule
result = scriptTriggerService.actualConditionValueGetter(

ScriptTriggerConditionPropertyId.SURICATA RULE_ID.name, alert)

self.assertEqual(rule.id, result)

testActualConditionValueGetter whenPropertySuricataSourcelp(self):
rule = SuricataRule(1234, 1, 'signature', 'severity')
alert = SuricataAlert(12345, '127.0.0.1°',

'127.0.0.2"', 1, 'hostname', rule.id)
alert.rule = rule
result = scriptTriggerService.actualConditionValueGetter(

ScriptTriggerConditionPropertyId.SURICATA SOURCE_IP.name, alert)

self.assertEqual(alert.src_ip, result)

def
testActualConditionValueGetter whenPropertySuricataDestinationIp(self):
rule = SuricataRule(1234, 1, 'signature', 'severity')
alert = SuricataAlert(12345, '127.0.0.1°',
'127.0.0.2', 1, 'hostname', rule.id)
alert.rule = rule
result = scriptTriggerService.actualConditionValueGetter(
ScriptTriggerConditionPropertyId.SURICATA DESTINATION_IP.name,
alert)

self.assertEqual(alert.dest _ip, result)

def
testActualConditionValueGetter whenPropertySuricataDestinationPort(self):




rule = SuricataRule(1234, 1, 'signature', 'severity')
alert = SuricataAlert(12345, '127.0.0.1°',
'127.0.0.2"', 1, 'hostname', rule.id)
alert.rule = rule
result = scriptTriggerService.actualConditionValueGetter(
ScriptTriggerConditionPropertyId.SURICATA DESTINATION_PORT.name,

self.assertEqual(alert.dest _port, result)

testActualConditionValueGetter_ whenPropertySuricataHostName(self):
rule = SuricataRule(1234, 1, 'signature', 'severity')
alert = SuricataAlert(12345, '127.0.0.1",

'127.0.0.2', 1, 'hostname', rule.id)
alert.rule = rule
result = scriptTriggerService.actualConditionValueGetter(

ScriptTriggerConditionPropertyId.SURICATA HOST_NAME.name, alert)

self.assertEqual(alert.hostname, result)

testActualConditionValueGetter whenPropertyWazuhRuleId(self):
rule = WazuhRule(1234, 5678, 5, 'description')
alert = WazuhAlert(12345, 67890, 98765,

'agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule
result = scriptTriggerService.actualConditionValueGetter(

ScriptTriggerConditionPropertyId.WAZUH_RULE_ID.name, alert)

self.assertEqual(rule.id, result)

testActualConditionValueGetter whenPropertyWazuhRulelLevel(self):
rule = WazuhRule(1234, 5678, 5, 'description')
alert = WazuhAlert(12345, 67890, 98765,
‘agent hostname', '127.0.0.1', 8732647832)

alert.rule = rule
result = scriptTriggerService.actualConditionValueGetter(

ScriptTriggerConditionPropertyId.WAZUH _RULE_ LEVEL.name, alert)
self.assertEqual(rule.level, result)

testActualConditionValueGetter whenPropertyWazuhRuleAgentId(self):
rule = WazuhRule(1234, 5678, 5, 'description')
alert = WazuhAlert(12345, 67890, 98765,

‘agent hostname', '127.0.0.1', 8732647832)

alert.rule = rule

result = scriptTriggerService.actualConditionValueGetter(
ScriptTriggerConditionPropertyId.WAZUH_RULE_AGENT_ID.name, alert)

self.assertEqual(alert.agent id, result)

testActualConditionValueGetter whenPropertyWazuhAgentHostName(self):
rule = WazuhRule(1234, 5678, 5, 'description')
alert = WazuhAlert(12345, 67890, 98765,




'agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule
result = scriptTriggerService.actualConditionValueGetter(
ScriptTriggerConditionPropertyId.WAZUH_RULE_AGENT_HOST_NAME.name,
alert)
self.assertEqual(alert.agent hostname, result)

def testActualConditionValueGetter whenPropertyWazuhAgentIp(self):
rule = WazuhRule(1234, 5678, 5, 'description')
alert = WazuhAlert(12345, 67890, 98765,
'agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule
result = scriptTriggerService.actualConditionValueGetter(
ScriptTriggerConditionPropertyId.WAZUH_RULE_AGENT_IP.name, alert)
self.assertEqual(alert.agent_ip, result)

def
testBaseConditionOk_whenOperatorEqualAndValueStringAndOk thenReturnTrue(self):
rule = WazuhRule(1234, 5678, 5, 'description')
alert = WazuhAlert(12345, 67890, 98765,
‘agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule
result = scriptTriggerService.baseConditionOk(
ScriptTriggerConditionOperator.EQUAL.name, '127.0.0.1°',
alert.agent_ip)

self.assertEqual(True, result)

def
testBaseConditionOk_whenOperatorEqualAndValueIntegerAndOk thenReturnTrue(self)

rule = WazuhRule(1234, 5678, 5, 'description')
alert = WazuhAlert(12345, 67890, 98765,
'agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule
result = scriptTriggerService.baseConditionOk(
ScriptTriggerConditionOperator.EQUAL.name, 1234, rule.id)
self.assertEqual(True, result)

def

testBaseConditionOk_whenOperatorEqualAndValueStringAndNotOk thenReturnFalse(se
1f):

rule = WazuhRule(1234, 5678, 5, 'description')

alert = WazuhAlert(12345, 67890, 98765,

'agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule
result = scriptTriggerService.baseConditionOk(
ScriptTriggerConditionOperator.EQUAL.name, '127.0.0.2°',

alert.agent ip)




self.assertEqual(False, result)

def
testBaseConditionOk_whenOperatorEqualAndValueIntegerAndNotOk thenReturnFalse(s
elf):
rule = WazuhRule(1234, 5678, 5, 'description')
alert = WazuhAlert(12345, 67890, 98765,
‘agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule
result = scriptTriggerService.baseConditionOk(
ScriptTriggerConditionOperator.EQUAL.name, 12345, rule.id)
self.assertEqual(False, result)

def

testBaseConditionOk_whenOperatorNotEqualAndValueStringAndOk thenReturnTrue(sel
f):

rule = WazuhRule(1234, 5678, 5, 'description')

alert = WazuhAlert(12345, 67890, 98765,

'agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule
result = scriptTriggerService.baseConditionOk(
ScriptTriggerConditionOperator.NOT_EQUAL.name, '127.0.0.3',

alert.agent_ip)

self.assertEqual(True, result)

def

testBaseConditionOk whenOperatorNotEqualAndValueIntegerAndOk thenReturnTrue(se
1f):

rule = WazuhRule(1234, 5678, 5, 'description')
alert = WazuhAlert(12345, 67890, 98765,
‘agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule
result = scriptTriggerService.baseConditionOk(
ScriptTriggerConditionOperator.NOT_EQUAL.name, 12345, rule.id)
self.assertEqual(True, result)

def

testBaseConditionOk whenOperatorNotEqualAndValueStringAndNotOk thenReturnFalse
(self):

rule = WazuhRule(1234, 5678, 5, 'description')

alert = WazuhAlert(12345, 67890, 98765,

‘agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule
result = scriptTriggerService.baseConditionOk(
ScriptTriggerConditionOperator.NOT_EQUAL.name, '127.0.0.1',

alert.agent_ip)

self.assertEqual(False, result)




def
testBaseConditionOk_whenOperatorNotEqualAndValueIntegerAndNotOk thenReturnFals
e(self):
rule = WazuhRule(1234, 5678, 5, 'description')
alert = WazuhAlert(12345, 67890, 98765,

'agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule

result = scriptTriggerService.baseConditionOk(
ScriptTriggerConditionOperator.NOT_EQUAL.name, 1234, rule.id)
self.assertEqual(False, result)

def

testBaseConditionOk_whenOperatorGreaterThanAndValueStringAndOk_thenReturnTrue(
self):

rule = WazuhRule(1234, 5678, 5, 'description')

alert = WazuhAlert(12345, 67890, 98765,

'agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule

result = scriptTriggerService.baseConditionOk(

ScriptTriggerConditionOperator.GREATER_THAN.name, '127.0.0.0',
alert.agent_ip)

self.assertEqual(True, result)

def

testBaseConditionOk_whenOperatorGreaterThanAndValueIntegerAndOk _thenReturnTrue
(self):

rule = WazuhRule(1234, 5678, 5, 'description')
alert = WazuhAlert(12345, 67890, 98765,
‘agent hostname', '127.0.0.1', 8732647832)

alert.rule = rule
result = scriptTriggerService.baseConditionOk(

ScriptTriggerConditionOperator.GREATER_THAN.name, 1233, rule.id)
self.assertEqual(True, result)

def

testBaseConditionOk_whenOperatorGreaterThanAndValueStringAndNotOk_thenReturnFa
lse(self):

rule = WazuhRule(1234, 5678, 5, 'description')

alert = WazuhAlert(12345, 67890, 98765,

‘agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule
result = scriptTriggerService.baseConditionOk(

ScriptTriggerConditionOperator.GREATER THAN.name, '127.0.0.2°',
alert.agent_ip)

self.assertEqual(False, result)




def
testBaseConditionOk_whenOperatorGreaterThanAndValueIntegerAndNotOk thenReturnF
alse(self):
rule = WazuhRule(1234, 5678, 5, 'description')
alert = WazuhAlert(12345, 67890, 98765,

'agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule

result = scriptTriggerService.baseConditionOk(
ScriptTriggerConditionOperator.GREATER_THAN.name, 1234, rule.id)
self.assertEqual(False, result)

def
testBaseConditionOk_whenOperatorGreaterThanAndValueStringAndOk_thenReturnTrue(
self):
rule = WazuhRule(1234, 5678, 5, 'description')
alert = WazuhAlert(12345, 67890, 98765,

'agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule

result = scriptTriggerService.baseConditionOk(

ScriptTriggerConditionOperator.GREATER_THAN.name, '127.0.0.0',
alert.agent_ip)

self.assertEqual(True, result)

def
testBaseConditionOk_whenOperatorGreaterThanAndValueIntegerAndOk _thenReturnTrue
(self):
rule = WazuhRule(1234, 5678, 5, 'description')
alert = WazuhAlert(12345, 67890, 98765,

‘agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule

result = scriptTriggerService.baseConditionOk(

ScriptTriggerConditionOperator.GREATER_THAN.name, 1233, rule.id)
self.assertEqual(True, result)

def

testBaseConditionOk whenOperatorEqualAndValueStringAndNotOk thenReturnFalse(se
1f):

rule = WazuhRule(1234, 5678, 5, 'description')
alert = WazuhAlert(12345, 67890, 98765,
‘agent hostname', '127.0.0.1', 8732647832)

alert.rule = rule
result = scriptTriggerService.baseConditionOk(

ScriptTriggerConditionOperator.GREATER THAN.name, '127.0.0.2°',
alert.agent_ip)

self.assertEqual(False, result)




def
testBaseConditionOk_whenOperatorGreaterThanAndValueIntegerAndNotOk thenReturnF
alse(self):
rule = WazuhRule(1234, 5678, 5, 'description')
alert = WazuhAlert(12345, 67890, 98765,
'agent hostname', '127.0.0.1', 8732647832)

alert.rule = rule

result = scriptTriggerService.baseConditionOk(
ScriptTriggerConditionOperator.GREATER_THAN.name, 1234, rule.id)

self.assertEqual(False, result)

def
testBaseConditionOk_whenOperatorGreaterThanOrEqualAndValueStringAndOk thenRetu
rnTrue(self):
rule = WazuhRule(1234, 5678, 5, 'description')
alert = WazuhAlert(12345, 67890, 98765,
'agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule
result = scriptTriggerService.baseConditionOk(
ScriptTriggerConditionOperator.GREATER_THAN_OR_EQUAL.name,
'127.0.0.0', alert.agent_ip)
self.assertEqual(True, result)

def

testBaseConditionOk_whenOperatorGreaterThanOrEqualAndValueIntegerAndOk_thenRet
urnTrue(self):

rule = WazuhRule(1234, 5678, 5, 'description')

alert = WazuhAlert(12345, 67890, 98765,

‘agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule
result = scriptTriggerService.baseConditionOk(
ScriptTriggerConditionOperator.GREATER_THAN_OR_EQUAL.name, 1234,

rule.id)

self.assertEqual(True, result)

def
testBaseConditionOk_whenOperatorGreaterThanOrEqualAndValueStringAndNotOk thenR
eturnFalse(self):
rule = WazuhRule(1234, 5678, 5, 'description')
alert = WazuhAlert(12345, 67890, 98765,
'agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule
result = scriptTriggerService.baseConditionOk(
ScriptTriggerConditionOperator.GREATER_THAN_OR_EQUAL.name,
'127.0.0.2"', alert.agent_ip)
self.assertEqual(False, result)




def

testBaseConditionOk_whenOperatorGreaterThanOrEqualAndValueIntegerAndNotOk then
ReturnFalse(self):

rule = WazuhRule(1234, 5678, 5, 'description')

alert = WazuhAlert(12345, 67890, 98765,

'agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule
result = scriptTriggerService.baseConditionOk(
ScriptTriggerConditionOperator.GREATER_THAN_OR_EQUAL.name, 1235,

rule.id)

self.assertEqual(False, result)

def

testBaseConditionOk_whenOperatorLessThanAndValueStringAndOk_thenReturnTrue(sel
f):

rule = WazuhRule(1234, 5678, 5, 'description')

alert = WazuhAlert(12345, 67890, 98765,

‘agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule
result = scriptTriggerService.baseConditionOk(
ScriptTriggerConditionOperator.LESS THAN.name, '127.0.0.2',

alert.agent_ip)

self.assertEqual(True, result)

def

testBaseConditionOk_whenOperatorLessThanAndValueIntegerAndOk thenReturnTrue(se
1f):

rule = WazuhRule(1234, 5678, 5, 'description')
alert = WazuhAlert(12345, 67890, 98765,
‘agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule
result = scriptTriggerService.baseConditionOk(
ScriptTriggerConditionOperator.LESS_THAN.name, 1235, rule.id)
self.assertEqual(True, result)

def

testBaseConditionOk_whenOperatorLessThanAndValueStringAndNotOk thenReturnFalse
(self):

rule = WazuhRule(1234, 5678, 5, 'description')

alert = WazuhAlert(12345, 67890, 98765,

'agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule
result = scriptTriggerService.baseConditionOk(
ScriptTriggerConditionOperator.LESS THAN.name, '127.0.0.1',

alert.agent_ip)

self.assertEqual(False, result)




def
testBaseConditionOk_whenOperatorLessThanAndValueIntegerAndNotOk thenReturnFals
e(self):
rule = WazuhRule(1234, 5678, 5, 'description')
alert = WazuhAlert(12345, 67890, 98765,
'agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule
result = scriptTriggerService.baseConditionOk(
ScriptTriggerConditionOperator.LESS_THAN.name, 1234, rule.id)
self.assertEqual(False, result)

def

testBaseConditionOk_whenOperatorLessThanOrEqualAndValueStringAndOk _thenReturnT
rue(self):

rule = WazuhRule(1234, 5678, 5, 'description')

alert = WazuhAlert(12345, 67890, 98765,

'agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule
result = scriptTriggerService.baseConditionOk(
ScriptTriggerConditionOperator.LESS_THAN OR_EQUAL.name,

'127.0.0.2"', alert.agent_ip)

self.assertEqual(True, result)

def

testBaseConditionOk_whenOperatorLessThanOrEqualAndValueIntegerAndOk_thenReturn
True(self):

rule = WazuhRule(1234, 5678, 5, 'description')
alert = WazuhAlert(12345, 67890, 98765,
‘agent hostname', '127.0.0.1', 8732647832)

alert.rule = rule
result = scriptTriggerService.baseConditionOk(
ScriptTriggerConditionOperator.LESS_THAN OR_EQUAL.name, 1234,
rule.id)
self.assertEqual(True, result)

def

testBaseConditionOk_whenOperatorLessThanOrEqualAndValueStringAndNotOk thenRetu
rnFalse(self):

rule = WazuhRule(1234, 5678, 5, 'description')

alert = WazuhAlert(12345, 67890, 98765,

'agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule
result = scriptTriggerService.baseConditionOk(
ScriptTriggerConditionOperator.LESS_THAN OR_EQUAL.name,

'127.0.0.0', alert.agent_ip)

self.assertEqual(False, result)




def

testBaseConditionOk_whenOperatorLessThanOrEqualThanAndValueIntegerAndNotOk the
nReturnFalse(self):

rule = WazuhRule(1234, 5678, 5, 'description')

alert = WazuhAlert(12345, 67890, 98765,

'agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule
result = scriptTriggerService.baseConditionOk(
ScriptTriggerConditionOperator.LESS_THAN OR_EQUAL.name, 1233,

rule.id)

self.assertEqual(False, result)

def testCreateEvent(self):
rule = WazuhRule(1234, 5678, 5, 'description')
alert = WazuhAlert(12345, 67890, 98765,
‘agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule
event = CtrlTriggerEvent(ScriptTriggerEvent.WAZUH_ALERT.name, 123456,
ScriptTriggerEventStatus.PENDING.name, event=alert)

result = scriptTriggerService.createEvent(event)
self.assertEqual(event, result)

storedEvent = CtrlTriggerEvent.query.get(result.id)
self.assertEqual(result.id, storedEvent.id)
self.assertEqual(result.eventType, storedEvent.eventType)
self.assertEqual(result.eventId, storedEvent.eventId)
self.assertEqual(result.status, storedEvent.status)
self.assertEqual(result.triggered, storedEvent.triggered)

def testUpdateEvent whenTriggeredHasEntries(self):
rule = WazuhRule(1234, 5678, 5, 'description')
alert = WazuhAlert(12345, 67890, 98765,
‘agent hostname', '127.0.0.1', 8732647832)

alert.rule = rule
event = CtrlTriggerEvent(ScriptTriggerEvent.WAZUH_ALERT.name, 123456,
ScriptTriggerEventStatus.PENDING.name, event=alert)

initEvent = scriptTriggerService.createEvent(event)
result = scriptTriggerService.updateEvent(
initEvent, ScriptTriggerEventStatus.PROCESSED, [1, 5])

app_db_session.flush()

storedEvent = CtrlTriggerEvent.query.get(result.id)
self.assertEqual(result.id, storedEvent.id)
self.assertEqual(result.eventType, storedEvent.eventType)
self.assertEqual(result.eventId, storedEvent.eventId)
self.assertEqual(




ScriptTriggerEventStatus.PROCESSED.name, storedEvent.status)
self.assertEqual('1,5"', storedEvent.triggered)
self.assertEqual(result.event, storedEvent.event)

def
testUpdateEvent _whenTriggeredEmpty thenDoNotUpdateTriggeredField(self):
rule = WazuhRule(1234, 5678, 5, 'description')
alert = WazuhAlert(12345, 67890, 98765,
'agent hostname', '127.0.0.1', 8732647832)
alert.rule = rule
event = CtrlTriggerEvent(ScriptTriggerEvent.WAZUH_ALERT.name, 123456,
ScriptTriggerEventStatus.PENDING.name, event=alert)

initEvent = scriptTriggerService.createEvent(event)
result = scriptTriggerService.updateEvent(
initEvent, ScriptTriggerEventStatus.PROCESSED, [])

app_db_session.flush()
storedEvent = CtrlTriggerEvent.query.get(result.id)
self.assertEqual(result.id, storedEvent.id)
self.assertEqual(result.eventType, storedEvent.eventType)
self.assertEqual(result.eventId, storedEvent.eventId)
self.assertEqual(

ScriptTriggerEventStatus.PROCESSED.name, storedEvent.status)
self.assertEqual(None, storedEvent.triggered)

self.assertEqual(result.event, storedEvent.event)

def testDeleteEvent(self):
event = CtrlTriggerEvent(ScriptTriggerEvent.WAZUH_ALERT.name, 123456,
ScriptTriggerEventStatus.PENDING.name)
event = scriptTriggerService.createEvent(event)
scriptTriggerService.deleteEvent(event)
storedEvent = CtrlTriggerEvent.query.get(event.id)
self.assertEqual(None, storedEvent)

suite():
suite = unittest.TestSuite()
suite.addTest(TestScriptTriggerService(
"testGetScriptTrigger whenNotExist'))
suite.addTest(TestScriptTriggerService(
"testGetScriptTrigger whenTimeTriggered'))
suite.addTest(TestScriptTriggerService(
"testGetScriptTrigger whenEventTriggered'))
return suite
if __name__ == "'
runner = unittest.TextTestRunner()
runner.run(suite())

__main__ ‘'




el

se:
logging.info("__name_

+ str(__name_ ))

A.3 Kwdwkac Frontend

src/App.js

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
dom';

import

export
cons

cons

{

React, { useState, useEffect } from 'react’;

logo from './logo.svg';

{ useStyles } from './DrawerStyles.js’
CssBaseline from '@material-ui/core/CssBaseline’;
MiniDrawer from './Drawer';

Calendar from './Calendar';

Campaign from './Campaign';

IndividualScoring from './individualScore/IndividualScoring’;

ScenarioNetworks from './ScenarioNetworks"';

Reports from './Reports’;

Scenarios from './Scenarios';

Scoring from './score/Scoring’;

TeamScoring from './teamScore/TeamScoring';

Timeline from './Timeline';

ScriptManagement from './script/ScriptManagement’

{ BrowserRouter as Router, Switch, Route, Link } from

ScenarioTeams from './ScenarioTeams';

default function App() {
t classes = useStyles();

t routes =
path: "/scenarios",

component: Scenarios

path: "/scenarios/networks",
component: ScenarioNetworks

path: "/scenarios/teams",
component: ScenarioTeams

path: "/timeline",
component: Timeline

'react-router-




path: "/scoring",
component: Scoring

path: "/scoring/team",
component: TeamScoring

path: "/scoring/individual”,
component: IndividualScoring

path: "/campaign",
component: Campaign

path: "/calendar",
component: Calendar

path: "/reports",
component: Reports

path: "/scripts",
component: ScriptManagement
¥
1;

return (
div className={classes.root}
CssBaseline
MiniDrawer
main className={classes.content}
div className={classes.toolbar}
Switch
Route exact path="/scenarios"><Scenarios
{routes.map((route, index) => (
Route
key={index}
path={route.path}

{route.component}
Route

)}
Switch




src/AttaclsTable.js

import React from 'react’;
import BaseTable from './BaseTable';

const columns =
{ id: "time', label: 'Time', minWidth: 170 },
{ id: ‘'status', label: 'Attack status', minWidth: 170 },
{ id: "type', label: 'Attack type', minWidth: 170 }

1;

export default function AttacksTable(props) {
return (
BaseTable columns={columns} rows={props.data}
)
}

src/AttacksTableContainer.js

import React from 'react’;

import { makeStyles } from ‘@material-ui/core/styles’;
import Typography from '@material-ui/core/Typography';
import AttacksTable from './AttacksTable';

const useStyles = makeStyles((theme) => ({
container: {
height: '100%",
width: '100%'
}
1)

export default function AttacksTableContainer(props) {
const classes = useStyles();

return (
div className={classes.container}
Typography variant="overline" component="div" align="center"
{props.title}
Typography




AttacksTable data={props.eventsData}
div
)
}

src/BaseTable.js

import React from 'react’;

import { makeStyles } from '@material-ui/core/styles’;

import Paper from '@material-ui/core/Paper';

import Table from '@material-ui/core/Table';

import TableBody from '@material-ui/core/TableBody';

import TableCell from '@material-ui/core/TableCell';

import TableContainer from ‘@material-ui/core/TableContainer’;
import TableHead from '@material-ui/core/TableHead';

import TableRow from '@material-ui/core/TableRow’;

const useStyles = makeStyles({
root: {
width: '100%"',
}J
container: {
maxHeight: '306px",
¥
1)

export default function BaseTable(props) {
const classes = useStyles();

return (
Paper className={classes.root}
TableContainer className={classes.container}
Table stickyHeader aria-label="sticky table" size="small"
TableHead key="header"
TableRow className={classes.header}
{props.columns.map((column) => (
TableCell

key={column.id}
align={column.align}
style={{ minWidth: column.minWidth, backgroundColor:

{column.label}
TableCell
))}
TableRow
TableHead




TableBody
{props.rows.map((row) => {
return (
TableRow hover role="checkbox" tabIndex={-1} key={row.code}
{props.columns.map((column) => {
const value = row[column.id];
return (
TableCell key={column.id} align={column.align}
{column.format && typeof value === 'number' ?
column.format(value) : value}
TableCell
)
1}
TableRow
)
D}
TableBody
Table
TableContainer
Paper
)
}

src/Calendar.js

import React, { useState, useEffect } from 'react’;

import FullCalendar, { formatDate } from '@fullcalendar/react’;
import dayGridPlugin from '@fullcalendar/daygrid’;

import timeGridPlugin from '@fullcalendar/timegrid’

import interactionPlugin from '@fullcalendar/interaction’

import listPlugin from ‘@fullcalendar/list’';

function createEvent(titlevValue, startValue, endValue, allDayValue) {
return {
title: titleValue, start: startValue, end: endValue, allDay: allDayValue
}s
}

function parseEventsResponse(content) {
console.log("response : " + JSON.stringify(content));
let eventList = [];
content.forEach(r => {
eventList.push(createEvent(r.name, r.isoDateFrom, r.isoDateTo, r.allDay));
1
console.log("eventList : " + JSON.stringify(eventList));
return eventlList;




function transformEvent(eventData) {
console.log("eventData : " + JSON.stringify(eventData));
return createEvent(eventData.name, eventData.isoDateFrom,
eventData.isoDateTo, eventData.allDay);

}

export default function Calendar() {
const calEventSources = [
{
url: '/api/calendar',
method: 'GET',
failure: function () {
alert('There was an error while fetching events!');

}J
color: '#3f51b5',
textColor: "#fff'

}
15

return (
div
FullCalendar
defaultView="dayGridMonth"
headerToolbar={{
left: 'prev,next today',
center: 'title’,
right: 'dayGridMonth,timeGridWeek,timeGridDay,listWeek’
}}
plugins={[dayGridPlugin, timeGridPlugin, interactionPlugin,
listPlugin]}
eventSources={calEventSources}

eventDataTransform={transformEvent}

src/Campaign.js

import React, { useState, useEffect } from 'react’;
import PageTitle from './PageTitle';

import CtrlDropDown from ‘./CtrlDropDown';

import Grid from '@material-ui/core/Grid’;




import { getScenarios, getScenarioTeams } from './ServerCaller';
import SecurityEventsContainer from './SecurityEventsContainer';
import AttacksTableContainer from './AttacksTableContainer';
import ComponentStatusContainer from './ComponentStatusContainer';
import NetworksTableContainer from './NetworksTableContainer';
import { Typography } from '@mui/material’;

import RankContainer from './RankContainer’;

function scenariosDropDownTextDisplayer(scenario) {

return scenario.title;

function teamsDropDownTextDisplayer(team) {

return team.name;

function createEventData(eventName, startTime, source, destination, risklLevel,
code) {
return { eventName, startTime, source, destination, riskLevel, code };

}

function createEventRows(data) {

let rowList = [];

data.forEach(r => {

rowList.push(createEventData(r.name, r.startTime, r.source, r.destination,

r.riskLevel, r.code));

1)

console.log('eventData rowlList : ' + JSON.stringify(rowList));

return rowlList;

function createClientEventRows() {
let rowList = [];
for (let i = 0; i < 10; i++) {
let eventNo = Math.floor(Math.random() * (10000 - 1 + 1)) + 1;
rowList.push(createEventData( 'Event ' + eventNo, new
Date().toISOString().substring(@, 19), 'Source ' + eventNo, 'Destination ' +
eventNo, 'Risk Level ' + eventNo, eventNo));
}
console.log('eventClientData rowList
return rowList;

+ JSON.stringify(rowList));

function createAttackData(time, status, type, code) {
return { time, status, type, code };

}




function createClientAttackRows() {
let rowList = [];
for (let 1 = 0; i < 10; i++) {
let attackNo = Math.floor(Math.random() * (10000 - 1 + 1)) + 1;
rowList.push(createAttackData(new Date().toISOString().substring(o,
"Attack status ' + attackNo, 'Attack type ' + attackNo, attackNo));
¥
console.log('attackClientData rowList
return rowlList;

+ JSON.stringify(rowList));

export default function Campaign(props) {
const [selectedScenario, setSelectedScenario] = useState();
const [selectedTeam, setSelectedTeam] = useState();
const [scenarios, setScenarios] = useState([]);
const [teams, setTeams] = useState([]);
const [intervalld, setIntervald] = useState(9);
const [eventsData, setEventsData] = useState([]);
const [attacksData, setAttacksData] = useState([]);
const [rank, setRank] = useState(9);

const title = "Campaign";
const allOptionValue = "--all--";

function stopPolling() {
console.log("stop polling for intervalld " + intervalld);
clearInterval(intervalld);

}

useEffect(() => {
function updateScenarios(scenarios) {
setScenarios(scenarios);
if (scenarios && scenarios.length)
setSelectedScenario(scenarios[0].id);

getScenarios(updateScenarios, null);
return () => stopPolling();

o [Ds

useEffect(() => {
console.log("selected scenario changed. will fetch teams for scenariold
selectedScenario);
stopPolling();
setTeams([])
setSelectedTeam(null);
setRank(9);




function updateTeams(teams) {
setTeams (teams);
if (teams && teams.length)
setSelectedTeam(allOptionValue);

if (selectedScenario) {
getScenarioTeams(selectedScenario, updateTeams, null);
}
return () => stopPolling();
}, [selectedScenario]);

useEffect(() => {
console.log("selected team changed. will fetch users for scenariold,

teamId : " + selectedScenario + ", + selectedTeam);
stopPolling();

function startPolling() {
console.log("starting polling for scenario
+ selectedTeam);
var previnterval = intervalld;
console.log("prevIinterval : "
var newInterval = setInterval(
() => {
console.log("sending for interval : + previnterval);
setEventsData(createClientEventRows());
setAttacksData(createClientAttackRows());
setRank(Math.floor(Math.random() * (10 - 1 + 1)) + 1);
}, 5000
)
setIntervald(newInterval);
console.log("new intervalld :

+ selectedScenario + and

team

+ prevInterval);

+ intervalld);

if (selectedScenario && selectedTeam) {
startPolling();
}
return () => stopPolling();
}, [selectedScenario, selectedTeam]);

const scenarioChangeHandler = (event) => {
setSelectedScenario(event.target.value);

};

const teamChangeHandler = (event) => {
setSelectedTeam(event.target.value);

};




return (
div

PageTitle titleText={title}
Grid

container

direction="row"
justifyContent="center"
alignItems="center"

spacing={3}

style={{ marginBottom: '2vh' }}

Grid item xs
CtrlDropDown title="Scenario" options={scenarios}
textDisplayer={scenariosDropDownTextDisplayer}
changeHandler={scenarioChangeHandler}
Grid
Grid item xs
CtrlDropDown title="Team" options={teams}
textDisplayer={teamsDropDownTextDisplayer} changeHandler={teamChangeHandler}

Grid
Grid

RankContainer style={{ marginBottom: '2vh' }} title="Live ranking"
rank={rank}

Grid
container
direction="row"
justifyContent="center’
alignItems="'stretch'
spacing={2}

Grid item xs={12} md={8} lg={10}
SecurityEventsContainer title="Live Security Events
eventsData={eventsData}
Grid
Grid item xs={12} md={4} lg={2}
NetworksTableContainer
Grid
Grid item xs={12} md={8} lg={10}
AttacksTableContainer title="Live Attacks Log"
eventsData={attacksData}
Grid
Grid item xs={12} md={4} lg={2}
ComponentStatusContainer
Grid
Grid




src/ComponentStatusContainer.js

import React from 'react’;

import { makeStyles } from '@material-ui/core/styles’;
import Typography from '@material-ui/core/Typography';
import ComponentStatusTable from './ComponentStatusTable';

const useStyles = makeStyles((theme) => ({
container: {
height: '100%',
width: '100%'
}
);

export default function ComponentStatusContainer() {
const classes = useStyles();

return (
div className={classes.container}
Typography variant="overline" component="div" align="center"
Component status
Typography

ComponentStatusTable
div
)
}

src/ComponentStatusTable.js

import React from 'react’;
import BaseTable from './BaseTable';

const columns =
{ id: 'component', label: 'Compopnent', minWidth: 170 },
{ id: ‘'status', label: 'Status', minWidth: 100 },

1;

function createData(component, status, code) {
return { component, status, code };

}




const rows =
createData('RT1", 'down', 1),
createData('RT2", 'up', 2),
createData( 'RT1', ‘'down', 3),
createData('RT2', 'up', 4),
createData( 'RT1', ‘'down', 5),
createData( 'RT2', 'up', 6),
createData('RT1", 'down', 7),
createData( 'RT2', 'up', 8),
createData('RT1", 'down', 9),
createData('RT2', 'up', 10),
createData( 'RT1', ‘'down', 11),
createData('RT2', 'up', 12),
createData( 'RT1', ‘'down', 13),
createData( 'RT2', 'up', 14),

15

export default function ComponentStatusTable() {
return (
BaseTable columns={columns} rows={rows}

);

src/CtrIDropDown.js

import React, { useEffect, useState } from 'react’;
import InputlLabel from '@material-ui/core/InputlLabel’;
import Select from '@material-ui/core/Select’;

import { makeStyles } from '@material-ui/core/styles’;

const useStyles = makeStyles((theme) => ({
fullWidth: {
width: '100%'
¥
1))

function createOptions(options, textDisplayer) {
if (!textDisplayer) {
textDisplayer = (r) => r.id;
¥
return (
options.map((r) => (<option key={r.id}
value={r.id}>{textDisplayer(r)}</option>))
)
}5




export default function CtrlDropDown(props) {
const classes = useStyles();
const [selected, setSelected] = useState();

const handleChange = (event) => {
setSelected(event.target.value);
if (props.changeHandler)
props.changeHandler(event);

};

return (

div
InputLabel>{props.title}</InputLabel
Select

native
value={selected}
onChange={handleChange}
label={props.title}
inputProps={{

name: props.title,

id: props.title,
}}
className={classes.fullWidth}

{props.allOptionValue && props.options && props.options.length &&
option key={props.allOptionValue} value={props.allOptionValue}>All</option>}
{createOptions(props.options, props.textDisplayer)}
Select
div
)
}

src/CtrlSnackBar.js

import { Snackbar } from '@material-ui/core’;
import React, { useState, useEffect } from 'react’;

export default function CtrlSnackBar(props) {
const [snackPack, setSnackPack] = React.useState([]);
const [open, setOpen] = React.useState(false);
const [messagelnfo, setMessageInfo] = React.useState(undefined);
const [vertical, setVertical] = React.useState('top');
const [horizontal, setHorizontal] = React.useState('right');

React.useEffect(() => {
if (snackPack.length && !messageInfo) {




setMessageInfo({ ...snackPack[@] });
setSnackPack((prev) => prev.slice(1));
setOpen(true);

} else if (snackPack.length && messageInfo && open) {

setOpen(false);
}

}, [snackPack, messageInfo, open]);

const handleClick = (message) => () => {
setSnackPack((prev) => [...prev, { message, key: new Date().getTime() }]);
¥

const handleClose = (event, reason) => {
if (reason === 'clickaway') {
return;

}
setOpen(false);

};

const handleExited = () => {
setMessageInfo(undefined);

};

return (

Snackbar style={{
borderColor: 'red’,

}}
anchorOrigin={{ vertical, horizontal }}
autoHideDuration={6000}
open={open}
onClose={handleClose}
onExited={handleExited}
message={messageInfo ? messageInfo.message : undefined}
key={messageInfo ? messagelnfo.key : undefined}

src/Drawer.js

import React from 'react’;

import clsx from 'clsx';

import { makeStyles, useTheme } from '@material-ui/core/styles’;
import Drawer from ‘@material-ui/core/Drawer';

import AppBar from '@material-ui/core/AppBar';




import Toolbar from '@material-ui/core/Toolbar';

import List from ‘@material-ui/core/List’;

import CssBaseline from '@material-ui/core/CssBaseline’;
import Typography from '@material-ui/core/Typography';

import Divider from '@material-ui/core/Divider’;

import IconButton from '@material-ui/core/IconButton’;

import MenuIcon from '@mui/icons-material/Menu’;

import ChevronLeftIcon from '@mui/icons-material/ChevronLeft';
import ChevronRightIcon from '@mui/icons-material/ChevronRight’;
import ListItem from '@material-ui/core/ListItem’;

import ListItemIcon from ‘@material-ui/core/ListItemIcon’;
import ListItemText from '@material-ui/core/ListItemText';
import DashboardIcon from '@mui/icons-material/Dashboard’;
import ScorelIcon from '@mui/icons-material/Score’;

import TimelineIcon from '@mui/icons-material/Timeline’;
import FlagIcon from '@mui/icons-material/Flag’;

import CalendarTodayIcon from ‘@mui/icons-material/CalendarToday';
import AssessmentIcon from '@mui/icons-material/Assessment’;
import GroupIcon from '@mui/icons-material/Group’;

import PersonIcon from ‘@mui/icons-material/Person';

import RouterIcon from ‘@mui/icons-material/Router';

import { BrowserRouter as Router, Switch, Route, Link } from 'react-router-
dom';

import Calendar from './Calendar';

import Campaign from './Campaign';

import IndividualScoring from './IndividualScoring';

import ScenarioNetworks from './ScenarioNetworks';

import Reports from './Reports';

import ScenariosTable from './ScenariosTable';

import Scoring from './Scoring';

import TeamScoring from './TeamScoring';

import Timeline from './Timeline';

import { withRouter } from "react-router-dom";

import { useStyles } from './DrawerStyles.js’

import { createBrowserHistory } from "history";

import ScriptManagement from './script/ScriptManagement’;
import { Code } from '@mui/icons-material’;

import ScenarioTeams from './ScenarioTeams';

function MiniDrawer(props) {
const history = createBrowserHistory();
const classes = useStyles();
const theme = useTheme();
const [open, setOpen] = React.useState(false);
const [selectedIndex, setSelectedIndex] = React.useState(9);

const handleDrawerOpen
setOpen(true);




};

const handleDrawerClose
setOpen(false);

};

const handleClick = (index, path) => {
console.log('clicked : ' + index + '\t' + path);
setSelectedIndex(index);
history.push(path);

};

const itemsList =

{
text: "Scenarios",
icon: <DashboardIcon
path: "/scenarios",
component: ScenariosTable,
uiClass: "'

})

{

text: "Networks",
icon: <RouterIcon ,
path: "/scenarios/networks",
component: ScenarioNetworks,
uiClass: classes.nested

¥

{

text: "Teams",
icon: <GroupIcon ,
path: "/scenarios/teams",
component: ScenarioTeams,
uiClass: classes.nested
}J
{

text: "Timeline",
icon: <TimelineIcon
path: "/timeline",
component: Timeline,
uiClass: "'

¥

{

text: "Scoring",
icon: <Scorelcon
path: "/scoring",
component: Scoring,
uiClass: "'

},




text: "Team-based",
icon: <GroupIcon ,
path: "/scoring/team",
component: TeamScoring,
uiClass: classes.nested
s
{

text: "Individual",
icon: <Personlcon ,
path: "/scoring/individual”,
component: IndividualScoring,
uiClass: classes.nested

Ts

{

text: "Scenario Campaign",
icon: <FlagIcon 5
path: "/campaign",
component: Campaign,
uiClass: "'

¥

{

text: "Calendar",
icon: <CalendarTodayIcon
path: "/calendar",
component: Calendar,
uiClass: "'

¥

{

text: "Visualisation Reports",
icon: <AssessmentIcon R
path: "/reports",
component: Reports,
uiClass: "'

¥

{

text: "Script Management",
icon: <Code ,

path: "/scripts",

component: ScriptManagement,
uiClass: "'

}
15

return (
div
AppBar
position="fixed"




className={clsx(classes.appBar,
[classes.appBarShift]: open,

1}

Toolbar
IconButton
color="inherit"
aria-label="open drawer"
onClick={handleDrawerOpen}
edge="start"
className={clsx(classes.menuButton,

[classes.hide]: open,

1}

MenuIcon
IconButton
Typography variant="h6" noWrap
CTRL Admin Console
Typography
Toolbar
AppBar
Drawer
variant="permanent"
className={clsx(classes.drawer, {
[classes.drawerOpen]: open,
[classes.drawerClose]: !open,
19},
classes={{
paper: clsx({
[classes.drawerOpen]: open,
[classes.drawerClose]: !open,
3>
}}

div className={classes.toolbar}
IconButton onClick={handleDrawerClose}
{theme.direction === 'rtl' ? <ChevronRightIcon
ChevronLeftIcon }
IconButton
div
Divider
List
{itemsList.map((item, index) => {
const { text, icon, path, uiClass } = item;
return (
ListItem button key={text} onClick={() =>
this.handleClick(index, path)} className={uiClass} selected={selectedIndex ===
index}




{icon && <ListItemIcon>{icon}</ListItemIcon>}
ListItemText primary={text}
ListItem
)
3
List
Drawer
div

);

export default withRouter(MiniDrawer);

src/DrawerStyles.js

import { makeStyles } from '@material-ui/core/styles’;
const drawerWidth = 240;

const useStyles = makeStyles((theme) => ({
root: {
display: 'flex',
}J
appBar: {
zIndex: theme.zIndex.drawer + 1,
transition: theme.transitions.create(['width', "margin'], {
easing: theme.transitions.easing.sharp,
duration: theme.transitions.duration.leavingScreen,
1>

¥
appBarShift: {

marginLeft: drawerWidth,
width: “calc(100% - ${drawerWidth}px)",
transition: theme.transitions.create(['width', "margin'], {
easing: theme.transitions.easing.sharp,
duration: theme.transitions.duration.enteringScreen,
1>
¥

menuButton: {
marginRight: 36,

}J

hide: {
display: 'none’,

}J

drawer: {
width: drawerWidth,
flexShrink: 0,




whiteSpace: 'nowrap',
}J
drawerOpen: {
width: drawerWidth,
transition: theme.transitions.create('width', {
easing: theme.transitions.easing.sharp,
duration: theme.transitions.duration.enteringScreen,
1>
}J

drawerClose: {
transition: theme.transitions.create('width', {
easing: theme.transitions.easing.sharp,
duration: theme.transitions.duration.leavingScreen,
3
overflowX: 'hidden',
width: theme.spacing(7) + 1,
[theme.breakpoints.up('sm"')]: {
width: theme.spacing(9) + 1,
})

¥
toolbar: {

display: 'flex',

alignItems: ‘center',
justifyContent: 'flex-end',
padding: theme.spacing(o, 1),

...theme.mixins.toolbar,
}J
nested: {
paddinglLeft: theme.spacing(4),
}J
content: {
flexGrow: 1,
padding: theme.spacing(3),
}J
1)

export { useStyles };

src/EventsBasedOnNumberChart.js

import React from 'react’;
import { makeStyles } from '@material-ui/core/styles’;
import {

ResponsiveContainer, LineChart, Line, XAxis, Tooltip
} from 'recharts’;
import Typography from '@material-ui/core/Typography';




data = [

eventsNo:

eventsNo:

eventsNo:

eventsNo:

eventsNo:

eventsNo:

eventsNo:

eventsNo:

useStyles = makeStyles((theme) ({
outer: {
marginTop: '15vh'’
}
1)

export default EventsBasedOnNumberChart(props) {
classes = useStyles();

return (

className={classes.outer

Typography variant="overline" component="div" align="center"

Events t -- e (based on number of events)

Typography

ResponsiveContainer width={'100%'} height={300
LineChart
data={props.data




XAxis dataKey="time"
Tooltip
Line type="monotone" dataKey="eventsNo" name="Events No"
stroke="#8884d8" activeDot={{ r: 8 }}
LineChart
ResponsiveContainer
div

)E

src/NetworkGraph.js

import React, { useState, useEffect } from 'react’;

import Graph from "graphology";

import { SigmaContainer, uselLoadGraph } from "@react-sigma/core";
import "@react-sigma/core/lib/react-sigma.min.css";

import { uselLayoutCircular } from "@react-sigma/layout-circular";
import RouterIcon from ‘@mui/icons-material/Router’';

import CloudIcon from '@mui/icons-material/Cloud’;

import Cloud from ‘@mui/icons-material/Cloud’;

const items =
{

"itemId": "NetworkManager5",
"name": "vmengine Network Manager",
"kind": "NetworkManager",
"model"”: "ManageIQ::Providers::Redhat: :NetworkManager",
"mig_id": 5,
"key": "NetworkManager5",
"status": "valid",
"display kind": "Redhat"

"itemId": "CloudTenant2",

"name": "tenant",

"kind": "CloudTenant",

"model"”: "ManageIQ: :Providers::0Openstack::CloudManager: :CloudTenant",
"mig_id": 2,

"key": "CloudTenant2",

"status": "OK",

"display kind": "CloudTenant"

"itemId": "NetworkManager3",
"name": "threatrealml.sec.ouc.ac.cy Network Manager",




"kind": "NetworkManager",

"model"”: "ManageIQ::Providers::Redhat: :NetworkManager",
"mig_id": 3,

"key": "NetworkManager3",

"status": "valid",

"display kind": "Redhat"

"itemId": "CloudTenantl",
"name": "tenant",
"kind": "CloudTenant",
"model"”: "ManageIQ: :Providers::0Openstack::CloudManager: :CloudTenant",
"mig_id": 1,
"key": "CloudTenantl",
"status": "OK",
"display kind": "CloudTenant"
}
1;

const relations =

"source": "NetworkManager5",
"target": "CloudTenant2"

"source": "NetworkManager5",
"target": "CloudTenantl"

"source": "NetworkManager3",
"target": "CloudTenantl"

"source": "NetworkManager3",
"target": "NetworkManager5"

15

const kinds = {
"NetworkRouter": true,
"CloudSubnet": true,
"Vm": true,
"NetworkManager": true,
"FloatingIp": true,
"CloudNetwork": true,
"NetworkPort": true,
"CloudTenant": Cloud,
"SecurityGroup": true,




"LoadBalancer": true,
"Tag": true,
"AvailabilityZone": true

};

const imagePerkind = {
"NetworkRouter": "./images/router.png",
"CloudSubnet": "./images/cloudSubnet.png",
"Vm": "./images/vm.png",
"NetworkManager": "./images/networkManager.png",
"FloatingIp": "./images/location.png",
"CloudNetwork": false,
"NetworkPort": false,
"CloudTenant": false,
"SecurityGroup": "./images/secureCloud.png",
"LoadBalancer": "./images/loadBalancer.png",
"Tag": "./images/tag.png",
"AvailabilityZone": false

};

export const LoadGraph = (props) => {
const loadGraph = uselLoadGraph();
const { positions, assign } = uselLayoutCircular();

useEffect(() => {
console.log("nodes :
console.log("typeof nodes :
const graph = new Graph();
props.nodes.forEach(node => {
graph.addNode(node.key, { x: Math.random(), y: Math.random(), size: 10,
label: node.itemId })
1
props.edges.forEach(edge => {
graph.addEdge(edge.source, edge.target)
1
loadGraph(graph);
assign();
}, [assign, loadGraph, props.nodes, props.relations]);

+ JSON.stringify(props.nodes));
" + (typeof props.nodes));

return null;




export default NetworkGraph() {
return (

SigmaContainer style={{ height: "7@vh", width: "100%" }
LoadGraph nodes={items} edges={relations
SigmaContainer

src/NetworksTable.js

import React from 'react’;
import BaseTable from './BaseTable';

columns =
{ id: 'name', label: 'Name', minWidth: 170 }
1

createData(name, code) {
return { name, code };

rows = [
createData( 'Network
createData( 'Network
createData( 'Network
createData( 'Network
createData( 'Network
createData( 'Network

15

export default ComponentStatusTable() {
return (
BaseTable columns={columns} rows={rows
)
}

src/NetworksTableContainer.js

import React from 'react’;
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import { makeStyles } from '@material-ui/core/styles’;
import Typography from '@material-ui/core/Typography';
import NetworksTable from './NetworksTable';

const useStyles = makeStyles((theme) => ({
container: {
height: '100%',
width: '100%'
}
);

export default function NetworksTableContainer() {
const classes = useStyles();

return (
div className={classes.container}
Typography variant="overline" component="div" align="center"
Networks
Typography

NetworksTable
div
)
}

src/PageTitle.js

import React from 'react’;

export default function PageTitle(props) {
return (
h1l>{props.titleText}</h1l
)
}

src/RankContainer.js
import { Paper, Typography } from '@mui/material’;
import React, { useState, useEffect } from 'react’;

export default function RankContainer(props) {

return (
Paper elevation={3} style={{padding:'20px 16px'}}
div variant='h5'>{props.title} : {props.rank}</div




src/Reports.js

import React from 'react’;
import ReportTable from './ReportTable';
import PageTitle from './PageTitle';

export default function Scenarios() {
return (
div
PageTitle titleText="Reports"
ReportTable
div

);

src/ReportTable.js

import * as React from ‘react’;

import { useEffect, useState } from 'react’;

import { DataGrid } from '@mui/x-data-grid’;

import { Download } from '@mui/icons-material’;

import IconButton from ‘@mui/material/IconButton’;

import { getReports, sendDownloadReportRequest } from './ServerCaller';
import CtrlSnackBar from './CtrlSnackBar';

function createData(idValue, nameValue, descriptionValue, createdAtValue) {
return {
id: idValue, name: nameValue,
description: descriptionValue, createdAt: createdAtValue,
download: idValue
¥
}

function createRows(data) {
let rowList = [];
data.forEach(r => {
rowList.push(createData(r.id, r.name, r.description, r.isoCreatedAt));
1
console.log('rowList : ' + JSON.stringify(rowList));
return rowList;




function downloadReport(reportId, handleRunError) {
console.log("report to download : " + JSON.stringify(reportld));
sendDownloadReportRequest(reportId, null, handleRunError);

function createDownloadButton(reportId, handleRunError) {
return (
IconButton color="primary" onClick={(event) => { downloadReport(reportId,
handleRunError); }}
Download
IconButton

);

function createColumns(handleRunError) {
cols = [
field: 'name', headerName: 'Name', flex: 1, sortable: true },
field: 'description', headerName: ‘'Description’, flex: 1, sortable:

s
field: 'createdAt', headerName: 'Created At', flex: 1, sortable: false

field: 'download', headerName: 'Download', flex: 1, sortable: false,
type: 'actions',
renderCell: (reportId) => createDownloadButton(reportId, handleRunError)

o
15

return cols;

export default function ReportTable() {
const [snackBarOpen, setSnackBarOpen] = useState({
open: false,
msg: undefined

1)

const [tableState, setTableState] = useState({
loading: false,
rows: [],

1)

const handleRunError = (serverErrorResponse) => {
let message = serverErrorResponse.response.data;

const columns = createColumns(handleRunError);




useEffect(() => {
let mounted = true;
setTableState({ loading: true });

function updateTableState(reports) {
if (mounted) {
setTableState({ loading: false, rows: createRows(reports) });

}
}

getReports(updateTableState, null);

return function cleanup() {
mounted = false;

}
}, [setTableState]);

if (tableState.loading) {
return 'Loading...';
}
return (
div style={{ width: "1ee%' }}
CtrlSnackBar
DataGrid rows={tableState.rows} columns={columns} autoPageSize={true}
autoHeight={true} showColumnRightBorder={true}
showCellRightBorder={true}
initialState={{ pinnedColumns: { right: ['download'] } }}
div
)
}

src/ScenarioNetworks.js

import React, { useState, useEffect } from 'react’;
import CtrlDropDown from './CtrlDropDown';

import NetworkGraph from './NetworkGraph';

import { getScenarios } from './ServerCaller';
import PageTitle from './PageTitle';

function scenariosDropDownTextDisplayer(scenario) {
return scenario.title;

}

export default function ScenarioNetworks() {
const [scenarios, setScenarios] = useState([]);




useEffect(() {
updateScenarios(scenarios) {
setScenarios(scenarios);

getScenarios(updateScenarios, )
}, [setScenarios]);

return (

PageTitle titleText='Scenario Networks'
CtrlDropDown title="Scenario" options={scenarios

textDisplayer={scenariosDropDownTextDisplayer
NetworkGraph NetworkGraph

src/Scenarios.js

import React from 'react’;
import ScenariosTable2 from './ScenariosTable2';
import PageTitle from './PageTitle';

export default Scenarios() {
return (

PageTitle titleText="Running Scenarios"”
ScenariosTable2

src/ScenariosTableZ2.js

import as React from 'react’;
import { useEffect, useState } from 'react’;
import { DataGrid } from '@mui/x-data-grid';

import Link from ‘@material-ui/core/Link’;
import axios from 'axios’
import Box from '@material-ui/core/Box"';
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function createDescriptionCellContent(descriptionValue, linkValue) {
if (linkvalue) {
return (
div style={{ lineHeight: "initial" }}
Box component="span" textOverflow="ellipsis'
{descriptionValue}
Box
Link style={{ display: "block" }} href={linkValue} target=" blank"
rel="noopener">read more</Link
div

)
} else {
return (
div
{descriptionValue}
div

function createData(nameValue, idValue, descriptionValue, linkValue) {
return {
name: nameValue, id: idValue, description:
{ descriptionText: descriptionValue, linkText: linkValue }
¥
}

function createRows(data) {
let rowList = [];
data.forEach(r => {
rowList.push(createData(r.title, r.scenario_id, r.description, r.link));
1
console.log('rowList : ' + JSON.stringify(rowList));
return rowlList;

const columns = [
{ field: 'name', headerName: 'Name', flex: 1, sortable: true },
{ field: 'id', headerName: 'Id', flex: 1, sortable: true },

{

field: 'description', headerName: 'Description', flex: 1, sortable: false,
renderCell: (params) =>
createDescriptionCellContent(params.value.descriptionText,
params.value.linkText)
bs
1;

export default function ScenariosTable2() {




[tableState, setTableState] =
loading: )
rows: [],

})s

useEffect(()
mounted = ;
setTableState({ loading: 1)
apiUrl = '/api/scenarios';
axios.get(apiurl).then((result)

console.log('scenarios call result :

if (mounted) {
scenarios =
setTableState({ loading:

}
1)

.catch((error) {
if (error.response) {

result.data;

useState({

{
" 4+ JSON.stringify(result));

, rows: createRows(scenarios) });

console.log(error.response.data);
console.log(error.response.status);
console.log(error.response.headers);

} else if (error.request) {

console.log(error.request);
} else {

console.log('Error', error.message);

}

console.log(error.config);

1)

return cleanup() {
mounted = ;

}
}, [setTableState]);

if (tableState.loading) {
return 'Loading...';

}

return (

style={{ width: '100%"' }




DataGrid rows={tableState.rows} columns={columns} autoPageSize={true}
autoHeight={true} showColumnRightBorder={true} showCellRightBorder={true}
div

);

src/ScenarioTeams.js

import React, { useEffect, useState } from 'react’;

import PageTitle from './PageTitle';

import CtrlDropDown from ‘./CtrlDropDown';

import Grid from '‘@material-ui/core/Grid’;

import EventsBasedOnNumberChart from './EventsBasedOnNumberChart';
import { getScenarios, getScenarioTeams, getScenarioTeamUsers,
getEventsPerHour } from './ServerCaller';

function scenariosDropDownTextDisplayer(scenario) {

return scenario.title;

function teamsDropDownTextDisplayer(team) {

return team.name;

function usersDropDownTextDisplayer(user) {

return user.username;

export default function ScenarioTeams(props) {
const [selectedScenario, setSelectedScenario] = useState();
const [selectedTeam, setSelectedTeam] = useState();
const [selectedUser, setSelectedUser] = useState();
const [scenarios, setScenarios] = useState([]);
const [teams, setTeams] = useState([]);
const [users, setUsers] = useState([]);
const [chartData, setChartData] = useState([]);

const title = "Teams participating in scenario";
const allOptionValue = "--all--";

useEffect(() => {
function updateScenarios(scenarios) {
setScenarios(scenarios);
if (scenarios && scenarios.length)




setSelectedScenario(scenarios[0].id);

getScenarios(updateScenarios, null);

o [Ds

useEffect(() => {
console.log("selected scenario changed. will fetch teams for scenariold :
+ selectedScenario);
setTeams([])
setSelectedTeam(null);
setChartData([]);
function updateTeams(teams) {
setTeams (teams);
if (teams && teams.length)
setSelectedTeam(allOptionValue);

if (selectedScenario)
getScenarioTeams(selectedScenario, updateTeams, null);
}, [selectedScenario]);

useEffect(() => {
console.log("selected team changed. will fetch users for scenariold,
teamId : " + selectedScenario + ", " + selectedTeam);
setUsers([])
setSelectedUser(null);
setChartData([]);
function updateUsers(users) {
setUsers(users);
if (users && users.length)
setSelectedUser(users[0].id);
}
function updateChartData(data) {

setChartData(data);
}

if (selectedScenario && selectedTeam) {
getScenarioTeamUsers(selectedScenario, selectedTeam, updateUsers, null);
getEventsPerHour(selectedScenario, selectedTeam, null, updateChartData,
null);
}

}, [selectedScenario, selectedTeam]);

useEffect(() => {
console.log("selected user changed. will fetch chart data :

selectedScenario + ", + selectedTeam);
setChartData([]);




function updateChartData(data) {
setChartData(data);

}

if (selectedScenario && selectedTeam && selectedUser) {
let userld = selectedUser;
if (allOptionValue === userId) { userId = null; }
getEventsPerHour(selectedScenario, selectedTeam, userld,
updateChartData, null);
}

}, [selectedScenario, selectedTeam, selectedUser]);

const scenarioChangeHandler = (event) => {
setSelectedScenario(event.target.value);

};

const teamChangeHandler = (event) => {
setSelectedTeam(event.target.value);

};

const userChangeHandler = (event) => {
setSelectedUser(event.target.value);

};

return (
div style={props.style}

PageTitle titleText={title}

Grid
container

direction="row"
justifyContent="center"
alignItems="center"
spacing={3}

Grid item xs
CtrlDropDown title="Scenario" options={scenarios}
textDisplayer={scenariosDropDownTextDisplayer}
changeHandler={scenarioChangeHandler}
Grid
Grid item xs
CtrlDropDown title="Team" options={teams}
textDisplayer={teamsDropDownTextDisplayer} changeHandler={teamChangeHandler}

Grid
Grid item xs
CtrlDropDown title="User" options={users}
textDisplayer={usersDropDownTextDisplayer} changeHandler={userChangeHandler}
allOptionValue={allOptionValue}




Grid
Grid
EventsBasedOnNumberChart data={chartData}
div

)E

src/ScenarioTeamUserSelection.js

import React, { useEffect, useState } from 'react’;

import CtrlDropDown from ‘./CtrlDropDown';

import Grid from '‘@material-ui/core/Grid’;

import { getScenarios, getScenarioTeams, getScenarioTeamUsers } from
'./ServerCaller';

function scenariosDropDownTextDisplayer(scenario) {

return scenario.title;

function teamsDropDownTextDisplayer(team) {

return team.name;

function usersDropDownTextDisplayer(user) {

return user.username;

export default function ScenarioTeamUserSelection(props) {
const allOptionValue = "--all--";

const [scenarios, setScenarios] = useState([]);
const [teams, setTeams] = useState([]);
const [users, setUsers] useState([]);

const [selectedScenario, setSelectedScenario] = useState();
const [selectedTeam, setSelectedTeam] useState();
const [selectedUser, setSelectedUser] useState();

useEffect(() => {
function updateScenarios(scenarios)
setScenarios(scenarios);
if (scenarios && scenarios.length)
setSelectedScenario(scenarios[@].id);




getScenarios(updateScenarios, null);

s [

useEffect(() => {

console.log("selected scenario changed. will fetch teams for scenariold :
+ selectedScenario);

setTeams([])

setSelectedTeam(null);

function updateTeams(teams) {
setTeams (teams);
if (teams && teams.length)
setSelectedTeam(allOptionValue);

if (selectedScenario)
getScenarioTeams(selectedScenario, updateTeams, null);
}, [selectedScenario]);

useEffect(() => {
console.log("selected team changed. will fetch users for scenariold,
teamId : " + selectedScenario + ", " + selectedTeam);
setUsers([])

setSelectedUser(null);

function updateUsers(users) {
setUsers(users);
if (users && users.length)
setSelectedUser(users[0].id);

if (selectedScenario && selectedTeam) {
getScenarioTeamUsers(selectedScenario, selectedTeam, updateUsers, null);

}

}, [selectedScenario, selectedTeam]);

const scenarioChangeHandler = (event) => {
setSelectedScenario(event.target.value);

};

const teamChangeHandler = (event) => {
setSelectedTeam(event.target.value);

};

const userChangeHandler = (event) => {
setSelectedUser(event.target.value);

};




return (
div style={props.style}
Grid
container
direction="row"
justifyContent="center"
alignItems="center"
spacing={3}

Grid item xs
CtrlDropDown title="Scenario" options={scenarios}
textDisplayer={scenariosDropDownTextDisplayer}
changeHandler={scenarioChangeHandler}
Grid
Grid item xs
CtrlDropDown title="Team" options={teams}
textDisplayer={teamsDropDownTextDisplayer} changeHandler={teamChangeHandler}

Grid
Grid item xs
CtrlDropDown title="User" options={users}
textDisplayer={usersDropDownTextDisplayer} changeHandler={userChangeHandler}
allOptionValue={allOptionValue}
Grid
Grid
div
)
}

src/SecurityEventsContainer.js

import React from 'react’;

import { makeStyles } from ‘@material-ui/core/styles’;
import Typography from '@material-ui/core/Typography';
import SecurityEventsTable from './SecurityEventsTable';

const useStyles = makeStyles((theme) => ({
container: {
height: '100%",
width: '100%'
}
1)

export default function SecurityEventsContainer(props) {
const classes = useStyles();




return (
div className={classes.container}
Typography variant="overline" component="div" align="center"
{props.title}
Typography

SecurityEventsTable data={props.eventsData}
div

);

src/SecurityEventsTable.js

import React from 'react’;
import BaseTable from './BaseTable';

const columns = [
{ id: 'eventName', label: 'Event name', minWidth: 170 },
{ id: ‘'startTime', label: 'Start time', minWidth: 170 },
{
id: 'source',
label: 'Source’,
minWidth: 170,
}J
{
id: 'destination’',
label: 'Destination’',
minWidth: 170,
}J
{
id: 'riskLevel',
label: 'Risk level',
minWidth: 170,

o
15

export default function SecurityEventsTable(props) {
return (
BaseTable columns={columns} rows={props.data}
)
}

src/ServerCaller.js

import React, { useState, useEffect } from 'react’;

153




import axios from 'axios'

export function getScenarios(successHandler, errorHandler) {
console.log("Sending get scenarios request..");

const apiUrl = '/api/scenarios';
axios.get(apiuUrl).then((result) => {
console.log('scenarios call result : ' + JSON.stringify(result));
successHandler(result.data)
}
.catch((error) => {
handleResponseError(error)
if (errorHandler)
errorHandler(error)

1)

export function getScenarioTeams(scenarioIdValue, successHandler,
errorHandler) {
console.log("Sending get scenario teams request..");

const apiUrl = '/api/teams';
axios.get(apiUrl, { params: { scenariold: scenarioIdValue } }).then((result)
:>{

console.log('scenario teams call result : ' + JSON.stringify(result));

successHandler(result.data)
b
.catch((error) => {
handleResponseError(error)
if (errorHandler)
errorHandler(error)

1)

export function getScenarioTeamUsers(scenarioIdValue, teamIdValue,
successHandler, errorHandler) {
console.log("Sending get scenario team users request..");

const apiUrl = '/api/users';
axios.get(apiUrl, { params: { scenariold: scenarioIdValue, teamId:
teamIdValue } }).then((result) => {
console.log('scenario team users call result
JSON.stringify(result));
successHandler(result.data)
)
.catch((error) => {
handleResponseError(error)
if (errorHandler)




errorHandler(error)

1)

export function getEventsPerHour(scenarioIdValue, teamIdValue, userIdValue,
successHandler, errorHandler) {
console.log("Sending get events per hour request..");

const apiUrl = '/api/event';
axios.get(apiuUrl, { params: { scenariold: scenarioIdValue, teamId:
teamIdValue, userId: userIdValue } }).then((result) => {
console.log('get events per hour call result : ' +
JSON.stringify(result));
successHandler(result.data)
)
.catch((error) => {
handleResponseError(error)
if (errorHandler)
errorHandler(error)

1

export function getScripts(successHandler, errorHandler) {
console.log("Sending get scripts request..");

const apiUrl = '/api/scripts’;
axios.get(apiUrl).then((result) => {
console.log('scripts call result : ' + JSON.stringify(result));
successHandler(result.data)
})
.catch((error) => {
handleResponseError(error)
if (errorHandler)
errorHandler(error)

1

export function sendRunScriptRequest(scriptId, variableValues, successHandler,
errorHandler) {

console.log("sendRunScriptRequest");

console.log(scriptId);

console.log(variableValues);

const apiUrl = '/api/scripts’';
axios.post(apilrl, {
"scriptId": scriptId,
"variableValues": variableValues
}).then((result) => {




console.log('scripts call result : ' + JSON.stringify(result));
successHandler(result.data);
})
.catch((error) {
handleResponseError(error)
if (errorHandler)
errorHandler(error)

1)

export handleResponseError(error) {
if (error.response) {

console.log(error.response.data);
console.log(error.response.status);
console.log(error.response.headers);
else if (error.request) {

console.log(error.request);
else {

console.log('Error', error.message);

}

console.log(error.config);

}

export getReports(successHandler, errorHandler) {
console.log("Sending get reports request..");

apiUrl = '/api/report';
axios.get(apiurl).then((result) {
console.log('scripts call result : ' + JSON.stringify(result));
successHandler(result.data)
})
.catch((error) {
handleResponseError(error)
if (errorHandler)
errorHandler(error)

1

export sendDownloadReportRequest(reportld, successHandler,
errorHandler) {
console.log("sendDownloadReportRequest");




console.log(reportld);

const apiUrl = '/api/report';

src/Skeleton.js

React from 'react’;

clsx from 'clsx';

{ useTheme } from '@material-ui/core/styles’;

Drawer from '@material-ui/core/Drawer’;

AppBar from '@material-ui/core/AppBar';

Toolbar from '@material-ui/core/Toolbar';

List from '@material-ui/core/List';

CssBaseline from '@material-ui/core/CssBaseline’;
Typography from '@material-ui/core/Typography';

Divider from ‘@material-ui/core/Divider';

IconButton from '@material-ui/core/IconButton’;
MenuIcon from '@mui/icons-material/Menu’;
ChevronLeftIcon from '@mui/icons-material/ChevronLeft';
ChevronRightIcon from '@mui/icons-material/ChevronRight"';
ListItem from '@material-ui/core/ListItem’;
ListItemIcon from ‘@material-ui/core/ListItemIcon’;
ListItemText from ‘@material-ui/core/ListItemText’;
DashboardIcon from '@mui/icons-material/Dashboard’;
ScoreIcon from '@mui/icons-material/Score’;
TimelineIcon from '@mui/icons-material/Timeline';
FlagIcon from '@mui/icons-material/Flag’;
CalendarTodayIcon from '@mui/icons-material/CalendarToday'’;
AssessmentIcon from '@mui/icons-material/Assessment’;
GroupIcon from '@mui/icons-material/Group’;

PersonIcon from '@mui/icons-material/Person’;
RouterIcon from '@mui/icons-material/Router’;

{ Switch, Route } from 'react-router-dom';

Calendar from './Calendar';

Campaign from './Campaign';




import IndividualScoring from './individualScore/IndividualScoring';
import ScenarioNetworks from './ScenarioNetworks"';

import Reports from './Reports';

import Scenarios from './Scenarios';

import Scoring from './score/Scoring';

import TeamScoring from './teamScore/TeamScoring’;

import Timeline from './Timeline';

import { withRouter } from "react-router-dom";

import { useStyles } from './DrawerStyles.js’

import ScriptManagement from './script/ScriptManagement’;
import { Code } from '@mui/icons-material’;

import ScenarioTeams from './ScenarioTeams';

function MiniDrawer(props) {
const { history } = props;
const classes = useStyles();
const theme = useTheme();
const [open, setOpen] = React.useState(false);

const handleDrawerOpen = () => {
setOpen(true);

};

const handleDrawerClose = () => {
setOpen(false);

};

const itemsList =

{
text: "Scenarios"”,
icon: <DashboardIcon
path: "/scenarios",
component: <Scenarios
exact: true,
onClick: () => history.push("/scenarios"),
uiClass: "'

}J

{

text: "Networks",

icon: <RouterIcon ,

path: "/scenarios/networks",

component: <ScenarioNetworks

exact: false,

onClick: () => history.push("/scenarios/networks"),
uiClass: classes.nested

}s
{

text: "Teams",




icon: <GroupIcon ,

path: "/scenarios/teams",

component: <ScenarioTeams

exact: false,

onClick: () => history.push("/scenarios/teams"),
uiClass: classes.nested

text: "Timeline",

icon: <TimelineIcon

path: "/timeline",

component: <Timeline

exact: false,

onClick: () => history.push("/timeline"),
uiClass: "'

text: "Scoring",

icon: <Scorelcon

path: "/scoring",

component: <Scoring

exact: true,

onClick: () => history.push("/scoring"),
uiClass: "'

text: "Team-based",

icon: <GroupIcon ,

path: "/scoring/team",

component: <TeamScoring

exact: false,

onClick: () => history.push("/scoring/team"),
uiClass: classes.nested

text: "Individual",

icon: <Personlcon ,

path: "/scoring/individual”,

exact: false,

component: <IndividualScoring )

onClick: () => history.push("/scoring/individual™),
uiClass: classes.nested

text: "Scenario Campaign",
icon: <FlagIcon 5

path: "/campaign",
component: <Campaign




exact: false,
onClick: () => history.push("/campaign"),
uiClass: "'

¥

{

text: "Calendar",
icon: <CalendarTodayIcon
path: "/calendar",
component: <Calendar
exact: false,
onClick: () => history.push("/calendar"),
uiClass: "'
}J
{

text: "Visualisation Reports"”,
icon: <AssessmentIcon R
path: "/reports",
component: <Reports
exact: false,
onClick: () => history.push("/reports"),
uiClass: "'
¥
{

text: "Script Management",
icon: <Code ,
path: "/scripts",
component: <ScriptManagement
exact: false,
onClick: () => history.push("/scripts"),
uiClass: "'
}
1

return (
div className={classes.root}
CssBaseline
AppBar
position="fixed"
className={clsx(classes.appBar, {
[classes.appBarShift]: open,

1}

Toolbar
IconButton
color="inherit"
aria-label="open drawer"
onClick={handleDrawerOpen}
edge="start"




className={clsx(classes.menuButton, {
[classes.hide]: open,

1}

MenuIcon
IconButton
Typography variant="h6" noWrap
CTRL Admin Console
Typography
Toolbar
AppBar
Drawer
variant="permanent"
className={clsx(classes.drawer, {
[classes.drawerOpen]: open,
[classes.drawerClose]: !open,
19);
classes={{
paper: clsx({
[classes.drawerOpen]: open,
[classes.drawerClose]: !open,

})s
b}

div className={classes.toolbar}
IconButton onClick={handleDrawerClose}
{theme.direction === "'rtl' ? <ChevronRightIcon
ChevronLeftIcon }
IconButton
div
Divider
List
{itemsList.map((item, index) => {
const { text, icon, onClick, uiClass } = item;
return (
ListItem button key={text} onClick={onClick}
className={uiClass}
{icon && <ListItemIcon>{icon}</ListItemIcon>}
ListItemText primary={text}
ListItem
)
D}
List
Drawer
main className={classes.content}
div className={classes.toolbar}
Switch
{itemsList.map((route, index) => (




Route
key={index}
path={route.path}
exact={route.exact}

{route.component}
Route
))}
Switch
main
div

);

export default withRouter(MiniDrawer);

src/Timeline.js

import React from 'react’;

import { makeStyles } from ‘@material-ui/core/styles’;

import TimelineChart from './TimelineChart’;

import SecurityEventsContainer from './SecurityEventsContainer';
import TopEventsContainer from './TopEventsContainer';

import ComponentStatusContainer from './ComponentStatusContainer';

const useStyles = makeStyles((theme) => ({
container: {
display: 'grid',
columnGap: 'l1@px',
gridColumnGap: '1@px',
rowGap: '1@px’,
gridRowGap: '1@px',
justifyItems: 'stretch’,
alignItems: 'stretch’,
gridTemplateAreas:
"timeline timeline topEvents'
'securityEvents securityEvents componentStatus',
}J
timeline: {
gridArea: 'timeline'
}J
topEvents: {
gridArea: 'topEvents'
}J
securityEvents: {
gridArea: 'securityEvents'

},




componentStatus: {

gridArea: 'componentStatus'

}s
1));

function createData(eventName, startTime, source, destination, risklLevel,

code) {

return { eventName, startTime, source, destination, riskLevel, code };

}

const rows = [
createData( 'Event
'Risk Level 1', 1),
createData( 'Event
'Risk Level 2', 2),
createData('Event
'Risk Level 3', 3),
createData('Event
'Risk Level 4', 4),
createData( 'Event
'Risk Level 5', 5),
createData( 'Event
'Risk Level 1', 6),
createData('Event
'Risk Level 2', 7),
createData('Event
'Risk Level 3', 8),
createData( 'Event
'Risk Level 4', 9),
createData( 'Event
'Risk Level 5', 10),
createData('Event
'Risk Level 1', 11),
createData('Event
'Risk Level 2', 12),
createData( 'Event
'Risk Level 3', 13),
createData( 'Event
'Risk Level 4', 14),

15

export default funct
const classes = us

return (
div className={

1', '2020-01-01T716:50:43",

2', '2020-01-01T16:51:43",

3', '2020-01-01T16:52:43",

4', '2020-01-01T16:53:43",

5', '2020-01-01T16:54:43",

6', '2020-01-01T16:55:43",

7', '2020-01-01T716:56:43",

8', '2020-01-01T16:57:43",

9', '2020-01-01T716:58:43",

10', '2020-01-01T716:59:43",

11', '2020-01-01T17:00:43',

12', '2020-01-01T17:01:43',

13", '2020-01-01T17:02:43",

14', '2020-01-01T17:03:43",

ion Timeline() {
eStyles();

classes.container}

div className={classes.timeline}

TimelineCha

rt

'Source

'Source

'Source

'Source

'Source

'Source

'Source

'Source

'Source

'Source

'Source

'Source

'Source

'Source

1', 'Destination

2', 'Destination

3', 'Destination

4', 'Destination

5', 'Destination

6', 'Destination

7', 'Destination

8', 'Destination

9', 'Destination

10",

11",

12",

13",

14",

'Destination 10',

'Destination 11°',

'Destination 12°',

'Destination 13',

'Destination 14',




div
div className={classes.topEvents}
TopEventsContainer
div
div className={classes.securityEvents}
SecurityEventsContainer title="Important Security Events
eventsData={rows}
div

div className={classes.componentStatus}
ComponentStatusContainer
div

div

)E

src/TimelineChart.js

import React, { useState } from 'react’;

import { makeStyles } from '@material-ui/core/styles’;

import Typography from '@material-ui/core/Typography';

import { ScatterChart, Scatter, Tooltip, XAxis, YAxis, ZAxis,
ResponsiveContainer } from 'recharts’;

const data =

{

time: O, eventsNo: 10, index: 1,

eventsNo:

eventsNo:

eventsNo:

eventsNo:

eventsNo:

eventsNo:

eventsNo: 45, index:




useStyles = makeStyles((theme) ({
container: {
height: '100%",
width: '100%'
}
1)

renderTooltip(active, payload) {
if (active && payload && payload.length) {
data = payload[@] && payload[@].payload;

return (

style={{
backgroundColor: '#fff",
border: 'lpx solid #999',
margin: 0,
padding: 10,

data.hour

value:
data.value

return

}s

parseDomain() {
return [
@,
Math.max(
Math.max.apply(

)

data.map((entry) entry.value),

)>
Math.max.apply(

)

data.map((entry) entry.value),

)s
),




]
}s

export default function TimelineChart(props) {
const classes = useStyles();
const { active, payload } = props;

return (
div className={classes.container}
Typography variant="overline" component="div" align="center"
Timeline View
Typography
ResponsiveContainer width='100%"' height={300}
ScatterChart
margin={{
top: 30,
right: 20,
bottom: 9,
left: o,

b}

XAxis

type="number"

dataKey="time"

name="time"

interval={0}

tickLine={{ transform: 'translate(@, -6)" }}

YAxis
type="number"
dataKey="index"
height={10}
width={80}
tick={false}
tickLine={false}
axislLine={false}
domain={[0,2]}

ZAxis type="number" dataKey="eventsNo" domain={parseDomain()}
range={[10, 300]}
Tooltip cursor={{ strokeDasharray: '3 3' }} wrapperStyle={{ zIndex:
100 }} content={renderTooltip(active, payload)}
Scatter data={data} fill="#8884d8"
ScatterChart

ResponsiveContainer
div

IE




src/TopEventsContainer.js

import React from 'react’;

import { makeStyles } from '@material-ui/core/styles’;
import Typography from '@material-ui/core/Typography';
import TopEventsTable from './TopEventsTable';

const useStyles = makeStyles((theme) => ({
container: {
height: '100%',
width: '100%'
}
);

export default function TopEventsContainer() {
const classes = useStyles();

return (
div className={classes.container}
Typography variant="overline" component="div" align="center"
Top events by event count
Typography

TopEventsTable
div

)E
}

src/TopEventsTable.js

import React from 'react’;
import BaseTable from './BaseTable';

const columns = [
{ id: 'event', label: 'Event', minWidth: 170 },
{ id: 'sessions', label: 'Sessions', minWidth: 100 },

15

function createData(event, sessions, code) {
return { event, sessions, code };

}

const rows =




createData( 'Application activity', '4e°',
createData( 'Packet tagging', '50', 2),
createData('Invalid tags', '60', 3),
createData( 'Application activity', '4e°',
createData( 'Packet tagging', '50', 5),
createData('Invalid tags', '60', 6),
createData( 'Application activity', '40',
createData( 'Packet tagging', '50', 8),
createData('Invalid tags', '60', 9),
createData( 'Application activity', '40',
createData( 'Packet tagging', '50', 11),
createData('Invalid tags', '60', 12),
createData( 'Application activity', '40',
createData( 'Packet tagging', '50', 14),
createData( 'Invalid tags', '60', 15),

1
export default function TopEventsTable() {

return (
BaseTable columns={columns} rows={rows}

);

src/individualScore/individualScoreChart.js

import React from 'react’;
import {
ResponsiveContainer, BarChart, Bar, XAxis, YAxis, Tooltip
} from 'recharts’;
const data =

{
time: '2020-01-01T10:00:00', score:

'2020-01-01T11:00:00",

'2020-01-01T12:00:00', score:

'2020-01-01T713:00:00",

'2020-01-01T14:00:00"', score:




'2020-01-01T15:00:00', score: 2390

'2020-01-01T16:00:00', score: 3490

export default function IndividualScoreChart() {
return (
ResponsiveContainer width={'100%'} height={300}
BarChart
data={data}

XAxis dataKey="time"

YAxis

Tooltip

Bar dataKey="score" name="Score" fill="#8884d8"
BarChart

ResponsiveContainer

)E

src/individualScore/individualScoreContainer.js

import React from 'react’;
import Typography from '@material-ui/core/Typography';
import IndividualScoreChart from './IndividualScoreChart’;

export default function IndividualScoreContainer(props) {
return (
div style={props.style}
Typography variant="overline" component="div" align="center"
Scores awarded
Typography

IndividualScoreChart
div
)
}

src/individualScore/individualScorePerEventContainer.js

import React, { useState, useEffect } from 'react’;

import { makeStyles } from ‘@material-ui/core/styles’;

import Typography from '@material-ui/core/Typography';

import IndividualScorePerEventTable from './IndividualScorePerEventTable';




const useStyles = makeStyles((theme) => ({
container: {
height: '100%",
width: '100%'
}
);

export default function IndividualScorePerEventContainer() {
const classes = useStyles();

return (
div className={classes.container}
Typography variant="overline" component="div" align="center'’
Score Per Event
Typography

IndividualScorePerEventTable
div

);

src/individualScore/individualScorePerEventTable.js

import React from 'react’;
import BaseTable from '../BaseTable’;

const columns =
{ id: 'eventName', label: 'Event name', minWidth: 170 },
{ id: ‘'startTime', label: 'Start time', minWidth: 170 },
{
id: 'source',
label: 'Source’,
minWidth: 170,

}J
{
id: 'destination’,
label: 'Destination’,
minWidth: 170,
}J
{
id: 'risklLevel',
label: 'Risk level',
minWidth: 170,
}J
{ id: ‘'user', label: 'User', minWidth: 170 },
{ id: 'score', label: 'Score', minWidth: 170 },




15

function createData(eventName, startTime, source, destination, risklLevel,
user, score, code) {

return { eventName, startTime, source, destination, riskLevel, user, score,
code };

}

const rows = [

createData('Event 1', '2020-01-01T16:50:43"', 'Source 1', 'Destination
'Risk Level 1', 'User A', '150', 1),

createData('Event 2', '2020-01-01T16:51:43"', 'Source 2', 'Destination
'Risk Level 2', 'User B', '786', 2),

createData('Event 3', '2020-01-01T16:52:43"', 'Source 3', 'Destination
'Risk Level 3', 'User C', '234', 3),

createData('Event 4', '2020-01-01T16:53:43"', 'Source 4', 'Destination
'Risk Level 4', 'User D', '79834', 4),

createData('Event 5', '2020-01-01T16:54:43"', 'Source 5', 'Destination
'Risk Level 5', 'User A', '1325', 5),

createData('Event 6', '2020-01-01T16:55:43"', 'Source 6', 'Destination
'Risk Level 1', 'User B', '685', 6),

createData('Event 7', '2020-01-01T16:56:43"', 'Source 7', 'Destination
'Risk Level 2', 'User C', '435', 7),

createData('Event 8', '2020-01-01T16:57:43"', 'Source 8', 'Destination
'Risk Level 3', 'User D', '24785', 8),

createData('Event 9', '2020-01-01T16:58:43"', 'Source 9', 'Destination 9',
'Risk Level 4', 'User A', '234', 9),

createData('Event 10', '2020-01-01T16:59:43', 'Source 10', 'Destination 10°',
'Risk Level 5', 'User B', '8354', 10),

createData('Event 11', '2020-01-01T17:00:43', 'Source 11', 'Destination 11°',
'Risk Level 1', 'User C', '54696', 11),

createData('Event 12', '2020-01-01T17:01:43', 'Source 12', 'Destination 12°',
'Risk Level 2', 'User D', '1342', 12),

createData('Event 13', '2020-01-01T17:02:43', 'Source 13', 'Destination 13°',
'Risk Level 3', 'User A', '3150', 13),

createData('Event 14', '2020-01-01T17:03:43', 'Source 14', 'Destination 14°',
'Risk Level 4', 'User B', '15320', 14),
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export default function UserScorePerEventTable() {
return (
BaseTable columns={columns} rows={rows}

);

src/individualScore/individualScoring.js




import React from 'react’;

import IndividualScorePerEventTable from './IndividualScorePerEventTable';
import { Grid } from '@mui/material’;

import ScenarioTeamUserSelection from '../ScenarioTeamUserSelection';
import RankChartsContainer from './RankChartContainer';

import IndividualScoreContainer from './IndividualScoreContainer';

export default function IndividualScoring(props) {
return (

div style={props.style}
ScenarioTeamUserSelection style={{ marginBottom: '2vh' }}
Grid container
direction="row"
justifyContent="center"
alignItems="stretch"
spacing={2}

Grid item xs={12} md={10}
IndividualScoreContainer
Grid
Grid item xs={12} md={2}
RankChartsContainer
Grid
Grid item xs={12}
IndividualScorePerEventTable
Grid
Grid
div
)
}

src/individualScore/RankChart.js

import React from 'react’;
import {

ResponsiveContainer, PieChart, Pie, Label, Legend
} from 'recharts’;

const data = [

{

rank: 1, score:




}
15

export default function RankChart() {
return (
ResponsiveContainer width={'100%'} height={300}
PieChart

Pie data={data}
dataKey="score"
nameKey="rank"
legendType="circle’
fill="#82ca9d"

Legend iconType='circle' Legend
Pie
PieChart
ResponsiveContainer
)
}

src/individualScore/RankChartContainer.js

import React from 'react’;
import Typography from '@material-ui/core/Typography';
import RankChart from './RankChart’;

export default function RankChartsContainer(props) {
return (
div style={props.style}
Typography variant="overline" component="div" align="center'’
Overall rank
Typography

RankChart
div
)
}

src/score/Scoring.js

import React from 'react’;

import { makeStyles } from ‘@material-ui/core/styles’;

import TeamScoreChart from './TeamScoreChart';

import TeamScorePerEventContainer from './TeamScorePerEventContainer';
import TopTeamScoresContainer from './TopTeamScoresContainer';




const useStyles = makeStyles((theme) => ({
container: {
display: 'grid',
columnGap: '10px’,
gridColumnGap: '1@px',
rowGap: '1@px’',
gridRowGap: '1@px',
justifyItems: 'stretch’,
alignItems: 'stretch’,
gridTemplateAreas:
'scoresAwarded scoresAwarded topScores'
'scoresPerEvent scoresPerEvent scoresPerEvent'’,
}J
scoresAwarded: {
gridArea: 'scoresAwarded'’
}J
topScores: {
gridArea: 'topScores'
}J
scoresPerEvent: {
gridArea: 'scoresPerEvent'

i
)

export default function Scoring() {
const classes = useStyles();

return (
div className={classes.container}
div className={classes.scoresAwarded}
TeamScoreChart
div
div className={classes.topScores}
TopTeamScoresContainer
div
div className={classes.scoresPerEvent}
TeamScorePerEventContainer
div
div

)E

src/score/TeamScoreChart.js

import React from 'react’;
import {
ResponsiveContainer, BarChart, Bar, XAxis, YAxis, Tooltip




} from 'recharts’;
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export default function TeamScoreChart() {
return (
ResponsiveContainer width={'100%"'} height={300}
BarChart
data={data}

XAxis dataKey="name"

YAXis

Tooltip

Bar dataKey="score" name="Score" fill="#8884d8"
BarChart

ResponsiveContainer

)E

src/score/TeamScorePerEventContainer.js

import React from 'react’;

import { makeStyles } from ‘@material-ui/core/styles’;

import Typography from '@material-ui/core/Typography';

import TeamScorePerEventTable from './TeamScorePerEventTable';




const useStyles = makeStyles((theme) => ({
container: {
height: '100%",
width: '100%'
}
);

export default function TeamScorePerEventContainer() {
const classes = useStyles();

return (
div className={classes.container}
Typography variant="overline" component="div" align="center"
Score Per Event
Typography

TeamScorePerEventTable
div

);

src/score/TeamScorePerEventTable.js

import React from 'react’;
import BaseTable from '../BaseTable’;

const columns =
{ id: 'eventName', label: 'Event name', minWidth: 170 },
{ id: ‘'startTime', label: 'Start time', minWidth: 170 },
{
id: 'source',
label: 'Source’,
minWidth: 170,

}J
{
id: 'destination’,
label: 'Destination’,
minWidth: 170,
}J
{
id: 'risklLevel',
label: 'Risk level',
minWidth: 170,
}J
{ id: "team', label: 'Team', minWidth: 170 },
{ id: 'score', label: 'Score', minWidth: 170 },
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function createData(eventName, startTime, source, destination, risklLevel,
team, score) {

return { eventName, startTime, source, destination, riskLevel, team, score
}s

const rows = [

createData('Event 1', '2020-01-01T16:50:43"', 'Source 1', 'Destination
'Risk Level 1', 'Team A', '150'),

createData('Event 2', '2020-01-01T16:51:43"', 'Source 2', 'Destination
'Risk Level 2', 'Team B', '786'),

createData('Event 3', '2020-01-01T16:52:43"', 'Source 3', 'Destination
'Risk Level 3', 'Team C', '234'),

createData('Event 4', '2020-01-01T16:53:43"', 'Source 4', 'Destination
'Risk Level 4', 'Team D', '79834'),

createData('Event 5', '2020-01-01T16:54:43"', 'Source 5', 'Destination
'Risk Level 5', 'Team A', '1325'),

createData('Event 6', '2020-01-01T16:55:43"', 'Source 6', 'Destination
'Risk Level 1', 'Team B', '685'),

createData('Event 7', '2020-01-01T16:56:43"', 'Source 7', 'Destination
'Risk Level 2', 'Team C', '435'),

createData('Event 8', '2020-01-01T16:57:43"', 'Source 8', 'Destination
'Risk Level 3', 'Team D', '24785'),

createData('Event 9', '2020-01-01T16:58:43"', 'Source 9', 'Destination 9',
'Risk Level 4', 'Team A', '234'),

createData('Event 10', '2020-01-01T16:59:43', 'Source 10', 'Destination 10°',
'Risk Level 5', 'Team B', '8354'),

createData('Event 11', '2020-01-01T17:00:43', 'Source 11', 'Destination 11°,
'Risk Level 1', 'Team C', '54696'),

createData('Event 12', '2020-01-01T17:01:43', 'Source 12', 'Destination 12°',
'Risk Level 2', 'Team D', '1342'),

createData('Event 13', '2020-01-01T17:02:43', 'Source 13', 'Destination 13°',
'Risk Level 3', 'Team A', '3150'),

createData('Event 14', '2020-01-01T17:03:43', 'Source 14', 'Destination 14°',
'Risk Level 4', 'Team B', '15320'),

15

export default function TeamScorePerEventTable() {
return (
BaseTable columns={columns} rows={rows}

);

src/score/TopTeamScoresContainer.js




import React from 'react’;

import { makeStyles } from ‘@material-ui/core/styles’;
import Typography from '@material-ui/core/Typography';
import TopTeamScoresTable from './TopTeamScoresTable';

const useStyles = makeStyles((theme) => ({
container: {
height: '100%',
width: '100%'
}
1)

export default function TopTeamScoresContainer() {
const classes = useStyles();

return (
div className={classes.container}
Typography variant="overline" component="div'
Top team scores
Typography

align="center'

TopTeamScoresTable
div
)
}

src/score/TopTeamScoresTable.js

import React from 'react’;
import BaseTable from '../BaseTable';

const columns = [
{ id: 'score', label: 'Score', minWidth: 170 },
{ id: 'team', label: 'Team', minWidth: 100 },
1;

function createData(score, team) {
return { score, team };

}

const rows = [
createData('1234', 'Team A'),
createData('3243"', 'Team B'),
createData('634', 'Team C'),
createData('87354', 'Team D'),
createData('435"', 'Team E'),
createData('6778", 'Team F'),




createData('2421', 'Team G'),
1;

export default function TopTeamScoresTable() {

return (
BaseTable columns={columns} rows={rows}

)E

src/score/TeamScoring.js

import React from 'react’;

import { makeStyles } from '@material-ui/core/styles’;

import UserScoreChart from './UserScoreChart';

import UserScorePerEventContainer from './UserScorePerEventContainer';
import TopUserScoresContainer from './TopUserScoresContainer';

const useStyles = makeStyles((theme) => ({
container: {

display: 'grid',

columnGap: '10px’,

gridColumnGap: '1@px',

rowGap: '1@px’',

gridRowGap: '1@px',

justifyItems: 'stretch’,

alignItems: 'stretch’,

gridTemplateAreas:
'scoresAwarded scoresAwarded topScores'
'scoresPerEvent scoresPerEvent scoresPerEvent

}s

scoresAwarded: {
gridArea: 'scoresAwarded'
}J
topScores: {
gridArea: 'topScores'
}J
scoresPerEvent: {
gridArea: 'scoresPerEvent'
}J
1)

export default function TeamScoring() {
const classes = useStyles();

return (
div className={classes.container}




div className={classes.scoresAwarded}
UserScoreChart
div

div className={classes.topScores}
TopUserScoresContainer
div

div className={classes.scoresPerEvent}

UserScorePerEventContainer

div

div

)
}

src/score/TopUserScoresContainer.js

import React from 'react’;

import { makeStyles } from '@material-ui/core/styles’;
import Typography from '@material-ui/core/Typography';
import TopUserScoresTable from './TopUserScoresTable';

const useStyles = makeStyles((theme) => ({
container: {
height: '100%',
width: '100%'
}
);

export default function TopUserScoresContainer() {
const classes = useStyles();

return (
div className={classes.container}
Typography variant="overline" component="div" align="center"
Top user scores
Typography

TopUserScoresTable
div
)
}

src/score/TopUserScoresTable.js

import React from 'react’;
import BaseTable from '../BaseTable';




const columns =
{ id: 'score', label: 'Score', minWidth: 170 },
{ id: ‘'user', label: 'User', minWidth: 100 },
1;

function createData(score, user) {
return { score, user };

}

const rows = [
createData('1234"', 'User A'"),
createData('3243', 'User B'),
createData('634', 'User C'),
createData('87354', 'User D'),
createData('435', 'User E'),
createData('6778"', 'User F'),
createData('2421', ‘'User G'),

1;
export default function TopUserScoresTable() {

return (
BaseTable columns={columns} rows={rows}

);

src/score/UserScoreChart.js

import React from 'react’;
import {

ResponsiveContainer, BarChart, Bar, XAxis, YAxis, Tooltip
} from 'recharts’;

const data =




'User E', score:

'User F', score:

'User G', score:

export default function UserScoreChart() {
return (
ResponsiveContainer width={'100%'} height={300}
BarChart
data={data}

XAxis dataKey="user"

YAxis

Tooltip

Bar dataKey="score" name="Score" fill="#8884d8"
BarChart

ResponsiveContainer

)E

src/score/UserScorePerEventContainer.js

import React from 'react’;

import { makeStyles } from '@material-ui/core/styles’;

import Typography from '@material-ui/core/Typography';

import UserScorePerEventTable from './UserScorePerEventTable';

const useStyles = makeStyles((theme) => ({
container: {
height: '100%',
width: '100%'
}
);

export default function UserScorePerEventContainer() {
const classes = useStyles();

return (
div className={classes.container}
Typography variant="overline" component="div" align="center"
Score Per Event




Typography

UserScorePerEventTable
div

)E

src/score/UserScorePerEventTable.js

import React from 'react’;
import BaseTable from '../BaseTable';

const columns =
{ id: 'eventName', label: 'Event name', minWidth:
{ id: ‘'startTime', label: 'Start time', minWidth:
{
id: 'source',
label: 'Source',
minWidth: 170,
}J
{
id: 'destination’,
label: 'Destination’,
minWidth: 170,
}J
{

id: 'risklLevel',
label: 'Risk level',
minWidth: 170,
bs
{ id: ‘'user', label: 'User', minWidth: 170 },
{ id: 'score', label: 'Score', minWidth: 170 },
1

function createData(eventName, startTime, source, destination, risklLevel,
user, score) {

return { eventName, startTime, source, destination, riskLevel, user, score
}s

const rows = [

createData('Event 1', '2020-01-01T16:50:43', 'Source 1', 'Destination 1°',
'Risk Level 1', 'User A', '150'),

createData('Event 2', '2020-01-01T16:51:43"', 'Source 2', 'Destination 2°',
'Risk Level 2', 'User B', '786'),

createData('Event 3', '2020-01-01T16:52:43"', 'Source 3', 'Destination 3',
'Risk Level 3', 'User C', '234'),




createData( 'Event 4°',
'Risk Level 4', 'User D'
createData('Event 5',
'Risk Level 5', 'User A’
createData('Event 6',
'Risk Level 1', 'User B'
createData('Event 7',
'Risk Level 2', 'User C'
createData('Event 8',
'Risk Level 3', 'User D'
createData( 'Event 9°',
'Risk Level 4', 'User A'
createData('Event 10',
'Risk Level 5', 'User B'
createData('Event 11',
'Risk Level 1', 'User C'
createData( 'Event 12°,
'Risk Level 2', 'User D'
createData('Event 13',
'Risk Level 3', 'User A'
createData('Event 14',
'Risk Level 4', 'User B'
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'2020-01-01T716:53:43",

, '79834'),

'2020-01-01T716:54:43",

, '1325'),

'2020-01-01T16:55:43",

, '685"),

'2020-01-01T716:56:43",

, '435'),

'2020-01-01T16:57:43",

, '24785'),

'2020-01-01T716:58:43",

, '234%),

'2020-01-01716:59:43",

, '8354"),

'2020-01-01T717:00:43",

, '54696'),

'2020-01-01T717:01:43",

, '1342'),

'2020-01-01T717:02:43",

, '3150'),

'2020-01-01T717:03:43",

, '15320'),

'Source

'Source

'Source

'Source

'Source

'Source

4', 'Destination

5', 'Destination
6', 'Destination
7', 'Destination
8', 'Destination
9', 'Destination
'Source 10',
'Source 11°',
‘Source 12°,
‘Source 13°,

'Source 14',

export default function UserScorePerEventTable() {

return (

BaseTable columns={columns} rows={rows}

);

src/script/ScriptManagement.js

import React, { useState, useEffect } from 'react’;
import ScriptsTable from './ScriptsTable';

import PageTitle from ‘.

./PageTitle’;

export default function ScriptManagement() {

return (
div

PageTitle titleText='Scripts'

ScriptsTable
div

);

'Destination

'Destination

'Destination

'Destination

'Destination 10°',

11',

12",

13',

14",




src/script/ScriptRunForm.js

import * as React from ‘react’;
import TextField from '@mui/material/TextField';

export default function ScriptRunForm(props) {
return (
form
{props.variables && props.variables.map(ss_var => (
TextField
autoFocus
margin="dense"
key={ss_var.orderNo}
id={ss_var.variable.id}
label={ss _var.variable.name}
fullWidth
variant="outlined"
required={ss_var.required}
onChange={e => props.onValueChange(e.target.id, e.target.value)}

src/script/ScriptRunFormDialog.js

import * as React from 'react’;

import Button from '@mui/material/Button’;

import TextField from '@mui/material/TextField';

import Dialog from '@mui/material/Dialog’;

import DialogActions from '@mui/material/DialogActions’;

import DialogContent from '@mui/material/DialogContent’;

import DialogContentText from '@mui/material/DialogContentText’;
import DialogTitle from '@mui/material/DialogTitle’;

import ScriptRunForm from './ScriptRunForm';

export default function ScriptRunFormDialog(props) {
const [variableValues, setVariableValues] = React.useState({});

const updateVariableValues = (values) => {
console.log("vars values bef : " + JSON.stringify(variableValues));
setVariableValues(values);
console.log("vars values after :

};

+ JSON.stringify(variableValues));

const updateValue = (key, value) => {
console.log("key : " + key + ", value :

+ value);




console.log("vars bef : + JSON.stringify(variableValues));
variableValues[key] = value;
console.log("vars after : "

};

+ JSON.stringify(variableValues));

const run = () => {
console.log("run scriptId
JSON.stringify(variableValues));
props.onRun(props.script.id, variableValues);

}

+ props.script.id + ", variableValues

return (
div
Dialog open={props.open} onClose={props.onClose}
DialogTitle>{props.script && props.script.name}</DialogTitle
DialogContent
DialogContentText
{props.script && props.script.description}
DialogContentText
ScriptRunForm variables={props.script && props.script.variables}
variableValues={variableValues}
onValueChange={updateValue}
DialogContent
DialogActions
Button onClick={props.onClose}>Cancel</Button
Button onClick={run}>Run</Button
DialogActions
Dialog
div

);

src/script/ScriptsTable.js

import * as React from ‘react’;

import { useEffect, useState } from 'react’;

import { DataGrid } from '@mui/x-data-grid';

import axios from 'axios';

import { PlayArrow } from ‘@mui/icons-material’;

import IconButton from '@mui/material/IconButton’;

import { getScripts, sendRunScriptRequest } from '../ServerCaller’;
import ScriptRunFormDialog from './ScriptRunFormDialog’;

import CtrlSnackBar from '../CtrlSnackBar';

function createData(script, idValue, nameValue, descriptionValue,
locationValue,
executorValue, categoryValue, variableValues) {




return {
id: idValue, name: nameValue,
description: descriptionValue, location: locationValue,
executor: executorValue, category: categoryValue,
variables: variableValues, run: script

};

function createRows(data) {
let rowList = [];
data.forEach(r => {
rowList.push(createData(r, r.id, r.name, r.description, r.location,
r.executor, r.category, r.variables));
})s
console.log( 'rowList
return rowlList;

(]

+ JSON.stringify(rowList));

function runScript(script, updateForm, handleRunError) {

console.log("script to run " 4+ JSON.stringify(script));

let vars = script.variables;

console.log("variables " 4+ JSON.stringify(vars));

if (vars && vars.length) {
console.log("variables
updateForm(true, script);
else {
updateForm(false, "');
sendRunScriptRequest(script.id, null, null, handleRunError);

+ JSON.stringify(vars));

function createRunButton(params, updateForm, handleRunError) {
return (
IconButton color="primary" onClick={(event) => { runScript(params.value,
updateForm, handleRunError); }}
PlayArrow
IconButton

);

function createColumns(updateForm, handleRunError) {
let cols = [
{ field: 'name', headerName: 'Name', flex: 1, sortable: true },
{ field: ‘'description', headerName: 'Description’', flex: 1, sortable:
false },
{ field: 'location', headerName: 'Location', flex: 1, sortable: true },

{

field: 'executor', headerName: 'Executor', flex: 1, sortable: true,




valueGetter: ({ value }) => { return value.name }

field: 'category', headerName: ‘'Category’, flex: 1, sortable: true,
valueGetter: ({ value }) => { return value.name }

field: 'run', headerName: 'Run‘, flex: 1, sortable: false,
type: 'actions',

renderCell: (params) => createRunButton(params, updateForm,
handleRunError)
s
1;

return cols;

}

export default function ScriptsTable() {
const [snhackBarOpen, setSnackBarOpen] = useState({
open: false,
msg: undefined
1)
const [formOpen, setFormOpen] = useState({
open: false,
selectedScript: null
})s
const updateForm = (openV, script) => {
console.log( in updateForm openV : ${openV}
script : ${ISON.stringify(script)} );
setFormOpen({ open: openV, selectedScript: script })
¥
const closeForm = () => { console.log("in closeForm"); setFormOpen({ open:
false }) }

const [tableState, setTableState] = useState({
loading: false,
rows: [],

1)

const handleRunError = (serverErrorResponse) => {
let message = serverErrorResponse.response.data;




columns createColumns(updateForm, handleRunError);

useEffect(()
mounted = 5
setTableState({ loading: 1)

updateTableState(scripts) {
if (mounted) {
setTableState({ loading: , rows: createRows(scripts) });

}
}

getScripts(updateTableState, )

return cleanup() {
mounted = ;

}
}, [setTableState]);

if (tableState.loading) {
return 'Loading...’;
}
return (
style={{ width: '100%"' }
CtrlSnackBar
ScriptRunFormDialog open={formOpen.open} onClose={closeForm
onRun={sendRunScriptRequest} script={formOpen.selectedScript
DataGrid rows={tableState.rows} columns={columns} autoPageSize=
autoHeight= showColumnRightBorder=
showCellRightBorder=
initialState={{ pinnedColumns: { right: ['run'] } }

189



BipAoypapla

[1] ENISA, «ENISA Threat Landscape 2022,» ENISA, 2022.

[2] «Locked Shields,» [HAsktpovikd]. Available: https://ccdcoe.org/exercises/locked-shields/.
[3] «Crossed Swords,» [HAektpovikd]. Available: https://ccdcoe.org/exercises/crossed-swords/.
[4] «European Cyber Security Challenge,» [HAsktpovikd]. Available: https://ecsc.eu/.

[5] «SANS Cyber Range,» [HAektpoviko]. Available: https://www.sans.org/cyber-ranges/.

[6] «SANS Holiday Hack Challenge,» [HAektpovikd]. Available: https://www.sans.org/mlp/holiday-
hack-challenge/.

[7]1 P. Celeda, J. Cegan, J. Vykopal kot D. Tovarfidk, «KYPO — A Platform for Cyber Defence
Exercises,» 2015.

[8] «Cyberbit,» [HAektpoviko]. Available: https://www.cyberbit.com/.

[9] G. Potamos, A. Peratikou kat S. Stavrou, «Towards a Maritime Cyber Range training
environment,» og 2021 IEEE International Conference on Cyber Security and Resilience (CSR),
2021.

[10] O. Jacq, P. G. Salazar, K. Parasuraman, J. Kuusijarvi, A. Gkaniatsou, E. Latsa kat A. Amditis, «The
Cyber-MAR Project: First Results and Perspectives on the Use of Hybrid Cyber Ranges for Port
Cyber Risk Assessment,» oe 2021 IEEE International Conference on Cyber Security and Resilience
(CSR), 2021.

[11] A. Alvarez, G. Yuste, J. Villalobos, J. Martinez, M. Chronopoulos, M. Ghering, |. Karapistoli, G.
Alexopoulos, C. Lombardo, J. F. Pajo, C. Marcenaro, P. Polvanesi, C. Costa, M. Athanatos, N.
Petroulakis, A. Mokkas, I. Tsampoulatidis, G. Lamanna, M. Giribaldi, G. Amponis, M. Zevgara, S.
Ouzounidis, M. Barmann, M. Skarregaard, S. Egenfeldt-Nielsen, A. Miaoudakis, D. Ntegiannis,
M. Smyrlis, B. Vidalenc, F. Rebecchi, G. Chollon, A. Pastor, D. Lépez, P. Gouvas, P. Velonias, I.
Aliferis, I. Kontakos, A. Mozo, D. Rivera, J. I. Moreno, L. Marcos, S. Vakaruk, A. Karamchandani,
A. Angelogianni, I. Politis, C. Xenakis, V. Fragkos kat K. Papachristopoulou, SPIDER 5G Cyber
Range, 2022.

[12] «MITRE ATT&CK,» [HAektpoviko]. Available: https://attack.mitre.org/.

[13] «CVE,» [HAektpoVviKO]. Available: https://cve.mitre.org/.

190



[14] «theHarvester,» [HAektpovikd]. Available: https://github.com/laramies/theHarvester.
[15] «SpiderFoot,» [HAektpoviko]. Available: https://www.spiderfoot.net/documentation/.

[16] «Atomic Red Team,» [HAektpovikd]. Available: https://github.com/redcanaryco/atomic-red-
team.

[17] «Invoke-AtomicRedTeam,» [HAektpovikd]. Available: https://github.com/redcanaryco/invoke-
atomicredteam.

[18] «Nikto,» [HAektpoviko]. Available: https://cirt.net/Nikto2.

[19] «sglmap,» [HAektpoviko]. Available: https://sqlmap.org/.

[20] «Exploit Database,» [HAektpovikd]. Available: https://www.exploit-db.com/.
[21] «OWASP ZAP,» [HAektpoviko]. Available: https://www.zaproxy.org/.

[22] «MHDDOS,» [HAektpoviko]. Available: https://github.com/MatrixTM/MHDDoS.
[23] J. Davis kat S. Magrath, «A Survey of Cyber Ranges and Testbeds,» 2013.

[24] M. M. Yamin, B. Katt kat V. Gkioulos, «Cyber ranges and security testbeds: Scenarios, functions,
tools and architecture,» Computers & Security, Tou. 88, 2020.

[25] J. Vykopal, R. Oslejsek, P. Celeda, M. Vizvary kat D. Tovarnak, «KYPO Cyber Range: Design and
Use Cases,» o€ Proceedings of the 12th International Conference on Software Technologies -
Volume 1: ICSOFT, 2017.

[26] J. Mirkovic, T. V. Benzel, T. Faber, R. Braden, J. T. Wroclawski kat S. Schwab, «The DETER
Project: Advancing the Science of Cyber Security Experimentation and Test,» o€ In Proceedings
of the 2010 IEEE International Conference on Technologies for Homeland Security (HST '10),
Waltham, Massachusetts, 2010.

[27] «Merit Alphaville,» [HAektpovikd]. Available:
https://www.merit.edu/security/training/alphaville/.

[28] E. C. S. 0. (ECSO), «Understanding Cyber Ranges: From Hype to Reality,» Brussels, 2020.

[29] A. M. Ugur, K. Bicakci, H. M. Dilek, M. A. Ozbayoglu kat i. E. Tatli, «<Automated Generation of
Attack Graphs Using NVD,» o€ In Proceedings of the Eighth ACM Conference on Data and
Application Security and Privacy (CODASPY '18), Tempe, AZ, USA, 2018.

[30] T. Sommestad, Experimentation on operational cyber security in CRATE, 2015.

[31] H. Holm kat T. Sommestad, «SVED: Scanning, Vulnerabilities, Exploits and Detection,» o€
MILCOM 2016 - 2016 IEEE Military Communications Conference, 2016.

191



[32] A. Applebaum, D. Miller, B. Strom, C. Korban kat R. Wolf, «Intelligent, Automated Red Team
Emulation,» og Proceedings of the 32nd Annual Conference on Computer Security Applications,
Los Angeles, California, USA, 2016.

[33] S. Y. Enoch, Z. Huang, C. Y. Moon, D. Lee, M. K. Ahn kat D. S. Kim, «<HARMer: Cyber-attacks
Automation and Evaluation,» IEEE Access, TOU. 8, pp. 129397-129414, 07 2020.

[34] J. Hong kal D. S. Kim, «HARMSs: Hierarchical attack representation models for network security
analysis,» o€ Proceedings of the 10th Australian Information Security Management Conference,
AISM 2012, Joondalup, WA Australia, 2012.

[35] J. Plot, A. Shaffer kat G. Singh, «CARTT: Cyber Automated Red Team Tool,» oe Proceedings of
the 53rd Hawaii International Conference on System Sciences, 2020.

[36] F. Rebecchi, A. Pastor, A. Mozo, C. Lombardo, R. Bruschi, I. Aliferis, R. Doriguzzi-Corin, P.
Gouvas, A. A. Romero, A. Angelogianni, |. Politis kat C. Xenakis, «A Digital Twin for the 5G Era:
the SPIDER Cyber Range,» o 2022 IEEE 23rd International Symposium on a World of Wireless,
Mobile and Multimedia Networks (WoWMoM), 2022.

[37] E. C. Chaskos, Cyber-security training: A comparative analysis of cyber-ranges and emerging
trends, 2019.

[38] [HAektpovikd]. Available: https://www.eda.europa.eu/info-hub/press-centre/latest-
news/2019/11/07/eda-cyber-ranges-federation-project-showcased-at-demo-exercise-in-
finland.

[39] «ECHO,» [HAektpoviko]. Available: https://echonetwork.eu/.

[40] N. Oikonomou, N. Mengidis, M. Spanopoulos, A. Voulgaridis, M. Merialdo, I. Raisr, K. H.
Guardtime, P. de La Vallee, T. Tsikrika, S. Vrochidis kat K. Votis, kECHO Federated Cyber Range:
Towards Next-Generation Scalable Cyber Ranges,» oe 2021 IEEE International Conference on
Cyber Security and Resilience (CSR), 2021.

[41] W. W. Royce, «Managing the development of large software systems,» o€ Technical Papers of
Western Electronic Show and Convention, 1970.

[42] K. Schwaber, «<SCRUM Development Process,» og Proceedings of the 10th Annual ACM
Conference on Object Oriented Programming Systems, Languages, and Applications (OOPSLA),
1995.

[43] «Azure Boards,» [HAektpoviko]. Available: https://azure.microsoft.com/en-
us/services/devops/boards/.

[44] «Jira,» [HAektpoviko]. Available: https://www.atlassian.com/software/jira.

[45] «Trello,» [HAektpoviko]. Available: https://trello.com/en.

192



[46] «ManagelQ,» [HAektpovikd]. Available: https://www.manageiq.org/docs/get-started/.

[47] C. Virag, J. Cegan, T. Lieskovan kat M. Merialdo, «The Current State of The Art and Future of
European Cyber Range Ecosystem,» oe 2021 IEEE International Conference on Cyber Security
and Resilience (CSR), 2021.

193



	Ανοικτό Πανεπιστήμιο Κύπρου
	Μεταπτυχιακή Διατριβή

	Ανοικτό Πανεπιστήμιο Κύπρου

