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MepiAnym

H Awtpf] aut] yivetal ota TMAQICIE TWV EPEVUVNTIKWV OVAYKWV TOU METAmTUXLOKOU
[Ipoypappatog “Ac@ddeix YoAoylotwv kot Aiktowv” touv Avotktov Iavemomiov Kumpov. H
€PELVAL OUTY] ATTOOKOTIEL OTNV HEAETN TOU TPOTIOU AELTOUPYING TWV SIKTUAKWY KOUEPWV KO
ovokevwv [oT (Internet of Things ) yevikotepa, KaBwG KAKESG TIPAKTIKEG 051 yNoaV 0 TTAPAPLATELS
Kol ETOECELG TEPAOTIWV Kot TIPWTOYVWPWV Slaotdoewv. H pedem twv emboewy, Tou Tpdmou
EKTEAEOTG TOUG, TWV EUTIAEKOUEVWV PEPWV, CUVETIELWV KAL EVOEXOUEVG TPOTIWY AVTIUETWTILOTG
TOUG OKOTIEVEL VA ATTOSWOEL GTNV EPEVVITIKT) KOVOTNTA EVa TIAXIGLO EpYaciag BAoT Tov oTolov oL
SIKTLOKES KauePeS kKat oLokevES [oT Ba pumopovv va §pouv o éva aoaAéoTtepo TEPBAAAOV

EAQYLOTOTIOLWVTAS TOUG KIVEUVOUG ETIIBEONS Kol EKPETAAAEVOTG ATTO botnets.

0 oTOX0G VOPEVETOL VO ETILTEVYXOEL HECW TIEWPAUATIKNG SOKIUNG 3 KAUEPWV ATIO SLPOPETIKOVG
KOTOOKEVAOTEG, OTIS OToleg Oa yivel pua a&loAdynon Kivdivou €ToL WOTE VA EVIOTILOTOUV
aduvauies kat eumtaeies. OLeUTIABELEG UTTOPEL VA TIPOKVTITOUV QTTO TIG EYKATECTIUEVES EQPAPUOYEG
KOL TO AELTOUPYIKO CUOTNUX TWV KOUEPWV. XTI CUVEXEWN HECW OELOAGYNONG TWV KOWWV
ELTABELWV, €AV AUTEG UTTOPOVV VA EPAPHOOTOVV Yyl Xprjon o€ botnet, Oa tpotaBovv pétpa
QVTILETWTIONG  KOL UE TNV XPNon Aoylopikol Ba pmopel va ylvetal pua yprjyopn a&loAdynon

ETKIVSUVOTITOG OE YEVIKO ETITESO.

KataAnyovtag ota TEAKA TG CUUTIEPACHATO 1] LEAET OUTH XVAPEPEL TUXOV TIPOBANHAT TO
otmola avtetwios. Emiong yivetatl avapopd HeEAAOVTIKY €pELUVNTIKTY) SPACTNPELOTNTA 1) OTIOl0l
utopel va emiteAecOel, 0TV AVATTTUEN AVTILETPWY, OTIS ATTEAEG OL OTIOLEG TIPOKVUTITOUV Amtd TNV

€kBeom ovokeLWV 0TOo SLadiKTLO KaL KAT emékTaon o€ hackers.
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Summary

This Thesis takes place as part of the research requirements of the Masters Degree in “Computer
and Network Security “ of the Open University of Cyprus. The research aims to study the working
methods of IP cameras and [oT ( Internet of Things ) devices in general, as bad practices of the past
have led to attacks and violations of proportional size and effect. Studying these attacks in the ways
they were performed, their comprising parts, their consequences and possibly the methods used
to react, aims to provide the research community with a framework based upon which IP Cameras
and IoT devices, will be able to work in a safer environment minimizing the attack hazards from

botnets.

The goal is expected to be achieved by testing 3 cameras, from different vendors, in a lab
environment, upon which a risk assessment will take place in order to identify possible
vulnerabilities. Vulnerabilities are expected to occur from the Camera’s operating systems and their
installed applications. The vulnerabilities, which are common between the 3 cameras, will then be
assessed whether they can be used by botnets. Countermeasures will then be proposed while a
small software will be developed which will be able to assess the general risk a camera is subjected

to.

Concluding the research reports the problems faced during the research while also suggesting
future work and further research that can take place in developing countermeasures to the threats

that may arise from the cameras exposure to the internet and hackers.
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Evyaplotisg

Me v olokAnpwon ™G Metamruylakng Alxtpifng Hov, OAOKANPWVETAL ETIONG 0 KUKAOG
omoudwv pov oto Metamtuylako [pdypappa “Ac@ddeia YTIoAOY10TWV Kot AIKTUWV” 6T0 AVOLKTO

[Mavemomuo Kompov.

[TpwTiotwg BEAW va euxaploTiow Vv kabnyntpla pov Ap. Adapavtivn Iepatucov g omolag 1
egaupetikn) kaBodnynon kot ompiEn vmpEe KABOPLOTIKOG TTAPAyOVTaS OTNV EKTTOVNOT TNG
OUYKEKPEVNG peAems. H €peuva aut pov €6woe TV eukaipia Vol AoKTIIOW YVWOELS KAl
EUTIEPIEG OTOV TOPEN TWV £EUTIVWV cuokevwV IoT kat v ac@dion tous. Kat' eméktaon BeAw
ETMONG VA ELXAPLOTIOW KAL TOUG VTIOAOLTOVS KABMyNTES ov Ap. ZTAupo ZiomAr) vTevBuvo Tou
Axadnuaixkov Ipoypauparog, Ap Kwvotavtivo Apvicwm kat mv Ap Ztudovr) KAsavBoug twv
oTtolwV 1) SIBACKOAL LoV HETAPEPE TNV ATIAPALTITI) YVWOT YL TNV OAOKAT|P®WOT) TWV GTIOVSWV

HLOov.

KataAnyovtag 06Aw va uyaplomow Bepud v cOlUYo Hov Yl TNV oThPLEn Tov LoV TIaPEXE
KOTA TNV SIAPKELX TWV OTIOVSWV [0V, KABWG ETIOTG KOL TG ETITIAEOV OLKOYEVELXKES UTIOXPEWOELS

TIOL AVEAABE Y10t VA X TNV EVKALPLX VA TIG OAOKANPWOW.
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KE®AAAIO 1
Elcaywyn

H mpo6odog ™ texvoroyiag v teAevtaia 10eTia €€l cLOTIOEL TNV KOWwVia 0TS EEUTIVEG
OVOKEVEG. Me ™V €Aguon Twv EEUTIVWV TNAEQPWVWY, CUCKEVWV TWV OTIOlWV TAEOV 1) Xp1iom
TEPLOPIlETAL LOVO ATO TNV PAVTAGIA TOV XPNOT TOUG, EXOUV UTEL YA TA KOAK 0T (1] Hag oL
€EUTIVEG OLOKEVEG. Ol GUOKEVEG QUTEG KAAUTITOUV €val VPV PACHA XPTOEWV, OO TNALOPAOELS
uéxpLuyeia, ko amd OePUOCTATES O NAEKTPIKOUG AXUTITIPES KAL KAPETIEPES. Ol CUOKEVEG UTES
Héow vmoompEng IP ko cvSeons oto SladikTuo PToPovV va EAeyXBoUV ATTOUOKPUGUEVA HEGW
NAEKTPOVIKOU LTIOAOYLOT, TMAE@WVWV 1] tablet. KaBwg 1 pwTapyikn xprjon Twv CUCKELWV
aUTWV Sev etvain oVVSeoN pe To SLadiKTLO, TIOAAEG (POPES Ta BEPATA ao@oAEing 6TO SladikTuO Sev
Aapfavovtan coBapd LTIOYM LE ATIOTEAETUA VO ATTOTEAOUV EUKOAO 0TOXO Yl hackers. Ot emiSool
hacker emtiBéuevol 0TI OLOKEVEG aUTEG eykaBloTovv botnets Snuovpywvtag TEPAGTIONG
oTpATOVG, AT LOAVGUEVEG CUOKEVEG, TOUG OTIOIOUG XPTOLUOTIO0VV Kupiws o€ DDoS emBéoels. H
épeuva aut Ba emkevTpwOel Kuplwg 0TS CLOKEVEG TUTIOV [P cameras owlaKIG XprioNG TwV
OTIOlWV 1) EKHETAAAEVOT] EAAOXEVEL TIEPALTEPW KIVEUVOUG, TIEPV TNG XP1onG Y DDoS emibéoelg,

YLX TNV KATOOKOTIELX — TPOHOKPATIX TwV BUUdTWV

1.1 XKoImox

0 oKOTIOG NG EPEVVAG EIVAL VO EVTOTIOEL TA TILO TIPOC AT botnets Ta oTrola xpNoOTOLOVVTAL €
emBgoelg ouokevwv 10T, TOLG TPATIOUGS KAL TIG LEBASOUG TLG OTIOIEG XPNOLULOTIOLOVV OL XAKEP YL VO
emteBoLV 0TI €V AGY0 GUOKEVEG, KAXTA KUPLo AGyo o€ IP cameras. £ cuveyela Ba avaluBouv ot
TPOTIOLKATA TOUG OTIOI0VG 0L CUOKEVEG AUTEG TUYXAVOUV ETIIOEON G EKUETAAAELONG KOLL XPT)OTG ALTTO
botnets yla okoToUg eTBEGEWV 1) KATACKOTIEING. META TNV ETIITUXT] EKUETAAAEVLOT] GUCKELWV TNG
KAGoNG outig B potaBouv pétpa Baon Twv omolwv Ba meplopifovtal oL kivduvol Kat ot
aduvauies Tous evw Ba kaboplotel MAaiolo acpaieiag ( framework ) yia mv opbn xprion ko

Agttoupyia Toug.



1.2 BAXIKA EPEYNHTIKA EPQTHMATA

Ta Baowa epguvnTikd epwTpaTa To 0ol B KANOEl vo artavTioeL 1) €peuva apopovv To EG:
[owa etvon Ta o podo@ata kat o Stadedopéva botnets yio [oT cuokevEg — KApEPES;

[wg pa StadikTuamt) kdpepa Tuyxdvel emibeong;

[Toleg etvat oL TOAVES ETUTTTWOELS ATTO TV EKUETAAAELON LG KAUEPOS;

[Mwg pmopel P kapepa va xpnopomomBel yux va amoteAéoet pepog oe DDoS emibeon;

Mmopolv HEGW VPLOTAUEVWV PEBOSWV 1] TIPWTOKOAAWY VA AGPAALGTOVV;

1.3 ANATKAIOTHTA KAI XIIOYAAIOTHTA THX '‘EPEYNAX

H xprion Twv SIKTUAKWV KAUEPWV AUEAVETAL LIE EKOETIKOUG pUBLOUG KABWS XPNOLLOTIOLOVVTOL
o0V TIPOOONKEG GE OIKIAKA GUOTIHUATO GUVAYEPUOU, TIPAKOAOUBNONG o€ Bpe@kd SwudTio
KOG EMIONG Kal Yl €EPEVVITIKOVG OKOTIOUG YIOL TNV GUAAOYT] EIKOVOG O EQYAOTNPIA KL
EPYAOIAKOVUS XWPouG. Ol CUOKEVEG aUTEG oUVIOBWGS ATOTEAOVV €UKOAOUG GTOXOUG YL XAKEP
QAPEVOG ETELON Ol KATAOKELAOTEG Sev TIS Bwpakilouv EMAPKWG, KAl ATOTEAOVV EVAAWTOUG
OTOXOUG, KL UPETEPOV ETELST) OL EKAGTOTE XPIIOTES BEV EXOLV TIG YVWOEIGT] TNV EUTIELPIX ETOLWOTE
VAL TIG G POAITOUV. (G ATTOTEAEG U UTIAPYEL EVAG OTPATOG Yo xprioT o€ DDoS emBgoelg amd yakep,
LLE TIPOKABOPLOUEV OVOLLATA XPTOTT KX KWSKOUG, £ToLog ya xprion. Iapddetypa pag emiBeong
amoteAel 1 xprion tou Mirai botnet otig 21 Oktwfplov 2016 o€ cuoTHUATA TOL TAPOXEX

vmmpeowwv DNS DYN. IotoogAideg dmwg v http://insecam.com/ twv omolwv 0 okoTdg eivat va

(PAVEPWVEL KAUEPES OL OTIOLES elva SOOI TIPOGBACIES LLE TO TIPOKABOPLOUEVO OVOpX XPT|OTH
KoL Tov Kwdiko. ‘Eva Ttio Spapatikd oevaplo meptypd@etat oto apbpo “Privacy Nightmare: When
baby Monitors go bad” 2015 (Albrecht and Mclntyre 2015), 6Tov xdKep ameéKMOoEe TTPOGaon otV
KAUEPX VOGS TIAUSIKOU SWHATIOV TPOUOKPATWVTOS TOGO TO KOWUWUEVO LWwPO OG0 KL TOUG YOVEIG

TOVL OTAV TO AVOKGALYaLY.


http://insecam.com/

KE®AAAIO 2
BiAoypa@ikn) Emiokommon

KaBws o topéag g aoc@dAelag kot Tpoomdbeleg Bwpdkiong TOOO aUTOVOUWY 000 Kol
ETEPWVUHWV CUOTNHATWY, EXEL TUXEL KPKETIG TIPOCOXTG ATIO TOV EPELVNTIKO kKOopo. H €peuva
QUTI) HECW ETIOKOTMONG NG Vlotapevns PiBAoypagiog kat pebodwv, Ba mpoomadnosl va
EPAPUOCEL TNV UTAPYXOUCA YVWO! OTOV TOHEN TWV SIKTUAKWY KOUEPWV, €Kel TOU Ogv

EPAPUOLETALT)ON, EVW) EVOEXOUEVWG VX TIPOTEIVEL KAVOUPYLESG LEBOSOLG TIpooTAGIOG.

2.1 OpizMoOI

ZT0 KOUUATL auTO 1) £peuva B ao0ANOEL e TOV TIPOGSIOPLOUO TWV OPWV, TIOL TNV APOPOVV KAl
B xpnowotmomBolv oTNV CLVEXELR, OTIWG £X0UV 0pLOBEl aTd TIPONYOVUEVES 1] TIAPATIAT|OLEG
EPEVVEG £TOL WOTE VA UTIOPEL VA TIPOGBETEL 0TV VELOTAWEVN Yvwor. Me v mpoodo g
TEYVOAOYIOG, GTO IKPO XPOVIKO SIAoTNUX TWwV 73 Xpovwv amd v oAokArpwot) tou ENIAC ( evog
€K TWV TPWTWV NAEKTPOVIKWY UTIOAOYIOTWV YEVIKNG XPNONG ) TEPACHUE TNV ETOXT) TWV
mainframes, EMTPATEWY TPOCWTIKWY NAEKTPOVIKWY  UTIOAOYLOTWY, TWV  (QOPNTWOV
NAEKTPOVIKWV GLUOKELWV TUTIOL smartphone kat tablet. Twpa pmaivoupe otyd otyd oty emoym
Ttou Internet of Things 6mouv cuokevég kdBe TUTOUL amoktovv TpdcBaon oto SiKTLO Kol

cAAnAoemSpovv aUTOVOUA HE TO TIEPLRAAAOV VTOAAGTOVTAG SEGOUEVH, TIAPOPOPIES KOl EVTOALG,

2.1.1 INTERNET OF THINGS (10T )

H oUyxpovn kowvwvia xapakmpiletal mALov amod TIS EuTveG oLOKEVEG. ‘Exel petafel amd ta
EuTva ALV og €EUTIVOUG AaumTnpes, €Eumvar YPuyeln, €Eutva KAlaToTikd. H ko)
avtiAnym amodideL Tov 6po £EUTIVI GUCKEUT] OE OTIOLXOT)TIOTE GUCKEUN 1] OTIOI EVOVETAL LE TO
SLSIKTUO Kal oL AELTOVPYIEG NG UTTOPOUV VA EAEYXBOUV QTTOUAKPUOHEVA 1) HECW KATIOLHG
EQPAPUOYNG, HE 1) aKOUX KAl Xwpls TV Tapepufaon tou xprot. O 0pog Tov ETKPATEL OTNV
gpeuVNTIKN kKoot ta elvan 0 “Internet of Things” o omolog xpnolomomBnKe yx TpwTn Popa To
1999 and tov Kevin Ashton, o omolog §oUAgVE GTNV TIPOTUTIOTIOMOT) TG KATATAENG AV TIKEWWEVV
Héow RFID ylot AOyLOTIKEG EQAPLOYES, EVW 1) LBEA TNG TIAVTOAXOV TIOPWV ETIESEPYATLG TIPOUTIPXE

amd 1o 1980 . Epeuvnteg €xovv ipoomadnoet va amodwaoouy tov oplopd tou [oT xwpis 0pws va
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or

vmap&el cup@wvia e’ autov. O Haller et al mpdtewve éva oplopo ya loT wg €8n¢: “Evag kdopog
OTIOV T PUOLIKA OVTIKEIPEVH evowpatwvovial dpoya 0to SikTuo TANPoEopLwV Kal yivovtal
EVEPYA HEAT) TNG ETILXEPNUATIKG SpaoTnplottag.”. Emekteivovtag tov 0po ot Sarma et al opifouv
Tov 6po “Things” amod puokd o€ 18eatd avtikelpeva Tov PopovV va cuvdeBovv oTto SladikTuo.
(Weyrich and Ebert 2016). A6 v ottyun Tov o oplopog yu to Internet of Things eivat akopa
VO €E€AEN voeltal Twg Sev UTIAPXOUV TPOTUTIAL KL KOVOVIOHOL TOUG OTIOlOUG TIPETEL val
aKOAOVOOUV Ol KATAOKEVAOTES Yot VA SLGOAICETOL 1) SLOAEITOVPYIKOTTA KAl CUUBATOT T
HETAED OlAPOPETIKWY OULOKELWV, OTIWG ETIONG Kal Ta Ofuata ao@odeiag Ta omola Ba

QTG OANI 00UV TNV €V AGY0 £pguva. ['la Tov AGY0 auTO YIVOVTaL TIPOOTIAOELEG TIPOTUTIOTIO N OM|G TOU

TOUEN PE 3 SLUPOPETIKES TIAPOAAYEG:

2.1.2 MALWARE

H mAglovomta Tov TANBUoHOL edv epw el oxeTikd Ue To Ti elvan Eva malware, B amavtioet
TIWG TIPOKELTAL TIEPL LOV 0 0TI0(0G TIPOTBAAAEL TOUG AEKTPOVIKOUG UTIOAOYIOTES. EV pépet autd elvan
aAnBelar caAAG YL TOUG OKOTIOUG TG EPEVVAG TIPETIEL VL ATtoS000UV IO TTPOGSLOPIGHEVOL OPLOHOL
€tol wote va kaBlotatal o akpnig ent tov B€patog. ‘Evag ek Twv oplopwy Tou £Xouv 1on
amodobel elvar “Malware eivar emBAaBEG AoylOMIKO TO OTIOl0 €0KEUUEVA ETITIOETAL OE GAAO
Aoylopkd, omov emPBAafés emiBeon mPooSloplleTal 1 TPOKANGT] TNG GUUTIEPLPOPAS TOU
AOYLOUIKOU VA 0AAGEEL ATTO TNV TIPOTLOEUEVT] GUUTIEPLPOPA TOV. AVOTUXWG OUWS 1) TIPOTIOEUEV

OUUTIEPLPOPA TOU AOYLOUIKOV oTtaviwg Tipocdlopiletal (Kramer and Bradfield 2010).

2.1.3 BOTNETS

Ta botnets amotedolv Siktua amod “bots”, SnAadn poAvopéva cuoTHaTa Ta OTIolal EAEYYOVTAL
QITOUOKPUOUEVA OTIO €V KEVTPLIKO MAEKTPOVIKO CUOTNHX HECW €VOG 1 KAl TEEPIOCOTEPWV
OVOTNUATWVY EAEYXOUL. TO KEVTPIKO NAEKTPOVIKG GUOTNUA EVOL OUTO TIOV XPNOLLOTIOLEL 0 SPAOTNG
YL VO OTEIAEL TIG EVTOAEG OL OTIOLEG 0T GUVEXELX LETARLBALOVTOL HECK TWV CUOTNUATWV EAEYXOV
(Karasaridis, Rexroad, and Hoeflin n.d.). Ta o yvwota botnets ta omoia €xouv xpnoylomom0ei oe
ovokevég [oT, Ta TeAeuTaia XpOVLY, Vi eIBECELS elvat PETAED GAAwV etvar To Mirai, To Persirai ko

To Hajime ta omoia O SoUpe TTo KATw.



2.1.3.1 MIRAI

"Eva ek Twv Staonudtepwv botnet to omolo xpnolomoleitat o emBgoelg DDoS pe mv xprion loT
ovokevwv elval To Mirai botnet. To cuykekpuévo botnet spgaviotke tov Avyovoto touv 2016,
eV N TPWTN €MiBeom pe v xprjom tov Mirai €ywve tov Zemtepfplo tov iStov xpovou. To botnet
auTO YPyvel yix avolktr) Bupa telnet (23) oTig S1APOPEG CUOKEVES Kol 0TI GLVEXELA SOKLUALEL Vo
k&vel brute force attack oe aUTEG BACIOPEVO OE EVPEWS YVWOTA OVOUATA XPNOTWV / KWOIKWV. e
éva Slaomua 2 pnvewv vmmpav TouAdxlotov 5 peyddeg emiBéosig oto Sadiktvo. Ot
ONUOVTIKOTEPES €€ UTWV TV 1) €iBeoT) otV eTanpia “Krebs on Security” pe traffic g taéng twv
620 Gbps, ] emiBeon oV etaupia DYN ( mapoyxéa vtmpeoiwv DNS ) 1) ool emmpéace utmpeoieg
OTlwG To twitter, To Github kaw dAAeg, evaw 1) emiBeom otov FaAAko Ttapoyo vtmpeosiwv cloud OVH
katéypape kivnon peyéboug 1.2 Tbps (Antonakakis et al. n.d.; Kolias et al. 2017), (Antonakakis et
al. n.d.). ATo ta pey€6n Ta omola TpoaVAPEPOVTAL EIVAL EVKOAWG AVTIANTITO KAl TO UEYEDOG TOUG
TPOLAUATOG SLAUTEPA ATIO TV GTLYHT) TIOL 0 SNpoVPYOG Tov Mirai SnpoacioToinoe Tov Tyaio
KWSIKA TOV [IE ATIOTEAEOUA TNV Tyl SLS0om TOL KABWS ETTLOTG KA TNV Snpovpyia TToAAwY Kot

SLaUPOPWV TIAPOAAY WV TOV.

2.1.3.2 PERSIRAI

To botnet Persirai xpnowotolel v vmodoun Tov Mirai cAA& avti va emtiBeton oto port 23
xpnowototel TCP ouvdéoels oto Port 81 oto omoilo amavtolv oAU cuyvd ot IP kdpepes. Zm
OUVEXELX EYXEOVTAL EVIOAEG TNV KAUEPA VO EVWOEL 0E CUYKEKPUIEVES LOTOCEAISEG ATIO TIG OTIO(ES
KateRAlouV TIG TIEPALTEPW EVTOAEG TOU botnet. AQov eKTEAEGTOUV 0L EVTOAEG G VOVTAL KL ETOLTO
botnet tpgxel MAov ot pvnun RAM ™ Kapepag £Topo TAEOV va TIPOooBAdel AAAEG KAPEPEG OTO
Siktvo 1 va amoteA£oeln (S pépog emtiBeong (Behniafar, Nowroozi, and Shahriari 2018) (Kolias et

al.2017).

2.1.3.2  HAJIME

To botnet Hajime ( iamwvikn A£En yia mv Apxr / MéAAov ) €yve yia TTpwT (Oopda avTIANTITO TOV
Oxtwfpro Tou 2016 Atyo peTd ™V KUKAO@OpLX TOL Tyaiov kwdika Tou Mirai. Evw ta {yvn oto
Slktuo kat M ovumepupopd avapetddoong Tpocopoldlel aut tou Mirai ev Toutolg TO
botnet/worm oo eivan apketd o eAtypévo KaBwG Sev £X0UV KEVTIPIKA GUOTNHATA EAEYXOL
0AAG& XpNOLLOTIOLOVV TEXVOAOYIX peer-to-peer, OTiwG aUTI) TIOU XPNCLULOTIOLEITE YL TV XVTOAAXYT)
apxelwv BitTorrent, yix v HETAS00T TWV EVTOAWV KAl TOU EKTEALOLWOU OpXEOVL TOU OV
(Edwards and Profetis 2016). ‘OTwg pmopovpe EDKOAX VX GUUTIEPAVOUE auTO Suoxepaivel To
¢pyo twv IDS / IPS cuomudtwv kabwg 1 dpvnon tpdofBaong og YvwoToUs SIKOULOTES EAEYXOV),

VQIOTAUEV TOKTIKT) TIOU €UTIOSIlEL TV emKOvwvia Twv bots pe Ta kEvipa eAéyyov Toug, Sev



UTTOPOVV Vi eUTtOSicouV emBEcels amd Tétolov ldoug poAvopéva bots (Botnet and Diaconescu

nd).

2.1.4 EnieEzEIz DoS KAI DDOS

Ot emBéoeg DoS vmpéav Wuaitepa Snpo@ng oto Sadiktvo amd to 1996 kat petd KaBwg
amoteAovoay P SpaoTikn HEBodo TpoKANomG “tnuids” og TTapGYoVG UTMPESLWVY 0TO SLASKTLO
e eAdyotn mpoomabela. H emiBeon ekpetodAevotav aduvapieg oty covita Tou TPWTOKOAAOL
TCP/IP . H peBodooyia mov ypnoomoleito ntav 1 &g “O emtiBépevos €é0teAve Eva peydlo
aplOpo artnpatwyv ovdeong TCP, oto BVpa Tou pe Pevtikn StevBuvor amootoAéa. H kabe aiton
O0UVOEDTG EKAVE TOV OTOXO VA SLOYXETEVEL TOUG TIEPLOPLOUEVOUG TIOPOUG TOU, JE ATIOTEAEOUA OTOAV
autol e€avtiovvtav to BVpa dev pmopovoe TALOV Vo €EUTINPETIOEL KAVOVIKEG KAL EVTLLEG
mpoofBaoels”’(Schuba et al. 1997)
H mtpaym katayeypappévn eniBeon DDoS €yve katd v ipw efSoudda touv Pefpovapiov Tov
2000 6tav o yakep “mafiaboy” évag 15xpovog Kavadog opydavwaoe pa oeipd amd DoS emibéoelg
EvavTia o€ 10TooeAdeg SladikTuakoy gumopiov cuumeplapfavopevou s Amazon kot eBay.
XpNOWOTIOLWVTAS NAEKTPOVIKOUG UTIOAOYIOTEG amd SLAWopeg TOTOOECIEG e TOUG OTIOIOUG
VUTIEPPOPTWOE TOUG SLOKOUIOTEG TWV TIHPOXWV KATAPEPE va ETILPEPEL TG TEpav Tov 1.7
Sloekatoppupinv Sodaplwv otig emyelpnoels autés (denial of service attack | Definition &amp;

Facts | Britannica.com n.d.).



2.2 EmeEexEiz IoT.

"Exovtag kataypaet mv oavtiAnim tou pELVNTIKOV KOO G000V opopa TOUG 0PLOUOVG TTov B
XPNowomomBouy, 1 £pELVA KATAYPAPEL TNV TIHPOVCA KATAOTAON OGOV AQOPA TI§ EMOETEL,
HETPA Ao@OAElnG cAAG KoL aSUVAUIEG OTLG OTIOlEG LTIOKEWVTAL OL cLUOKEVEG TUTIOV [oT. Me Vv
Sddoon tou botnet Mirai mou ava@EpONKe TO TIAVW, OE OUVIOMO XPOVIKO SlaoTnuo
Tparypatotom Bnkav Stkpopeg DDoS emBgoels. [Tpog amddel&n g omoudatd T Tag g Epeuvag ot

EMOE0ELG AUTEG VPEPOVTAL TILO KATW:

2.2.1 EnieezH OVH.

H etoupioc OVH amoteAet puo F'odAwm etoupio mapoyng vrmpeoiwv cloud computing pe vmmpeoieg
omws web hosting, web services, pe aplEpwWIEVOUG ATOKAELOTIKOVG server kot [deatoug server (
VPS - Virtual Private Servers ). Ztig 22 Xemteppiov 2016 ol SLaKOOTEG TNG ETALPING ETUXAV LG
oelpag emBéoewv DDoS oL omoleg oe apketég mepmtwoelg emepvovoav ta 100 Gbps oe
OUYKEKPUIEVO Server eva 1) LEYOAUTEPT) KATAYEYPOUILEVT ETHOEOT) O€ GUYKEKPLUEVO Server EQTAoE
uéxpL kaw 799 Gbps. To ouvolo Twv emiBecewv npovpynoe e&w@pevikn kivon Siktdov 1 omola
kopowvotav and 1.1Tbps pépt 1.5Tbps 1 omola mapdyxBnke amd 145607 botnets ( Siktuokég
KAapePeS kat Ym@lakols otaBpois moAvpéoswy ) (Angrishi 2017). Aut| amoTéAece pa oo Ti§
TIPWTES EMOECELS e TNV XPT)0oT) TOL botnet Mirai 1 omola £8€1&e 6TOV KOGO TO PEYEDOG ™G (NS
1) oTol0t pTopel var EABEL amtd TV Gryvola ANYPMG LETPWVY TIPOCTAGIAG O ATIAES KL (PALVOLEVIKA

aBWES OKLOKES GLOKEVEG TUTIOV Internet of Things (1oT).

2.2.2 ENIeEzH DYN.

H etoupiac DYN mpaypatevetan petad dAAwv v mapoyrn vmmpeoiwv DNS ( Domain Name
Services). AToTeAel pa Ao TIG HEYOAVTEPES ETALPIES TIpox1|G UTpecwv DNS otov kdoo, €v
TOUTOLG UTIEOTNKE OPKETA TPOBANHaTA HET& attd TV emiBeon Tov déxtnke ot 21 Oxtwfpiov
2016 otoug DNS Server mg amd mépav twv 100000 IoT cuokevés. H emiBeon ot md
TIPAryPXTOTIOmBNKE e TNV Xpron tov Mirai kat otoyxeve DDoS o€ TCP ko UDP 60peg 53 mov
xpnowotolel to mpwtdkoAAo DNS. To péyebog g kataysypaupévng emibeong Eemépaoe to
1.2Tbps av kat dev emBePawwbnke amd mv DYN (Angrishi 2017). H eniBeon avt mpoévnoe
apKeTa TipofANpata otoug teAdtes s DYN 0mwe v Amazon, Spotify, Reddit ko dAAeg, oL otroieg

KOTEOTNOAV PEPIKWG 1) Kot U1 SIABEGIUES TIPOG TOUG TIEANTES TOUG,.



2.2.3 OIKIAKEZ ENIOEZEIZX

Av Kol 0TI 2 TIO TTIAV® TEEPUTTWOELS ETIOECEWVY EGAE TA HEYEON TWV {NULWV TIOV UTIOPEL VAl
eMEABOLVV QO TNV eKPETAAAEVON TWV cvokevwy [oT oV Bropnyavia, v TOUTOLS Eva AKOUA TILO
EVOYANTIKO KOUUATL TOAQVIZEL TOUG IOIOKTITESG TWV CUOKEVWV aUTWV. H expetdAAevon toug amo
emmdSelovg hacker amoteAel kivduvo OG0 TPOG TNV ISIWTIKOTNTA TWV XPNOTWV OGO KXl TO
oMU TNG AGEAAELAS TOVG . YTIAPXOLV TIEPUTTWOELS OTIOV SIKTUUKES KAUEPES EVEEXOUEVWG AGYO
XPNonG adUVATWY KWSIKWY TUYXAVOUV eKUETAAAEvoNG amd hackers ol omoiot pmopolv va
“mapatnpovv” Ta BVpate. H xepdtepn & Twv TEPUTTWOEWY ATOTEAEL TNV EKUETAAAELON TIOV
Kataypa@etal oto apbpo “Privacy Nightmare: When Baby Monitors Go Bad” (Albrecht and
McIntyre 2015). Ot yoveig Adam kot Heather Schreck akouvyav @wvég amd To vTVOSWUATIO ToU
TS0V TOUG OTIOV ElYAV EYKATECTNUEVT SIKTUAKI] KAUEPX YL VA TO TIPOGEXOLV. Me v elcodo
TOUG 0To SwATLo 0 hacker dpyloe va pwvalel BwoAOYXIES TIPOG TOUG YOVEIS TIOL apov KaTdAaov
T0 TL oVVEPaLVE aTTocVVEETAV TNV NAEKTPOSOTNON 0TV Kapepa. H mepimtwon autr) Ba pmopovoe
Va ElXE KL XEPOTEPES EKPACELG OTNV TIEPITTTWON TIOL TO TIAUSAKL 1TV EVTIVIO KA KATAVOOUOE TO

TLTOU €Agye 0 SpAo™.

2.3 Y®IXTAMENEX 'EPEYNEX.

Ze Tl TO 0TASI0 M Epeuva Ba eTKEVTPWOEL 0TV avaBewpnon CAAWY EPEVLVWV OL OTIOLESG EYOVV
SLEKTIEPAUWOEL OYETIKA [LE TNV A PAAELX TV SIKTLAKWV KapePwV. KaBwG 0 Topéag e aopddeiog
TOV XWPO TNG TEYVOAOYLNG KOl TWV TANPOPOPLUKWY CUCTIUATWY KIVEITAL LE YOPYOUS puBLoUg
EXeL ANBEel ) ATOPOT) OTIWG 1 AVAOKOTINOT YIVEL OE EPEVUVEG TWV TEAEUTALWVY 3 XPOVWV. AUTO
avapévetal va Bonnoet oy a&loAdynon tov Ttwg 1) padikés emBgoels peyebwv 1.2 Terabits per
second pe ™mv xprion loT ovokevwy, €XOVV ETMPEATEL TOGO TNV EPEVUVITIKY] KOWVOTNTA, OTIWG
emiong ko v Bropmyavia n omola Kwveitar oto  LVTORABPO NG KATAOKELNG Kot SLlaBeomg

SIKTUOKWV KOUEPWV.

'OTIwG ava@EPBNKE TIO TAVW UETA TNV ekdAwor Tov Mirai kat Twv TapoAAaywv Tov €yve
QUTUNTITI) 1) ETUTOKTIKI] OVAYKN BwpAKIoNG TG AO@AAEING TwV CUCTNUATWY TA OTolo
amapti(ouv TS [oT ovokevés . Kavoupyleg cuokevég 1 avafabuioels oto firmware cuokevwv
Eklevav v Bupa 23 kat mv vmpeoia telnet amd apKeTA LOVTEAX CUCKEVWV XWPIG UTO VAL TG
KaBloTa dtpwteg o€ emBéoelg amo botnets. Av KaL 6To 0TAS0 GUYYPAPTS TG EPELVAG eV EXEL
Yivel avTANTITO oYeTIkO botnet, Bswpeital TwG aduvalieg oL evtoTioTNKAV 0TOUG Webserver
SIKTUOKWV KOHEPWYV , OTIWG TNV EKTEAEOT] ATTOHOKPUOHEVOL Kwdika ( remote code execution )
(Seralathan et al. 2018), umopoUV APKETA EVKOAX VO QUTOHATOTIOMB0VV KAl Vot KwSKOTIOm 80UV

oe popen botnet. [MAéov péow amlwv eAéyxwv ot Paom Sedopevwv CVE ( Common
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Vulnerabilities and Exposure ), 6Tov katoypdpovtat ol aSUVapiEG IOV £X0UV TA AELTOVPYIKA
OUC AT KOL EPAPHOYES, UTTOPEL e0KOAA va S tovpyn Ol i AloTar e GUYKEKPUEVES aduvapieg
TIOU EVOEXOUEVIG VO £XOUV KOWVEG CUYKEKPIEVX HOVTEAQ KATOLWwV Kataokevaotwv(Bugeja,
Jonsson, and Jacobsson 2018). Edv 1 ekpetdAAevon ouykekpévng aduvapiog umopel va
autopatomomBel pe mv xprnon kwdika, Tote pmopel va dnpovpynOel To avéAoyo botnet. To
Yeyovog mwg unxaves ovalnmong loT cvokevwv Omwg 1 shodanio €ouvv Suvatotnteg
ava{1)TNONG CUYKEKPLEVOL TUTIOU CUCKEVWY, LIE KPLTIPLX TIOU APOPOVV TOCO TOV KATOOKEVAOTH)
000 K0l CUYKEKPLUEVES IBLUTEPOTNTES TNG CLUOKELTG ( LY. £kGoom webserver 1} vtoopEn rtsp )
TEPLOPIfoLVY TN AOTA APKETA WG TIPOG TOUGS ETIG0E0VE GTOXOUG TIOU UTIOPEL VXL EXELTO CUYKEKPIUEVO
botnet. To yeyovog 8e Twg 1 xprioM TG  UNXOVIG avadiTnonG UTOPEL VX EVOWUXTWOEL o€
AoylopkO péow APl pmopel va kavel v e&amAwon Twv botnets o oToXeLPEVT KAl KATA
OUVETTELX Ayotepo  avtAnmm]  amd  Telyn  mpootaciag kot IDS  ovomjuato
AvoAOywG KATAOKEVAOTH KOL LOVTEAOL SIKTUAKEG KAUEPES LTIOOTNPI(OUV TA TIPWTOKOAAX Ttsp,
0TO OTI0l0 AV OEV EPAPUOCTEL TAUTOTIOMON XP1IoT, UTopEl va xpnootomBel oe §Vo eldwv
EMOLOELG, A ‘ eVOG Yla TIapaPlooT) TG BLWTIKOTNTAG TOU IGLOKTI TN UTIOKAETITOVTAS TV EKOVX
™G kduepag(Seralathan et al. 2018). H 8eUtepn emiBeon mov umopel va mporypatomomOet
o@elAeTal 0TO YEYOVOG TIWG TO ItSp XPNoomolel To TPwTOkoA o petadoong UDP cuvenwg
KATOYPAPOVTOG apKeTd dedopeva Evag emtiOépevog Pmopel va TipoofBEAEL TNV aKEPALOTNTA TNG
EIKOVOG OTEAVOVTOS QVOXPOVOAOYTEVT EIKOVA OTOV SEKT/XP1|OT TIAPLOTAVOVTOS TNV KAUEPX
(Boyarinov and Hunter 2017). Ot TUmoL cuTwV TV MBECEWV Elval EKTOG TOU AVTIKEWEVOL TNG
€peuvag 1 otola Sev Ba epabuvel TeEpAUTEPW.

'OTIWG TIPOAVAPEPBNKE Ol KATAOKEVAOTEG EYOUV apyilel va e@apUolouy HETPU ACPUAEING OTA
TPOIOVTA SIKTUAKWV KAUEPWV XWPLS woTOo0 va éxel kaboplotel éva tpdtuto. Tpoomabeieg
QAO@AALOTG TWV SIKTUOKWY KaPeEPwV BEAOLV TIG KAUEPES v Aapavouy TS pubuicels Toug
KEVTPLKA OTIO TOUG SIKOULOTEG TOU KATAOKELAGTI) POV TIPWTA KAPEPA KAL XP1)0TNG ouvdeBovv
0TO SLBIKTUO KOl KATA CUVETIELX PETAEY TOUG HEGM TOU AOYIOUIKOU TOU KATAOKELAOTI). AUTO
(PUOIKA EAAOYEVEL TOUG S1KOUG TOL KivoUvous kaBwe hackers pmopoulv va iparypatomonjcovv Man
in the Middle attacks ot 0TtoleG pUTTOPOVV HE TNV GEPAE TOUGS VA TIAIE0UV SLPOPETIKES TITUXES TNG
ac@ddeing. Tépav ™G PoofoAng e akepadmTag dedopevwy Epeuva £xel Sellel TwG TTOAAEG
(POPEG OLEPUPHOYES KLV TWV TNAEPDVWV EXOUV ATTOBNKEVUEVA 1] KAL OTEAVOUV TA SLATILOTEVTIPLO
NG KAUEPAG OE KAVOVIKO KEPEVO XwpliS va £xouv kputrtoypagnBel (Boyarinov and Hunter 2017).

Avuto pmopel va Swoel tpocaom otov iS00 emITIOEEVO.



2.4 AZIOAOTHXIH EYPHMATQN.

Ot €pevveg OV €xoLV TIPAYHATOTIOMBOEL LEXPL ONUEPA EXOUV BWOEL APKETT) SLOPATIKOTNTA OTIG
TIOAAEG aSLVaES O€ BEPATA AGPAAELNG TIOU SLETTOVV TIG SIKTUXKES KAUEPES KAl TIG GUOKEVES [0T
YeVIKAL YTmpEov EPEVVITES TEOU EKOVAV ETILTUXT| ETIOECELS O SIKTUAKEG KAUEPES TIPOG ATTOSEEN
TV aduvapwy Toug (Boyarinov and Hunter 2017)(Tekeojlu and Tosun 2015). AAAot epguvnTeg
HE TV Xprion dnuooia SLBEIwY epyadeiwv E5€1EaV TV EVKOALX [E TNV OTIO(0 UTTOPEIS Vot BPELg
SaBéapoug otdxous pog emibeom (Bugeja, Jonsson, and Jacobsson 2018) amodeikviovtag wg ot
eMIG0E0L el LOAEIS EVOEXOUEVIG VA TIEPAGOVV ATIUPATIPTTOL ATIO CLUCTILATA AGPOAEING SIKTOWV
Kol TIpOXwVv UTmMPectav Sladiktvov. Baom twv epeuviv autwv BAETOUUE OLyd otyd TOUG
KOTOOKEVAOTEG VO EPAPUOTOUY PETPU AOPOAEING 0TI CUCKEVEG TOUG. ATIOTPETIOVTOS 1) AGQOAT)
TIPWTOKOAAX OTIG OUOKEVEG TOUG, XWPIS OHWG v €Yel KaBopLoTel €va TIPOTUTIO KOVOVWY
QAO@OAEING 1) KOAWVY TIPOKTIKWY OL OTIOLEG VA TIOEVTAL QUTOUATA OE EQAPOYT, ETOL WOTE VX
TPOCTATEVOVV AKOUA KOL TOUG TIo ado), 0€ BEUATA AOPUAEING AEKTPOVIKWY UTIOAOYLOTWY,
XPNOoTEG amd emBeoels. Eival eUpéws ommoSeEKTO TG O TOUENS AGPAAEING TIANPOPOPLUKWDV
ovoUATwV Kot kat emektaon IoT ocvokevwy elvan EVPETABANTOG GUVETWG TO OTIOLOSITIOTE
TIPOTUTIO TIPETEL VX VAL EVEAIKTO £TOL WOTE VAL UTIOPEL VO TIPOCTATEVETAL KAL ATIO ETOECELS OL
OTIoleG OEV €XOLV YIVEL OKOUX OVTIANTITEG 1) TIOU SEV LTIAPXOLV aKOUa SlBEoua T PECH
vAomoinong Ttoug ( Y OMACWO TOU KPUTITOYPAPIKOU OAYOPOHOU TOU EVOEXOUEVWG VA

XPNOWOTIOLEL par SIKTLOKT) KApepar ).

2.5 AITIOAOTHXIH - ANATKAIOTHTA 'EPEYNAX

KaBwg dAAeg €peuveg €xouv aoxoAnBel Ue TOV EVTIOTIOUO Kl EKUETOAAELOT aSUVAIWY CE
SIKTUOKES KAUEPES, T) EPELVA AUTH) TIPOTIOETAL VA EPEVVI|CEL TNV TIPO0S0 O BEUATA AOPOAELG TIOV
€XOLV KAVEL SIAPOPOL KATACKEVAOTEG PEXPL onpepa. Eav Slamotwbel twg eivat epapuoourn Oa
yivel amomelpa emiBeong pe To Mirai botnet yia ™ cuAAoyr| Se5opéviwv KATA TNV SIAPKELX KoL TNV
OAOKANpwOT NG €miBeons. TV oLVEKEIX B KATNYOPLOTIOn)OeL TIG ASUVAIEG, TIG OTIOLEG
EVOEXOUEVG VA SLETIOVV KATIOLEG ATTO TIG LAPKEG 1] LOVTEAX Ta OTIOLX B TUYOLV EEETAONG, AVAAOY L
LLE TOV TOMPEX TOV OTIOL0 TIATTOLV TIY AELITOVPYIKOTN T, IBLWTIKOTNTA N aloTIoTio. T OUVEXELX B
YIvVeL EAEYX0G TIOLES OTTO AUTES TIS aSUVALIEG EVEEXETAL VAL UTTOPOVV VO KWSIKOTIOm B0V o€ Hop@n
Script KaKatd cLVETELX Vo cuoTaBoVVY ooy auTOVoLo botnet To omolo v raxvel ko va tpoc BAAEL

TIPOUOLEG GCUOKEVEG 0TO SLASIKTUO PECW TWV TIPOVAPEPBEVTWV Unxavwy avalntong loT.
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KE®AAAIO 3
Me0OodoAoylia

'OTwg ovpPaivel pe TV avATTLEN AOYIOUIKOU ETOL KAL O TOHENS TNG AOPAAELNS XPNJEL GLVEXOUG
avamtuéng, BeAtiwong kot emiAvong mpoANUATwyY. Bewpeital £Tol AOYIKO OTIWG 1) €PELVa
UEAETNOEL KO AVOAVOEL KATIOLX OTTO TOL LOVTEAQ KUKAOU {1 TV AOYLOUIKWV KoL EQAPUOCEL TIG
apx£G TOUG TOOO OTNV VA TNOT TWV ASUVALWY 000 KoL 6TV TIPOTACT] LETPWVY AVTILETWTILONG
TouG. Autd B Pondnoel PeEAAOVTIKEG €pguveg oV aVTIANYM TOU KUKAOU €PYQAOLWV TIOU
SlekepawON KAV KABWG ETILOTG KOl TG EPYAGIEG TIOL EVATIOUEVOLVY GE LEAAOVTIKOUG EPEVVITES YL

vAoTtoinon.

3.1 WATERFALL MODEL

To HOVTEAO KATAPPAKTN OTNV QVATTUEN AOYIOMKOU OTOTEAE(TAL amd 6 OTASIL TA OToin

emovoAapBavovtal Katd v Slapkela {w1)g TOL AoYLoUIKOU Kol elval Tar akOAouBa

3.1.1 ATAITHZEIZ

210 otddlo autd paledovtal Ol AVAYKEG TIG OTOlEG KOAETaL TO AOYIOMKO v KOAUWYEL
Kataypa@ovtal ta mpofAuata ta oTolo avTIETWTI{OVTAL KoL Y10 TO OTIOIQ TO AOYLO KO TIPETEL
VA TIAPEYEL AVOT). ZTNV TIAPOVo EPEVLVA KUTO AVTIOTOLYEL LE TIG TIPOTACELS HETPWV TIPOOTAGIOG
SIKTUOKWV KOUEPWV UE EAXXLOTT TIAPEUBNOT) ATIO TOV XPTOTH, OTIWG EAEYXOG TIOLOTN TG KWSIKWV

YLX ATIOUOKPUGLEVT TIPOG a0, KAEIGIILO EVAAWTWY BUPWV SIKTVOV, KPUTITOYPAPTOT) SESOUEVWV.

3.1.2 ANAAYZH

210 otadlo autd ylvetal n avdAvon Twv anattioewy Kal kabopilovtal AeTTopepws 1000 T0
TPOPBANUA TIPOG AVTIUETWTILON OGO KAL 1] TIPOTEWVOUEVT AVOT. £T0 onpelo autd kabopiletal av n
AVom elvat QKT KAt EVTOG TPOUTIOAOYLGHOV. XTNV TIEPITTTWOT TIOV ETIAEYEL QUTI 1 TIPOCEYYLON
Ba yivel ) avdAvon Twv TPoBANUETWY OV aVTIETWTICOUVY Ol SIKTUAKEG KAUEPES OTIWG XP1I0M
adUVaTWV KWSIKWY amd Toug XproTes, xpron tou telnet yux okomolg Stoyelplong 1) tftp v
okotoVG avafaduiong ktA. Etiong Ba yivel n apxikn mpotao HETPWVY OTIwG KAEIGo TG BUpag
23 (‘telnet), e§axvarykaopog xpriong LoyxupoU KwSKOU YIO TV EVEPYOTION 0T OAWV TWV AELTOUPYLWV

NG KAUEPAS, KPUTITOYPAPN oM ETIKOWV®VING [ie mobile applications.



3.1.3 YXEAIAXMOX

Kata 1t Sidpkelo mg aomg tov oxeSLlaoplo) Tou LOVTEAOU KATAPPAKTI) YIVOVTOL OL ATt TEG
EVEPYELES YL VA YIVEL ETAKPLBWG 0 OXESIAGOG TNG AVOTG, GTNV TIEPITITWOT) TG EPELVAS O TPOTIOG
eMOE0oNG 0TS KAUEPES — CUAAOYT] OTOLXEIWV — TIPOTAOT] -EPAPUOYT) AVTIHETPWV. KaBopileTa katd
000 0 oXeSLACHOG O Yivel pe Bdom TS evepyeleg TTov Ba Aapfdvovtoat o€ K&Be @don 1) av 1) 6AN

Sadkacia B Spoporoyettar pe Baon ta dedopéva tov B Aapfavovtat avd Taoa oTLyun.

3.1.4 E®APMOTH

To otad10 auTod atoTeAel TV LAOTIOMON TG AVOMG TNG OTIOLG CXESIATTNKE. ZTNV TIEPITTTWON TNG
VQIOTAUEVNG EPELVAG AUTO Bt OTLALVE TNV EKUETOAAEVOT) TWV SLAPOPWV ASUVILLWV OTIG OTIOLES
vmokewvTal ol Stapopeg IP Cameras, ASTITOUEPTIG KATOYpaPT) TV SLSIKAGLWV IOV

aKoAoVOMBNKAV KABWG ETIOTG KAL TWV {NLLWV OL OTIOLEG UTIOPEL VA TIPOKAN B0UV ATTO TIG EVEPYELEG

oLomoleg Aapdvovtat ava Ttaca ottypr). Auto Ba fonBroeL To EMOUEVO 0TASIO TO OTIO(0 ATTOTEAEL

™MV cuvtpnon.

3.1.5 YYNTHPHIH

To 6Tad10 ™G GLVTIPNONG ATIOTEAEL TO PEYOAUTEPO KOL TILO OTAVTIKO KOUUATL TOU LOVTEAOV
KUKAOUL (1§ A0YLoIIKOU KXBwG attd To 0TAS10 auTo SISeTa 1) SUVATOTNTA EMOTPOPNG O
OTIOLOSNTIOTE ATTO TAL TIPONYOUEVX 0TASLX TIPOG S10pBwaoT AaBwV TTov Eyvay KATta T SLIApKELo
TOUG, TUXOV OAAQYEG 1] ETIITPOCOETEG ATTAUTNOELG ATTO EVO AOYLO UK. ZTNV TIEPITTTWOT] TNG EPEVVAG
aUTO €EUTTAKOVEL TV AVEALOT KXvoUPYLWV 1) KPUHUUEVWVY exploits ota oTrola uTtOKEWVTAL OL

OIKTUOKEG KAEPEG.

3.1.6 ANOxXYPIH

Katd 1o 0tdd10 ™6 amdoupomn§ To AoYIoIKO EXELTON TEAELWOEL TOV KUKAO ELTE YIXTLT) avaykn 1
oTtolo KA BnKe va eEuTmMpeToeL Sev v@loTaTAL TTAL0V 1) EXEL ATTaPX WOl AGY0 TG TIpoOSoL NG
TeyvoAoyiag. [ivetal TALOV 1) AVTIKATAGTOOT) TOU ATTO TILO ATTOSOTIKO AOYLOLKO JLE TIEPLOCOTEPES
SLVUTOTNTEG. ZTOV TOUEN TNG TIAPOVCAG EPELVAG NUTO B OTLALVE TIWG EXEL IAAAEEL TTAT|PWG O
TPOTIOG TIPOCEYYLONG A KUBEPVOETIIOEON G AGYO TG EQPAPUOYNG LETPWV ATPOAElG Bdom Twv

oTtolwV oL eMBETELS TIoL TIEPLY pdpovTat TTAEov Sev v@ilotavtal (Schach 2017).



3.2 XIEIPOEIAEX MONTEAO

To omepoeldég poviedo mpooeyyilel SlaPopeTikd Tov KUKAO {wng Aoylopukov. H épsuva Ba
€EETACEL TO LOVTEAO UTO 0TIV TIPOCTIAOELX EPAPLOYTG TNG KAAVTEPNG TIPOCEYYLONG WG TIPOG TNV
eKpETAAMeVon Kkat emilvon twv exploits Ta omolar Todavifouv T Siktuvakég kdpepes. To
OTIEWPOEISEG LOVTEAO ATO TOV OXESIOUO TOU EAXXLOTOTIOLEL T ploKa KATA TNV SIdpKE TG
VAOTION oM G KABWE 1 apXT) TOL KABE KUKAOL TNV OTIEPX ATTOTEAETOL ATTO L avEALVOT KvSUVOU.
H elayiotomoinon twv KivdUvwv Opws KaBwg Kat 1 LEAET EVOAAAKTIKWY AVCEWV OE XPKETEG
TIEPUTTWOELS AVEAVEL TOGO TO KOGTOG OG0 KAL TOV XPOVO UAOTIOMONG TIPAYUN TO OTIOI0 EVEEYETAL
VA ATIOYONTEVOEL TOUG “TIEAGTES” TOL AoyLopikoU. H avdAuon Twv @Aacewv o KATw Kot 1) Tavn
EPAPLOYN TOUG 0TV £peuva Ba Sel€el KATd TTOCO TO €V AGYO HOVTEAO ElVail TO KATOAANAGTEPO Yl

VA EPAPIOCTEL V1A TOUG OKOTIOUG TOU TIEPANXTOS TO 0Tolo Bar StevepynOel.

3.2.1 X TOXOI

H kd&Be pdom tou OTEPOEISEG PHOVTEAOU YIVETAL [E YVWHOVA TOUG OTOXOUG KAL T ETUEPOVG
TpofAnuata Ta omolar avapéveTal va AuvBouv oto TEAog Tou KUKAOL NG omelpag. Katd mv
Sudpkelx ™G otoxoBeoiag mepypd@etal 0 TPOTOG VAOTIOMONG TWV OMAUTHOEWY, TUXOV
EVOAAAKTIKEG HEBOSOL ETITEVENG TWV OTOXWV KABWG ETOTG KAl OL TIEPLOPLOLLOL — TIPOBA AT TOL

OTIOIOL EVOEXETAL VUL OV TIUETWTILOTOUV.

3.2.2 I'PHroPH IIPQTYNOMNOIHZH

Im @don oaut Snuovpyeltal oTa ypryopa WA TPOTUTN AVOT TNG OTol0G OKOTIOG €lval 1)
EMOANBgv0oM ™G KATAVONOoMG TV amattioewyv. Evvoeltal Twg To TpwtoTUTo auTod SeV Elval o€
AELTOLPYNON KATAOTAOT KOl UTIAPXOUV OPKETEG €UTAOeleg kKo aduvapieg &v ToUTOLg
XPNOWOTIOLETAL Y1 VO ATTOSETEL TIWG Ol ATIATNOELS £XOUV YIVEL KATOVONTEG KL UTIAPYEL M
KatevBuvTipla ypappn mov Ba pag odnynoeL otnv 0AoKApwaot) Tous. ‘OTws OAES oL PACELS TOU
ZTMEPOEIBEG PHOVTEAOU £TOL KAL OUTH AKOAOUBEITAL OTTO [ (PAOT) ETOANBEVOTG KAL [t (PAOT)

avdAvong Tov Kivduvou VAOTIOMoNG TG TIPOTEWVOHEVS AVOT|G.

3.2.3 ITPOAIATPA®EX

H emdpevn paom tov EMepoeldEG LOVTEAOL HaG PEPVEL 0TOV KaBoplopd Twv [podioypa@wv tou
€pyou 1o otolo £xeL avatedel. Baolopévo 0to TpwtoTLTIo TO 0Tol0 £XELT)EN SnovpynBein paon
QUTY) ETIYELPEL VO KTy pAPEL AETITOUEPWG TIG ATIAUTIOELG TWV XPTOTWV ATO TO CUGTNUA, TIS

Slepyaoies kot SUVATOTITEG TOLU CUOTIUATOG OTIWG ETTLOTG KAL TUXOV TIEPLOPLOUOVG OTOUG



0TIOLOVG TIPETTELT) EVOEXOUEVWG VA UTIOKELTAL ‘OTIWG TIPOXVAPEPBNKE ETOLKAL GE AUTO TOV KUKAO

TOUV OTIUPOELSEG LOVTEAOL EpXETAL LK (PAOT) ETTOANOEVOTG KL JLAL (PAOT) AVEAVGT|G KIVEUVOU.

3.2.4 YXEAIAZMOX

0 @dom Tov oXeSLOUOV EVOG CUCTIUATOGS SEV SIAPEPEL ATYETWG LE TO LOVTEAO KUKAOL (1§ TO
otolo Ba emdeyel. 'EToL KL 6TO OTIEIPOEIBES LOVTEAO G CrUTN TN (PAOT) TIPETEL VA YIVEL O
AETITOUEPTG OXESIAGOG TOU CUOTIHUATOS XWPL{OVTAG TO OE PKPOTEPA TILO SLOELPIOLA KOUUATLOL
H pdom tov oyediaopot Ba kabopioel TI§ S1apopes KARGELS Kot AELTOUPYIES TOU CUOTHUATOG
KOG eTiong kot TV 0AANAETSPaoT) TV SLUPOPWV PEPWV TOU GUCTIUATOG. XTI CUVEXELN
aKoAovBoLV 1) Pdon ™G emaANBgVoNG TOL OXESLAOIOV OTIWG ETTIONG KoL 1] avAALOT KIvSUVOU

OXETIKA LLE TIG EMAOYEG TLG OTIOLEG EXOLV YIVEL 0TI (PAOT] TOV OYESIAGUOV.

3.2.5 YAOIOIHZH

'OTIwG KoL 0TOV 0XESLAOUO ETOL KL 0TIV YAOTIOM 0T §€V UTIAPXOUV SLAQOPES LE T UTIOAOLTAL
HOVTEAQ. OL TIPOYPAUUATIOTEG AKOAOLOWVTAS TOV OXESIAGHO VAOTIOOUV EEKIVOUV TNV Snpovpyia
TOV OAOKANPWUEVOL GLOTNIATOG, SoKAlovTag TIapdAAnAa v opOr) Asttovpyia Tov. Me 0
TIEPAG TG VAOTIOMOMG ETEPYETAL YL TEAEUTALN (POPA 1) PACT) TNG ETAATBEVOTG TG 0pBOTN TG
TOV CLUCTIHATOG OTIWG ETTLOTG KAL) TEALKT] AvAAVOT KIVEUVOU T1G OTIolaG To £pY0 Eivat va

TIPOKATOAGPBEL TIO VA TIPOBATLATH KATA TNV (PAGCT) TNG EVOWUATWOTG.

3.2.6 ENZQMATQXH

To cvoTpa o€ VT TV PAOT) ElVaL TEAELWIEVO KAL ETOLO Vo UTteL o€ live TiepBdAiov.
Aapfdvovtal Ta amapait) o LETPA SIAGPAALOG TG EAGXLOTNG TIEPLOSOL [N SLKBECUOTN TG
TOU CUCTIATOG EVW YIVOVTOL TUXOV HETAPOPES SESOUEVWV AVAIETH OTO TIAANLO KOl KALVOUPYLO

oVoTNUOL



3.3 AGILE PROCESSES MODEL

To povtédo avamtuéng Aoylopkov Agile Processes amoteAel pa ykpila Tteploxn oy EMOTHUN
™G TeyvoAoyiag Aoylopkol kaBws Bewpel To TTPOIOV TTOAD TILO OTHAVTIKO aTtd TV avdAvoT) Kot
TeKUNpiwomn Tov. AuTd Sivel Ty SuvatdmmTa og aUTO TO PHOVTEAO VA EVAL APKETA TILO YP1TYOPO
OTNV TAPAS00T) KOUUATLWV EVOG CUOTILATOG KAL 0T GUVTIPTOT) TOUG, EV TOUTOLS OUWG Sev lvat
TOOO AELOTILOTO KAOWG VTIOKELTAL APKETES (POPEG € AGOT TOGO 0TOV GXESIAGHO TOV KOUUATIWDV
000 KoL TG VAoTIomMomG. Av Kat 8ev £xouv amoTiunOel ooy Ko 1 KOKN TIPOKTIKT) SLTi)pnomg Tou
KUKAOUL (NG VOGS AOYIOIKOU 1] £pY0V, 1 LEB0SO0G aruTH EXEL LEYOAUTEPA TIOOOCTA ETILTUXLG OTOV
oLamoutnoelg Sev elvat EekABaPeS, aAAG{OVY EDKOAA KA O XPOVOG AVTILETWTILONG / ETAVOTG TOUG
TIPETEL VAL ElVAL APEGOG,

Z1ov Topéa ™G Aopadelas [TAnpo@oplakwv ZUoTNUATWY KAL KAT ETEKTAOT TNG EPEVVAS VTN,
1 oTrola EMINTA ™V BWPAKLOT) TWV SIKTLAKWY KAUEPWV Kal cuokevwv [oT 1 uéBodog ou
@aiveTaL 1 KatoANAOGTEPT). YTIAPXOUV TIAPA TIOAAEG UPLOTAUEVES ATIEINES EVGY CUVEX WG
QVOKOAVTITOVTOL KAVOUPYLEG KAL XPELALETOL T) VAT TUEN HeBOSwV TTov Bt prtopolv Aueca va
HETPLACOLY TA ATIOTEAECUATA LG TILOOVIG EKUETAAAEVOTG ASUVING EVOD TIKPEAANA GE

oUVTOLO XPOVIKO SLAGTNHO VA YIVETALT) AVTLILETWTILON KAl ETtAVOM NG EUTTAOELAG.

Y p&e epmelpio Katd v SIAPKELX TNG EPEVVAG OTIOV KATA TNV TIEEPLYPAPT) Kol KaBopLopd
OTOXWV TOV TIEPAUATOG, IOV TIEPLEl)E eTOe0M e ™V Xprjon Tou botnet Mirai 0Tig SIKTUOKES
KAUEPES, EMpETte Vo YIVEL pLlikn) aAAoryn] KABwG oL EVTIABELEG TTOL OXETI{OVTAV [LE TO CUYKEKPILEVO
botnet 1161 AVTYETWTHOTNKOV ATIO TOUG KATAOKEVAOTEG. ZUVETIWG 1| TIELPOUATIKT] SOKLUT) ETIPETE
VO OXESIAOTEL EK VEOU. XNV TIEPITTTWOT XP1IONG LOVTEAWVY OVATITUENG AOYLOKOU Tot OTIOlOL
QUTOLTOVV EKTEVT] TEKUNPLWOT KL KATOry papt] TWV CUYKEKPILEVWV EVTIADELWV, 1] TIELPOLATIKN

SOKIUT) VX KATAOTIOEL TV £PELVA EKTIPOOED).



Ke@aiauro 4
Xxedraopoc Ieipapoatoc

To kevtpkd oToLXEld TG EpELVAG ElVaLT) BWPAKLOT) TWV SIKTLAKWV KAUEPWYV Ao eTIOEGELS botnet.
[Na va emtevyBel OUwG 0 0TOXO0G AUTOG B TIPEMEL var TIPooPePBel e doov To Suvatd TIo
OAOKAN PWEVT AVOT) 1) OTIOL VAL ATTOTPETIEL TNV EKUETAAAEVOT) TWV KAUEPWV TOGO aTtO botnets 660
KOL OTIO XELPOKIVNTES EMOECEIS AT EMTIOEUEVOUG. ZUVETIWG 1) €pguva B aoy0ANBEl e TI§ TILo
KOWEG emBéoels TIG omoieg pmopel va dexBel pa IoT cuokeuvn| o€ éva KAEIOTO Kol EAEYYXOUEVO
Tep3dAAoY, TPOTEIVOVTAG TOPEAANAX METPA OVTWETWTIONG TOUG  XTN OUVEKEWX B
Tparypatotowm el emiBeom e to Mirai botnet yio éAeyyo ™¢ ao@dAeiag kot emoAnBgvon. Al tov
AGYO0 oUTO TIPOTEIVETAL TTLO KATW M €816 SLappVB oM epyaatnplov oTo oTrolo Ba Ttporypatomom et

TO TElpapLX TG EpEVVAG,.

4.1 HARDWARE REQUIREMENTS - ANIAITHEEIE YAIEMIKOY

['a v duovpyia Tov gpyaoctpiov N €pevva Ba aglomomoel T0 akOAovBo EPYATTNPLOKO
TePBEAAOV YL TOV TIEPLOPLOUO TOV GCUOKEVWV TIOL B EEETAOTOVY, KAL TNV ATIOTPOTI| EMEKTAOTG

TWV CUVETIELWV TWV SOKLUWV EKTOG TOV XWPOL TOV EPYATTNpiov.

4.1.1 SWITCH

['avvAomoinom tou Tepdpatogn épguva vt Ba aglomouosL éva Layer 2 managed switch a6
v HP povtédouv «HP Procurve 1800-24G» To switch autd Swabétel 24 1Gbps Bupeg evw
vmoompilelt v dnovpyia vlians kau Port Mirroring ( SPAN Ports ) mpdypa mov 1o kablota
QPKETO YA TOUG OKOTIOVG TOU TELPAPATOG. Ot SIKTLKES Kdpepes Ba ToTtoBeBoUV o€ EexwploTo
vlan oto switch kat ot B0peg 0TI omOolEg elvon evwpéveg Ba yivovtal mirror 6Tov NAEKTPOVIKO
LTIOAOYLoTI| 0 omolog peow wireshark 1 tcpdump Ba cUAAEYEL Tat WA dedopéva amd Ao Ta

oTolela Tov.



4.1.2 AIKTYAKEEX KAMEPEX

"o okoTIoUG AELOTILOTIOG TWV ATIOTEAEGUATWY TNG EPELVAS EXOVV TIAEXDEL 3 EEXWPLOTA LOVTEAX
SIKTUOKWV KOHEPWYV ATIO SLAPOPETIKOUG KATAOKEVAOTEG KL LLE SLAQOPETIKO TPOTIO AELTOLPYLOG.
Avapévetal €10l Twg Ta amoteAéopata mov Ba eoxBolv Ba elvat apepdAnmTa Kat a€ldmioTa
KaBwe Sev Bar eKTIOETAL CUYKEKPUEVOG KATAOKEVAOTNG. LTV TEPITITWOT ToLv oL aduvapies (
vulnerabilities ) emmped{ouv GA0UG TOUG KATAOKEVAOTES 1) EpEVVA UTIOPEL va eEAyel Tar Sikd TG
OUUTIEPAOUATA WG TIPOG TOV TPOTIO XELPLOUOV TOU TOUEN NOPOAEING TWV KATAOKEVAGTWV
SIKTUOKWV KOUEPWV. XTIC TAEIOTEG TEPIMTWOES TO firmware Twv SIKTUAKWY KAPEPWV
amoTeAsital amd kamowx Stavouny busybox linux 1 omola mapapeTpoToLEiTAL Y Xprion O€
OUYKEKPLIEVT Kapepa. Av kat 8ev uTtapyouv otolxela aueoa Slabéoua oto SLadiktuo, 1 Hovn
EVOELEN OXETIKA LLE TNV XPOVOAOYIX KATAOKELTG KL SIAOEOTG TWV KAUEPWV OTIS XYOPES, O LOVOG
TPOTIOG ATIOKTNONG LLAG EVEEIKTIKTG UEPOLMVIAS etvain nuepopmvia ékdoomg tov [ioTomomtikoy
Zuppopewong pe mv Evpwaikn Nopobeoia kot 0dnyieg ( CE Mark or Declaration of Conformity
). Autd 10 oToLKElo Ba XproomomBel wg EVOelEn ™G NUEPOLNVING KUKAOQOPIXG TV KAUEPWV
1oL Ba e&eTaoToUV. OL KdpEPES OL OTTOlEG B XpNoLoTIomB0UV Yo TOV OKOTIO TOU TEEPANNTOS TG

€peuvag etvat oL e&Ng:

1. Foscam R2:. H Situai) cvtm kdpepa édafie mv miotomoinomn CE g tov Zemtépfplo tov
2018. Zuvenwg Bewpeltal Twg 0 Pvag KukAo@oplag ¢ kapepag eivar To 09/18. Ao
QVOPOPAS EVaL TIWG 1) KATAOKEVAGTPLO ETALPLX TIPOPALVEL OE TAKTIKES avaBabpicelg Tov
AOYLOLKOV TNG KAUEPAS TIPAY LA TO OTIO(0 TIPOSLHOETEL TIWG T TIPOIOVTA TNG TPOPALTIETAL

va €youv YmAo emtimtedo aopoAeiag.

Ewova 4.1: H Siktuakr) kapepa Foscam



2. TP-Link NC450: To povtédo auto g etaupiag TP-Link mpe to CE Mark g tov AUyouvoto
Tov 2017. Av kot kata 1 xpdvo o oAl amd to povtédo g Foscam 1 ouykekpuiévn
KAUEPX KOUBOAQ OTLG TIAATES TNG EVAL LEYAAO OVOUQ OTIV KATAOKELT] TOGO OKIKWV 000
KO ETTAYYEAUATIKWV CUOKELVWY SIKTVOU. AuTO auEdvel TIG Tpoodokieg Tou Stampel o

EPELVITIG OO0V APOPA TO ETUTTESO AGPAAELAG TO OTIO(0 GUVOSEVEL TNV KAUEPQL

Ewova 4.2: H Siktvakr kapepa TP-Link

3. Reolink RLC 420: Avt 1 Siktuakn kapepa amo Ta eyxepidia mg Sev gaivetal va €xel CE
mark av kat eivat Stabgopn otnv Evpwmaixn ayopd. H kauepa kukAo@dpnoe to 2018 pe
Nuepopnvia Siabeong oto amazon.de tov IovAdo 2018. H etaupiar @aivetar apketa
KOVOUPYLO GTOV TOHEN TWV SIKTUAKWY KAUEPWV KABWGS SEV UTIAPYOLV APKETA oToLyElX (

manuals kot firmware ) yix ta Stépopa LOVTEAQ TG,

Ewova 4.3: H Siktvakr kapepa TP-Link



O Tpeig outeg Kdpepesg Epyxovial Ao 3 SLPOPETIKOVG KATAOKEVAOTEG KAL EXOUV SLAQOPETIKO

TPOTO ActToVpYiag OTIWG PTTOPEL VA (PaVEL ATt T EYXELPISIA TOUG,

Ta eyyxepldlx ko TPOSYpa@EG TwV KAUEPWV  EMmovvATTovTal oto [apapmua  A.
To kOpLo pEAN A ™G EPELVAG ATTOTEAEL TNV AELOTILOTIOL ZUVETIWG TIPWTOV EEKIVIIOELT] OTIOLX ST TIOTE
Sadkacio agloAdynomng Twv eUTIHBELWY, TWV €V AGYO0 SIKTUOK®V KAPEPWY, OL KAUEPES Bal LTTOLY
OTNV KATAOTAON €PY00TACIXKWY pubuicewv, Ba avafabotovv oto teAevtaio firmware to
0TI0(0 €Yl EKBWOEL 0 EKAOTOTE KATAOKEVAOTHG. EVEEXOUEVWG KATIOLEG EVTIADELEG TWV CUCKELWV
VA £X0VV QVTUETWTIOTEL ATIO TOUG KATAOKEVOAOTEG, Kol 0T oUVEXELWX Ba Yivel n évapén tou
TELPAPATOG.

LNV TPOKATAPKTIKY a&loAGYNoN To TEelpapa Ba AGBEL YWPA e TIG KAUEPES VAL EXOVV LOVAXA
pLOLLOT) SIKTVOL Kot TI§ PUOUICEIS KWOIKWV TWV KATACKELAOTWY ( TIPAYUO TIOU 1] TIAELOVOT T
TWV XPNOTWV 8eVv 0AAALEL EKTOG KA 0V TOUG aVaryKAoeL To firmware tou kataokevaotr ). Kabwg
0 TIL0 aSVVATOG KPIKOG GTOV TOUEN TG AGPAAELNG OYXESOV OAWV TWV TIANPOPOPLIKWY CUCTNUATWV
elvat 0 avBpwmvog Tapdyovtag, n U opbn kabodynon ota {NTpata ao@oAEiag KaTd TV

QPXKT) PUBLLOT) TWV CUCKELWV QUTWV, EVAL KALPLO TIATYLX TNV EUTIAOELA TWV CUOKEVWV QUTWV.

4.1.3 KATATPA®EAT AEAOMENQN ( LOGGER ).

['a ™ cvAdoyr| Twv Sedopévwy Ba xpnoomomOel £vag NAEKTPOVIKOG UTTIOAOYLOTHG LE ethernet
KAPTa SIKTVOVL Kat Aettovpyko oot a Ubuntu Linux 18.10. O HAekTpovikdg outoG UTTOAOYLOTIG
Ba evwBel oo port 24 Tou switch oo omoio Ba yivovton mirror ot 00peg amd TG 3 KAUEPES KAL TOV
eMTIOEPEVO host £TOL WOTE VA LTIAPXEL LA GOALPLKT] EKOVA TOV TL YIVETAL 0TO SIKTUO KATA TNV
Sevépyela pag emiBeons. O voAoylomg outog Sev Ba €xel pubpioelg Sikthov o 810G, aol To
ethernet interface tov O evepyomomBel péow ™G evtoAng ip link set ethO up kot ot cuvey el

Héow tcpdump -i eth0 Ba cuAAeXBoUV doa Sedopeva Tepvovy amd v Siemtar) ethernet.

4.1.4 ENIOETIKOX HAEKTPONIKOX YIIOAOTIETHE (ATTACKER).

['a Toug oKoTIoUG ToL TEWPAUATOS Ba XproyoTomOEel Kat 2° NAEKTPOVIKOG UTIOAOYLOTIG OTOV
pOA0 Tov emtiBEpEVOUL. O LTTOAOYLOTIG AUTOG B TPEYEL TNV TeAevuTala €ékSoon Tov Kali Linux yio
OKOTIOUG SLEVEPYELAS SOKIUWVY SIEICGUONG OTIG SIKTUAKES KAUEPES EVW TaTOXpova Ba puBpoTEl
TIAVw Tov 0 control server yw to Mirai botnet cOp@wva pe tig 0dnyieg Touv dnuovpyod Tov ot

omoleg pmopoUv va Bpebovv oto Github : https://github.com/jgamblin/Mirai-Source-

Code/blob/master/ForumPosttxt . Metad ™mv ofloAdynon Twv eumabelwv Twv SIKTLAKWY



https://github.com/jgamblin/Mirai-Source-Code/blob/master/ForumPost.txt
https://github.com/jgamblin/Mirai-Source-Code/blob/master/ForumPost.txt

Kapepwv Ba yivouv amomelpeg ekpetdAAgvong amo Tov attacker tov omoiov To command history

Ba kataypdpetal, evw Ta Sedopéva Siktov Ba kataypd@ovtal otov Logger.

4.2 SOFTWARE REQUIREMENTS - ANAITHZEIE AOTIEMIKOY

To Aoylopkd 1o omoio TpoTiBetal va alomomoel 1 €PEVVA 0TIV TIPOOTIAOELL EVPEDT|,
EKUETAAAEVONG KL AVTIHETWTILONG EVTIHOELWV Elval TO akOAOLOO GUCTIVETAL YL TV VAOTIOMON

TWV TEPAUATIKWV SOKILWV ivat To akoAovBo

4.2.1 ANABAGMIXEIX FIRMWARE

KaBwen épeuva §ev ammooKoTIEL TNV AVOKAAVYIT) TIPWYTNLEVNS YVWONG Bewpeltal TIPETOV OTIW,
TPV amd TV &vapéng g omolodmote SoKung, yivel avafabuion oy teAsvtala €kdoon
AoYLopKOU NG KABE KApepag OTIwG auTod £xel ekS0OEl amd TNV KATAOKELACTPLX eTaupia. Auto
eVOEXETAL VAL AVEBATEL TNV CELOTILOTIN TNG EpELVAG KAB WG Sev B afLivEL EDOTLX Y10 EVPTULOTA TOL

ottola £xouv 116M Bpet dAAoL peuVNTEG Ka 1) Taupla EXELT)ON TIPOCPEPELAVGELS ETT QUTWV.

4.2.2 NMAP

To nmap amotelel To kat e€ox1| pyodeio avaALOTG SIKTLAKWVY ELGOSWV OE Eva 0TOLYEIO SIKTUOL
KaBwG pTopel va eVTOTIOEL TIOEG SIKTUAKEG BUPEG €XEL AVOIKTEG TO OTOLKElD SIKTVUOU, TO
AELTOVPYIKO TOU CUOTNUA, EKGOOGELS TIPWTOKOAAWV TIG OTIOLES XPNOOTIOLEL KA LLE TNV XP10T) TWV
avdAoywv scripts akopa kot TBavEG EVTIABELES OTIG OTIOlEG SUVATAL VO UTIOKELTAL TO OVTIKELEVO
LTIO €€€Taom. G €K TOUTOU £YOVV ETIAEYEL CUYKEKPLUEVEG EVTOALG OL 0TI0(EG B YproLoomBolv
KOTA TN SLAPKELA TOV TIEPAPATOG ETOL WOTE VA GUAAEXBOOUV oL aTtapaiTn TEG AN POPOPLES TTOL Bt
KATELBUVOUV TV €pguva 0TOV TPOCGOLOPOUG Kat afloAddynorn Twv eumtabeiwv OTIG OTIolEg

UTIOKELVTAL OL KAPEPES. OLEVTOAEG NUTEG EXOUV KABOPLOTEL WG TILO KATW:

e sudonmap -p 1-65535 -sV -sS -T4 < host> > <host>.txt
H ouykekpuévn evtor] kavel oAokAnpwpévo éAeyyo TCP oe 6Aeg Tig BUpES, pe EAeyxo g
€k800MG NG LTMPESIAG IOV TPEYEL OTO GUYKEKPWEVO port, evw xpnolomolel to T4
XPOVOLETPO YLX VO GTEAVEL TA TIKKETA TIPOG ATIOQPUYT] EVTOTILGOV AT TOLY0G TIPOOTAGLOG,
e nmap -A < host>>> <host>.txt
H evtoAn aut TPOcBETEL TOV EVTOTIGHO TOU AELTOUPYLIKOU CUCTIUATOS TNV Sladikaoia
IOV ETUTEAEL TO NMaAp VW TIEPLOPILEL TOV EAEYYO OTIS YVWOTEG BUpeg ( 1-1024)
e nmap -sV --version-intensity 9 < host> >> < host>.txt

H evtoAn aut kavel éva o eviedexm EAEyX0 0TO AVTIKEIUEVO TIPOG EEETAO).



e nmap -sV-sC<host> >><host>.txt
H evtoAn aut Slevepyel Eva EAEYY0 XPNOUOTIOLWVTOG TIPOKABOPLoUEVA "daOOAT]” scripts
Ta oTolar EVOEXETAL VL UMV ETUPEPOVV KATOWX (L& 1 €l60AT] OTO AVTIKEIPEVO UTIO
€EETAOT EVO KOAVTITOVTAL ATIO TUXOV 0VIXVELOT) ITTO TOLYOL TIPOOTAGLOG,

e nmap -0 <host>>> <host>.txt
KaBwe To nmap -A ev€xetal va punv amodwaoeL To AEITOVPYIKO CUGTNO TOU AVTIKEWEVOL
Xpnowomonfnke ko to nmap -0 ylo va yivel Tio ev8eAexmg EAgyxos.

e nmap -script=vuln <host> >> <host>.txt
XpNOWOTIOLWVTAG TNV EVTOAT] OUTI YIVETXL WX TIPOOTIADEIX EALYXOU KAL OVOPOPAS
YVWOoTwV evTabelwyv péow touv nmap. H xprjon au g g Asttoupy kot Tag eivat iblaitepa
guxpNoTN KABWG eE0IKOVOUEL XPOVO Kot EVEEXOUEVWGS VA EVTOTIOEL ASUVALIES TLG OTIOLEG O

EPEVVINTIG XYVOT|OEL

4.2.3 BRUTUS AET2 PASSWORD CRACKER

To epyodeio Brutus AET2 amoteAel va AOYIOUIKO OTIACILATOG KWOIKWVY TO OTIOl0 XPNoLOTIoLEl
Sdpopeg peBdSovg Baon twv omoiwv TpooTabel va HavTéPel Tov KwSKO Tou XproT).
Ymoompidel apketd TpwtoOKoAAa OTwg http, telnet, pop3 smtp kat dAAa cuventwg pmopel va
amofel e§apetika xpriowo. Mmopel va dexBet 2 apxeia, pe To 1° va lvon pa Alota pe ovopato
XPNOTWYV €V TO 2° pua Alota pe TBavo§ Kwdkous. I'lal Toug 6KOTIoUG TOU TIEPAUATOG EVOEKETAL
va xpnowotomBet 1 Alota pe toug 1000 o Stadedopevous KwdKous Xpnotwyv oto SLdikTuo,
OTwG autol eival avaptnuévol ot oeAida tou Github. To Aoyloukd autd €xel emiong )
Suvatomta va Sevepyel brute force attacks omov Tou Sivetar éva €0POG YAPAKTNPWVY Vo
XPNOWWOTIOMTEL Kt SOKIUALEL SLPOPETIKOVG GUVSLAGUOVG CUTWV TWV XAPAKTIPWY UEXPLS OTOV
Bpebel 0 kwdkds. Evvoeite we pia TéTolx Stadikacia eivat apketd xpovoopa €600 KL Aoy
TWV TIO KOWWV KWSIKWY, EQOCOV KAl TIPOTYOULEVEG £PEVVES €YoV ATIOSEIEEL WG 1) cUVIONG
TIPAKTIKN TwV botnet elvat 0 €Agyx0G TwV IO KOWWV KWSIKWV. ZTO TPV GTASIO VTIAPYEL LOVO

ékdoom yio Windows GUVETI(G Yior TV Xpriom Tov Ba avTikataoTadel Tpoowpiva 0 eMITIOEUEVOG

UTIOAOYLO TN,

4.2.4 MIRAI BOTNET

H épeuva amooKoTel 6TOV EVTOTIONO ASUVALWY OL OTIOIEG TWV OTIOLWV 1] EKUETAAAEVOT) UTTOPEL VO
auTopatoTomOel, Katd cuVETE Vo evowpatwBel og script kat va pa oav botnet, yua va
UTTOPEDEL 0TO TEAOG Va KaBoploeL Eva TIARIGL0 o POAEINS, TO 0TI0(0 arv akoAovONBel va KaBLoTA TIG
KAUEPES ATPWTEG OE EMOECELG. XTNV TIEPUTTWON TIOV Ol APYIKES SOKUIES UE NMAP EVTOTICOVV

avolkt v B0pa 23 v omoia xpnowomoLlel To botnet Mirai Tdte Ba yivel Sokyun vAoToinong kot
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KOTOYPOPNG TG EMOECTG, TIPOOPEPOVTAG ETOL L EVOEAEXT LATLX OTOV TPOTIO LE TOV OTIOL0 Spat
kot To botnet. O HAektpovikdg vmoAoylomig o omoiog Ba Spa oav emtiBepevog Ba AaBel v
avdAoyn pvBuon £tol wote va kataotel Command and Control server ywa to Mirai botnet to

ottolo Ba aebel evtdg Tou SIKTVOVL TIPOG TIAPAKOAOVOTOT) KO CUUTIEPAGHATOL
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Ke@alawo 5
YAomoinon Ieipapoatoc

Me ™V avaockdtmon g vEoTAUEVNS BBALOYPaPIOG KAl EPELVWV OL OTIOLEG EYOUV YIVEL OTOV
TOHEN TWV SIKTUAKWV KAHEPWV, 1 EPEUVA B ETIYEPNOEL LE TNV SIKT) TNG TIPOCEYYLoM Vo EAEYEEL
™V T(PO0SO TNV OTIolX €XOUV KAVEL OL KATAOKEVAOTEG 08 BEuata ao@dAelag. G ek ToUTOV
TopatiBevTan o KdTw Ta Prjpato T omolor EAABov xwpo KATd TNV SIAPKELX TWV TIEPAUATIKWOV
SoKwV padl pe Ta amoTeAéopata Ta oTolo A@ONKay £T0L WOTE Vo UTIOPoUV Vo a&loAoynBovv
TOOO YO TOUG OKOTIOUG CUTNG TNG EPEVVAG CAAX KAl tO LEAAOVTIKEG EPEVVES OL OTIOLEG UTTOPOVV
VO TIPOKVUYOLV ATTO T EVPT LT

5.1 ANABA®GMIZH FIRMWARE.

[a ™Mv cwot afloAdynon Tou TaPOVTOG EMTESOU AOPOAEIAS TWV SIKTUAKWY KAUEPWV
Bewpeltal cwoTd OTIWE TO AOYIOUIKO TWV KApEPWV ivan avafabuiopévo oty teAeutaia ékdoor
™V omoia &yeL Slabéoun 0 EKAOTOTE Kataokevaots Auto Ba Bonbnoel omyv egaxpiBwon Twv
HETPWV AOPOAELNG KL TOV BB Tov 0Trol0 Eyouv AnBel, oTig TBaVES EAAENPELS OTIWG ETTIOT G KOt
OoTNV TPOTAOT EMIPOCOETWV PETPWV T OTIOlX Vo Bwpakilouv TIEPALTEP® TNV ACPAAELN TWV
SIKTLOKWV KOUEPWV TO0O amd botnets aAAG ko aTtd GAAOUG KIVEUVOUG YEVIKOTEPQL
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5.1.1 FoscaM R2.

To teAeutaio firmware Tov £xel ekSwoel 0 kataokevaoT§ Foscam ylx To cuykekpyévo povtédo

KuKAo@oOpnoe otig 17/04/2019, kau Oa eykataotabel dpeoa otnv uTo e&€taon kapepa. Av kot Sev

Stvovtal ToAAEG TIANpoopieg oto apxeio avapopds ( changelog ) oxetkd pe v avafaduon,

EKDELATOVTAL KATIOLEG BEATIWOELS OTNV AELTOUPYIA TNG KAPEPAS XWPLG OUWGS VX YIVETHL 0VOPOPA OE

Kamolo Bpa aopadeiag. Metd v Sadikacia avaBdOiong tov Aoylopkol emBePowveral ot

TPEXELT VEOTEPN EKBOOT) KOL 0TI GUVEXELX 1) KAUEPA pUOUIZETAL VA ETILOTPEWEL OTIS EPYOCTACIOKESG

™G pubpioes:

®®® @ pcam Client x B

C @ Not Secure | 192.168.2.11:88

F@SCAM

Q Live Video Q/u Settings

Indoor Pan/Tilt/Zoom. IP-Camera

L Setup Wizard J

y
Status
 Device Status
Session S
Log

7

Camera Name

Camera ID

Camera Time

‘?7 Basic Settings

} Network

| Video
Detector

System Firmware Version
Application Firmware Version

Plug-In Version

| Record
‘ PTZ

| Firewall
1, System

R2

00626E8243CD

2018/04/30 20:33:18

111113

271473

5213

Device Information

Refresh

Ewova 5.1: To AvaBaBpuopévo Asttoupykd g kapepag Foscam
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@ IPCam Client

C (@ Not Secure | 192.168.2

3

Reolink - v1

Q LiveVideo i Setings Indoor Pan/Tilt/Zoom.IP-Camera

Setup Wizard

Status

Factory Reset

Click this button to reset the camera to factory default

Rebooting, please wait ... 92s

Ewova 5.2: Emavag@opd Twv pyostactakwnv pubuioswy oty képepa Foscam
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5.1.2 REOLINK RLC-420-5MP

H etaupia Reolink emiong kukAo@odpnoe v teAevtaia €kdoor) firmware, yix to ev AGyo HovTéAo,
apKeTd mpoo@ata, pe nuepopnvia ékdoong 11/03/19. To apxeio avopopag OYETIKA HE TI§
aAAay€G / TPOoBNKEG 0TO GUYKEKPLUEVO firmware Sev KAVouv avapopd o€ BEPaTA Ao PUAEING TG
Kapepag kat meplopidoviat otig Sidpopes Avoelg pkpotpofAnuatwy ( bug fixes ) otig omoieg
UTIOKEWVTO 1 Kapepa. Meta v avafddion 1 kapepa pubUicTMKE 0TI EPYOOTACIAKEG TNG
PUOLICELS WG TIPOETOAGIA TWV TIEWPAUATIKWV SOKUWV.

@' Reolink - v1.0.239

< C' A NotSecure | 192.168.2.15/21556627918426

:,'\ Preview §=1 Playback

» L[] Display Information
& Recording
€9 Network
& Alarm

, System

General

Information

Device Name Cameral
Maintenance
Model RLC-420-5MP
Performance
Build No. build 19031101
CLLLE
Hardware No. IPC_51516M5M
.
a User Configuration Version v2.0.0.0
2 Device Firmware Version v2.0.0.354_19031101
Details IPC_51516M5M110000000100000
Client Version v1.0.239

Ewova 5.3: To AvaBadpucpévo Asttoupyikd g kauepag Reolink
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@ Reolink - v1.0.239

Preview E=1  Playback

(3] Display Maintenance
£ Recording

& Network

& Alarm

System
General
Information
Maintenance
Performance
Configuration Click to select a file. Import | Export

Reboot
Firmware Upgrade Local Click to select a file. Upgrade

» 2 User
Update Configurations

» < Device Factory Reset &1 know ling will reset all Restore

Ewcova 5.4: Emavagopd twv epyootactak®mv pubpicswv oy kapepa Reolink
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5.1.3 TP-LINK NC450 2.0

Zmv mepimtwon g kapepag TP-Link mapatnpovpe Twe To AOYIOUKO EVOL APKETA TILO TIOAALO
kaBwe M etapia Ekdwoe ya teAevtaia @opda firmware update otig 17/12/2018 pe to apyelo
avaPopag va ava@épel vrtootpen HTMLS yia eploodtepoug (QUAAOUETPNTEG OTIWG ETTIONG KO
BeAtiwomn oV ac@AAel aTTOGTOANG SeS0UEVWY, XWPLG OUWS Vo TIPOPALVEL OE AETITOUEPELEG (WG
Tpog Tl elvat aut) 1) BeATioon. ‘OTiwG KAl GTLG TIPOTYOULEVEG KAPEPEG PETA TNV avadBpuom kot
mv emPeBaiwon ™G, 1) KAUEPA ETIOTPEPETAL OTIS EPYOOTACLUKES TNG PUOLICELS YIO TNV OUVEXELX
TOV TIEPAUATOG,

®0® @ ipcamClient w3 | B Reolink - v1.0.239 @ NC450 - Admin

€ =2 C A Not Secure | hitps://192.168.2.16/index.htm

A  LiveView Basic
& Basic Camera Name: NC450 2.0
Model: NC450 2.0
Status
Firmware 1.5.0 Build 181022 Rel.3A033D
Network
Current Viewers: 0

Wireless Connection
Cloud Server

Cloud Setting
Connection Status Not registered
LED
Username:
€y  Advanced Wirelsss
=0 System Connection Status: Disconnected

Wireless Network Name:
Channel:

Rate/Signal Strength:

Security:

Network
Connection Type: Dynamic IP
MAC Address: A4-2B-B0-14-D9-15
LAN IP Address: 192.168.2.16
Subnet Mask: 255.255.255.0

Ewova 5.5: To AvaaBpuopévo Asrtoupykd g kapepag TP-Link
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@ IPCam Client & Reolink ¥ Bank Of Cyprus - 1Bank @ NC450 - Admin

(& A Not Secure | https://192.168.2.16/index.htm!

Ewova 5.6: Emavag@opd twv epyostactakanv pubpioswv g kauepag TP-Link
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5.2 APXIKONOIHZH KAMEPQN.

To mpwto Pripa petd v avafBdOpon Tov AOYIOUIKOU KAl EMAVOPOPA TWV KAUEPWV OTIS
EPYOOTAOIAKEG TOUG pubuicelg, eivar 1 pUBWION Kapepwv PE Ooov To Suvatd AyoTepo
THPEUPATIKO TPOTIO WOTE VA KATAOTOUV Ol KAUEPES AElTOUPYKEG. O OKOTOG elval va
akoAovnBoUV Ta Prpata TOU ATALTEL TO AOYIOUKO TOU KATAOKEVOOTH YlX VA UTIOPEL va
xpnowomomBei 1 kapepa. OL puBUIcELS AUTEG ATOTEAOVV GUVIBWG TIS PUBLICELS TOL ACVPUATOV
Swtvov kat StevBuvon IP . Xy mepimtwon mov i Bet Ba yivel kot cAAayr) Tou KwOIKOU pE

EAEYX0 KT TIO00 1) Sladikaoio pTopel va TOXEL avoyaiTion.

5.2.1 FoscaM R2.

H epyootaciaxr pObpion g kauepag auts déxetan HTTP requests oty 00pa 88 avti mg 00pag
80, evBexoUEVWG Y1 VO EAYIOTOTIOLEL TOUG KIvEUVOUG IO eyKLpovel 1 B0pa 80, Bdom g omolog
UTIOSEIKVUETAL TIWG 1) EMKOWWVIX OV AapBavel xwpa Sev eival KPUTTTOypa@nUéVT. Av Kot
VTIAPXEL KoL uTTooTPEn ot BVpa 443 To Tiotomom Tikd SSL 6 kdpepag Sev eivat epmoTeVoIUO
amd Tov PUAAOUETPNTN, IOV eAAOXEVEL TOV kivSuvo emiBeong Man in the Middle. Emiong ommv
TIPOCTIABELX TAVTOTIOMONG TOL XPNOTH HE Evwon ot Bupa 443 1) kduepa £8ve pvupa AdBoug
TlwG 8ev LTTOOTNPICEL TNV TAVTOTIOMOT XPNOTWV OE EVWOELS pe SSL. Zuvenmws autd kablotd éva
bug to omoio Ba TTpETeL va EMAVCEL 0 KATAOKEVAOTIG.

[1poToU Kav eVwBEl 0 XP1)oTNG YLX TIPWTI POPA 1) KAUEPX {NTA ATtd TOV XP1IOTN TV EYKATACTAON
evog plugin otov uAdopetpnT). . Me ™V TIPWTN TOUTOTIOMOM TNV KAUEPA XPTCLLOTIOWVTAS TO
apxKO Ovopa Xp1o Kot Kwdko (admin kot Kevog Kwdkog ) n Kapepa (nta v ocAdayr) TOG0 Tou

OVOLATOG XP1OTH 000 KAL TOU KWKoV TIPOcacng Ue EVOELEN KATA OG0 0 KWSIKOG Suvatog 1)

€UKOAX TTPOBAEYOG,

FEsSCAM HD IP Camera

Usemame.

Newusemame s
New password |-
Security Level =

Confrm the password

Ewoveg 5.6, 5.7: Apxikotioimor ¢ kauepag Foscam pe ) ogdiSa odAayr|g Slamioteutnpioov
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H mpaktua) aut) av kat auédvel To emtimedo g ao@dAelag apketd. Evéexopévwg to plugin mou
Mt M wToceAida va eykataotabel otov uToAoyloT] v Kputttoypagel ) Stadikaoio
TOUTOTOMONG KABWG TA TAKETA TA OTolot ANONKav Sev AMOKONAUTITOUV TOV KWOIKO TToU

TomoBeTONKe:

Thesis_5th_captures.pcapng

AN 10 mPRE AesEFsE]Eaaafm
[ tepport==88 B -] ewresson.  +
Packet details [ Narrow & Wide Case sensitive String soteris Cancel
No. Time ~ Source Destination Protocel | Length Info
20174 2019-65-01 08:40:30.432661 192.168.2.11 192.168.2.21 TCP 262 88 -+ 53427 [PSH, ACK] Seg=1 Ack=526 Win=14672 Len=208 [TCP segment of a reassemble

20173 2019-05-01 0
20172 2019-05-01

20171 2019-05-01 08:40:30.431744 192.168.2.21

20168 2019-85-01 08:

20166 201 10

20142 2019-05-01 0

+30.337904 192.168.2.21

328401 192.168, 1

192.168.2.21

192.168.2.21
192.168.2.11
192.168.2.11

192.168.2.11

192.168

192.168.2.11

60 88 - 53427 [ACK] Seq=1 Ack=526 Win=14672 Len=0
579 53427 - 88 [PSH, ACK] Seq=1 Ack=1 Win=262144 Len=525 [TCP segment of a reassemblec
60 53427 - 88 [ACK] Seq=1 Ack=1 Win=262144 Len=0

68 53221 - 88 [ACK] Seq=176 Ack=78 Win=66560 Len=0@

68 53219 - 88 [ACK] Seq=872 Ack=4406 65536 Len=8

53219 - 88 [ACK] Seq=871 Ack=4405 Win=65480 Len=0

20141 2019-05-01 08: 192.168.2.21 192.168.2.11 TCP 60 53219 - 88 [ACK] Seq=871 Ack=4377 Win=65504 Len=0

20140 2019-85-01 08: 192.168.2.11 192.168.2.21 TCP 82 88 -+ 53219 [PSH, ACK] Seq=4377 Ack=871 Win=15744 Len=28 [TCP segment of a reassemi
20139 2019-05-01 08: 192.168.2.11 192.168.2.21 TCcP 82 88 - 53219 [PSH, ACK] Seq=4349 Ack=871 Win=15744 Len=28 [TCP segment of a reassemt
20138 2019-05-01 O 192.168.2.11 192.168.2.21 TCP 68 88 -+ 53219 [ACK] Seq=4349 Ack=871 Win=15744 Len=0 e

[Checksum Status: Unverified]
Urgent pointer: @
[SEQ/ACK analysis]
[iRTT: ©.000200000 seconds]
[Bytes in flight: 525]
[Bytes sent since last PSH flag: 525]
[Timestamps)
[Time since first frame in this TCP stream: ©.000433@08 seconds]
[Time since previous frame in this TCP stream: ©.000233000 seconds]
TCP payload (525 bytes)
TCP segment data (525 bytes)

0150 68 74 74 7@ 3a 2f 2f 31 39 32 2e 31 36 38 2e 32 http://1 92.168.2
@160 2e 31 31 3a 38 38 2f 0d @a 43 6f 6e 6e 65 63 74 .11:88/- -Connect
017¢ 69 6f 6e 3a 28 6b 65 65 78 2d 61 6c 69 76 65 @d ion: kee p-alive-
0150 @a 43 6f 6f 6b 69 65 3a 20
0190 65 3d 45 4e 55 3b 20 75 73
0la0 73 6f 74 65 72 69 73 3b 20
01b0 72 3d 3b 20 70 77 64 3d ed
01c® 65 2d 49 6e 73 65 63 75 72
01d@ 73 74 73 3a 20 31 @d Ba 49
0led 69 65 64 2d 53 69 6e 63 65 ¢
0110 38 37 20 4a 61 6e 20 32 38 31 39 20 38 35 3a 35

<

<

re-Reque

1ed-sinc e: ton,
@87 Jan 2 @19 @5:5
-If-Non
167394
5@59" -C ache-Con
trol: ma x-age=8-

© Packets: 24136 - Displayed: 4410 (18.3%) o Profile: Default

Ewova 5.8: AsSopéva oo Siktuo katd v Sidpkela g AuBevtikoTomong

To chomua ot cuvéyela T KAToLEG BaOIKEG PUBULIOELS OXETIKA Pe TV Xwpa Stapovis / wpa,
TIANPOQOPIES Vit TUXOV acVppata Siktua i ta otola adilel va TapatnpnBel wg ko TaL S
Bpebnke 0 KwOIKOG 0©€ HOPEY KEWEVOU KOATA TNV  OAPKEWX TNG  EMKOWVWVIOG.
1 ovvéxewa yivetal pa mapépaon otis pubuioels IP yio va amokoTiel 1) oUvSeom TG KAPEPQAS e
1o Swadixtuo ( Badovrtag AdBog SievBuvon router ) TPOG ATIOPUYT] LOAUVOTG TOV TIEPBAAAOVTOG

TOV TIEPAUATOG,
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5.2.2 TP-LINK NC 450.

I ovvexela 1 Sadikaocia cuveyiotnke ot kapepa TP-Link g omoiag dpwg 1 tpocfaon o
BVpa 80 yux HTTP petopepeton autopata ot O0pa 443 yux oVvdéeon HTTPS. Kabwg to
TUOTOTIOMTIKO TNG KAUEPAS OeV vl EVPEWS EUTILOTEVOLO TIPETEL Vo Yivel e€aipeon oTov

(EUAAOUETPNTI) YL VO UTEOPEL VO YIVEL EVWOT) LLE TNV KAUEPQ:

1 Warning: Potential Security Risk Ahead

Firefox datected a potential security threat and did not continue to 192.168.216. If you visi this site, attackers
could try to steal information like your passwords, emsils, or credit card details.

Ewcova 5.9: Apxikotoinon g kapepag TP-Link - [Ipoc6iikn eumotoouvng o TOTOmTKO) ao@oAEnS.

Me ) xp1io1 TWV EPYO0TACIAKWVY SLUTILOTEVTNPlWVY YIVETaL EvioT 0T Kapepa 1) oTrola xpeldleTo
va 0AAGEEL 0 KwSKOG TG TIPoToU dexBel Ttepautépw pubuioels. I'ivetan 1 mapatipnon mwg evaw
xpnowomomnke o (810 kwdwog pe v Foscam 1 tpwtn Bewpnoe Tov kwdikod oav Suvato evw N

TP-Link tov katatdooel cav peTpLag SOvaung:

Ewova 5.10 : AAdayr) kwSikoV xprio oV kapepa TP-Link.

Imv mepimtwon ™G TP-Link dev amouumbnkav dideg pubuicels cuvenmws aAAdybnke uovo
pvBon IP yx va amokotel 1 oUvdeon G Kapepag pe to Sadiktvo. Me v xprjon Tov
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TOTOTOMNTIKOU SSL OAN 1) EMKOWVWVIX NTOV KPUTITOYPAPNHEVT] KL SEV EYIVE 1] 0VAYVWPLOT)

KATIOLOU TIOKETOV.

5.2.3 REOLINK RLC-420-5MP.

Ex mpwmg 6Pewg n kapepa outn déxetan evwoelg HTTP ot BVpa 80 vy To Aoylopko g dev
egavaryKadel TV ocAAayT| Tou £pY0oTactakol Kwdikol 6. Kabwg £xet 6 amo@aociotel mwg dev
B yivel kapio amoAUTwg pUBULOT TEEPAV AUTWV TIOV XPELACETAL TO AOYLIOHIKO YL VO AELTOVPYTOEL

KO(L TNV QITOKOTII] aTt0 TO SLSIKTUO, 0 EPELVITIG TIPOXWPA LOVO OTIS pubpiceis IP:

Ewcoveg 5.11, 5.12: ApxwoTioinon ¢ kapepag Foscam pe ) oeAiba odayrig Siamoteumpinv

KaBwe 1 kdpepa Sev Poo@EPeL KATIOL TIPOKXOOPLOUEVT] KPUTITOYPAPNON KAL 0 KWSKOG TNG
KAUEPUS TIOPAUEVEL KEVOG AVAUEVETAL TIWG TO ETHTIESO GPAAELNG TNG Kdpepag Sev Ba elvat T0c0
ymAo6. H xapepa dev umtootnpilel aoVPUATEG EVWOELS GUVETIWG OEV EPEVVIOTKE TO EVOEXOUEVO

UTIOKAOTIIG TOU ACUPHATOV SIKTUOU Kol TOU KWKoV TOU.

5.2.4 YXOAIA - 'ENIKO XYMIIEPAXMA

KaBwg éva botnet pmopel va amevBuveta o€ TOA) GUYKEKPEVO KOO, LA CUYKEKPLUEVT] LAPKOL
1 AKOUO VO GUYKEKPLUEVO LOVTEAD EEOTIALGUOU, 1) £pELVA BEWPEL LBLAITEPX CTLAVTIKT) TNV HEAETN
TIOIKAIQG  KATAOKEVAOTWY. ‘OTIwG TapatnpiONKe KATA TNV OPXIKOTIOMOT TwV KUUEPWV
UTIAPXOVV SIOPOPETIKEG TIPOCEYYIOES WG TIPOG TA UETPA KL TA ETITESA AGPAAENG  TIOU
€PAPUOLEL 0 KABE KATAOKELAOTNG OTA TPOIOVTA TOU. AUTO £XEL VO KAVEL PE TNV EAAENM OTIWG
TPOAVAPEPONKE KATIOOU KOWVOU TIPWTOKOAAOU, 1 €0Tw piag kowng odnylag, oe Béuata
QAOPAAELNG, TO OTIOL0 VO avoryKAZEL KAl v wWBOEL TOUG KATAOKEVAOGTEG 0TIV Ao @Al by default. Ot
kataokevaotéG Foscam kot TP-Link og autod to Brjpa av ko KivoUvtal 6t owotr) Katevbuvor) ev
TOUTOLG TIAPOVOLA{oLV EAAElPELS 0TO BEHA TNG KPUTTTOYPaiaG KABWG TO TILOTOTIOW TIKO TO 0TI0(0
xpnowototeitoaw dev elvon eumoto. Emiong Ba pmopoloav va mapelxav odnyleg katd v

Sadkacia cAAayng Tov kwdikol Tov va kabodnyoloav Tov XprioTn OTNV KATOOKELT €VOG
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Suvatov kwdkov. 0cov aopa TV etatpia Reolink og cvt Vv (pdiom elvon epPaveg TTwg VTTAPYEL

TV TEANG EAAEWIT) O BEPATA AOPAAELOG.
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5.3 ANIXNEYZH OYPQN KAI YIIHPEZIQN ( NMAP ).

Zm Sdacia evToTopoy TG OmolodToTeE ASUVAING OE Eval TIANPO@OPLAKO CUCTNUG, T
VEUPOAYIKT] Sadikaoiar elval 0 EVTOTIONOG TWV VTINPECLWV TIOU TIAPEXEL TO TIANPOPOPLUKO
oVoTHoL AUTO KT eteKTaot Ba amokoAUEL TIG BUPES OL OTIOIES EVAL AVOLKTEG. TN GUVEXEL T
SO TWOT) TOU AEITOVPYIKOU GUOTILATOG KOL 0L EKSOCELS TWV AOYLG LKWV OL OTIOLEG TIAPEXOUV TLG
ev Adyo utmpeotes, apxiCouv va {wypa@ilouv TV elKOVA CXETIKA [E TO TIWG TIPETIEL VAL OXEOLAOTEL
wo emidodn emiBeon oto cvopa autd. To AOYWOUIKO TO OTO(0 UTOPEL VX TIXPACXEL TIG
TIANPOQOPIEG AUTEG €lval TO nmap 1) zenmap, TNV TEPITTTWOT) ToV €MOUVETAL EVa YPOPIKO
mepBdArov, kat eivat StaBéoipo o€ Linux, Windows kat macOS. "Exovtag avaAvoel v onpaoia
IOV €XEL T EVPEDT] TWV VTINPECLWV KL BUPWV TIS OTIOLES TIPOCPEPEL VA UTIOAOYLIOTIKO GUCTNIA,
OTwG [ Siktvakm kapepa. H épevva ot ouvéxela Ba eEeTaoel TI§ 3 KAPEPEG TOV TEPAUATOS
QAPEVOG YL VU EAEYEELTIG UTINPEGLES OL OTIOEG TPEXOLV KL PETEPOL VX TIPOOTIABT)OEL VA EVTOTICEL
TUXOV €UTIAOELEG OL OTIoleG UTOPEL va LTIApYoLVV. Edv LTIAPYXOUV KOWVEG EUTIABELEG OL OTIOIES
evieXoUEVWG va Sivouy root TipdofaoT oTIS KAPEPES UTTOPoVV va BewpnBovv [Ipddpopot yia v
avamtuén Tou avtiotoyov botnet. To AoyLoUIKO UTO £XELXPNOYLOTIOMOEL CTNV EPELVA AUTH LE T

€816 QMOTEALOATOL

5.3.1 FoscaM R2.

Koata v Sokiun ¢ Kauepag pe To nmap BpEBnkav oLTio KATw UTMPeoies Kat BUpeS o KApep:

‘Exboon
Oupa | Katdotaon | Ymnpeoia AoyLoULKOU
88 Avolktn HTTP lighttpd
443 Avolktn HTTPS lighttpd
gsoap /
888 Avolktn Onvif gSOAP
65534 | Avolktn rtsp rtsp

IMvakag 5.1: Ympeoieg ko avolktég B0peg o kauepa Foscam.

To oAokANpwWUEVO apyEl0 TIOU EXEL TA AMOTEALCUATA OAWV TWV EVIOAWV ETMOUVATITETAL OTO
[apapmua A. Av ko o€ Kapd Tepimtwon dev avagépovtal ol ekdooelg tou lighttpd to
AELTOVPYIKO CVCTNUA TTOAD CWOTA VTIOSEKVUETAL GV webcam pe pia emmpoobetm AN po@opia
OXETIKA LLE TO VAIOWIKO TG KApeEPaS To omolo eivat: cpe:/h:pelco:ide10dn. Zxetiko Yoo oto
SLa8(KTVUO GUVSEEL TOV GUYKEKPIEVO TUTIO KAUEPOS HE TV €TALpla Kataokeuns Pelco kau o
OUYKEKPLLEVQ LLE TIG KApEPES TNG Ypauuns Spectra IV IP. H mAnpogopia outr) pmopel va amodetyOel

Wlattepa xprioyn kabwg Tuxov eumabelr ToU eTMPEA(EL TO CUYKEKPIUEVO LOVTEAO KANEPQAS
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EVOEXETAL VX ETINPEATELKAL TNV GAAT) LAPKA UEAVOVTAG ETOLTO TIAT|00G TWV EVAAWTWY GUCKEVWV.

Ot mBaveg eumdBeleg oL OTIOlEG €YOVV EVTOTIOTEL ATTO TO NMAP KL TI§ TIANPOPOPLES OL OTIOLEG

TIPOEKLYOY ATTO TNV VAAVOT) TNV OTIOLES EKAVE TIAPATIOEVTAL GTOV TILO KATW THVOKA:

A/A | Ap.CVE

Emukuvéivommta

Neprypaen

E@appdoipo
og botnet

CVE-
1 2014-
3704

6.4

H evmaBela autr) emITPEMEL O€ EMITIOEPEVOUS
va mpaypatomoloovy emibéoeig SQL Injection
kaBwg to Drupal API Sev dnuovpyet opBa ta
SQL statements . H eumaBela avty dev Sivel
mpdoBact 0T KAPEPA GUVETWS Sev KABLOTA
Xxp1on o€ botnet.

ApvnTikd

CVE-
2 2019-
11072

7.5

H sumabeia avt) kaBlotd tov webserver
lighttp tov  omolo  xpnowomotel M
OUYKEKPLUEVT] KAUEPA EVAAWTO O€ emibeon
signed integer overflow. H emiBeon avm
umopel va tpo&evnoel Denial of Service oaAAG
Sev Sivel mpocPacn TNV KAUEPA, CUVETIWG
Sev kablota kivduvo vAomoinon oe botnet

ApvnTiko

CVE-
3 2017-
9765

8.6

H ovuykexkpuévn euvmdBela amevbUveTal oto
TpwTOKoAA0 ONVIF 1o 0oTolo ypnoipomoteitot
ywx va dwoel ) Suvatotnta oe NVR cuokevegg
VO EVVOVTOL 0€ KAUEPES ATTO SLOLPOPETIKOVG
KATOAOKEVAOTEG. Baaoiletal otV
ekpeTaAievon touv gSOAP. Mmopel va
XPNOLUOTOMOEL Yl TNV EKTEAEOT EVIOAWY,
aAdayn puBpicewv kot Asrtovpyiag g
KAUEPAG KAl €VOEXOUEVWG Vo PTOPEl v
kwdkomomBel og botnet.

OeTIKO

IMvakag 5.2: EundBeleg o kapepa Foscam.

ESw o&ilel v oNPELWOOVHE TIWG TO YEYOVOGS OTL 1] KAUEPA XPNOoTolel v Bupa 88 yia v

etutmpémon s vtmpeciog HTTP katd kamolo Tpomo KabloTd ToUG QUTOUATOUS EAEYXOUG Yot

EVTIABELEG OALYO TIPWXMHEVOLS KaBwG auTtol kortdlouv cuykekpiueva v BVpa 80. Auto Sev

KaBloTA ™V KAUEPH ATpwTn o€ emiBeoT), aAA& TV KAveL olyoupa TIO SLHKPLTIKY] O€ TUXOV

OQUTOUATES AVIXVEVTELS.
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5.3.2

TP-LINK NC450.

Ta suprjuata ™g Sokung ommv Sevtepn kdpepa g epevvag, g TP-Link NC450, TapatiBevral

OTOV TILO KATW TIivaKo:
‘Exboon
Oupa | Kataotaon |  Ymnpeolia AoyLopLKOU
80 AvolkTi HTTP Lighttpd 1.4.32
443 AvolkTi HTTPS Lighttpd 1.4.32
DoorBird Video
554 Avolktni rtsp Doorbell rtspd
2020 AvoLKTN) Soap gSoap 2.8
Streamd,
8080 Avolkti http-proxy A42BB014D915
Blackice-
8081 Avolkti icecap
8088 Avolktn Radan-http vod

Mwvoaxag 5.3: Yrmpeoieg kat avoukteg BUpeg o kapepa TP-Link.

To 0AOKANPWEVO KPYEID |E TA ATTOTEAEOPATA TWV EVIOAWV £XOLV TIPooTeDEl 6TO TTapdpTna A.

To Aertovpywd cOOTHA TNG KAUEPAS UTNG EXEL EVTOTILOTEL va eival 1 €ékdoon Kamikaze tou

Openwrt pe ékdoom Linux kernel 2.6.26. H Anpo@opia outr) Ba pog Swoel ev8eiEels yio mbaveg

EVTIAOELEG OLOTIOLEG pTTOPEL VA oXETICOVTAL LE auTY) TNV €KG00T) AELTOVPYIKOV cLOTNHATOG. Me Bdom

TIG TIANPOPOPIES, OL OTIOLEG CUAAEXBMKAV LLE TNV XP10T) TNG EVTOANG map YIVETAL €K VEOU EpELVa

070 SLSIKTUO £TOL WOTE VA EVTOTILIOTOVUV Ol EVTIAOELEG OL OTIOIEG TIOAVWG VA ETNPERIOLVY TV

OUYKEKPUIEVT] GUOKEUT). ZTOV TILO KATW TrvakKa TIparTiBevTan oL euTtaBELES oL 0TTolEG BpEBnKaV aTto

TO nmap oAAG KL oTtO TIG EKSOOELG AOYLOUKOV TIOV EIVAL EYKATECTNUEVEG 0TV KALEPQL:

, , E@appoopo
A/A | Ap.CVE | Emxvuvéwotnta Ieprypagn o¢ botnet
H eumtdBela au T KGVeL TO CUOTNUAX TPWTO OF
CVE- emBéoelg Denial of Service kaBwg Sev vTapyel
1 2007- 5 kaboplopévo timeout ota http requests. Agv ApvnTiko
6750 TapéxeTal TPOGBacT 0To GUGTNUA GUVETWS
Sev umopel va epappootel og botnet
H xprion touv SSL3.0 oto OpenSSL &ev
xpnowototel kaBoplotikd CBC padding
CVE- , . ) .
KAVOVTaG To evaAwTo o€ Man in the Middle ,
2 2014- 6.8 , , , Apvntiko
3566 Attack. KaBwg n Swxdwkacia dev pmopel va
avtopatoton el Sev kablotd kivduvo ypnong
oe botnet.
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H eumdBeix aut) mpoxkvmTEL amd TO
Aettoupykd oVotnua, kabwg 8ev yivetal
CVE- amokpuym tou path oe oplopéva http requests
3 2018- 4.3 TOXPUYN path o€ optopt P req ApvnTtikd
19630 K&vovtag TO ovotnua  evaicOnto of
mapamnoinon  apxelwv. Agv  pmopsl  va
KwdkotonOel oe botnet
AaBog Suayeipion tou /etc/config/rcpd amod to
AELTOUPYLIKO CUOTNUX UTIOPEL VAL ETMITPEYPEL OE
EMKUPWUEVOUG  XPNOTEG VA KAAEGOULV
CVE- £0080UG KaL Asltoupyies Y TG omoleg dev
4 | 2018- 6.5 A S PYISS YLO TIS OTO'ES OeTiKd
éxovv mpooPaon. H evmabela avtn pmopel va
11116 , ;
kwdikomomnOel oe botnet otV mepinTwon mov
Sev yivel xpnon oxvpol kKwdIKoU KAt TNV
apXLKOTIO(NOT TNG KAUEPAS.
CVE- H sumtdBela avtn pmopel va Swaoel mpodcBaocn
5 2014- 5 o€ XprioTes va SaBaoovv apxela ota omolo ApvTiKo
dev €xouv mpocPaot. Asv vmapyel kivouvog
2324 ,
xpnong o€ botnet
Ymapyetr kivéuvog ywr SQL Injection attack
CVE- kabwg o web server 8ev xepiletal ocwota
kamold kamota functions. H eumaBela avtr dev ,
6 2014- 7.5 , , , . , Apvntiko
emmpedlel v KApepa Ko autd kabwg dev
2323 . . . )
ovvdeetal pe Bdon dedopévwyv. Asv vmapyet
klvduvog xpriong o€ botnet
CVE- O Web Server eivat eutaBng o segmentation
7 2013- 26 fault mov HTTopEL va ToYeL SKI}J.E‘E(XMEUETT](,‘ Kal Apviyicd
4560 va mpo&evioel DoS. Asv vplotatatl kivuvog
xpnong o€ botnet
AvTtn 1 ékboon tov lighttp Sev eAéyyel Ta media
CVE- setuid, setgid kat setgrpoups mou Sivel Vv
8 2013- 7.6 Suvatotnta oTOoV EMITIOEPEVO va OeTIKO
4559 ETIAVEKKLIVTOEL TOV Web server pe Sikawwpata
root Kol va Tap&oxel Ipocaon.
H ovuykekpuévn evmabela amevBivetal oto
TpwtokoAAo ONVIF 1o omoio ypnoipomoleitat
yw va dwoel tn duvatdotnta oe NVR cuokeveg
CVE- V0L EVWOVOVTUL € KAUEPES ATTO SLOLPOPETIKOVG
9 2017- 8.6 KATAOKEVAOTES. Baoileto oy 0TS
9765 ekpuetaAievon touv  gSOAP. Mmopel va
xpnowomomOel yia TNV €KTEAECT EVTOAWY,
oAdayn puBuicewv kot Asrtoupyiag g
KAUEPAG  €VOEXOUEVWSG va  pmopel  va
kwdkomoBel og botnet.

IMvakag 5.4: EundOeleg mov evromiomkay o kapepa TP-Link.
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5.3.3

REOLINK RLC-420-5MP.

Ao Ta apy KA oTASIA M KApepa auTh) Ba prropoVoe va BewpnBein IO ETIPPETG O EUTIABELES Kt

aduvapies kabwg Sev TPOCEPEPE TIPOETIAEYUEVA KPUTITOYPAPIKT] ETKOWVWVIA 0AAA 0UTE Kat

avdykade Tov xprotn va BE0eL 1] Vot 0aAAGEEL TOV TIPOETIAEYLEVA ATIWV KWOIKO TG Me v xpriom

Tov nmap BPEBMKAV OL TO KATW UTMPECIEG VA TPEXOLV LE TI§ AVAAOYX AVOIKTEG BUpES OTIWG

KOTOYPAQOVTL GTOV THVOIKQL:

Oupa | Katdaotaon Ynnpeoia ‘Ekdoon Aoylopkou
80 AvolKTn HTTP nginx 1.6.2
443 AvolKTn HTTPS nginx 1.6.2
, D-Link DCS-2130 or Pelco IDE1ODN webcam
554 AvolKth rtsp
rtspd
1935 AvolKTn Rtmp
6001 Avouti Rtsp D-Link DCS-2130 or Pelco IDE1ODN webcam
rtspd
8000 AvolKTn onVIF gSOAP2.8
9000 AvolKTN Cslistener
17823 Open http nginx 1.6.2

IMvakag 5.5: Ympeoieg ko avoiktég BUpeg ot kdpepa Reolink.

'OTIwg Kat 1 Kapepa g etaipiag Foscam £tot kot outi) 6To TS0 TOL AEITOUPYIKOU GUCTILATOS

™G avagépel webcam kot Sivel To 810 povtédo vAokol cpe:/h:pelco:ide10dn. [Tapatmpolpe

OLWG TIWG EXOLVV SLAPOPETIKEG TIPOOEYYIOELS GTNV TIPOGPOPA TWV VTINPECLWV TOUG OAAX KOL TOU

TPOTIOV A£LTOVPYIOG TOUG. ZTOV TIO KATW TIVOKX TIApATIOEVTAL OL TIANPOPOPIEG OXETIKA LUE TIS

EVTIADELEG OTIG OTIOIEG UTIOKELTAL TO CUYKEKPULEVO LOVTEAO KAUEPAS. ZNUEIWOT) TIWG OTIWGS KL OTIG

TIPOTYOUHEVEG SOKIEG Ol TIANPO@Oopies auTeS Pacifovtal 6To AEITOUPYIKO CUOTNUX KAl TIS

EKBOCEIG AOYIOUIKWV OL OTIOLEG aVIXVEVBNKAV OV KAUEPQL:

A/A | Ap.CVE | Emxuv8wétnra Meprypaen E‘gggg::;‘tw
H suntdBeia avt emnpedlel Tov web-server tng
CVE- KAUEPAG  EVAAWTO  EMITPETMOVING  OTOV
1 2011- 7.8 EMITIOEUEVO Va TTpoKaAEaeL DoS pe tnv xpnon ApvnTtikd
3192 evog  Range  header. Asv  kaBiotd
EMKLVOUVOTNTA YA Xp1on o€ botnet
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H xpnon touv SSL3.0 oto OpenSSL &ev
xpnowpomotel  kaBopiotiko CBC  padding
CVE- . . . :
KAVOVTAG TO €VAAwTO o€ Man in the Middle ,
2 2014- 6.8 , , , ApvnTtiko
3566 Attack. KaBwg 1 Sadikaocia dev pmopel va
avtopatomoBel Sev kablota kivduvo xpnong
o€ botnet.
H sumtdBela ot php emitpénel v tomobéTnon
CVE- TOTILKWV apxelwv UECW m™mg
3 2005- 5 $_redirect_parameter . Aev kaBlota kivéuvo ApvnTiko
3299 xpnong o€ botnet oaAA& TmeploodTEPO
TAPATIOMONG TWV GTOLYEIWV TNG KAUEPAS.
CVE- H evmaBeia aut) pmopel va odnynoel o€
4 2018- 3.6 aueinuévn xpnon Tov emMeLEPYAOTI], EVEKA ApvnTikd
16844 AdBoug vAoToinong tov http2.
H eumdBela autn emitpémel o evwpévous
XPNOTEG VAL ATIOKTIICOVV TIpOGaon root HEocw
CVE- utag symlink emiBeong oto error.log. Av kat o
5 2016- 7.8 XPNOTNG TPETEL VAL Elval 1)1 TAUTOTIONHEVOG OeTIKO
1247 OTNV KAUEPA T aTovsia €{AVAYKAOUOU OE
TOAUTIAOKO KWOWKO pmopel va emtpePel v
mpooBaot kal va xpnolpomon el o€ botnet
H eumaBela avty kavel Tov web server Tpwto
CVE- o€ DoS petd amo piag eL8IKA KATAOKEVAOUEVNG
6 2016- 3.4 amavtnong DNS mou oyetiletar pe CNAME ApvnTiko
0746 processing. Agv KaBlotd Kivéuvo
EVOWNATWOoNG o€ botnet
H ovuykekpuévn evmabela amevBivetal oto
TPwTOK0AA0 ONVIF T0 omoio yxpnolpomoleitot
ywx va 8woel tn duvatotnta o€ NVR ocvokeveg
CVE- VO EVWOVOVTAL O KAUEPEG ATO SLAPOPETIKOVG
7 2017- 8.6 KATAOKELAOTESG. Baoiletal otnv ekueTAAAELON OeTIKO
9765 Ttou gSOAP. MTopel va xpnotpomowm Ot yio v
EKTEAEON €VTOAWY, OaAAayn pubupicewv Kol
AELTOVPYIOG TNG KAUEPAS EVEEXOUEVWS VO
umopel va kwdikomomOBei oe botnet.

IMvakag 5.6: EunaOeles mov Bpédnkav ot kapepa TP-Link.

'OTtwg Slarmotwvetal TeEAkd av kot 1 Reolink ipopnvieitw wgn o eumabng, Kot to cUoTUA TG

EXEL APKETA TIOAQUEG EUTIAOELEG €V TOUTOLG LE OWOTN TPOETOWUACIN EVOEXETAL VX Elval APKETA

QAO@POANG OE GXEOT) LUE TIG OAALS.
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5.3.4 Y.XOAIA - 'ENIKO XYMIIEPAXMA.

Kdmoteg amd tig umoBéaeig Trov elyav yivel 6to apyko otddio g Epeuvag emBefotwbnkay pe v
EKTEAEOT TWV SOKIUWV pe nmap. YTIAPYEL AVOLKTO TO ISP, O€ KATOLEG TIEPUTTWOELS TIOU UTIOPEL
oV mepimtwon avdBeong Snuoctag SievBuvong IP va TOxEL KATAOKOTIELNG ATTO ETILTISELOVG,.

AvaBewpwVTAS TA ATOTEAECUATA ATIO TNV EKTEAEOT] TWV EVTOAWV nmap UTmopel va yivel M
TIPATIPNOTN TIWG VTIAPYOVV EVTIADEIEG OL OTIOIEG EMMNPEA(OVV GUYKEKPIUEVA HOVTEAQ Kol
KOTOOKEVAOTEG. ZUYKEKPILEVAL OUWG KL OTIS 3 TIEPUTTWOELS UTIAPXOUV EVTIADELIEG OL OTIOLEG
UTTOPOVV VA TIAPEXOUV OTOV ETITIOEUEVO TIPOGPACT) OTA AELTOUPYIKA CUCTIUATA TWV KAUEPWV.
[Tapampeital TwG TO CYETIKA KatvoUupylo TPwTokoAAo onVif To omolo Baciletar oe gSOAP
AVOAOY WG TNG €KS00MG TOUL UTIOPEL VA TUXEL TETOLOG EKPETAAAELONG. OL ETOUPIES TIPETEL VA Elvart
SlaUTEPQA TIPOOEKTIKEG GTNV EQAPLOYT) TOU KXOWG AmeVBUVETAL O€ PEYOAO TIAO0G KAUEPWV. ZTO
TIPWV GTASLO 1] EVTIABELX AUTI] ETUXE EKUETAAAEVOTG ATIO EPEVVTES . AV Kot Sev £xeL avaupepOel
xpnon ™G oe exploit, BewpnTikd aUTO Sev Ba APYNOEL VA YiVEL ZUVETIWG TIPETEL VAL UTIOUY
UNYOVIoHOL OL OTIOLOL VAL ETIITPETIOVV TV AV BABLOT) TOU XWPIS val ETNPERIETAL TO AEITOUPYIKO
oUOTNUA TNG KAUEPAG. ZE YEVIKO €mmedo Oe Ol €QUPUOYEG TIPETEL v lval og B€om va
avaBaduidovion auTOVoUX oV TEEPITITWOT ToL dev emmnped{ouv TV e0pLBun Asttovpyia TG

KAUEPOLS.

5.4 BRUTUS AET2 PASSWORD CRACKER.

Katd mv SidpKela g apXKoTIomong Twv Kapepwy oL U0 €K TwV TPLwV {)TNoav TNV cAAayT)
KWKoV, Tipaypa BTG, XwpL§ OpWS Vo QapUOcOUY TIOALTIKT] EQAPUOYTG LoXUPOU KWOIKOV.
Ympxe €vSelln mouv kaBOpIle TNV TOAUTIAOKOTNTA TOU KWSKOU, €V TOUTOIS 0 XpNoTtng Ba
UTTOPOUOE VA ETIAEEEL TNV XP1I0T] EVOGS ATIAOU KWKoV, ME To GUYKEKPLUEVO AOYIoUIKO Ba eeTaoTel
TO EVOEXOUEVO KATA TIO0O UTTOPEL VA OTIACEL 0 KWwOIKOGS TwV Kapepwv ( Th3sis! ) dmou autdg €xel
epappootel. Evééyetal puoikd va eivar o éukoAo yia v Reolink kdapepa kabBws oto mapwv
onueio Sev €xel avatediuevo kKwdiko. G ek TOUTOL 1) €peuva Ba Eexvnoel am’ ekelvn yia va
KaBopioel £tol kal TV aloTOTI TOU AOYIOUIKOU, KABWS auTd €XEL XAPAKTNPIOTEL ATO TA

KOAUTEPA EPYaAEln OTIACTLATOS KwSikoU Yo o 2018.
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€ Brutus - AET2 - www.hoobie.net/brutus - (January 2000) — O X

File Tcols Help

Taiget [132168.215 Type [HTTPFom) =] | Pause | Stop | Clear]
Connection Options y

Port |80 Connections ™ [==—==="~ 10 Timeout "I— 10 [~ UseProxy |
~HTTP (Form) Options-

Method |GET v| [V Keeptlive |V FakeCookies [ Fieldlndate: | Encode  Modify sequence |
Authentication Options

v Use Usemname [~ Single User Pass Mode |WordList

User File |\\Mac\Home\.Downbads\brulL Browse |  Pass File |\\Mac\Home\Downloads\bM1 Browsel

Positive Authentication Results
T arget I Type | Username | Password I
192.168.2.15/ HTTP (Form) admin t
192.168.2.15/ HTTP (Form) admin dragon

Engaging target 192.168.2.15 with HTTP (Form) A

Trying usemame: admin

Waming : Too many consecutive errors, aborting attack.

Last Eror was : Timed out/no response

Disengaged target 192.168.2.15 elapsed time : 0:03:25 attempts : 0

Initialising...

Target 192.168.2.15 verified

Brute force will generate 321272407 Passwords.

Maximum number of authentication attempts will be 321272407

Engaging target 192.168.2.15 with HTTP (Form)

Positive authentication at 192.168.2.15/ with User : admin Password : 1 [1 attempts)
Initialising...

Target 192.168.2.15 verified

Opened user file containing & users.

Opened password file containing 100008 Passwords.

Maximum number of authentication attempts will be 800048

Engaging target 192.168.2.15 with HTTP (Form)

Trying usemame: admin

Positive authentication at 192.168.2.15/ with User : admin Password : dragon (1 attempts)
M aximum total authentication attempts reduced to 500050

Tn,unq username: administrator

Ewdveg 5.13: Aok oTtacipatog Tou KwdwoU pe 1o Aoyopko Brutus-AET2.

Metd amd SOKIEG e TO CUYKEKPIEVO AOYIOUIKO, UE SLPOPETIKOVG CLUVSVAGHOUGS pubpicewv
vmpéav apketa false - positives amoteAéopata TPdypa OV KAOIOTA TO €V AGYO AOYIOUKO
aVOELOTILOTO Yo BEpaTa avepeon§ KwSIKwV. AUTO LoXVEL TOUAGYLOTOV GTO TIPWTOKOAAO http o

XPNOWWOTIOLOVV Ol KAUEPES.
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['a v cwoTt) Stekmepalwon ™G SoKNG woTtoo0 ExeL SoKpaoTel Kol To epyaieio hydra og Linux.
Ko oy mepimtwon tov hydra amd 1 apyelo pe mepav twv 810 mBavwv kwdikwv Bpednkav 16

VOl KwSIKOL €K TV 0TolwV 0 11TV CWOTOG,

- is# hydra -1 admin -P words.txt 192.168.2.15 http-get
Hydra v8.9.1 (c) 2019 by van Hauser/THC - Please do not use in military or secret service organizations, or

for illegal purposes.

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2019-05-07 12:52:25
[WARNING] You must supply the web page as an additional option or via -m, default path set to /
[DATA] max 16 tasks per 1 server, overall 16 tasks, 818 login tries (1:1/p:818), ~52 tries per task
[DATA] attacking http-get://192.168.2.15:80/
[80] [http-get] host: 192.168.2.15 login: admin password: abc
[80] [http-get] host: 192.168.2.15 login: admin password: academic
[80] [http-get] host: 192.168.2. login: admin password: ada
[80] [http-get] host: .168.2. login: admin
[80] [http-get] host: .168.2. login: admin password: aaa
[80] [http-get] host: 3 Jo s login: admin password: academia
[80] [http-get] host: : : login: admin password: albert
J[http-get] host: 192.168.2. login: admin password: aerobics
80][http-get] host: 192. vl's login: admin password: adrian
80] [http-get] host: 192. - login: admin password: adrianna
80] [http-get] host: 192. - login: admin password:
80] [http-get] host: 192. : login: admin password:
80] [http-get] host: 192.168.2. login: admin password: albany
80] [http-get] host: 192.168.2. login: admin password: access
80][http-get] host: 192. e login: admin password: airplane
80] [http-get] host: 192.168.2. login: admin password: albatross
1 of 1 target successfully completed, 16 valid passwords found
Hydra (https://Githui.com/vanhauser-thc/thc-hydra) finished at 2019-05-07 12:52:31
:~/thesis#

[
[
[
[
[
[
[
[

Ewova 5.14: Aokyr) 0Tiaoipatos tou kwdikov pe to Aoyopkd hydra.

5.5 MIRAI BOTNET

'OTtwg £youv katadel&el ol SokéG pe To nmap to Mirai Botnet Sev eivat TAL0V EQAPUOGIO Y1 TIG
TEELPAPATIKESG SOKLUEG TNG Epeuvag. H BUpa 23 €xetnon kAsloeL ko vmmpeoia telnet Sev etvau mAéov
SlaB€oun o Koo atto TI§ 3 KAUEPEG. LUVETIWG 1) CUYKEKPUEVT SOk Sev B €l Kaveva vom o
o€ aquT TV TepimTwor. H avabewpnom twv eumabewwv Tig omoleg Exet avadel§el ) ok pe To
nmap Sev £8el€e kamolo aAAo Sabéoo botnet avty v oty H kown eumabela péow tou
TPWTOKOAAOL onVif Bewpeital TTOAVTIAOKN 0TV eKPETAAAELOT) TG KaL Oev €xel SnuovpynOel
axopn oto Metasploit. Metd amd €pevva 1 eumtdBela avakaAD@OnKe amod ™y etaipia Senrio M
oTola amokdAvre v peBodoAoyia e emiBeon xwpis Opwe va yivetat akpPns avapopd. KabBwg
0 OKOTIOG TNG EPELVAG eV EIVAL 1] EKUETAAAEVOT) CUYKEKPUEVIG EVTIABELNG 0AAA 1] A€LOAGYTIOM TNG
Xp1ong g, umopel va BewpnBel mws vdpyel peydrog Pabuog emkvduvoTTAS VAOTIOMONG
QUTIG TNG EKUETAAAEVONG O€ botnet ATIOTEVOLEVO GE GUYKEKPILEVOUG GTOXOUG.
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KE®AAAIO 6
[Ipotewvopevo Framework

Me ™V 0A0KAPWOT) TWV TEPAUATIKWV SOKILWY, 1] EPELVA EXEL TIAPATIPNOEL WG 1) TIAELOVOTI T
TWV KATAOKEVAOTPLWV ETAUPLWV EXEL apXloeL va AapBAvel apKeTd pETpa aoodeiog. H epappoyn
TOUAGYLOTOV TV QUTOVONTWV OTIWG TNV Pporyn TG utmpeotiag telnet ko kAgiowo g BVpag 23. 6
Emiongn e@appoyn ToAVTAOKOTNTAG 0TOUG ATOSEKTOUG KWEKOUG, 1) EVIUEPWOT) GTOV XP1|0TH
TIWG O ETMAEYUEVOS TOU KWEIKOG ElVal ApKETA ASUVOG LLE ELPAVI] TOV KIVSUVO GTIOGILATOG TOU
&xouv Bonbnoel apketd. H xpromn 6e Twv SLOKOUIOTWY TWV KATACKEVAG TPV ETALPLOV VIO TV
QMOCTOAT] TOU Vvideo stream TO OTOIO PETA TIPOWOEITAL 0TI CUOKEVEG TWV XPNOTWV UECW
EPUPUOYWV AV KAl OTIOTPETEL EKUETAAAEVOT aASLUVAULWY HECW TOL UpPNP, OTOUG KAT OlKov
SpPOUOAOYNTES €V TOUTOLS EAAOYEVEL KIVEUVOUG Trapaiaomg ™G LW TIKOTNTOS TwV XPNOTWY oTO
S50AL0PBOPA GTOUG SIAKOULOTES TNG ETAPING TOCO ATO ECWTEPIKOUG OG0 KL ATIO EEWTEPIKOVG
EMTIOEPEVOUG,.

) ovvéyela 1 épeuva Ba KAveL TG SIKEG NG TIPOTACELS HE BAoT T EVPNUATA T OTIolAL EXOLV
TPOKUYPEL MO TIG TIEPAUATIKEG SOKWEG OTNV TIPOOTIAOELX EACYIOTOTIONMONG TIEPAUTEPW TWV

KWSUVWV.

6.1 AEITOYPIIKO XYITHMA.

'OTwg €xel TopatnpnOel HECW TWV TEPAUATIKWV SOKILWV 0L SIKTUAKEG KAUEPEG XPTOLLOTIOLOVV
Asttoupyika Baoiopéva oe ekSO0ELS Linux pe TIEPLOPLOUEVA TIAKETA YL OKOTIOUG EE0LKOVOUTNOTG
mopwv ( emegepyaotn Kot pviung ). Etvon 8e eppaveg 0TL 0e APKETEG TIEPITTWOELS OL KAUEPES SEV
TUYXGVOUV GUYVIG EVIHEPWOTG TWV AEITOVPYIKWVY TOUG TIPAYLO TIOU TS QPTVEL TPWTES O TUXOV
EVTIABELEG OL OTIOlEG avaKOAUTITOVTAL Katd KapoUs. KaBwe ot avaBabuicels Tou Aettoupykov
OoLOTHUATOG TIPOUTIOBETOVV TNV €yypa@t) otnv EEPROM pvrun Sev eivat kATt To omoio pmopel va
BewpnBel evkoA0 1) va cvtopatoTomBel AGyo Twv KvdUVwY va xaAdoet 1 kapepa. To BeTiko
KOUUATL Elvat TTwG AGY0 TOU OTL TO AELTOVPYIKO ival eykateotnuévo o€ Read Only pviun, Tuxov
QAAOYEG TIG OTIOlEG UTTOPEL VO KAVEL éva botnet vIloTaVTAL PEXPL TNV ETTAVEKKIVIOT) TNG KAUEPOLS.
Kata cuvemela 1 €épeuva ETIKPOTEL TV EQAPUOYT] AUTOUATNG EMAVEKKIVION TWV KAUEPWVY CE

eBSopadiaia Baom, eviexopévws o€ PepA Kat wpa Tov Ba eTALEEL 0 XpNoTnG. ZuviBwes o
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emovekkivon Sev Ttalpvel TTEPAV TwV 2 AETTWY, ATWAELX XPNOTG TIOV €lval ATTOSEKT ATIO TOV
OTIOLOSNTIOTE OIKLaKO XpoTh. KaBwg 1 xpriom piag tpooBeBAnpevns kdpepag o€ emibeor), amo v
Hépa TTPOGBOATG TNG, UTTOPEL VAl TIAPEL APKETO Kapo 1 LEB0S0G aruTn UELWVEL TG TIOAVOTNTEG 1)
KAUEPQ Vo elva LTI T emmpela Tou botnet 6tav o control server Swaoel Tv evtoAn Yo emtibeom.
H texyvin aut) 116n vglotatat oto firmware g kdpepag TP-Link, aAA& Sev eivat evepyomompevn
Qmd TPOETAOYT. ZUCTIVETAL 1) EVEPYOTIOMON KOl EQAPUOYT TNG OOV TIPOETIAOYT] £TOL WOTE

Tpaoxeel Eva emPOcHETO PETPO AVTIOPAOTIG TNV TIEPITTTWOT TTOL TIPOG AN OEL. .

6.2 WEB SERVER.

H ouwnbng emkovwvia oto Sladiktuo ya HeTdSoom TANPo@opLHV Kot SeS0UEVWVY Elval HEGW
otooeAidwv. H éxdoomn tou web server mou eival €yKATECTNUEVOG OTO OTOLOSTIOTE
TIANPOPOPLAKO CUCTNUO EVEEXETAL VAL ATIOKOXAVEL TS SIAPOPES EVTIADELES OTIS OTIO(ES UTIOKELTAL
TO GUYKEKPEVO cVo T KaBwg etvart To AoYIopKO To 0TI0(0 €EUTINPETEL TNV ETKOWVWVI PLETAED
TOU SLUKOULO T KOL TOV TIEAXTT APKETA GCUXVA ATIOTEAEL TO TPWTO ONUELD EIGOSOV O€ £V GUGTUA.
Avuto pmopel va cupfaivel eite Adyo kaTolov bug To 0Toio £YeL 6TV VAOTIOMOT) TOU AOYIGHKOV, 1)
KAToL0 o To IpooTifEpeva poypdupata tov ( Ty php, sql-plugin ) 1) axopa ko tpoAnpatog
NG LOTOCEAISNG TNV OTIolA (PLAOEEVEL 1] OTIOI VA APTIVEL AVOLKTA TPWTA onuelx Yl lcodo 0To
oVomuo. H ék8oom Tou Tou web server pmopel va Swoel 0Tov EMITIOEPEVO APKETEG TANPOPOPIEG
OXETIKA |LE TIG EVTIADELEG OTIS OTIOLEG EVEEXOUEVWGS VX UTIOKELTOL TOGO aruTOG 000 Kot T plugins tov.
Zuvbwg ot web server eivar cvpfatol pe TIG TPONyoUpEVEG €kBOOEIS TOUG OTOTAV Ol
KOTOOKEVAOTPLEG ETAUPIEG OLUVIOTATAL Vo TIPOPAiVvOUV OE EVNUEPWOEIS TwV web-servers
TOUAGYLOTOV LA (POPA TOV XPOVO £0TW KAL 0V EVAL OL LOVEG EQAPLOYES OL 0TtoleG avaBaBpiovtat

0€ EVa AEITOVPYIKO Kol KUKAO@OpIa Tou avaabiopévou Altoupykov.

6.3 KPYNTOrPA®IA.

"Exelyiveln mapatmpnon Twe ov KL 0L KAUEPES VTIOOTNPL{OVV KPUTITOYPAPIKA TO SSLylo ac@on
EVWOELS LEoW https ev TOUTOLS TA TIIOTOTIOMTIKA T 0Tl avtaAAGlovta etvan self-signed. Auto
KAVEL TIS SIKTUOKEG KAUEPES TPWTES o€ emBEoel Man in the Middle, 6mov o ypriomg pmopel ev
Qyvoiot TOU VA TP WPTOEL TOUG KWOIKOUS TOU 0TOV £TIB0E0 €L0BOAL [IE OTL GUVETELEG UTIOPEL
QUTO VA ATTIOPEPEL

Qg ek ToUTOL 1) €peuva TipoTelvel v ayopd wildcard SteBvwg avayvwpLlopévwy TIIoTOTIONTIKWY
amo TI§ KATAOKEVAOTPLEG eTaupies. 'ETot Ba Toug Swbel 1) SuvatdTnTa EK00TG AVOryVWPLOUEVOU
TULOTOTIOW TIKOU, TO OTIOL0 0 (PUAAOUETPTTIG TOL XPNOTH B EPTIOTEVETAL EK TWV TIPOTEPWV XWPIG

™mv avaykn ekyopnong exception. KaBwg 1 Swdwaocia motomoinong kot €kdoong
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TULOTOTIOMTIKOU €lval CUVUPACHEVT pe TV StevBuvon [P evdg cuotpatog cuoTveTal To €§1G
flowchart Bd&on tov omolov pmopolv va ekbidovian Ta TOTOTIOMTIKA e [don TV
SlevBuvolodoton IPv4.

H etaupia Stampel pa faon Sedopévwy oty oTrolar Eiva KATAYEYPOUUEVO TA OTOLYELX TNG KAOE
KAUEPAS TNV OTIOlX KATAOKEVALEL OTIOV cupTEPA X dvovTal To povtéAo, serial number kat To
MAC address ™¢ kd&0Be kdpepas.

H xapepa ekkva ko AapBdaver Sievbuvon péow DHCP amd tov router tov Sloktim. Mépog g
Sadkaciog ekkiviong eivar 11 Snuovpyla evog CSR ( Certificate Signing Request ) to omoio
amootéMetal otov CA ( Certificate Authority ) ¢ katackevdotplag etaipiag. O CA dnuovpyei to
certificate KoL TO ATTIOGTEAAEL THOW OTNV KAWPEPQA TIPOG EYKATAGTAON EVW EXELTION OTA OTOLYEIX TOV
TO E0WTEPIKO (private) kot e&wtepkod (public) IP address ¢ kauepag. Katoywpel to ev Adyo
TUOTOTIOMTIKO 0T o Sedopévwy pe Ta otolelo g Kapepas. Kabe @opa mov €pyetat
kawvoupylo CSR atod mv kdpepa Adyo oAhayrs ™G SievBuvong IP o CA Snuovpyel kavovpylo
Certificate ko 631veL TO TTOALO. ZTNV TEEPITITWOT) TIOL T OTOLYElN Elvar Tat (Bl puTOpEL 1] var aryvoro et
o CSR 1 va oteldel mow TO TOAAO TloTOTIOMTIKO. H €v Adyo Swadikaoia 1) TouAdylotov
TIPOAAQYT) TG B SNULOVPYNOEL VO APKETA SUVATO KPUTITOYPAPIKO SEGUO PETAED TNG KAWEPQG,
NG ETAUPIOG KATAOKEUTG KL TOV LBLOKTI T 0 0TIO(0G UTIOPEL TTAEOV VA XPN|CLLOTIOWOEL TN CUCKEUT)
TOV €xovtag TV BeLatOTNTA OTLKAVEIG SEV UTIOKAETITEL TV ETIKOWV®WVIA TOUG,

AUTO PUOIKA ETILPEPEL ETUTAEOV OLKOVOIKA KOOI 0TOUG KATAOKEVAOTEG OL OTIol0L Bar TIPETEL VX
yivouv trusted CA Authorities 1] va ayopdoouv wildcard certificates peyé6oug avdAoyo pe tig
TIWATOELG TOUG, T OTIolx TIBAVO Vo LETAKUATICO0UV 0TO KOOTOG KATAOKELTG Kot SidBeomng g

SIKTUOKNG KALEPQL,

6.4 AX®AAEIA AIKTYOY.

To ouykekpEVO PHETPO ATPOAEING SEV EYEL VO KAVEL LE TNV KAUEPA KOL TNV AEITOVPYIKOTNTA TNG
KB’ euTO, 0AAG e TO TEPIBAAAOV oTo 0Troil0 Bax eykataoTabel ) kapepa. Eav o xprjomg dev eivat
YVOOTNG TOU TG UTIOPEL VO AGPAAITEL ETILTUX WG TI CUCKEUT] TOU TIPETIEL VX UTIAPYEL 1) AVAAOYN
TpooTacia oo To TepBaAiov oto omoio Ba eykatactabel. Katd cuvémeia ) KAuep& SIKTLAKA,
TIPETEL VA EYKABIoTATAL THIOW AT TOLY0G TIPOCTACING TO OTIOI0 VA (PIATPAPEL TNV TIPOGA0N OTIS
VTN PECieg ™G Kapepas arod To Stadiktuo. To Bavikd oevaplo TIPoUTIOBETEL OTIWG 1) KAPEPA EXEL
Wtk Slevbuvon [P kot mpooPaon oto Sadiktvo péow NAT eav auty eival amoAUtwg
QITOPAUTNT. ZUVIOTATOLT) KAPEPA VA UnV €L TIPpOGaom amd 1) TTpog To SLadikTuo, avTIBETWS He
™V VTooTPLEN TOL TIPWTOKOAAOL onVif ol kapepeg Ba propovoav va evwBovv pe To euTtabEg

TPWTOKOAAO o€ v NVR , Twv omoiwv 1 eumtabeieg Sev amaoyoAnoav v tapovoa epeuva.l tvetat
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OLwWG 1 VTTOBeoT TIWG aTtd T ottypr] Tov ta NVR €youv o oAA0UG UTIOAOYIOTIKOUG TTOPOUG
UTTOPOVV VX ATIOTEAECOUV AOPOAECTEPX CLUOTIHATA UE AtyOTepeS eutdBeles. [IpdofBaom oto NVR
Slvel tpoofiaom oV ElKOVA NG Kot Baoikn TG XP1om, XwPI§ woTdo0 va TV ekBETEL KA’ e0UTO

o€ kivSuvo.

6.5 IIAPABIAZH IAIQTIKOTHTAEX.

H ovuykexkpuyevn kamyopio aduvapwv 8ev cuvioTd KivGuvo ekpetaAAevomng amd kamolo botnet.
Tivetal Opwg ava@opd KaBwg 1 xpNoT TwV TPWTOKOAAWV rtmp Kol rtsp xwpls v xpnon
authentication ouviotd kwdUvoug omv Tapafiocn ™G WBWTIKOMTAS TwV Xpnotwv. H
Topaicon G IIWTIKOTNTAS TWV XPNOTWY UTOPEL VO EYEL LEYAAO OLKOVOLKO KAL AloOMuaTiko
k00106 KaBwg To rtsp xpnowmototelt UDP yio TV amooToAn TwV TAKETWY TPOG TOV TIAPOANTTTN
elvat EPPAVES TIWG TUXOV TIAKETA T OTIOLOL KVOXAULTIOTOVVY, UTTOPOVV VA ETTAVAGTAAOVV OTIO TOV
emi6oto hacker e amwtepo 0KOTO TV TIapatonot / TPocsfoAr] ™S agloTIoTING TwV SeSOUEVWY
TA OTIolx OTEAVELT) KApEepa. QG EK TOUTOL GLUGTIVETALT Xp1)oT) Tou RTMPs yio v amootoAr) video
T0 omoio peta& A wv ypnowototel TCP ya v amootoAr] Twv makétwv. Xto TCP umdpyeL
SuvatomTa Xprong timestamp yl OOV TO KABE TTAKETO €XEL TNV XPOVIKI] GTLYI| TNV OTolo
OTdABNKe OTWG €TIONG KAL TNV XPOVIKT) Tepiodo Yyl v oTola To TaKETo Bewpeltal €ykupo
OUVETIWG lval TILo avBeKTIKO OTIS Tpoava@epBeioes emBEoelg. Xuvenws 1 xprion tou RTMPS to
otolo umoopiler mv xpnion TLS/SSL ya v kputttoypd@nor g ElkOVaG TG 0TIl OTEAVELT)
K&pepa, padi pe Ta timestamps kot v xprion authentication eAaylotomolovv Tig mOAvOTTEG
TP Bloion g TO00 NG LW TIKOTNTAG TOU XP1)OTH 0AAA QUEAVELKOL TNV OELOTILOTLX TG EKOVOG TTOU

OTEAVELT KAUEPQL.
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6.6 EKTIMHZH ENIKYNAINOTHTAX.

' oKoTIoVG EVUEPWOTG TOL XPNOT 1] EPEVVA EXEL AVATITUEEL EVOL AOYIO KO TO OTIOLO £XEL OKOTIO

VO EVIEPWOTEL TOV XPOTH YIX TO TTOCOOTO NOQAAELNG TO OTIOI0 SIAKATEXEL TNV CUCKEUT TOU OF

oxeéon He TI§ pubuioelg Tig omoieg €xel e@appoosl To mpdypoppa Paciletal o P oepd
EPWTIOEWV OLOTIOES £XOLV EEXWPLOTN BapUTNTA OE OXEON LE TV ACPAAELX TNG KAUEPAG:

1. Password Strength: [ToAumAokomnta kwdwov. H mapapetpog aut kabopiletal 0Tws

Topatnprnke amod tig kapepeg Foscam kot TP-Link amd to péyebog tou kwdikov, v

XPNOT oLVSLAGUOV KEPAAXIWY — TE(WV YPAUUATWY, HE aplBpovs kat onpela otiéng. H

TIOPAPETPOG QUTH CUVIOTA TO 25% ™G oAWK Babuoroyiag. Me Suvatod kwduod
1.1. Avvatog Kwdwog: 25 povadeg

1.2. Meoaiag Avvapng Kwduog: 15 povadeg

1.3. AdUvatog Kwdikag: 5 povadeg

2. 'Epmioto motomomtikd: Kabweg ol mAeioteg Siktuakég kapepeg mpoo@epouv self-signed
TILOTOTIOMTIKA SSL, elvat apkeTd e0K0AO 0 XP1|oTNG TOUS va TiEoEL BUpa emtiBeong Man In the
Middle. Zuvenwg otV TEPITTWON TIOU UTIAPYEL VTTOCTIPLEN XP1OTNG EUTILOTOV TILGTOTIOW| TIKOU
amd Avayvwplopévo Certificate Authority mpoo@épel mpootacioc amd TETOWOL €GOV
emBéoelg. O topgag autdg ouvviotd to 15% g Pabporoyiog g kduepag kabwg o
eMTIOEUEVOG Bt TIPETEL VAL ATTOK T OEL TIPOGaoM Ko 0TO SIKTUO TOU XPTOTH YL VO UTTOPETEL

va ETITEAEOEL TNV ETTOE0.

3. Tpoofaon amo kat [1Ipog to Awxdiktvo. Aapdavetatl VTTOYM KATA& TIOCO 1) SIKTUKY KAUEPX
elvat mpooPaciun povo oto ToTKG SIKTLO 1) av UTIdpXEL Kat Tipocsfaoct atd to StadikTuo.
OswpelTar o TTapayovVTag pe TV eplocotept Papumnta (40% ) kabBws k&tLTo omolo Sev elvat
TpocBacipo Sev umopel va eoel ka OO emiBeon 1 ekpeTdAAevong. Eav o xpriog dev eivan
YVOOTNG TOU TIwG VA Ao @oAioel TV kdapepa Tov péow NAT ( Network Address Translation ) 1)

firewall, koAU Tepa va pmv eivat tpoofaciun armod to Stadiktuo.

4. EBSopadiaia Avtopat Emavekkivnon: 'Omws avagpépbnke ta botnets petd mov tpocsBéAiouvv
TOUG oTOXOUG TOuG, gpyalovtal amd T RAM tou BVpatog toug xwpis va €gouvv v
Suvatomta eyypagns oto EEPROM ¢ cuokeuns. Kata cuvémelo akopa kot va ipocSAn0et
o Kapepa améd kamolo botnet 1 emavekkivnomn g Oa to SlaypaPel EmavaQEPOVTAS TNV O

kaBapn) katdotaon. H cuykekpyuévn puBpion mpoobetel 20% oty ac@AAELX TG KAPEPOS.

5. Hpepopnvia €x600omng A£LTOUPYIKOU CUOTHATOG TNG KAUEPAS: APKETEG (POPEG TA HETPX

QO@OAE(0G TOV TIAPOVTOG KATHAIYOUV TIApwXTUEVA 0€ SLdoTnua 2-3 XpOVwV ival ELPOVES
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TIWG €AV €Vl TIANPOPOPLAKO cVo TN Sev avaPabuoTel e To TEPAS Tov xpdvou Ba kataoTel
EVAAWTO. AUTO TIPOKVTITEL ATIO TNV AVAKAAUYIT) VEWV EUTIAOELWV, OENCT) TNG UTIOAOYLOTIKNG
Suvaung twv emtiBépevwy yia brute force attacks k.0.x.. H mapapetpog aut) Bewpeitar g

Spa TOCOOTIAUN GTNV EKTIUNOT) TNG ACPAAELNG LE TNV €ENG Eynom:

5.1. To firmware eivat pkpotepo amod 1 £tog: H kapepa Stempel v abuoAoyia mov mipe

amo Ta 4 KPLTIPLO TIOL aVaPEPBNKAV TTLO TIAVW.

5.2. To firmware givat pukpdtepo amo 2 £m): To firmware €van peyoditepo amd 1 £€tog oA G
HKPOTEPO ato 2. To TMOC0OTO ACPAAEINS TG KAUEPAS TEPTEL Katd 10% amd v
BabpoAoyia TV oTrolx T PE ATIO TA KPLTHPLOL

5.3. To firmware givou peyodutepo amd 2 €m: H kapepa yavelt to 50% g BabpoAoyiog rou
TMPE ATIO TA KPLTPLY, BACIOUEVO 0TV LTIOBEDT) TIWwG OTa 2 XPOVIX eVvOEeTaL va Bpedel

EVTIADELX TIOL B ETMMPEAGEL TO GUYKEKPIUEVO CUGTIUCL

|
n: Tofirmware éyaupey © © @ Security Assesmert
£10K Kapepog TEQPTEL
s Pos Password Strength Stong &
propio
Trusted Certificate v
o) HKAPEPIXAVELTOS  yigipie via Public IP address
VUTIOBEOT WG OTA2XE  Scheduled Weekly Reboot v
KPWEVO CUOTILCL: Firmware Date 01/05/201€ +
& .
CALCULATE  Security Score ' @ ® Security Assesmert
Password Strength Weak s
niversity\ of\ Technology/Dropbe
Ararppi/ ifi
macwork2@18 91A - Metamtuxiakh A1atpifi s$ pythond thesis.py Trusted Certificate
macwork2018: 701A - MeTamTuX1lakh AlaTelfh eris$ python3 thesis.py
Visible via Public IP address
Scheduled Weekly Reboot
Firmware Date 01/05/201¢ 5

CALCULATE Security Score

Ewoveg 6.1: Eioveg ammio To A0yIG KO TIOU oVt TUXONKE.

To AoylopKo avarttuyOnKe XpNoOTIOLWVTAS TV YAWooa Tipoypappatiopol python evw yio to
ypa@wo mep3dAiov xpnowomondnke to QT Designer ywa python. MapatiBevral mo kdtw o
TMYaiog KWOKAG TO0O Yt TO YPaPIKO TePBEAAOV 000 Kl ylX TN ASITOUPYIKOTNTA TOU
T(POYPAUUATOG:

Metd mv Snuovpyia Tov ypa@koL TepBAAAOVTOG, YA va PETAPPAOTEL o€ KwdKa python

Stvoupe TV evtoAn:

pyuic5 Security_Assesment.ui -o Security_Assesment.py
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Security_Assesment.py:

macwork2018:AYA 701A - Metarrtuyioxn AwxtpBn soteris$ cat Security_Assesmentpy
-*- coding: utf-8 -*-

# Form implementation generated from reading ui file 'Security_Assesment.ui’
#

# Created by: PyQt5 Ul code generator 5.12.2

#

# WARNING! All changes made in this file will be lost!

from PyQt5 import QtCore, QtGui, QtWidgets

class Ui_Security(object):
def setupUi(self, Security):

Security.setObjectName("Security")
Security.resize(447, 290)
selflbl_pass = QtWidgets.QLabel(Security)
selflbl_pass.setGeometry(QtCore.QRect(80, 30,131, 16))
selflbl_pass.setObjectName("Ibl_pass")
self.passPower = QtWidgets.QComboBox(Security)
self.passPower.setGeometry(QtCore.QRect(240, 30, 104, 26))
self.passPower.setMaxVisibleltems(3)
self.passPower.setObjectName("passPower")
self.passPower.addltem("")
self.passPower.addItem("")
self.passPower.addItem("")
selfss]_trust = QtWidgets.QCheckBox(Security)
self.ss]_trust.setGeometry(QtCore.QRect(240, 70,87, 20))
self.ssl_trust.setText(")
selfss]_trust.setChecked(True)
self.ss]_trust.setObjectName("'ssl_trust")
selflbl_cert = QtWidgets.QLabel(Security)
selflbl_certsetGeometry(QtCore.QRect(80, 70, 121, 16))
selflbl_certsetObjectName("lbl_cert")
selflbl_reboot = QtWidgets.QLabel(Security)
selflbl_rebootsetGeometry(QtCore.QRect(30, 130, 181, 16))
selflbl_reboot.setObjectName("Ibl_reboot")
selflbl_date = QtWidgets.QLabel(Security)
selflbl_date.setGeometry(QtCore.QRect(100, 160, 141, 16))
selflbl_date.setObjectName("lbl_date")
self.firmware_date = QtWidgets.QDateEdit(Security)
self.firmware_date.setGeometry(QtCore.QRect(240, 160,110, 21))
self.firmware_date.setMaximumDate(QtCore.QDate(2020, 12, 31))
self.firmware_date.setMinimumDate(QtCore.QDate(2015, 1, 1))
self.firmware_date.setCalendarPopup(True)
self.firmware_date.setDate(QtCore.QDate(2019, 5, 1))
self.firmware_date.setObjectName("firmware_date")
self.public_ip = QtWidgets.QCheckBox(Security)
self.public_ip.setGeometry(QtCore.QRect(240, 100, 87, 20))
self.public_ip.setText("")
self.public_ip.setObjectName("public_ip")
self.reboot_wkl = QtWidgets.QCheckBox(Security)
self.reboot_wkl.setGeometry(QtCore.QRect(240, 130,87, 20))
self.reboot_wkl.setText("")
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self.reboot_wkl.setChecked(True)
self.reboot_wkl.setObjectName("reboot_wkl")

selflbl_IP = QtWidgets.QLabel(Security)
selflbl_IP.setGeometry(QtCore.QRect(20, 100,201, 16))
selflbl_IP.setObjectName("lbl_[P")

selflayoutWidget = QtWidgets.QWidget(Security)
selflayoutWidget.setGeometry(QtCore.QRect(100, 220, 271, 35))
selflayoutWidget.setObjectName("layoutWidget")
selfhorizontalLayout = QtWidgets.QHBoxLayout(selflayoutWidget)
selfhorizontalLayout.setContentsMargins(0, 0, 0, 0)
selfhorizontalLayout.setObjectName("horizontalLayout")
self.calculate = QtWidgets.QPushButton(selflayoutWidget)
self.calculate.setObjectName("calculate™)
selfhorizontalLayoutaddWidget(self.calculate)

selflabel = QtWidgets.QLabel(selflayoutWidget)
selflabel.setObjectName("label ")
selfhorizontalLayoutaddWidget(selflabel)

self.sec_score = QtWidgets.QLCDNumber(selflayoutWidget)
font = QtGui.QFont()

font.setBold(True)

font.setWeight(75)

font.setStrikeOut(False)

self.sec_score.setFont(font)

selfsec_score.setDigitCount(3)
self.sec_score.setProperty(“value”, 100.0)
self.sec_score.setObjectName("sec_score")
selfhorizontalLayoutaddWidget(self:sec_score)

self.retranslateUi(Security)
QtCore.QMetaObject.connectSlotsByName(Security)

def retranslateUi(self, Security):

_translate = QtCore.QCoreApplication.translate
Security.setWindowTitle(_translate("Security", "Security Assesmert"))
selflbl_pass.setText(_translate("Security", "Password Strength"))
self.passPower.setltemText(0, _translate("Security", "Strong"))
self.passPower.setltemText(1, _translate("Security”, "Medium"))
self.passPower.setltemText(2, _translate("Security”, "Weak"))
selflbl_certsetText(_translate("Security", "Trusted Certificate"))
selflbl_rebootsetText(_translate("Security", "Scheduled Weekly Reboot"))
selflbl_date.setText(_translate("Security", "Firmware Date"))
selflbl_IP.setText(_translate("Security", "Visible via Public IP address"))
self.calculate.setText(_translate("Security”, "CALCULATE"))
selflabel.setText(_translate("Security”, "Security Score™))
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thesis.py:

macwork2018:AYA 701A - Metamtuylakr Atatplfr] soteris$ cat thesis.py

#Importing Required Classes and Modules

import sys

from datetime import date
from time import strftime
from PyQt5 import QtWidgets
from PyQt5 import QtGui
from PyQt5 import QtCore, uic

# Import the GUI of the script created with QtDesigner
from Security_Assesment import Ui_Security

class thesis(QtWidgets.QMainWindow):

def _init_ (self):
super(thesis, self).__init_ ()
self.ui = Ui_Security()
self.ui.setupUi(self)

# Procedure to calculate the security level of the camera
def secure_calc():

today = date.today()
firm_date = window.ui.firmware_date.date().toPyDate()

if (str(window.ui.passPower.currentText()) == "Medium"):
password = 15

else:
if (str(window.ui.passPower.currentText()) == "Weak"):

password =5
else:
password = 25
if (window.ui.ssl_trust.isChecked() == False):
certificate =0
else:
certificate = 15
if (window.ui.public_ip.isChecked() == True):
internet_access =0
else:
internet_access = 40
if (window.ui.reboot_wkl.isChecked() == False):
weekly_reboot =0
else:
weekly_reboot = 20
if ((today - firm_date).days < 365):
multiplier = 1
else:
if ((today - firm_date).days < 730):
multiplier = 0.9
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else:
multiplier = 0.5

score = password + certificate + internet_access + weekly_reboot
lcd = score * multiplier

window.ui.sec_score.intValue = lcd
window.ui.sec_score.display(lcd)

window.ui.sec_score.hide()

window.ui.sec_score.show()

window.show()

# Initialise the application

app = QtWidgets.QApplication([])

window = thesis()
window.ui.calculate.clicked.connect(secure_calc)
window.show()

#Initialise Variables

score =0

password = 25
certificate = 15
internet_access = 40
weekly_reboot = 20
multiplier = 1
sys.exit(app.exec_())
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KE®AAAIO 7
Emtidoyoc

OAoKANpwVOVTOG 1) £pELVa CUVOWIZEL TIHPAKATW TA CUUTIEPAGHATA TNG XVAPEPOVTAS ETTIONG TIG
TIPOKANOELS TIG OTIOIEG QVTIHETWTIIOE KABWG eTiong kot TOavVEG Tapodelelg. L ouvéxelx
YIVOVTAL TIPOTACELS TTOL aLPOPOVV HEAAOVTIKT] Epyaciam ool Ba pumtopel va ipooteBel oTo TTapwv
EPEVVITIKO £PYO

7.1 XYMIIEPAXZMA.

Me ™V oAoKANpwoT NG €PELVNTIKNG Spactnpldmrag umopolv va efaxBovv oplopeva
ovpmepdopaTa T omoior B fonBrioouV TNV EPEVVITIKY] KOWOTNTA, OTNV QVTILETWTILON TWV
QTEWV 0L OTIOLEG LVPioTavTAL oTpEPA. MeALOVTIKES Epyacies Ba utopovv va a&loTomcouy TV
nebodoAoyia kat ta mapwv suprpata yio emifeaiwon kot pfdbuvon e’ autwv.

Etvat eppavég TtwG oL LETE TaL TEPAOTLO AT Y LTl TOL OTIOLA TIPOEEVI OOV OL ETILOETELG LLE TNV XP1I0T
Touv Mirai botnet kot TwvV TAPOAAXYWV TOV, Ol KATAOKEVAGTPLEG ETAUPIES, TOUAAXLOTOV TWV
SIKTUOKWV KAPEPWV, APYLOV VO TIAPVOLV LETPA KAL VA AGQPOAILOUV TIG GUOKEVES TOUG. Bdom Twv

HETPWV QUTWV :
e AgvumoommplleTal TTAEOV 1) XP1)0T) TOL TIPWTOKOAAOUL telnet kot ekAeloe ) BUpa 23

e Amoauteltonm cAAayr| Tov KwdKovL PO PaomG pe EVEELEN Tov SelKTn ao@AAEIG TOU Kol O€
KATIOLEG TIEPUTTWOELG AKOHA KOL TO OVOLLA XPTIOTH TIPOG ATTOQUYT] CUVEEDT|G GUVSUAGHOU

SO TEVTNPIWV LE CUYKEKPLUEVT] KATAOKEVAGTPLX ETAUPIOL

e Y& OPLOUEVES TIEPITTWOELS OEV XPTOLLOTIOLOUVTAL OL EVEESELYHEVEG BUPES YO TNV TIHPOXT|

OPLOUEV®YV UTINPECLWV TIPOG ATIOKPUYIT TOUG ATIO QU TOLATOTIONUEVES OVIXVEVCELS.

Evo Ta ETpa quTd Glyoupa £X0UV HELWGEL TNV EVKOALX LLE TNV OTIO{0r LTIOPOVV 0L CUYKEKPLUEVEG
OVLOKEVEG va TIpooAnBovv amd botnets ev TOUTOIS TTapatnpeital Twg Sev TV €xouv eodeiel
TEAEWG. ZTOV TOHEN TNG NOPAAELAS TWV TIANPOPOPLAKWY CUCTNUATWY XPELALETAL CUVEXOUEV
TIPOCTIABELN EVPEDTG KAL EQPAPUOYNS SlopBwaoewv o€ Hop@n avaPdadiiong Asttoupykol Kat (

firmware updates ) ko amtoAoLpr) AdBWV KWOSIKO ATIO TIG KATAOKEVAGTPLEG ETALPLES,
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Ymdpyouv emiong eumtdBeLeg kot aSuvapies Twv oTroiwv 1 AVor) elvat TOAVGUVOETT) OTIWG aUTI) TNG
KpuTTTOYpa@iog Ko apafiaons e wtikdmrag. H épguva el TIPoo@EPEL KATIOLEG ELOMYT|OELS
WG TIPOG TOV TPOTIO AVTYETWTILONG TOUG, EV TOUTOLS ATEPUYE Vo ePBaBUvel e auTwv KaBwg

TIPEKKALVAY (LTI TOV aipXIKO 0TOXO TG,

7.2 MEAAONTIKH EPTAZXIA.

H peAém) aut) pmopel va cuveloTel Pe TO eVEEXOUEVO EKPETAAAEVONG TG aduvapiag 1) ool
EVTOTIIOTNKE 0TO TIPWTOKOAAO OnVIF Kot TtiB v evowpdtwon g o botnet evtog epyaotnplakov
TEPIBAAAOVTOG £TOL WOTE VA UTTOPOVV VA OYXESIGTOVV 1} Vo TIPOTABOUV T KATAAANAX PETPA
TPOCTAGIAG TIPOTOV Yivel To emopevo Mirai. EE 6cov €xel yivel yvwoto to gSOAP ypnoomoleitat
KOl O€ OUOKEVEG TIEPAV TWV SIKTUAKWVY KAHEPWV KATA CUVETEIX QUEAVOVTAS TO TIAI00G Twv

TOAVWV GTOXWV.

Emiong to Aoylopkd Tto omoio avartuyxbnke Ba pmopovoe Vo eEVOWHATWOEL o€ AELTOVPYIKO
oVOTNUA KAWPEPAS £TOL WOTE VA TIPEXETAL OE TIPUYLATIKO XPOVO TO EMITIESD AOWOAEIAS ™G
KAUEPXS KATA TNV SIAPKELX TNG pUBLLOTIG TNG.

Zov LEAAOVTIKO EyXEPN O OUWG UTTOPEL VO ATTOTEAECEL KAL) GUVEXTIG AVATITUEN TOU TIPOTEVOLEVOL
AOYLOUIKOU UE TNV TIPOCHNKT AELTOUPYIKOTNTOAG TwV EAEyxwv nmap, APl yux éAeyyo péow g
unyoovng avadimmong Shodan kot Asttovpykdta tepdump yia EAgyxo Tou emmedov ao@oAeiag

LLE TIEPLOOOTEPT) aKPIBEeLa o€ TPy HATIKO XPOVO.
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IIAPAPTHMA A

TitAog HapapTtuatoc

Ta rapapTpata apBpovvTal pe EAANVIKA Ke@oAaia ypappoToL.

A.1 IIPOAIATPA®EX KAMEPQN

Al1

FoscAM R2

ITEMS R2
Sensor Type 1/2.7" CMOS
Display Resolution 2.0MegaPixels (1920*1080)
Image Sensor
Frame Rate 25fps
Min. lllumination 0 Lux (With IR Illuminator)
Lens Type f:2.8mm,F:2.6
Lens Angle of View ;ggsﬁgﬁ‘;?}%‘ﬂ
Night Vision 13pcs IR-LEDs, night vision range up to 8 meters

Image Compression

H.264

Resolution 1080P(1920x1080) ,720P(1280 x 720), VGA(640 x 480), QVGA(320 x 240)
Stream dual stream
Image adjustment The hue, brightness, contrast, saturation, sharpness are adjustable
Video
Flip image flip and mirror
Infrared mode Automatic or manual
Pan/Tilt Angle Horizontal:350° & Vertical: 100°
Night visibility 13pcs IR-LEDs, night vision range up to 8 metres
Supports two-way audio
Audio Input/Output
P P Built-in Mic & Speaker
Ethernet One 10/100Mbps RJ45 port
Wireless Standard |EEEB02.11b/g/n
IEEE802.11b: 11Mbps(Max.);
Data Rate IEEE802.11g: 54Mbps(Max.);
IEEEB02.11n: 150Mbps(Max.).
Network

Wireless Security

WEP, WPA, WPA2

Wireless Setup

Supports EZLink wireless setup

Network Protocol

IP, TCP, UDP, HTTP, HTTPS, SMTP, FTP, DHCP, DDNS, UPnP, RTSP, WPS, ONVIF

Remote Access

P2P, DDNS

Operating System

Microsoft Windows XP, 7, 8;Mac 05;i05. Android

System Requirements
Browser

Microsoft IE8 and above version or compatible browser;
Google Chrome;
Apple Safari.

Motion Detection

Alarm via E-Mail, upload alarm snapshot to FTP

Sound Detection

Alarm via E-Mail, upload alarm snapshot to FTP

HDR Improve image clarity in complex scenario
Magic Zoom A Magic digital zoom function rivaled Optical zoom
Other Features
User Accounts Three levels user role
Firewall Supports IP Filtering
Storage 128G Micro SD card, local and FTP storage
Reset Reset button is available
Power Supply DC SV/2.0A
Power
Power Consumption <BW
Dimension(mm) TAL*74(W)x119(H)
Physical
Net Weight 290g
Operating Temperature -10°C~ 50° (14°F ~ 122°F)
Operating Humidity 20% ~ 85% non-condensing
Ei 14
Storage Temperature -20°C ~ 60° (-4°F ~ 140°F)
Storage Humidity 0% ~ 90% non-condensing
Certification CE, FCC, RoHS
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A.1.2 TP-LINK 450

Specifications

Camera

- Image Sensor: 1/4" progressive scan CMOS sensor

Resolution: 1.0 Megapixel (1280x 720)

Lens: F: 2.0,f: 3.6 mm
+ Viewing Angle: FOV = 75°, see up to 360/150 degrees with Pan/Tilt
+ Night Vison: 850 nm LEDs brighten up to 26 feet

Audio

* Audio Communication:
2-way audio
Adjustable audio alerts
* Audio Input: Built-in microphone

- Audio Qutput: Built-in speaker

Video

+ Video Compression: H.264
+ Frame Rate: Configurable up to 30fps
* Image Settings:
Full calor
Auto white/black balance and exposure
Rotation: Mirror, Flip
Configurable brightness, contrast, saturation

QOverlay capabilities: time, date, text

Specifications

Hardware

Power Connector: DC power jack
- Ethernet: RJ-45 for Ethernet 10/100 Base-T
+ Button: WPS/Reset button
« LED: System LED, WPS LED
- External Storage: Micro SD card slot (Supports up to 128GB)
+ External Power Supply: 12V/1A, Max 12W
+ Dimensions (WxDx H):57 x4.3x4.2in.(144x 109 x 106 mm)

Micraphone Micro SD Card Slot Power Jack
Ethernet Port

For more information, please visit

hitp: tp-ink cormjenpre i =NC450

or scan the QR code left

Alarm and Event Management

- Input Trigger: Motion/Sound detection
- Notification Method: E-mail, App natification, FTP

- Detection Settings:

Configurable hot zone
Adjustable sensitivity
Store to Micro SD card
Motion Tracking

Network

* Protocol: Bonjour, TCP/IP, DHCP, ARP, ICMP, DNS, NTP, HTTP, HTTPS, TCP,

UDP, ONVIF, RTSP, SMTP

- Security: Multiple password-protected user levels

- Wireless Data Rates: IEEE 802.11 b/g/n, up to 300Mbps

« Frequency: 2.4-2.4835GHz

« Wireless Transmit Power: <20dBm (EIRP)

« Wireless Encryption: WEP, WPAMWPAZ, WPA-PSK/WPA2-PSK

Others

Certifications: CE, FCC, RoHS

+ Package Contents

HD Pan&Tilt Day/Night Cloud Camera
Passive PoE Injector

Detachable Antenna

Power Adapter

Extension Cable

RJ-45 Ethernet Cable

Quick Installation Guide

Ceiling/Wall Mount

- System Requirements

Windows XP or higher, Mac OS X 10.7 or higher
Android 4.1 or higher, i0S 7.0 or higher

+ Supported Browser

Microsoft Internet Explorer 8.0 or higher
Firefox 4.0 or higher, Safari 5.0 or higher
Chrome 5.0 or higher, Opera 12.0 or higher

+ Environment

Operating Temperature: 0°C~40°C (32°F ~104°F)
Operating Humidity: 10%~90%RH, non-condensing

www.tp-link.com



A.1.3

REOLINK RLC-420

RLC-420-5MP-IP-Camera-Specifications

Model RLC-420 (5MP)
Image Sensor 1/2.7" CMOS Sensor
Effective Pixels 2560x1920 (5.0 Megapixels)
Lens f=4.0mm F=2.0
Angle of View Horizontal: 80°, Vertical: 58°
Day/Night Mode Auto Switchover
Video Min. [llumination 0 Lux (With IR llluminator)
IR Distance IR Distance 30 Meters (LED: 18pcs/14mil/850nm)
Backlight Compensation Support
Noise Reduction 3D DNR
Compression H.264
Resolution Main Stream: 2560x1920, 2560x1440, 2048x1536, 2304x1296; Sub Stream: 640x480
Bitrate Main Stream: 1024Kbps ~ 8192Kbps, Sub Stream: 64Kbps ~ 512Kbps
Frame Rate Main Stream@25fps, Sub Stream@6fps
Audio Interface Built-in Microphone
Interface One 10M/100Mbps RJ45
Network Protocol HTTPS, SSL, TCP/IP, UDP, UPNP, RTSP, SMTP, NTP, DHCP, DNS, DDNS, FTP, P2P
Network Browser Supported IE, Edge, Chrome, Firefox, Safari
OS Supported PC: Windows, Mac OS; Smart Phone: iOS, Android
Max. User Access 20 Users (1 admin account & 19 user accounts); Support up to 12 simultaneous video streams (10 substreams & 2 mainstreams)
Storage Micro SD socket, support motion detect recording
Power Supply DC12V & PoE (IEEE 802.3af)
Power Consumption <8W
General Working Environment -10°C~+55°C(14°F~131°F), 10%~90%
Ingress Protection IP66
Dimensions ©120*77mm
Weight 480g
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A.2 AIIOTEAEEMATA NMAP

A2.1 FOSCAM R2

STARTING NMAP 7.70 ( HTTPS://NMAP.ORG ) AT 2019-05-01 09:34 EEST
NMAP SCAN REPORT FOR 192.168.2.11

HosT1s up (0.00080s LATENCY).

NOT SHOWN: 65531 CLOSED PORTS

PORT STATE SERVICE VERSION

88/TCP OPEN HTTP LIGHTTPD

443/TCP OPEN SSL/HTTP LIGHTTPD

888/TCP OPEN SOAP GSOAP

65534 /TCP OPEN RTSP D-LINK DCS-2130 oR PELCO IDE10DN WEBCAM RTSPD
MAC ADDRESS: 00:62:6E:82:43:CD (UNKNOWN)

SERVICE INFO: DEVICE: WEBCAM; CPE: CPE:/H:PELCO:IDE10DN

SERVICE DETECTION PERFORMED. PLEASE REPORT ANY INCORRECT RESULTS AT HTTPS: //NMAP.ORG/SUBMIT/

NMAP DONE: 1 [P ADDRESS (1 HOST UP) SCANNED IN 43.19 SECONDS

STARTING NMAP 7.70 ( HTTPS://NMAP.ORG ) AT 2019-05-01 10:39 EEST

NMAP SCAN REPORT FOR 192.168.2.11

HosT1s up (0.00066S LATENCY).

NOT SHOWN: 997 CLOSED PORTS

PORT STATE SERVICE VERSION

88/TCP OPEN HTTP LIGHTTPD

443 /TCP OPEN SSL/HTTP LIGHTTPD

| SSL-CERT: SUBJECT: COMMONNAME=*.MYFOSCAM.ORG/ORGANIZATIONNAME=SHENZHEN FOSCAM
INTELLIGENT TECHNOLOGY CO.,LTD/STATEORPROVINCENAME=GUANGDONG/COUNTRYNAME=CN
| SUBJECT ALTERNATIVE NAME: DNS:*.MYFOSCAM.ORG, DNS:MYFOSCAM.ORG

| NOT VALID BEFORE: 2017-05-31T08:06:15

|_NOT VALID AFTER: 2020-05-29T08:06:15

888/TCP OPEN SOAP GSOAP

|_HTTP-SERVER-HEADER: GSOAP

|_HTTP-TITLE: SITE DOESN'T HAVE A TITLE (TEXT/XML; CHARSET=UTF-8).

SERVICE DETECTION PERFORMED. PLEASE REPORT ANY INCORRECT RESULTS AT HTTPS: //NMAP.ORG/SUBMIT/

NMAP DONE: 1 [P ADDRESS (1 HOST UP) SCANNED IN 66.83 SECONDS
STARTING NMAP 7.70 ( HTTPS://NMAP.ORG ) AT 2019-05-01 10:41 EEST
NMAP SCAN REPORT FOR 192.168.2.11

HosT1s up (0.00100S LATENCY).

NOT SHOWN: 997 CLOSED PORTS

PORT STATE SERVICE VERSION

88/TCP OPEN HTTP LIGHTTPD

443 /TCP OPEN SSL/HTTP LIGHTTPD

888/TCP OPEN SOAP GSOAP

SERVICE DETECTION PERFORMED. PLEASE REPORT ANY INCORRECT RESULTS AT HTTPS://NMAP.ORG/SUBMIT/
NMAP DONE: 1 IP ADDRESS (1 HOST UP) SCANNED IN 24.65 SECONDS
STARTING NMAP 7.70 ( HTTPS://NMAP.ORG ) AT 2019-05-01 12:16 EEST

NMAP SCAN REPORT FOR 192.168.2.11
HosT1s up (0.00077S LATENCY).

50



NOT SHOWN: 997 CLOSED PORTS

PORT STATE SERVICE VERSION

88/TCP OPEN HTTP LIGHTTPD

|_HTTP-TITLE: IPCAM CLIENT

443 /TCP OPEN SSL/HTTP LIGHTTPD

| SSL-CERT: SUBJECT: COMMONNAME=*.MYFOSCAM.ORG/ORGANIZATIONNAME=SHENZHEN FOSCAM
INTELLIGENT TECHNOLOGY CO.,L.TD/STATEORPROVINCENAME=GUANGDONG/COUNTRYNAME=CN
| SUBJECT ALTERNATIVE NAME: DNS:*.MYFOSCAM.ORG, DNS:MYFOSCAM.ORG

| NOT VALID BEFORE: 2017-05-31T08:06:15

|_NOT VALID AFTER: 2020-05-29T08:06:15

888/TCP OPEN SOAP GSOAP

| _HTTP-SERVER-HEADER: GSOAP

|_HTTP-TITLE: SITE DOESN'T HAVE A TITLE (TEXT/XML; CHARSET=UTF-8).

SERVICE DETECTION PERFORMED. PLEASE REPORT ANY INCORRECT RESULTS AT HTTPS: //NMAP.ORG/SUBMIT/

NMAP DONE: 1 IP ADDRESS (1 HOST UP) SCANNED IN 46.68 SECONDS

STARTING NMAP 7.70 ( HTTPS://NMAP.ORG ) AT 2019-05-03 17:13 EEST

NMAP SCAN REPORT FOR 192.168.2.11

HosT1s up (0.00061S LATENCY).

NOT SHOWN: 997 CLOSED PORTS

PORT STATE SERVICE

88/TCP OPEN KERBEROS-SEC

443 /TCP OPEN HTTPS

888/TCP OPEN ACCESSBUILDER

MAC ADDRESS: 00:62:6E:82:43:CD (UNKNOWN)

NO EXACT OS MATCHES FOR HOST (IF YOU KNOW WHAT OS IS RUNNING ON IT, SEE
HTTPS://NMAP.ORG/SUBMIT/ ).

TCP/IP FINGERPRINT:
O0S:SCAN(V=7.70%E=4%D=5/3%0T=88%CT=1%CU=32561%PV=Y%DS=1%DC=D%G=Y%M=0
0626E%TM
0S:=5CCC4C93%P=x86_64-APPLE-DARWIN13.4.0)SEQ(SP=102%GCD=1%ISR=106%TI=Z%CI=I
0S:%I1=1%TS=U)OPS(01=M550NNSNW4%02=M550NNSNW4%03=M550NW4%04=M550NNS
NW4%05=M
0S:550NNSNW4%06=M550NNS)WIN(W1=3520%W2=3520%W3=3520%W4=3520%W5=352
0%W6=3520
O0S:)ECN(R=Y%DF=Y%T=40%W=3520%0=M550NNSNW4%CC=Y%Q=)T1(R=Y%DF=Y%T=40
%S=0%A=S+
0S:%F=AS%RD=0%Q=)T2(R=N)T3(R=N)T4(R=Y%DF=Y%T=40%W=0%S=A%A=2Z%F=R%0=%
RD=0%Q=)
OS:T5(R=Y%DF=Y%T=40%W=0%S=2%A=S+%F=AR%0=%RD=0%Q=)T6(R=Y%DF=Y%T=40%
W=0%S=A%A
0S:=Z%F=R%0=%RD=0%Q=)T7(R=Y%DF=Y%T=40%W=0%S=2%A=S+%F=AR%0=%RD=0%Q
=)U1(R=Y%D
0S:F=N%T=40%IPL=164%UN=0%RIPL=G%RID=G%RIPCK=G%RUCK=G%RUD=G)IE(R=Y%DFI
=N%T=4

0S:0%CD=S5)

NETWORK DISTANCE: 1 HOP

OS DETECTION PERFORMED. PLEASE REPORT ANY INCORRECT RESULTS AT HTTPS://NMAP.ORG/SUBMIT/ .
NMAP DONE: 1 [P ADDRESS (1 HOST UP) SCANNED IN 14.09 SECONDS

STARTING NMAP 7.70 ( HTTPS://NMAP.ORG ) AT 2019-05-03 17:19 EEST

PRE-SCAN SCRIPT RESULTS:

| BROADCAST-AVAHI-DOS:

| DISCOVERED HOSTS:
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| 224.0.0.251

| AFTER NULL UDP AVAHI PACKET D0OS (CVE-2011-1002).

|_ HOSTS ARE ALL UP (NOT VULNERABLE).

NMAP SCAN REPORT FOR 192.168.2.11

HosT1s up (0.00077s LATENCY).

NOT SHOWN: 997 CLOSED PORTS

PORT STATE SERVICE

88/TCP OPEN KERBEROS-SEC

443 /TCP OPEN HTTPS

|_HTTP-ASPNET-DEBUG: ERROR: SCRIPT EXECUTION FAILED (USE -D TO DEBUG)
| HTTP-CSREF:

| SPIDERING LIMITED TO: MAXDEPTH=3; MAXPAGECOUNT=20; WITHINHOST=192.168.2.11
| FOUND THE FOLLOWING POSSIBLE CSRF VULNERABILITIES:

I

| PATH:HTTP://192.168.2.11:443/]S/UPFILE.JS?VER=

| FORMID: '+ FORMID +'

|_ FORM ACTION:

| _LHTTP-DOMBASED-XSS: COULDN'T FIND ANY DOM BASED XSS.

| HTTP-FILEUPLOAD-EXPLOITER:

I

|

|_ COULDN'T FIND A FILE-TYPE FIELD.

| _HTTP-SQL-INJECTION: ERROR: SCRIPT EXECUTION FAILED (USE -D TO DEBUG)

| _HTTP-STORED-XSS: COULDN'T FIND ANY STORED XSS VULNERABILITIES.
|_HTTP-VULN-CVE2014-3704: ERROR: SCRIPT EXECUTION FAILED (USE -D TO DEBUG)
| _SSLVZ2-DROWN:

888/TCP OPEN ACCESSBUILDER

MAC ADDRESS: 00:62:6E:82:43:CD (UNKNOWN)

COULDN'T FIND A FILE-TYPE FIELD.

NMAP DONE: 1 IP ADDRESS (1 HOST UP) SCANNED IN 331.46 SECONDS

A.2.2 TP-LINK NC450

STARTING NMAP 7.70 ( HTTPS://NMAP.ORG ) AT 2019-05-01 09:35 EEST
NMAP SCAN REPORT FOR 192.168.2.16

HosT1s up (0.0019S LATENCY).

NOT SHOWN: 65528 CLOSED PORTS

PORT STATESERVICE  VERSION

80/TCP OPEN HTTP LIGHTTPD 1.4.32
443 /TCP OPEN SSL/HTTP  LIGHTTPD 1.4.32
554 /TCP OPEN RTSP DOORBIRD VIDEO DOORBELL RTSPD

2020/TCP OPEN SOAP GSOAP 2.8

8080/TCP OPEN HTTP-PROXY STREAMD,A42BB014D915

8081/TCP OPEN BLACKICE-ICECAP?

8088/TCP OPEN RADAN-HTTP  VOD

3 SERVICES UNRECOGNIZED DESPITE RETURNING DATA. [F YOU KNOW THE SERVICE/VERSION, PLEASE SUBMIT
THE FOLLOWING FINGERPRINTS AT HTTPS: //NMAP.ORG/CGI-BIN /SUBMIT.CGI?NEW-SERVICE :
==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
SF-PoRT8080-TCP:V=7.70%I1=7%D=5/1%TIME=5CC93E37%P=x86_64-APPLE-DARWIN13.4.0
SF:%R(GETREQUEST,15D,"HTTP/1\.0\X20401\X20UNAUTHORIZED\R\NSERVER:\X20STREA
SF:MD,A42BB014D915\R\NDATE:\Xx20WED,\x2001\x20MAY\X202019\x2006:35:34\x20UT
SF:C\R\NPRAGMA:\X20NO-CACHE\R\NCACHE-CONTROL:\X20NO-CACHE\R\NCONTENT-LENGT
SF:H:\X200\R\NWWW-AUTHENTICATE:\X20DIGEST\X20REALM=\"TP-LINK\X20IP-CAMERA\
SF:",ALGORITHM=\"MD5\",Q0P=\"AUTH\",NONCE=\"BA858619FB77B3171E76938D7F9CCE
SF:9800001DCE14E5E604\",0PAQUE=\"64943214654649846565646421\"\R\NCONNECTIO
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SF:N:\X20CLOSE\R\N\R\N")%R(HTTPOPTIONS,15D,"HTTP/1\.0\x20401\Xx20UNAUTHORIZ
SF:ED\R\NSERVER:\X20STREAMD,A42BB014D915\R\NDATE:\X20WED,\x2001\Xx20MAY\x20
SF:2019\x2006:35:34\Xx20UTC\R\NPRAGMA:\X20NO-CACHE\R\NCACHE-CONTROL:\X20NO-
SF:CACHE\R\NCONTENT-LENGTH:\X200\R\NWWW-AUTHENTICATE:\X20DIGEST\X20REALM=\
SF:"TP-LINK\X20IP-CAMERA\",ALGORITHM=\"MD5\",QoP=\"AUTH\",NONCE=\"38864A59
SF:FB157693B5A47511B759495600001DCE16551B23\",0PAQUE=\"6494321465464984656
SF:5646421\"\R\NCONNECTION:\X20CLOSE\R\N\R\N")%R(RTSPREQUEST,10C,"HTTP/1\.
SF:0\x20400\x20BAD\X20REQUEST\R\NSERVER:\X20STREAMD,A42BB014D915\R\NDATE:\
SF:x20WED,\x2001\x20MAY\X202019\X2006:35:34\X20UTC\R\NCONTENT-TYPE:\X20TEX
SF:T/HTML\R\NCONTENT-LENGTH:\Xx20108\R\NCONNECTION:\X20CLOSE\R\N\R\N<!DOCTY
SF:PE\X20HTML><HTML><HEAD><TITLE>400\X20BAD\X20REQUEST</TITLE></HEAD><BODY
SF:><H1>400\X20BAD\X20REQUEST</H1></BODY></HTML>")%R(FOUROHFOURREQUEST,106
SF.,"HTTP/1\.0\x20404\x20N0T\X20FOUND\R\NSERVER:\X20STREAMD,A42BB014D915\R
SF:\NDATE:\Xx20WED,\Xx2001\x20MAY\x202019\x2006:35:34\x20UTC\R\NCONTENT-TYPE
SF:\X20TEXT/HTML\R\NCONTENT-LENGTH:\X20104\R\NCONNECTION:\X20CLOSE\R\N\R\
SF:N<!DOCTYPE\X20HTML><HTML><HEAD><TITLE>404\X20NOT\X20FOUND</TITLE></HEAD
SF:><BODY><H1>404\X20N0T\X20FOUND</H1></BODY></HTML>")%R(S0CKS5,10C,"HTTP/
SF:1\.0\x20400\x20BAD\X20REQUEST\R\NSERVER:\X20STREAMD,A42BB014D915\R\NDAT
SF:E:\Xx20WED,\x2001\x20MAY\x202019\x2006:35:34\x20UTC\R\NCONTENT-TYPE:\x20
SF:TEXT/HTML\R\NCONTENT-LENGTH:\X20108\R\NCONNECTION:\X20CLOSE\R\N\R\N<!DO
SF:.CTYPE\Xx20HTML><HTML><HEAD><TITLE>400\X20BAD\X20REQUEST</TITLE></HEAD><B
SF:0DY><H1>400\X20BAD\X20REQUEST</H1></BODY></HTML>")%R(GENERICLINES,10C,"
SF:HTTP/1\.0\x20400\x20BAD\X20REQUEST\R\NSERVER:\X20STREAMD,A42BB014D915\R
SF:\NDATE:\Xx20WED,\Xx2001\x20MAY\x202019\x2006:35:39\x20UTC\R\NCONTENT-TYPE
SF::\X20TEXT/HTML\R\NCONTENT-LENGTH:\X20108\R\NCONNECTION:\X20CLOSE\R\N\R\
SF:N<!DOCTYPE\x20HTML><HTML><HEAD><TITLE>400\X20BAD\X20REQUEST</TITLE></HE
SF:AD><BODY><H1>400\x20BAD\X20REQUEST</H1></BODY></HTML>");
==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
SF-PORT8081-TCP:V=7.70%I1=7%D=5/1%TIME=5CC93E37%P=x86_64-APPLE-DARWIN13.4.0
SF:%R(GETREQUEST,F9,"HTTP/1\.0\x20404\X20N0T\Xx20FOUND\R\NSERVER:\X20SPEAKE
SF:R\R\NDATE:\X20WED,\x2001\x20MAY\x202019\x2006:35:34\X20UTC\R\NCONTENT-T
SF:YPE:\X20TEXT/HTML\R\NCONTENT-LENGTH:\X20104\R\NCONNECTION:\X20CLOSE\R\N
SF:\R\N<!DOCTYPE\X20HTML><HTML><HEAD><TITLE>404\Xx20N0T\X20FOUND</TITLE></H
SF:EAD><BODY><H1>404\X20N0T\X20FOUND</H1></BODY></HTML>")%R(FOUROHFOURREQU
SF:EST,F9,"HTTP/1\.0\x20404\x20N0T\X20FOUND\R\NSERVER:\X20SPEAKER\R\NDATE:
SF:\Xx20WED,\X2001\x20MAY\x202019\x2006:35:34\x20UTC\R\NCONTENT-TYPE:\X20TE
SF:XT/HTML\R\NCONTENT-LENGTH:\X20104\R\NCONNECTION:\X20CLOSE\R\N\R\N<!DOCT
SF:YPE\x20HTML><HTML><HEAD><TITLE>404\X20NOT\X20FOUND</TITLE></HEAD><BODY>
SF:<H1>404\X20N0T\X20FOUND</H1></BODY></HTML>")%R(HTTPOPTIONS,F9,"HTTP/1\.
SF:0\x20404\X20N0T\X20FOUND\R\NSERVER:\X20SPEAKER\R\NDATE:\X20WED,\X2001\X
SF:20MAY\x202019\x2006:35:39\X20UTC\R\NCONTENT-TYPE:\X20TEXT/HTML\R\NCONTE
SF:NT-LENGTH:\X20104\R\NCONNECTION:\X20CLOSE\R\N\R\N<!DOCTYPE\Xx20HTML><HTM
SF:L><HEAD><TITLE>404\X20N0OT\X20FOUND</TITLE></HEAD><BODY><H1>404\Xx20NO0T\X
SF:20FoUND</H1></BODY></HTML>");

==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
SF-PORT8088-TCP:V=7.70%I1=7%D=5/1%TIME=5CC93E37%P=x86_64-APPLE-DARWIN13.4.0
SF:%R(GETREQUEST,F5,"HTTP/1\.0\x20404\X20N0T\Xx20FOUND\R\NSERVER:\X20VOD\R\
SF:NDATE:\X20WED,\x2001\x20MAY\x202019\x2006:35:34\X20UTC\R\NCONTENT-TYPE:
SF:\X20TEXT/HTML\R\NCONTENT-LENGTH:\X20104\R\NCONNECTION:\X20CLOSE\R\N\R\N
SF:<IDOCTYPE\X20HTML><HTML><HEAD><TITLE>404\X20NOT\X20FOUND</TITLE></HEAD>
SF:<BODY><H1>404\X20N0T\X20FOUND</H1></BODY></HTML>")%R(HTTPOPTIONS,F5,"HT
SF:TP/1\.0\x20404\x20N0oT\X20FOUND\R\NSERVER:\X20VOD\R\NDATE:\X20WED,\x2001
SF:\x20MAY\x202019\x2006:35:39\x20UTC\R\NCONTENT-TYPE:\X20TEXT/HTML\R\NCON
SF:TENT-LENGTH:\X20104\R\NCONNECTION:\X20CLOSE\R\N\R\N<!DOCTYPE\X20HTML><H
SF:TML><HEAD><TITLE>404\X20N0T\X20FOUND</TITLE></HEAD><BODY><H1>404\x20NOT
SF:\x20FouND</H1></BODY></HTML>")%R(FOUROHFOURREQUEST,F5,"HTTP/1\.0\x20404
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SF:\Xx20N0T\X20FOUND\R\NSERVER:\X20VOD\R\NDATE:\X20WED,\x2001\x20MAY\x20201
SF:9\x2006:36:26\X20UTC\R\NCONTENT-TYPE:\X20TEXT/HTML\R\NCONTENT-LENGTH:\X
SF:20104\R\NCONNECTION:\X20CLOSE\R\N\R\N<!DOCTYPE\x20HTML><HTML><HEAD><TIT
SF:LE>404\X20N0T\x20FOUND</TITLE></HEAD><BODY><H1>404\X20N0T\x20FOUND</H1>
SF:</BODY></HTML>");

MAC ADDRESS: A4:2B:B0:14:D9:15 (TP-LINK TECHNOLOGIES)

SERVICE INFO: DEVICE: WEBCAM

SERVICE DETECTION PERFORMED. PLEASE REPORT ANY INCORRECT RESULTS AT HTTPS: //NMAP.ORG/SUBMIT/

NMAP DONE: 1 IP ADDRESS (1 HOST UP) SCANNED IN 138.72 SECONDS
STARTING NMAP 7.70 ( HTTPS://NMAP.ORG ) AT 2019-05-01 10:40 EEST
NMAP SCAN REPORT FOR 192.168.2.16
HosT 1s up (0.00066S LATENCY).
NOT SHOWN: 993 CLOSED PORTS
PORT STATESERVICE  VERSION
80/TCP OPEN HTTP LIGHTTPD 1.4.32
|_HTTP-SERVER-HEADER: LIGHTTPD/1.4.32
|_HTTP-TITLE: SITE DOESN'T HAVE A TITLE (TEXT/HTML).
443/TCP OPEN SSL/HTTP  LIGHTTPD 1.4.32
|_HTTP-SERVER-HEADER: LIGHTTPD/1.4.32
|_HTTP-TITLE: NC450 ADMIN - LOGIN
| SSL-CERT: SUBJECT:
COMMONNAME=LOCALHOST/STATEORPROVINCENAME=GUANGDONG/COUNTRYNAME=CN
| NOT VALID BEFORE: 2019-05-01T04:28:11
|_NOT VALID AFTER: 2029-03-09T04:28:11
|_SSL-DATE: 2019-05-01T07:42:21+00:00; -1S FROM SCANNER TIME.
554 /TCP OPEN RTSP DOORBIRD VIDEO DOORBELL RTSPD
|_RTSP-METHODS: OPTIONS, DESCRIBE, SETUP, TEARDOWN, PLAY, PAUSE, GET_PARAMETER,
SET_PARAMETER
2020/TCP OPEN SOAP GSOAP 2.8
|_HTTP-SERVER-HEADER: GSOAP/2.8
|_HTTP-TITLE: SITE DOESN'T HAVE A TITLE (TEXT/HTML; CHARSET=UTF-8).
8080/TCP OPEN HTTP-PROXY STREAMD,A42BB014D915
| FINGERPRINT-STRINGS:
| FOUROHFOURREQUEST:
| HTTP/1.0 404 NoT FOUND
| SERVER: STREAMD,A42BB014D915
| DATE: WED, 01 MAY 2019 07:40:22 UTC
| CONTENT-TYPE: TEXT/HTML
| CONTENT-LENGTH: 104
| CONNECTION: CLOSE
| <!DOCTYPE HTML><HTML><HEAD><TITLE>404 NOT FOUND</TITLE></HEAD><BODY><H1>404
NoT FOUND</H1></BODY></HTML>
GENERICLINES:
HTTP/1.0 400 BAD REQUEST
SERVER: STREAMD,A42BB014D915
DATE: WED, 01 MAY 2019 07:40:27 UTC
CONTENT-TYPE: TEXT/HTML
CONTENT-LENGTH: 108
CONNECTION: CLOSE
<IDOCTYPE HTML><HTML><HEAD><TITLE>400 BAD REQUEST</TITLE></HEAD><BODY><H1>400
BAD REQUEST</H1></BODY></HTML>
| GETREQUEST:
| HTTP/1.0 401 UNAUTHORIZED
| SERVER: STREAMD,A42BB014D915
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| DATE: WED, 01 MAY 2019 07:40:22 UTC

| PRAGMA: NO-CACHE

| CACHE-CONTROL: NO-CACHE

| CONTENT-LENGTH: O

| WWW-AUTHENTICATE: DIGEST REALM="TP-LINK IP-
CAMERA",ALGORITHM="MD5",QOP="AUTH",NONCE="2A817A9FE256F714B2AA30056C55BFC200002CF
E362509C5",0PAQUE="64943214654649846565646421"

| CONNECTION: CLOSE

| HTTPOPTIONS:

| HTTP/1.0 401 UNAUTHORIZED

| SERVER: STREAMD,A42BB014D915

| DATE: WED, 01 MAY 2019 07:40:22 UTC

| PRAGMA: NO-CACHE

| CACHE-CONTROL: NO-CACHE

| CONTENT-LENGTH: O

| WWW-AUTHENTICATE: DIGEST REALM="TP-LINK IP-
CAMERA",ALGORITHM="MD5",QoP="AUTH",NONCE="0EF8F3Cc09595B1B33D210FOEADFF46C000002CF
E36ADAS6E",0PAQUE="64943214654649846565646421"

| CONNECTION: CLOSE

| RTSPREQUEST, SOCKS5:

| HTTP/1.0 400 BAD REQUEST

| SERVER: STREAMD,A42BB014D915

| DATE: WED, 01 MAY 2019 07:40:22 UTC

| CONTENT-TYPE: TEXT/HTML

| CONTENT-LENGTH: 108

| CONNECTION: CLOSE

|_ <!DOCTYPE HTML><HTML><HEAD><TITLE>400 BAD REQUEST</TITLE></HEAD><BODY><H1>400
BAD REQUEST</H1></BODY></HTML>

| HTTP-AUTH:

| HTTP/1.0 401 UNAUTHORIZED\X0D

|_ DIGEST REALM=TP-LINK I[P-CAMERA
NONCE=BOF0A34BB887712CAE856653FDOFFEE500002D771295D78B
OPAQUE=64943214654649846565646421 QOP=AUTH ALGORITHM=MD5
|_HTTP-SERVER-HEADER: STREAMD,A42BB014D915

| _HTTP-TITLE: SITE DOESN'T HAVE A TITLE.

8081/TCP OPEN BLACKICE-ICECAP?

| FINGERPRINT-STRINGS:

| FOUROHFOURREQUEST, GETREQUEST:

| HTTP/1.0 404 NoT FOUND

| SERVER: SPEAKER

| DATE: WED, 01 MAY 2019 07:40:22 UTC

| CONTENT-TYPE: TEXT/HTML

| CONTENT-LENGTH: 104

| CONNECTION: CLOSE

| <!DOCTYPE HTML><HTML><HEAD><TITLE>404 NOT FOUND</TITLE></HEAD><BODY><H1>404
NoT FOUND</H1></BODY></HTML>

| HTTPOPTIONS:

| HTTP/1.0 404 NoT FOUND

| SERVER: SPEAKER

| DATE: WED, 01 MAY 2019 07:40:27 UTC

| CONTENT-TYPE: TEXT/HTML

| CONTENT-LENGTH: 104

| CONNECTION: CLOSE

|_ <!DOCTYPE HTML><HTML><HEAD><TITLE>404 NOT FOUND</TITLE></HEAD><BODY><H1>404
NoT FOUND</H1></BODY></HTML>

8088/TCP OPEN RADAN-HTTP  VOD
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| FINGERPRINT-STRINGS:
| FOUROHFOURREQUEST:

| HTTP/1.0 404 NoT FOUND

| SERVER:VOD

| DATE: WED, 01 MAY 2019 07:41:15 UTC
| CONTENT-TYPE: TEXT/HTML

| CONTENT-LENGTH: 104

| CONNECTION: CLOSE

I

<IDOCTYPE HTML><HTML><HEAD><TITLE>404 NOT FOUND</TITLE></HEAD><BODY><H1>404

NoT FOUND</H1></BODY></HTML>

| GETREQUEST:

| HTTP/1.0 404 NoT FOUND

| SERVER:VOD

| DATE: WED, 01 MAY 2019 07:40:22 UTC
| CONTENT-TYPE: TEXT/HTML

| CONTENT-LENGTH: 104

| CONNECTION: CLOSE

|

<IDOCTYPE HTML><HTML><HEAD><TITLE>404 NOT FOUND</TITLE></HEAD><BODY><H1>404

NoT FOUND</H1></BODY></HTML>

| HTTPOPTIONS:

| HTTP/1.0 404 NoT FOUND

| SERVER:VOD

| DATE: WED, 01 MAY 2019 07:40:27 UTC
| CONTENT-TYPE: TEXT/HTML

| CONTENT-LENGTH: 104

| CONNECTION: CLOSE

|_ <!DOCTYPE HTML><HTML><HEAD><TITLE>404 NOT FOUND</TITLE></HEAD><BODY><H1>404

NoT FOUND</H1></BODY></HTML>
|_HTTP-SERVER-HEADER: VOD
|_HTTP-TITLE: 404 NOT FOUND

3 SERVICES UNRECOGNIZED DESPITE RETURNING DATA. IF YOU KNOW THE SERVICE/VERSION, PLEASE SUBMIT

THE FOLLOWING FINGERPRINTS AT HTTPS://NMAP.ORG/CGI-BIN /SUBMIT.CGI?NEW-SERVICE :
==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
SF-PorRT8080-TCP:V=7.70%I1=7%D=5/1%TIME=5CC94D67%P=x86_64-APPLE-DARWIN13.4.0
SF:%R(GETREQUEST,15D,"HTTP/1\.0\X20401\X20UNAUTHORIZED\R\NSERVER:\X20STREA
SF:MD,A42BB014D915\R\NDATE:\x20WED,\x2001\x20MAY\X202019\x2007:40:22\x20UT
SF:C\R\NPRAGMA:\X20NO-CACHE\R\NCACHE-CONTROL:\X20NO-CACHE\R\NCONTENT-LENGT
SF:H:\X200\R\NWWW-AUTHENTICATE:\X20DIGEST\X20REALM=\"TP-LINK\X20IP-CAMERA\
SF:", ALGORITHM=\"MD5\",Q0P=\"AUTH\",NONCE=\"2A817A9FE256F714B2AA30056C55BF
SF:c200002CFE362509¢5\",0PAQUE=\"64943214654649846565646421\"\R\NCONNECTIO
SF:N:\X20CLOSE\R\N\R\N")%R(HTTPOPTIONS,15D,"HTTP/1\.0\x20401\x20UNAUTHORIZ
SF:ED\R\NSERVER:\X20STREAMD,A42BB014D915\R\NDATE:\X20WED,\x2001\x20MAY\x20
SF:2019\x2007:40:22\X20UTC\R\NPRAGMA:\X20NO-CACHE\R\NCACHE-CONTROL:\X20NO-
SF:CACHE\R\NCONTENT-LENGTH:\X200\R\NWWW-AUTHENTICATE:\X20DIGEST\X20REALM=\
SF:"TP-LINK\X20IP-CAMERA\",ALGORITHM=\"MD5\",QoP=\"AUTH\",NONCE=\"0EF8F3C0
SF:9595B1B33D210F0EADFF46C000002CFE36ADAS6E\",0PAQUE=\"6494321465464984656
SF:5646421\"\R\NCONNECTION:\X20CLOSE\R\N\R\N")%R(RTSPREQUEST,10C,"HTTP/1\.
SF:0\x20400\x20BAD\X20REQUEST\R\NSERVER:\X20STREAMD,A42BB014D915\R\NDATE:\
SF:x20WED,\x2001\x20MAY\x202019\x2007:40:22\X20UTC\R\NCONTENT-TYPE:\X20TEX
SF:T/HTML\R\NCONTENT-LENGTH:\X20108\R\NCONNECTION:\X20CLOSE\R\N\R\N<!DOCTY
SF:PE\X20HTML><HTML><HEAD><TITLE>400\X20BAD\X20REQUEST</TITLE></HEAD><BODY
SF:><H1>400\X20BAD\X20REQUEST</H1></BODY></HTML>")%R(FOUROHFOURREQUEST,106
SF:,"HTTP/1\.0\x20404\x20N0T\X20FOUND\R\NSERVER:\X20STREAMD,A42BB014D915\R
SF:\NDATE:\Xx20WED,\Xx2001\x20MAY\x202019\x2007:40:22\x20UTC\R\NCONTENT-TYPE
SF:\X20TEXT/HTML\R\NCONTENT-LENGTH:\X20104\R\NCONNECTION:\X20CLOSE\R\N\R\
SF:N<!DOCTYPE\x20HTML><HTML><HEAD><TITLE>404\X20NOT\Xx20FOUND</TITLE></HEAD
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SF:><BODY><H1>404\X20N0T\X20FOUND</H1></BODY></HTML>")%R(S0CKS5,10C,"HTTP/
SF:1\.0\x20400\x20BAD\X20REQUEST\R\NSERVER:\X20STREAMD,A42BB014D915\R\NDAT
SF:E:\X20WED,\x2001\x20MAY\x202019\x2007:40:22\x20UTC\R\NCONTENT-TYPE:\x20
SF:TEXT/HTML\R\NCONTENT-LENGTH:\X20108\R\NCONNECTION:\X20CLOSE\R\N\R\N<!DO
SF:.CTYPE\Xx20HTML><HTML><HEAD><TITLE>400\X20BAD\X20REQUEST</TITLE></HEAD><B
SF:0DY><H1>400\X20BAD\X20REQUEST</H1></BODY></HTML>")%R(GENERICLINES,10C,"
SF:HTTP/1\.0\x20400\x20BAD\X20REQUEST\R\NSERVER:\X20STREAMD,A42BB014D915\R
SF:\NDATE:\x20WED,\x2001\x20MAY\x202019\x2007:40:27\Xx20UTC\R\NCONTENT-TYPE
SF::\X20TEXT/HTML\R\NCONTENT-LENGTH:\X20108\R\NCONNECTION:\X20CLOSE\R\N\R\
SF:N<!DOCTYPE\X20HTML><HTML><HEAD><TITLE>400\X20BAD\X20REQUEST</TITLE></HE
SF:AD><BODY><H1>400\x20BAD\X20REQUEST</H1></BODY></HTML>");
==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
SF-PORT8081-TCP:V=7.70%I1=7%D=5/1%TIME=5CC94D67%P=x86_64-APPLE-DARWIN13.4.0
SF:%R(GETREQUEST,F9,"HTTP/1\.0\x20404\X20N0T\Xx20FOUND\R\NSERVER:\X20SPEAKE
SF:R\R\NDATE:\X20WED,\x2001\x20MAY\x202019\x2007:40:22\Xx20UTC\R\NCONTENT-T
SF:YPE:\X20TEXT/HTML\R\NCONTENT-LENGTH:\X20104\R\NCONNECTION:\X20CLOSE\R\N
SF:\R\N<!DOCTYPE\x20HTML><HTML><HEAD><TITLE>404\X20N0T\Xx20FOUND</TITLE></H
SF:EAD><BODY><H1>404\X20N0T\X20FOUND</H1></BODY></HTML>")%R(FOUROHFOURREQU
SF:EST,F9,"HTTP/1\.0\x20404\x20N0T\X20FOUND\R\NSERVER:\X20SPEAKER\R\NDATE:
SF:\Xx20WED,\X2001\Xx20MAY\x202019\x2007:40:22\x20UTC\R\NCONTENT-TYPE:\X20TE
SF:XT/HTML\R\NCONTENT-LENGTH:\X20104\R\NCONNECTION:\X20CLOSE\R\N\R\N<!DOCT
SF:YPE\Xx20HTML><HTML><HEAD><TITLE>404\X20NOT\X20FOUND</TITLE></HEAD><BODY>
SF:<H1>404\x20N0oT\X20FOUND</H1></BODY></HTML>")%R(HTTPOPTIONS,F9,"HTTP/1\.
SF:0\x20404\X20N0T\X20FOUND\R\NSERVER:\X20SPEAKER\R\NDATE:\X20WED,\X2001\X
SF:20MAY\x202019\x2007:40:27\X20UTC\R\NCONTENT-TYPE:\X20TEXT/HTML\R\NCONTE
SF:NT-LENGTH:\X20104\R\NCONNECTION:\X20CLOSE\R\N\R\N<!DOCTYPE\Xx20HTML><HTM
SF:L><HEAD><TITLE>404\x20N0T\X20FOUND</TITLE></HEAD><BODY><H1>404\x20N0OT\X
SF:20FoUND</H1></BODY></HTML>");

==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
SF-PoRT8088-TCP:V=7.70%I1=7%D=5/1%TIME=5CC94D67%P=x86_64-APPLE-DARWIN13.4.0
SF:%R(GETREQUEST,F5,"HTTP/1\.0\x20404\X20N0T\Xx20FOUND\R\NSERVER:\X20VOD\R\
SF:NDATE:\X20WED,\x2001\x20MAY\x202019\x2007:40:22\X20UTC\R\NCONTENT-TYPE:
SF:\X20TEXT/HTML\R\NCONTENT-LENGTH:\X20104\R\NCONNECTION:\X20CLOSE\R\N\R\N
SF:<IDOCTYPE\X20HTML><HTML><HEAD><TITLE>404\X20NOT\X20FOUND</TITLE></HEAD>
SF:<BODY><H1>404\X20N0T\X20FOUND</H1></BODY></HTML>")%R(HTTPOPTIONS,F5,"HT
SF:TP/1\.0\x20404\x20N0oT\X20FOUND\R\NSERVER:\X20VOD\R\NDATE:\X20WED,\x2001
SF:\x20MAY\x202019\x2007:40:27\Xx20UTC\R\NCONTENT-TYPE:\X20TEXT/HTML\R\NCON
SF:TENT-LENGTH:\X20104\R\NCONNECTION:\X20CLOSE\R\N\R\N<!DOCTYPE\X20HTML><H
SF:TML><HEAD><TITLE>404\X20N0T\X20FOUND</TITLE></HEAD><BODY><H1>404\x20NOT
SF:\x20FoUND</H1></BODY></HTML>")%R(FOUROHFOURREQUEST,F5,"HTTP/1\.0\x20404
SF:\x20N0OT\X20FOUND\R\NSERVER:\X20VOD\R\NDATE:\X20WED,\x2001\x20MAY\x20201
SF:9\x2007:41:15\X20UTC\R\NCONTENT-TYPE:\X20TEXT/HTML\R\NCONTENT-LENGTH:\X
SF:20104\R\NCONNECTION:\X20CLOSE\R\N\R\N<!DOCTYPE\X20HTML><HTML><HEAD><TIT
SF:LE>404\X20N0T\Xx20FOUND</TITLE></HEAD><BODY><H1>404\X20N0OT\Xx20FOUND</H1>
SF:</BODY></HTML>");

SERVICE INFO: DEVICE: WEBCAM

HOST SCRIPT RESULTS:
|_CLOCK-SKEW: MEAN: -1S, DEVIATION: 0S, MEDIAN: -1S

SERVICE DETECTION PERFORMED. PLEASE REPORT ANY INCORRECT RESULTS AT HTTPS://NMAP.ORG/SUBMIT/
NMAP DONE: 1 IP ADDRESS (1 HOST UP) SCANNED IN 135.32 SECONDS
STARTING NMAP 7.70 ( HTTPS://NMAP.ORG ) AT 2019-05-01 10:43 EEST

NMAP SCAN REPORT FOR 192.168.2.16
HosT1s up (0.00066S LATENCY).
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NOT SHOWN: 993 CLOSED PORTS
PORT STATE SERVICE VERSION

80/TCP OPEN HTTP LIGHTTPD 1.4.32
443 /TCP OPEN SSL/HTTP  LIGHTTPD 1.4.32
554 /TCP OPEN RTSP DOORBIRD VIDEO DOORBELL RTSPD

2020/TCP OPEN SOAP GSOAP 2.8

8080/TCP OPEN HTTP-PROXY STREAMD,A42BB014D915

8081/TCP OPEN BLACKICE-ICECAP?

8088/TCP OPEN RADAN-HTTP  VOD

3 SERVICES UNRECOGNIZED DESPITE RETURNING DATA. IF YOU KNOW THE SERVICE/VERSION, PLEASE SUBMIT
THE FOLLOWING FINGERPRINTS AT HTTPS://NMAP.ORG/CGI-BIN /SUBMIT.CGI?NEW-SERVICE :
==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
SF-PORT8080-TCP:V=7.70%I1=9%D=5/1%TIME=5CC94E22%P=x86_64-APPLE-DARWIN13.4.0
SF:%R(GETREQUEST,15D,"HTTP/1\.0\X20401\X20UNAUTHORIZED\R\NSERVER:\X20STREA
SF:MD,A42BB014D915\R\NDATE:\Xx20WED,\x2001\x20MAY\X202019\x2007:43:29\x20UT
SF:C\R\NPRAGMA:\X20NO-CACHE\R\NCACHE-CONTROL:\X20NO-CACHE\R\NCONTENT-LENGT
SF:H:\X200\R\NWWW-AUTHENTICATE:\X20DIGEST\X20REALM=\"TP-LINK\X20IP-CAMERA\
SF:",ALGORITHM=\"MD5\",Q0P=\"AUTH\",NONCE=\"EA7A3EBO2DAD2A1F7EBEBA581BF1A1
SF:3E00002DB9398B1CCE\",0PAQUE=\"64943214654649846565646421\"\R\NCONNECTIO
SF:N:\X20CLOSE\R\N\R\N")%R(HTTPOPTIONS,15D,"HTTP/1\.0\x20401\Xx20UNAUTHORIZ
SF:ED\R\NSERVER:\X20STREAMD,A42BB014D915\R\NDATE:\X20WED,\x2001\Xx20MAY\x20
SF:2019\x2007:43:29\x20UTC\R\NPRAGMA:\X20NO-CACHE\R\NCACHE-CONTROL:\X20NO-
SF:CACHE\R\NCONTENT-LENGTH:\X200\R\NWWW-AUTHENTICATE:\X20DIGEST\X20REALM=\
SF:"TP-LINK\X20IP-CAMERA\",ALGORITHM=\"MD5\",QoP=\"AUTH\",NONCE=\"0448370C
SF:E467BD5Cc2D1D300D764A5B8400002DB93B06BDF3\",0PAQUE=\"6494321465464984656
SF:5646421\"\R\NCONNECTION:\X20CLOSE\R\N\R\N")%R(RTSPREQUEST,10C,"HTTP/1\.
SF:0\x20400\x20BAD\X20REQUEST\R\NSERVER:\X20STREAMD,A42BB014D915\R\NDATE:\
SF:x20WED,\x2001\x20MAY\X202019\x2007:43:29\X20UTC\R\NCONTENT-TYPE:\X20TEX
SF:T/HTML\R\NCONTENT-LENGTH:\X20108\R\NCONNECTION:\X20CLOSE\R\N\R\N<!DOCTY
SF:PE\X20HTML><HTML><HEAD><TITLE>400\X20BAD\X20REQUEST</TITLE></HEAD><BODY
SF:><H1>400\X20BAD\X20REQUEST</H1></BODY></HTML>")%R(FOUROHFOURREQUEST,106
SF.,"HTTP/1\.0\x20404\x20N0T\X20FOUND\R\NSERVER:\X20STREAMD,A42BB014D915\R
SF:\NDATE:\x20WED,\x2001\x20MAY\x202019\x2007:43:29\x20UTC\R\NCONTENT-TYPE
SF:\X20TEXT/HTML\R\NCONTENT-LENGTH:\X20104\R\NCONNECTION:\X20CLOSE\R\N\R\
SF:N<!DOCTYPE\X20HTML><HTML><HEAD><TITLE>404\X20NOT\X20FOUND</TITLE></HEAD
SF:><BODY><H1>404\X20N0T\X20FOUND</H1></BODY></HTML>")%R(S0CKS5,10C,"HTTP/
SF:1\.0\x20400\x20BAD\Xx20REQUEST\R\NSERVER:\X20STREAMD,A42BB014D915\R\NDAT
SF:E:\X20WED,\x2001\x20MAY\x202019\x2007:43:29\x20UTC\R\NCONTENT-TYPE:\x20
SF:TEXT/HTML\R\NCONTENT-LENGTH:\X20108\R\NCONNECTION:\X20CLOSE\R\N\R\N<!DO
SF:.CTYPE\Xx20HTML><HTML><HEAD><TITLE>400\X20BAD\X20REQUEST</TITLE></HEAD><B
SF:0DY><H1>400\X20BAD\X20REQUEST</H1></BODY></HTML>")%R(GENERICLINES,10C,"
SF:HTTP/1\.0\x20400\x20BAD\X20REQUEST\R\NSERVER:\X20STREAMD,A42BB014D915\R
SF:\NDATE:\Xx20WED,\Xx2001\x20MAY\x202019\x2007:43:34\x20UTC\R\NCONTENT-TYPE
SF::\X20TEXT/HTML\R\NCONTENT-LENGTH:\X20108\R\NCONNECTION:\X20CLOSE\R\N\R\
SF:N<!DOCTYPE\x20HTML><HTML><HEAD><TITLE>400\X20BAD\X20REQUEST</TITLE></HE
SF:AD><BODY><H1>400\X20BAD\X20REQUEST</H1></BODY></HTML>");
==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
SF-PorT8081-TCP:V=7.70%I1=9%D=5/1%TIME=5CC94E22%P=x86_64-APPLE-DARWIN13.4.0
SF:%R(GETREQUEST,F9,"HTTP/1\.0\x20404\X20N0T\Xx20FOUND\R\NSERVER:\X20SPEAKE
SF:R\R\NDATE:\X20WED,\x2001\x20MAY\x202019\x2007:43:29\X20UTC\R\NCONTENT-T
SF:YPE:\X20TEXT/HTML\R\NCONTENT-LENGTH:\X20104\R\NCONNECTION:\X20CLOSE\R\N
SF:\R\N<!DOCTYPE\X20HTML><HTML><HEAD><TITLE>404\Xx20N0T\X20FOUND</TITLE></H
SF:EAD><BODY><H1>404\X20N0T\X20FOUND</H1></BODY></HTML>")%R(FOUROHFOURREQU
SF:EST,F9,"HTTP/1\.0\x20404\x20N0T\X20FOUND\R\NSERVER:\X20SPEAKER\R\NDATE:
SF:\Xx20WED,\X2001\Xx20MAY\x202019\x2007:43:29\x20UTC\R\NCONTENT-TYPE:\X20TE
SF:XT/HTML\R\NCONTENT-LENGTH:\X20104\R\NCONNECTION:\X20CLOSE\R\N\R\N<!DOCT
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SF:YPE\Xx20HTML><HTML><HEAD><TITLE>404\X20NOT\X20FOUND</TITLE></HEAD><BODY>
SF:<H1>404\X20N0T\X20FOUND</H1></BODY></HTML>")%R(HTTPOPTIONS,F9,"HTTP/1\.
SF:0\x20404\x20N0T\X20FOUND\R\NSERVER:\X20SPEAKER\R\NDATE:\X20WED,\X2001\X
SF:20MAY\x202019\x2007:43:34\X20UTC\R\NCONTENT-TYPE:\X20TEXT/HTML\R\NCONTE
SF:NT-LENGTH:\X20104\R\NCONNECTION:\X20CLOSE\R\N\R\N<!DOCTYPE\X20HTML><HTM
SF:L><HEAD><TITLE>404\X20N0OT\X20FOUND</TITLE></HEAD><BODY><H1>404\Xx20NO0T\X
SF:20FounD</H1></BODY></HTML>")%R(OFFICESCAN,F9,"HTTP/1\.0\x20404\x20NOT\X
SF:20FOUND\R\NSERVER:\X20SPEAKER\R\NDATE:\X20WED,\X2001\x20MAY\x202019\x20
SF:07:46:19\X20UTC\R\NCONTENT-TYPE:\X20TEXT/HTML\R\NCONTENT-LENGTH:\X20104
SF:\R\NCONNECTION:\X20CLOSE\R\N\R\N<!DOCTYPE\x20HTML><HTML><HEAD><TITLE>40
SF:4\x20NoT\X20FOUND</TITLE></HEAD><BODY><H1>404\x20N0oT\X20FOUND</H1></BOD
SF:y></HTML>")%R(APPLE-IPHOTO,F9,"HTTP/1\.0\x20404\x20NOT\X20FOUND\R\NSERV
SF:ER:\X20SPEAKER\R\NDATE:\X20WED,\X2001\x20MAY\Xx202019\x2007:47:50\x20UTC
SF:\R\NCONTENT-TYPE:\X20TEXT/HTML\R\NCONTENT-LENGTH:\X20104\R\NCONNECTION:
SF:\Xx20CLOSE\R\N\R\N<!DOCTYPE\Xx20HTML><HTML><HEAD><TITLE>404\X20N0T\x20FoU
SF:ND</TITLE></HEAD><BODY><H1>404\X20N0T\X20FOUND</H1></BODY></HTML>");
==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
SF-PorT8088-TCP:V=7.70%I1=9%D=5/1%TIME=5CC94E22%P=x86_64-APPLE-DARWIN13.4.0
SF:%R(GETREQUEST,F5,"HTTP/1\.0\x20404\X20N0T\Xx20FOUND\R\NSERVER:\X20VOD\R\
SF:NDATE:\X20WED,\x2001\x20MAY\x202019\x2007:43:29\X20UTC\R\NCONTENT-TYPE:
SF:\X20TEXT/HTML\R\NCONTENT-LENGTH:\X20104\R\NCONNECTION:\X20CLOSE\R\N\R\N
SF:<IDOCTYPE\X20HTML><HTML><HEAD><TITLE>404\X20NOT\X20FOUND</TITLE></HEAD>
SF:<BODY><H1>404\x20N0T\X20FOUND</H1></BODY></HTML>")%R(HTTPOPTIONS,F5,"HT
SF:TP/1\.0\x20404\x20N0oT\X20FOUND\R\NSERVER:\X20VOD\R\NDATE:\X20WED,\x2001
SF:\x20MAY\x202019\x2007:43:34\Xx20UTC\R\NCONTENT-TYPE:\X20TEXT/HTML\R\NCON
SF:TENT-LENGTH:\X20104\R\NCONNECTION:\X20CLOSE\R\N\R\N<!DOCTYPE\X20HTML><H
SF:TML><HEAD><TITLE>404\X20N0T\X20FOUND</TITLE></HEAD><BODY><H1>404\x20NOT
SF:\x20FoUND</H1></BODY></HTML>")%R(FOUROHFOURREQUEST,F5,"HTTP/1\.0\x20404
SF:\Xx20NoT\X20FOUND\R\NSERVER:\X20VOD\R\NDATE:\X20WED,\x2001\x20MAY\x20201
SF:9\x2007:44:34\X20UTC\R\NCONTENT-TYPE:\X20TEXT/HTML\R\NCONTENT-LENGTH:\X
SF:20104\R\NCONNECTION:\X20CLOSE\R\N\R\N<!DOCTYPE\X20HTML><HTML><HEAD><TIT
SF:LE>404\X20N0T\Xx20FOUND</TITLE></HEAD><BODY><H1>404\X20N0OT\Xx20FOUND</H1>
SF:</BODY></HTML>")%R(OFFICESCAN,F5,"HTTP/1\.0\x20404\x20N0OT\X20FOUND\R\NS
SF:ERVER:\X20VOD\R\NDATE:\X20WED,\x2001\x20MAY\X202019\x2007:46:19\x20UTC\
SF:R\NCONTENT-TYPE:\X20TEXT/HTML\R\NCONTENT-LENGTH:\X20104\R\NCONNECTION:\
SF:x20CLOSE\R\N\R\N<!DOCTYPE\X20HTML><HTML><HEAD><TITLE>404\X20NOT\X20F0OUN
SF:D</TITLE></HEAD><BODY><H1>404\X20N0OT\X20FOUND</H1></BODY></HTML>")%R (AP
SF:PLE-IPHOTO,F5,"HTTP/1\.0\x20404\x20N0T\X20FOUND\R\NSERVER:\X20VOD\R\NDA
SF:TE:\X20WED,\x2001\x20MAY\Xx202019\x2007:47:50\X20UTC\R\NCONTENT-TYPE:\X2
SF:0TEXT/HTML\R\NCONTENT-LENGTH:\X20104\R\NCONNECTION:\X20CLOSE\R\N\R\N<!D
SF:0CTYPE\x20HTML><HTML><HEAD><TITLE>404\x20NOT\X20FOUND</TITLE></HEAD><BO
SF:DY><H1>404\X20NoT\x20FOUND</H1></BODY></HTML>");

SERVICE INFO: DEVICE: WEBCAM

SERVICE DETECTION PERFORMED. PLEASE REPORT ANY INCORRECT RESULTS AT HTTPS: //NMAP.ORG/SUBMIT/

NMAP DONE: 1 IP ADDRESS (1 HOST UP) SCANNED IN 5028.70 SECONDS
STARTING NMAP 7.70 ( HTTPS://NMAP.ORG ) AT 2019-05-01 12:17 EEST
NMAP SCAN REPORT FOR 192.168.2.16

HosT 1s up (0.00042s LATENCY).

NOT SHOWN: 993 CLOSED PORTS

PORT STATESERVICE  VERSION

80/TCP OPEN HTTP LIGHTTPD 1.4.32

|_HTTP-SERVER-HEADER: LIGHTTPD/1.4.32

|_HTTP-TITLE: SITE DOESN'T HAVE A TITLE (TEXT/HTML).

443/TCP OPEN SSL/HTTP  LIGHTTPD 1.4.32
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|_HTTP-SERVER-HEADER: LIGHTTPD/1.4.32

|_HTTP-TITLE: NC450 ADMIN - LOGIN

| SSL-CERT: SUBJECT:
COMMONNAME=LOCALHOST/STATEORPROVINCENAME=GUANGDONG/COUNTRYNAME=CN
| NOT VALID BEFORE: 2019-05-01T04:28:11

|_NOT VALID AFTER: 2029-03-09T04:28:11

|_SSL-DATE: 2019-05-01T09:19:15+00:00; -1S FROM SCANNER TIME.

554 /TCP OPEN RTSP DOORBIRD VIDEO DOORBELL RTSPD

|_RTSP-METHODS: OPTIONS, DESCRIBE, SETUP, TEARDOWN, PLAY, PAUSE, GET_PARAMETER,
SET_PARAMETER

2020/TCP OPEN SOAP GSOAP 2.8

|_HTTP-SERVER-HEADER: GSOAP/2.8

|_HTTP-TITLE: SITE DOESN'T HAVE A TITLE (TEXT/HTML; CHARSET=UTF-8).

8080/TCP OPEN HTTP-PROXY STREAMD,A42BB014D915

| FINGERPRINT-STRINGS:

FOUROHFOURREQUEST:
HTTP/1.0 404 NoT FOUND
SERVER: STREAMD,A42BB014D915
DATE: WED, 01 MAY 2019 09:17:15 UTC
CONTENT-TYPE: TEXT/HTML
CONTENT-LENGTH: 104
CONNECTION: CLOSE
<IDOCTYPE HTML><HTML><HEAD><TITLE>404 NOT FOUND</TITLE></HEAD><BODY><H1>404

NoT FOUND</H1></BODY></HTML>

GENERICLINES:
HTTP/1.0 400 BAD REQUEST
SERVER: STREAMD,A42BB014D915
DATE: WED, 01 MAY 2019 09:17:20 UTC
CONTENT-TYPE: TEXT/HTML
CONTENT-LENGTH: 108
CONNECTION: CLOSE
<IDOCTYPE HTML><HTML><HEAD><TITLE>400 BAD REQUEST</TITLE></HEAD><BODY><H1>400

BAD REQUEST</H1></BODY></HTML>

GETREQUEST:

HTTP/1.0 401 UNAUTHORIZED

SERVER: STREAMD,A42BB014D915

DATE: WED, 01 MAY 2019 09:17:15 UTC

PRAGMA: NO-CACHE

CACHE-CONTROL: NO-CACHE

CONTENT-LENGTH: 0

WWW-AUTHENTICATE: DIGEST REALM="TP-LINK IP-

CAMERA",ALGORITHM="MD5",QOP="AUTH",NONCE="2F5D679313839630BFB7A9182A1A506B000043
B400BCFIE6",0PAQUE="64943214654649846565646421"

CONNECTION: CLOSE
HTTPOPTIONS:

HTTP/1.0 401 UNAUTHORIZED

SERVER: STREAMD,A42BB014D915

DATE: WED, 01 MAY 2019 09:17:15 UTC

PRAGMA: NO-CACHE

CACHE-CONTROL: NO-CACHE

CONTENT-LENGTH: 0

WWW-AUTHENTICATE: DIGEST REALM="TP-LINK IP-

CAMERA",ALGORITHM="MD5",QOP="AUTH",NONCE="BF2266AFBA641DA403C8BCEA50E00AO0F000043B
401E10A61",0PAQUE="64943214654649846565646421"

CONNECTION: CLOSE
RTSPREQUEST, SOCKS5:

60



| HTTP/1.0 400 BAD REQUEST
| SERVER: STREAMD,A42BB014D915
| DATE: WED, 01 MAY 2019 09:17:15 UTC
| CONTENT-TYPE: TEXT/HTML
| CONTENT-LENGTH: 108
| CONNECTION: CLOSE
|_ <!DOCTYPE HTML><HTML><HEAD><TITLE>400 BAD REQUEST</TITLE></HEAD><BODY><H1>400
BAD REQUEST</H1></BODY></HTML>
| HTTP-AUTH:
| HTTP/1.0 401 UNAUTHORIZED\X0D
|_ DIGEST REALM=TP-LINK IP-CAMERA
NONCE=0D5FCC6AC5D7AB1E19E9C3F7013743F5000044293ACE9071 QOP=AUTH
OPAQUE=64943214654649846565646421 ALGORITHM=MD5
|_HTTP-SERVER-HEADER: STREAMD,A42BB014D915
|_HTTP-TITLE: SITE DOESN'T HAVE A TITLE.
8081/TCP OPEN BLACKICE-ICECAP?
| FINGERPRINT-STRINGS:
| FOUROHFOURREQUEST, GETREQUEST:
| HTTP/1.0 404 NoT FOUND
| SERVER: SPEAKER
| DATE: WED, 01 MAY 2019 09:17:15 UTC
| CONTENT-TYPE: TEXT/HTML
| CONTENT-LENGTH: 104
| CONNECTION: CLOSE
| <!DOCTYPE HTML><HTML><HEAD><TITLE>404 NOT FOUND</TITLE></HEAD><BODY><H1>404
NoT FOUND</H1></BODY></HTML>
| HTTPOPTIONS:
| HTTP/1.0 404 NoT FOUND
| SERVER: SPEAKER
| DATE: WED, 01 MAY 2019 09:17:20 UTC
| CONTENT-TYPE: TEXT/HTML
| CONTENT-LENGTH: 104
| CONNECTION: CLOSE
|_ <!DOCTYPE HTML><HTML><HEAD><TITLE>404 NOT FOUND</TITLE></HEAD><BODY><H1>404
NoT FOUND</H1></BODY></HTML>
8088/TCP OPEN RADAN-HTTP  VOD
| FINGERPRINT-STRINGS:
| FOUROHFOURREQUEST:
| HTTP/1.0 404 NoT FOUND
| SERVER: VOD
| DATE: WED, 01 MAY 2019 09:18:08 UTC
| CONTENT-TYPE: TEXT/HTML
| CONTENT-LENGTH: 104
| CONNECTION: CLOSE
| <!DOCTYPE HTML><HTML><HEAD><TITLE>404 NOT FOUND</TITLE></HEAD><BODY><H1>404
NoT FOUND</H1></BODY></HTML>
GETREQUEST:
HTTP/1.0 404 NoT FOUND
SERVER: VOD
DATE: WED, 01 MAY 2019 09:17:15 UTC
CONTENT-TYPE: TEXT/HTML
CONTENT-LENGTH: 104
CONNECTION: CLOSE
<!DOCTYPE HTML><HTML><HEAD><TITLE>404 NOT FOUND</TITLE></HEAD><BODY><H1>404
NoT FOUND</H1></BODY></HTML>
| HTTPOPTIONS:
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| HTTP/1.0 404 NoT FOUND

| SERVER: VOD

| DATE: WED, 01 MAY 2019 09:17:20 UTC
| CONTENT-TYPE: TEXT/HTML

| CONTENT-LENGTH: 104

| CONNECTION: CLOSE

|_ <!DOCTYPE HTML><HTML><HEAD><TITLE>404 NOT FOUND</TITLE></HEAD><BODY><H1>404

NoT FOUND</H1></BODY></HTML>
| _HTTP-SERVER-HEADER: VOD
|_HTTP-TITLE: 404 NOT FOUND

3 SERVICES UNRECOGNIZED DESPITE RETURNING DATA. IF YOU KNOW THE SERVICE /VERSION, PLEASE SUBMIT

THE FOLLOWING FINGERPRINTS AT HTTPS://NMAP.ORG/CGI-BIN /SUBMIT.CGI?NEW-SERVICE :
==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
SF-PoRT8080-TCP:V=7.70%I1=7%D=5/1%TIME=5CC9641D%P=x86_64-APPLE-DARWIN13.4.0
SF:%R(GETREQUEST,15D,"HTTP/1\.0\x20401\X20UNAUTHORIZED\R\NSERVER:\X20STREA
SF:MD,A42BB014D915\R\NDATE:\x20WED,\x2001\x20MAY\X202019\x2009:17:15\x20UT
SF:C\R\NPRAGMA:\X20NO-CACHE\R\NCACHE-CONTROL:\X20NO-CACHE\R\NCONTENT-LENGT
SF:H:\X200\R\NWWW-AUTHENTICATE:\X20DIGEST\X20REALM=\"TP-LINK\Xx20IP-CAMERA\
SF:",ALGORITHM=\"MD5\",Q0oP=\"AUTH\",NONCE=\"2F5D679313839630BFB7A49182A1A50
SF:6B000043B400BCFIE6\",0PAQUE=\"64943214654649846565646421\"\R\NCONNECTIO
SF:N:\X20CLOSE\R\N\R\N")%R(HTTPOPTIONS,15D,"HTTP/1\.0\x20401\Xx20UNAUTHORIZ
SF:ED\R\NSERVER:\X20STREAMD,A42BB014D915\R\NDATE:\X20WED,\x2001\x20MAY\x20
SF:2019\x2009:17:15\x20UTC\R\NPRAGMA:\X20NO-CACHE\R\NCACHE-CONTROL:\X20NO-
SF:CACHE\R\NCONTENT-LENGTH:\X200\R\NWWW-AUTHENTICATE:\X20DIGEST\X20REALM=\
SF:"TP-LINK\X20IP-CAMERA\",ALGORITHM=\"MD5\",Q0P=\"AUTH\",NONCE=\"BF2266AF
SF:BA641DA403Cc8BCEAS0EO00AOF000043B401E10A61\",0PAQUE=\"6494321465464984656
SF:5646421\"\R\NCONNECTION:\X20CLOSE\R\N\R\N")%R(RTSPREQUEST,10C,"HTTP/1\.
SF:0\x20400\Xx20BAD\X20REQUEST\R\NSERVER:\X20STREAMD,A42BB014D915\R\NDATE:\
SF:x20WED,\x2001\x20MAY\X202019\x2009:17:15\X20UTC\R\NCONTENT-TYPE:\X20TEX
SF:T/HTML\R\NCONTENT-LENGTH:\X20108\R\NCONNECTION:\X20CLOSE\R\N\R\N<!DOCTY
SF:PE\X20HTML><HTML><HEAD><TITLE>400\X20BAD\X20REQUEST</TITLE></HEAD><BODY
SF:><H1>400\X20BAD\X20REQUEST</H1></BODY></HTML>")%R(FOUROHFOURREQUEST,106
SF:,"HTTP/1\.0\x20404\x20N0T\X20FOUND\R\NSERVER:\X20STREAMD,A42BB014D915\R
SF:\NDATE:\x20WED,\x2001\x20MAY\x202019\x2009:17:15\x20UTC\R\NCONTENT-TYPE
SF::\X20TEXT/HTML\R\NCONTENT-LENGTH:\X20104\R\NCONNECTION:\X20CLOSE\R\N\R\
SF:N<!DOCTYPE\X20HTML><HTML><HEAD><TITLE>404\X20NOT\X20FOUND</TITLE></HEAD
SF:><BODY><H1>404\X20N0oT\Xx20FOUND</H1></BODY></HTML>")%R(S0CKS5,10C,"HTTP/
SF:1\.0\x20400\x20BAD\X20REQUEST\R\NSERVER:\X20STREAMD,A42BB014D915\R\NDAT
SF:E:\X20WED,\X2001\X20MAY\x202019\x2009:17:15\Xx20UTC\R\NCONTENT-TYPE:\x20
SF:TEXT/HTML\R\NCONTENT-LENGTH:\X20108\R\NCONNECTION:\X20CLOSE\R\N\R\N<!DO
SF:CTYPE\x20HTML><HTML><HEAD><TITLE>400\X20BAD\X20REQUEST</TITLE></HEAD><B
SF:0DY><H1>400\X20BAD\X20REQUEST</H1></BODY></HTML>")%R(GENERICLINES,10C,"
SF:HTTP/1\.0\x20400\x20BAD\X20REQUEST\R\NSERVER:\X20STREAMD,A42BB014D915\R
SF:\NDATE:\Xx20WED,\Xx2001\x20MAY\x202019\x2009:17:20\x20UTC\R\NCONTENT-TYPE
SF:\X20TEXT/HTML\R\NCONTENT-LENGTH:\X20108\R\NCONNECTION:\X20CLOSE\R\N\R\
SF:N<!DOCTYPE\X20HTML><HTML><HEAD><TITLE>400\X20BAD\X20REQUEST</TITLE></HE
SF:AD><BODY><H1>400\X20BAD\X20REQUEST</H1></BODY></HTML>");
==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
SF-PorRT8081-TCP:V=7.70%I1=7%D=5/1%TIME=5CC9641D%P=x86_64-APPLE-DARWIN13.4.0
SF:%R(GETREQUEST,F9,"HTTP/1\.0\x20404\X20N0T\Xx20FOUND\R\NSERVER:\X20SPEAKE
SF:R\R\NDATE:\X20WED,\x2001\x20MAY\x202019\x2009:17:15\X20UTC\R\NCONTENT-T
SF:YPE:\X20TEXT/HTML\R\NCONTENT-LENGTH:\X20104\R\NCONNECTION:\X20CLOSE\R\N
SF:\R\N<!DOCTYPE\X20HTML><HTML><HEAD><TITLE>404\X20N0T\X20FOUND</TITLE></H
SF:EAD><BODY><H1>404\x20N0T\X20FOUND</H1></BODY></HTML>")%R(FOUROHFOURREQU
SF:EST,F9,"HTTP/1\.0\x20404\x20N0T\X20FOUND\R\NSERVER:\X20SPEAKER\R\NDATE:
SF:\x20WED,\x2001\x20MAY\x202019\x2009:17:15\x20UTC\R\NCONTENT-TYPE:\X20TE
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SF:XT/HTML\R\NCONTENT-LENGTH:\X20104\R\NCONNECTION:\X20CLOSE\R\N\R\N<!DOCT
SF:.YPE\Xx20HTML><HTML><HEAD><TITLE>404\X20NOT\X20FOUND</TITLE></HEAD><BODY>
SF:<H1>404\x20NoT\X20FOUND</H1></BODY></HTML>")%R(HTTPOPTIONS,F9,"HTTP/1\.
SF:0\x20404\x20N0T\X20FOUND\R\NSERVER:\X20SPEAKER\R\NDATE:\X20WED,\X2001\X
SF:20MAY\x202019\x2009:17:20\X20UTC\R\NCONTENT-TYPE:\X20TEXT/HTML\R\NCONTE
SF:NT-LENGTH:\X20104\R\NCONNECTION:\X20CLOSE\R\N\R\N<!DOCTYPE\X20HTML><HTM
SF:L><HEAD><TITLE>404\x20N0T\X20FOUND</TITLE></HEAD><BODY><H1>404\x20N0OT\X
SF:20FOUND</H1></BODY></HTML>");

==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
SF-PoRT8088-TCP:V=7.70%I1=7%D=5/1%TIME=5CC9641D%P=x86_64-APPLE-DARWIN13.4.0
SF:%R(GETREQUEST,F5,"HTTP/1\.0\x20404\X20N0T\Xx20FOUND\R\NSERVER:\X20VOD\R\
SF:NDATE:\X20WED,\x2001\x20MAY\x202019\x2009:17:15\X20UTC\R\NCONTENT-TYPE:
SF:\X20TEXT/HTML\R\NCONTENT-LENGTH:\X20104\R\NCONNECTION:\X20CLOSE\R\N\R\N
SF:<IDOCTYPE\X20HTML><HTML><HEAD><TITLE>404\X20NOT\X20FOUND</TITLE></HEAD>
SF:<BODY><H1>404\x20N0T\X20FOUND</H1></BODY></HTML>")%R(HTTPOPTIONS,F5,"HT
SF:TP/1\.0\x20404\x20N0oT\X20FOUND\R\NSERVER:\X20VOD\R\NDATE:\X20WED,\x2001
SF:\x20MAY\x202019\x2009:17:20\X20UTC\R\NCONTENT-TYPE:\X20TEXT/HTML\R\NCON
SF:TENT-LENGTH:\X20104\R\NCONNECTION:\X20CLOSE\R\N\R\N<!DOCTYPE\X20HTML><H
SF:TML><HEAD><TITLE>404\X20N0T\X20FOUND</TITLE></HEAD><BODY><H1>404\Xx20NOT
SF:\x20FoUND</H1></BODY></HTML>")%R(FOUROHFOURREQUEST,F5,"HTTP/1\.0\x20404
SF:\Xx20NoT\X20FOUND\R\NSERVER:\X20VOD\R\NDATE:\X20WED,\x2001\x20MAY\x20201
SF:9\x2009:18:08\x20UTC\R\NCONTENT-TYPE:\X20TEXT/HTML\R\NCONTENT-LENGTH:\X
SF:20104\R\NCONNECTION:\X20CLOSE\R\N\R\N<!DOCTYPE\x20HTML><HTML><HEAD><TIT
SF:LE>404\X20N0T\Xx20FOUND</TITLE></HEAD><BODY><H1>404\X20N0OT\Xx20FOUND</H1>
SF:</BODY></HTML>");

SERVICE INFO: DEVICE: WEBCAM

HOST SCRIPT RESULTS:
| _CLOCK-SKEW: MEAN: -1S, DEVIATION: 0S, MEDIAN: -1S

SERVICE DETECTION PERFORMED. PLEASE REPORT ANY INCORRECT RESULTS AT HTTPS: //NMAP.ORG/SUBMIT/

NMAP DONE: 1 IP ADDRESS (1 HOST UP) SCANNED IN 134.29 SECONDS
STARTING NMAP 7.70 ( HTTPS://NMAP.ORG ) AT 2019-05-03 17:19 EEST
NMAP SCAN REPORT FOR 192.168.2.16

HosT 1s up (0.00084s LATENCY).

NOT SHOWN: 993 CLOSED PORTS

PORT STATE SERVICE

80/TCP OPEN HTTP

443/TCP OPEN HTTPS

554 /TCP OPEN RTSP

2020/TCP OPEN XINUPAGESERVER

8080/TCP OPEN HTTP-PROXY

8081/TCP OPEN BLACKICE-ICECAP

8088/TCP OPEN RADAN-HTTP

MAC ADDRESS: A4:2B:B0:14:D9:15 (TP-LINK TECHNOLOGIES)
DEVICE TYPE: WAP

RUNNING: LINUX 2.6.X

OS CPE: CPE:/O:LINUX:LINUX_KERNEL:2.6.26

OS DETAILS: OPENWRT KAMIKAZE 8.09 (LINUX 2.6.26)

NETWORK DISTANCE: 1 HOP

OS DETECTION PERFORMED. PLEASE REPORT ANY INCORRECT RESULTS AT HTTPS:/ /NMAP.ORG/SUBMIT/ .

NMAP DONE: 1 IP ADDRESS (1 HOST UP) SCANNED IN 3.12 SECONDS
STARTING NMAP 7.70 ( HTTPS://NMAP.ORG ) AT 2019-05-03 17:25 EEST
PRE-SCAN SCRIPT RESULTS:
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| BROADCAST-AVAHI-DOS:

| DISCOVERED HOSTS:

| 224.0.0.251

| AFTER NULL UDP AVAHI PACKET DOS (CVE-2011-1002).
|_ HOSTS ARE ALL UP (NOT VULNERABLE).

NMAP SCAN REPORT FOR 192.168.2.16

HosTisup (0.0011S LATENCY).

NOT SHOWN: 993 FILTERED PORTS

PORT STATE SERVICE

80/TCP OPEN HTTP

|_HTTP-CSRF: COULDN'T FIND ANY CSRF VULNERABILITIES.
|_HTTP-DOMBASED-XSS: COULDN'T FIND ANY DOM BASED XSS.
| HTTP-ENUM:

| /GLOBALSIPSETTINGS.HTML: AASTRA IP PHONE

| /SIPSETTINGSLINE1.HTML: AASTRA IP PHONE

| //SYSTEM.HTML: CMNC-200 IP CAMERA

| /SITEADMIN/LOGIN.HTML: POSSIBLE ADMIN FOLDER
| /ADMIN/INDEX.HTML: POSSIBLE ADMIN FOLDER

| /ADMIN/LOGIN.HTML: POSSIBLE ADMIN FOLDER

| /ADMIN/ADMIN.HTML: POSSIBLE ADMIN FOLDER

| /ADMIN_AREA/LOGIN.HTML: POSSIBLE ADMIN FOLDER
| /ADMIN_AREA/INDEX.HTML: POSSIBLE ADMIN FOLDER
| /ADMINCP/INDEX.HTML: POSSIBLE ADMIN FOLDER

| /ADMIN/ACCOUNT.HTML: POSSIBLE ADMIN FOLDER
| /ADMINPANEL.HTML: POSSIBLE ADMIN FOLDER

| /WEBADMIN.HTML: POSSIBLE ADMIN FOLDER

| /WEBADMIN/INDEX.HTML: POSSIBLE ADMIN FOLDER
| /WEBADMIN/ADMIN.HTML: POSSIBLE ADMIN FOLDER
| /WEBADMIN/LOGIN.HTML: POSSIBLE ADMIN FOLDER

| /ADMIN/ADMIN_LOGIN.HTML: POSSIBLE ADMIN FOLDER

| /ADMIN_LOGIN.HTML: POSSIBLE ADMIN FOLDER

| /PANEL-ADMINISTRACION/LOGIN.HTML: POSSIBLE ADMIN FOLDER
| /ADMIN_AREA/ADMIN.HTML: POSSIBLE ADMIN FOLDER

| /BB-ADMIN/INDEX.HTML: POSSIBLE ADMIN FOLDER

| /BB-ADMIN/LOGIN.HTML: POSSIBLE ADMIN FOLDER

| /BB-ADMIN/ADMIN.HTML: POSSIBLE ADMIN FOLDER

| /ADMIN/HOME.HTML: POSSIBLE ADMIN FOLDER

| /PAGES/ADMIN/ADMIN-LOGIN.HTML: POSSIBLE ADMIN FOLDER

| /ADMIN/ADMIN-LOGIN.HTML: POSSIBLE ADMIN FOLDER

| /ADMIN-LOGIN.HTML: POSSIBLE ADMIN FOLDER

| /ADMIN/ADMINLOGIN.HTML: POSSIBLE ADMIN FOLDER

| /ADMINLOGIN.HTML: POSSIBLE ADMIN FOLDER

| /HOME.HTML: POSSIBLE ADMIN FOLDER

| /ADMINAREA/INDEX.HTML: POSSIBLE ADMIN FOLDER

| /ADMINAREA/ADMIN.HTML: POSSIBLE ADMIN FOLDER

| /ADMIN/CONTROLPANEL.HTML: POSSIBLE ADMIN FOLDER

| /ADMIN.HTML: POSSIBLE ADMIN FOLDER

| /ADMIN/CP.HTML: POSSIBLE ADMIN FOLDER

| /CP.HTML: POSSIBLE ADMIN FOLDER

| /MODERATOR.HTML: POSSIBLE ADMIN FOLDER

| /ADMINISTRATOR/INDEX.HTML: POSSIBLE ADMIN FOLDER

| /ADMINISTRATOR/LOGIN.HTML: POSSIBLE ADMIN FOLDER

| /USER.HTML: POSSIBLE ADMIN FOLDER

| /ADMINISTRATOR/ACCOUNT.HTML: POSSIBLE ADMIN FOLDER

| /ADMINISTRATOR.HTML: POSSIBLE ADMIN FOLDER

| /LOGIN.HTML: POSSIBLE ADMIN FOLDER
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| /MODELSEARCH/LOGIN.HTML: POSSIBLE ADMIN FOLDER

| /MODERATOR/LOGIN.HTML: POSSIBLE ADMIN FOLDER

| /ADMINAREA/LOGIN.HTML: POSSIBLE ADMIN FOLDER

| /PANEL-ADMINISTRACION/INDEX.HTML: POSSIBLE ADMIN FOLDER

| /PANEL-ADMINISTRACION/ADMIN.HTML: POSSIBLE ADMIN FOLDER

| /MODELSEARCH/INDEX.HTML: POSSIBLE ADMIN FOLDER

| /MODELSEARCH/ADMIN.HTML: POSSIBLE ADMIN FOLDER

| /ADMINCONTROL/LOGIN.HTML: POSSIBLE ADMIN FOLDER

| /ADM/INDEX.HTML: POSSIBLE ADMIN FOLDER

| /ADM.HTML: POSSIBLE ADMIN FOLDER

| /MODERATOR/ADMIN.HTML: POSSIBLE ADMIN FOLDER

| /ACCOUNT.HTML: POSSIBLE ADMIN FOLDER

| /CONTROLPANEL.HTML: POSSIBLE ADMIN FOLDER

| /ADMINCONTROL.HTML: POSSIBLE ADMIN FOLDER

| /TEST.HTML: TEST PAGE

| /TOPTOOLAREA.HTML: ALTEON OS BBI (NORTELL)

| /SWITCHSYSTEM.HTML: ALTEON OS BBI (NORTELL)

| /TEST/LOGON.HTML: JETTY

| /SETUP/PASSWORD_REQUIRED.HTML: 2WIRE GATEWAY

| /CFIDE/ADMINISTRATOR/STARTSTOP.HTML: COLDFUSION ADMIN CONSOLE

| /JHW_LOGO.HTML: HUAWEI HG 530

| /POSTINFO.HTML: FRONTPAGE FILE OR FOLDER

| /README.HTML: INTERESTING, A README.

| /PLIGG/README.HTML: INTERESTING, A README.

| /DIGG/README.HTML: INTERESTING, A README.

| /NEWS/README.HTML: INTERESTING, A README.

| /TINYMCPUK/FILEMANAGER/BROWSER.HTML: CMS LOKOMEDIA

| /SCRIPTS/FCKEDITOR/EDITOR/FILEMANAGER/CONNECTORS/TEST.HTML: DIGITALUS CMS/FCKEDITOR
FILE UPLOAD

| /SCRIPTS/FCKEDITOR/EDITOR/FILEMANAGER/CONNECTORS/UPLOADTEST.HTML: DIGITALUS
CMS/FCKEDITOR FILE UPLOAD

| /FCKEDITOR/EDITOR/FILEMANAGER/CONNECTORS/TEST.HTML: PHPMOTION /FCKEDITOR FILE UPLOAD
| /FCKEDITOR/EDITOR/FILEMANAGER/UPLOAD/TEST.HTML: GEEKLOG/FCKEDITOR FILE UPLOAD
| /ADMIN/VIEW /JAVASCRIPT/FCKEDITOR/EDITOR/FILEMANAGER/CONNECTORS/TEST.HTML:
OPENCART/FCKEDITOR FILE UPLOAD

| /FCKEDITOR/EDITOR/FILEMANAGER/BROWSER/DEFAULT/CONNECTORS/TEST.HTML: EGO OR
0SCMAX/FCKEDITOR FILE UPLOAD

| /_PLUGIN/FCKEDITOR/EDITOR/FILEMANAGER/CONNECTORS/TEST.HTML: SWEETRICE/FCKEDITOR FILE
UPLOAD

| /FCKEDITOR/EDITOR/FILEMANAGER/CONNECTORS/TEST.HTML: LIGHTNEASY/FCKEDITOR FILE UPLOAD
| /ADMIN/INCLUDES/FCKEDITOR/EDITOR/FILEMANAGER/UPLOAD/TEST.HTML: ASP SIMPLE BLOG /
FCKEDITOR FILE UPLOAD

| /EDITOR/EDITOR/FILEMANAGER/UPLOAD /TEST.HTML: TADBIR / FILE UPLOAD

|_ /ADMIN/JSCRIPT/UPLOAD.HTML: LIZARD CART/REMOTE FILE UPLOAD

| HTTP-SLOWLORIS-CHECK:

| VULNERABLE:

| SLOWLORIS DOS ATTACK

| STATE: LIKELY VULNERABLE

| IDs: CVE:CVE-2007-6750

|  SLOWLORIS TRIES TO KEEP MANY CONNECTIONS TO THE TARGET WEB SERVER OPEN AND HOLD
| THEM OPEN AS LONG AS POSSIBLE. IT ACCOMPLISHES THIS BY OPENING CONNECTIONS TO

| THE TARGET WEB SERVER AND SENDING A PARTIAL REQUEST. BY DOING SO, IT STARVES

| THE HTTP SERVER'S RESOURCES CAUSING DENIAL OF SERVICE.

I

I

|

DISCLOSURE DATE: 2009-09-17
REFERENCES:
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| HTTP://HA.CKERS.ORG/SLOWLORIS/

|_  HTTPS://CVE.MITRE.ORG/CGI-BIN/CVENAME.CGI?NAME=CVE-2007-6750
|_HTTP-STORED-XSS: COULDN'T FIND ANY STORED XSS VULNERABILITIES.

443 /TCP OPEN HTTPS

| HTTP-CSRF:

| SPIDERING LIMITED TO: MAXDEPTH=3; MAXPAGECOUNT=20; WITHINHOST=192.168.2.16
| FOUND THE FOLLOWING POSSIBLE CSRF VULNERABILITIES:

|

| PATH: HTTPS://192.168.2.16:443/L1B/JQUERYX.]S?VER=3A033D
| FORMID: '+FORMID+'

|_ FORM ACTION:

|_HTTP-DOMBASED-XSS: COULDN'T FIND ANY DOM BASED XSS.
| HTTP-ENUM:

| /GLOBALSIPSETTINGS.HTML: AASTRA IP PHONE

| /SIPSETTINGSLINE1.HTML: AASTRA IP PHONE

| //SYSTEM.HTML: CMNC-200 IP CAMERA

| /SITEADMIN/LOGIN.HTML: POSSIBLE ADMIN FOLDER

| /ADMIN/INDEX.HTML: POSSIBLE ADMIN FOLDER

| /ADMIN/LOGIN.HTML: POSSIBLE ADMIN FOLDER

| /ADMIN/ADMIN.HTML: POSSIBLE ADMIN FOLDER

| /ADMIN_AREA/LOGIN.HTML: POSSIBLE ADMIN FOLDER
| /ADMIN_AREA/INDEX.HTML: POSSIBLE ADMIN FOLDER
| /ADMINCP/INDEX.HTML: POSSIBLE ADMIN FOLDER

| /ADMIN/ACCOUNT.HTML: POSSIBLE ADMIN FOLDER

| /ADMINPANEL.HTML: POSSIBLE ADMIN FOLDER

| /WEBADMIN.HTML: POSSIBLE ADMIN FOLDER

| /WEBADMIN/INDEX.HTML: POSSIBLE ADMIN FOLDER

| /WEBADMIN/ADMIN.HTML: POSSIBLE ADMIN FOLDER

| /WEBADMIN/LOGIN.HTML: POSSIBLE ADMIN FOLDER

| /ADMIN/ADMIN_LOGIN.HTML: POSSIBLE ADMIN FOLDER
| /ADMIN_LOGIN.HTML: POSSIBLE ADMIN FOLDER

| /PANEL-ADMINISTRACION/LOGIN.HTML: POSSIBLE ADMIN FOLDER
| /ADMIN_AREA/ADMIN.HTML: POSSIBLE ADMIN FOLDER

| /BB-ADMIN/INDEX.HTML: POSSIBLE ADMIN FOLDER

| /BB-ADMIN/LOGIN.HTML: POSSIBLE ADMIN FOLDER

| /BB-ADMIN/ADMIN.HTML: POSSIBLE ADMIN FOLDER

| /ADMIN/HOME.HTML: POSSIBLE ADMIN FOLDER

| /PAGES/ADMIN/ADMIN-LOGIN.HTML: POSSIBLE ADMIN FOLDER

| /ADMIN/ADMIN-LOGIN.HTML: POSSIBLE ADMIN FOLDER

| /ADMIN-LOGIN.HTML: POSSIBLE ADMIN FOLDER

| /ADMIN/ADMINLOGIN.HTML: POSSIBLE ADMIN FOLDER

| /ADMINLOGIN.HTML: POSSIBLE ADMIN FOLDER

| /HOME.HTML: POSSIBLE ADMIN FOLDER

| /ADMINAREA/INDEX.HTML: POSSIBLE ADMIN FOLDER

| /ADMINAREA/ADMIN.HTML: POSSIBLE ADMIN FOLDER

| /ADMIN/CONTROLPANEL.HTML: POSSIBLE ADMIN FOLDER

| /ADMIN.HTML: POSSIBLE ADMIN FOLDER

| /ADMIN/CP.HTML: POSSIBLE ADMIN FOLDER

| /CP.HTML: POSSIBLE ADMIN FOLDER

| /MODERATOR.HTML: POSSIBLE ADMIN FOLDER

| /ADMINISTRATOR/INDEX.HTML: POSSIBLE ADMIN FOLDER

| /ADMINISTRATOR/LOGIN.HTML: POSSIBLE ADMIN FOLDER

| /USER.HTML: POSSIBLE ADMIN FOLDER

| /ADMINISTRATOR/ACCOUNT.HTML: POSSIBLE ADMIN FOLDER

| /ADMINISTRATOR.HTML: POSSIBLE ADMIN FOLDER

| /LOGIN.HTML: POSSIBLE ADMIN FOLDER



| /MODELSEARCH/LOGIN.HTML: POSSIBLE ADMIN FOLDER

| /MODERATOR/LOGIN.HTML: POSSIBLE ADMIN FOLDER

| /ADMINAREA/LOGIN.HTML: POSSIBLE ADMIN FOLDER

| /PANEL-ADMINISTRACION/INDEX.HTML: POSSIBLE ADMIN FOLDER

| /PANEL-ADMINISTRACION/ADMIN.HTML: POSSIBLE ADMIN FOLDER

| /MODELSEARCH/INDEX.HTML: POSSIBLE ADMIN FOLDER

| /MODELSEARCH/ADMIN.HTML: POSSIBLE ADMIN FOLDER

| /ADMINCONTROL/LOGIN.HTML: POSSIBLE ADMIN FOLDER

| /ADM/INDEX.HTML: POSSIBLE ADMIN FOLDER

| /ADM.HTML: POSSIBLE ADMIN FOLDER

| /MODERATOR/ADMIN.HTML: POSSIBLE ADMIN FOLDER

| /ACCOUNT.HTML: POSSIBLE ADMIN FOLDER

| /CONTROLPANEL.HTML: POSSIBLE ADMIN FOLDER

| /ADMINCONTROL.HTML: POSSIBLE ADMIN FOLDER

| /TEST.HTML: TEST PAGE

| /TOPTOOLAREA.HTML: ALTEON OS BBI (NORTELL)

| /SWITCHSYSTEM.HTML: ALTEON OS BBI (NORTELL)

| /TEST/LOGON.HTML: JETTY

| /SETUP/PASSWORD_REQUIRED.HTML: 2WIRE GATEWAY

| /CFIDE/ADMINISTRATOR/STARTSTOP.HTML: COLDFUSION ADMIN CONSOLE

| /JHW_LOGO.HTML: HUAWEI HG 530

| /POSTINFO.HTML: FRONTPAGE FILE OR FOLDER

| /README.HTML: INTERESTING, A README.

| /PLIGG/README.HTML: INTERESTING, A README.

| /DIGG/README.HTML: INTERESTING, A README.

| /NEWS/README.HTML: INTERESTING, A README.

| /TINYMCPUK/FILEMANAGER/BROWSER.HTML: CMS LOKOMEDIA

| /SCRIPTS/FCKEDITOR/EDITOR/FILEMANAGER/CONNECTORS/TEST.HTML: DIGITALUS CMS/FCKEDITOR
FILE UPLOAD

| /SCRIPTS/FCKEDITOR/EDITOR/FILEMANAGER/CONNECTORS/UPLOADTEST.HTML: DIGITALUS
CMS/FCKEDITOR FILE UPLOAD

| /FCKEDITOR/EDITOR/FILEMANAGER/CONNECTORS/TEST.HTML: PHPMOTION /FCKEDITOR FILE UPLOAD
| /FCKEDITOR/EDITOR/FILEMANAGER/UPLOAD/TEST.HTML: GEEKLOG/FCKEDITOR FILE UPLOAD
| /ADMIN/VIEW /JAVASCRIPT/FCKEDITOR/EDITOR/FILEMANAGER/CONNECTORS/TEST.HTML:
OPENCART/FCKEDITOR FILE UPLOAD

| /FCKEDITOR/EDITOR/FILEMANAGER/BROWSER/DEFAULT/CONNECTORS/TEST.HTML: EGO OR
0SCMAX/FCKEDITOR FILE UPLOAD

| /_PLUGIN/FCKEDITOR/EDITOR/FILEMANAGER/CONNECTORS/TEST.HTML: SWEETRICE/FCKEDITOR FILE
UPLOAD

| /FCKEDITOR/EDITOR/FILEMANAGER/CONNECTORS/TEST.HTML: LIGHTNEASY/FCKEDITOR FILE UPLOAD
| /ADMIN/INCLUDES/FCKEDITOR/EDITOR/FILEMANAGER/UPLOAD/TEST.HTML: ASP SIMPLE BLOG /
FCKEDITOR FILE UPLOAD

| /EDITOR/EDITOR/FILEMANAGER/UPLOAD /TEST.HTML: TADBIR / FILE UPLOAD

|_ /ADMIN/JSCRIPT/UPLOAD.HTML: LIZARD CART/REMOTE FILE UPLOAD

| HTTP-SLOWLORIS-CHECK:

| VULNERABLE:

| SLOWLORIS DOS ATTACK

| STATE: LIKELY VULNERABLE

| IDs: CVE:CVE-2007-6750

|  SLOWLORIS TRIES TO KEEP MANY CONNECTIONS TO THE TARGET WEB SERVER OPEN AND HOLD
| THEM OPEN AS LONG AS POSSIBLE. IT ACCOMPLISHES THIS BY OPENING CONNECTIONS TO

| THE TARGET WEB SERVER AND SENDING A PARTIAL REQUEST. BY DOING SO, IT STARVES

| THE HTTP SERVER'S RESOURCES CAUSING DENIAL OF SERVICE.

I

I

|

DISCLOSURE DATE: 2009-09-17
REFERENCES:
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| HTTP://HA.CKERS.ORG/SLOWLORIS/

|_  HTTPS://CVE.MITRE.ORG/CGI-BIN/CVENAME.CGI?NAME=CVE-2007-6750

| _HTTP-STORED-XSS: COULDN'T FIND ANY STORED XSS VULNERABILITIES.

| SSL-DH-PARAMS:

| VULNERABLE:

| DIFFIE-HELLMAN KEY EXCHANGE INSUFFICIENT GROUP STRENGTH

| STATE: VULNERABLE

| TRANSPORT LAYER SECURITY (TLS) SERVICES THAT USE DIFFIE-HELLMAN GROUPS
|  OF INSUFFICIENT STRENGTH, ESPECIALLY THOSE USING ONE OF A FEW COMMONLY
|  SHARED GROUPS, MAY BE SUSCEPTIBLE TO PASSIVE EAVESDROPPING ATTACKS.
| CHECK RESULTS:

| WEAKDH GROUP 1

| CIPHER SUITE: TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA

| MODULUS TYPE: NON-SAFE PRIME

| MoDULUS SOURCE: RFC5114/1024-BIT DSA GROUP WITH 160-BIT PRIME ORDER SUBGROUP
| MODULUS LENGTH: 1024

| GENERATOR LENGTH: 1024

| PuBLIC KEY LENGTH: 1024

| REFERENCES:

|_  HTTPS://WEAKDH.ORG

| SSL-POODLE:

| VULNERABLE:

| SSL POODLE INFORMATION LEAK

| STATE: LIKELY VULNERABLE

| IDs: OSVDB:113251 CVE:CVE-2014-3566

| THE SSL PROTOCOL 3.0, AS USED IN OPENSSL THROUGH 1.0.11 AND OTHER

| PRODUCTS, USES NONDETERMINISTIC CBC PADDING, WHICH MAKES IT EASIER
| FOR MAN-IN-THE-MIDDLE ATTACKERS TO OBTAIN CLEARTEXT DATA VIA A

| PADDING-ORACLE ATTACK, AKA THE "POODLE" ISSUE.

| DISCLOSURE DATE: 2014-10-14
I

I

I

I

I

I

I

CHECK RESULTS:
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_FALLBACK_SCSV PROPERLY IMPLEMENTED
REFERENCES:
HTTPS://WWW.IMPERIALVIOLET.ORG/2014/10/14/POODLE.HTML
HTTPS://WWW.OPENSSL.ORG/~BODO /SSL-POODLE.PDF
HTTPS://CVE.MITRE.ORG/CGI-BIN/CVENAME.CGI?NAME=CVE-2014-3566
| HTTP://0OSVDB.ORG/113251
| _SSLV2-DROWN:
554 /TCP OPEN RTSP
2020/TCP OPEN XINUPAGESERVER
8080/TCP OPEN HTTP-PROXY
| HTTP-SLOWLORIS-CHECK:
| VULNERABLE:
| SLOWLORIS DOS ATTACK
| STATE: LIKELY VULNERABLE
| IDs: CVE:CVE-2007-6750
|  SLOWLORIS TRIES TO KEEP MANY CONNECTIONS TO THE TARGET WEB SERVER OPEN AND HOLD
| THEM OPEN AS LONG AS POSSIBLE. IT ACCOMPLISHES THIS BY OPENING CONNECTIONS TO
|  THE TARGET WEB SERVER AND SENDING A PARTIAL REQUEST. BY DOING SO, IT STARVES
| THE HTTP SERVER'S RESOURCES CAUSING DENIAL OF SERVICE.
I
I
I
I
|-

DISCLOSURE DATE: 2009-09-17
REFERENCES:
HTTP:/ /HA.CKERS.ORG/SLOWLORIS/
HTTPS://CVE.MITRE.ORG/CGI-BIN /CVENAME.CGI?NAME=CVE-2007-6750
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8081/TCP OPEN BLACKICE-ICECAP
8088/TCP OPEN RADAN-HTTP

|_HTTP-ASPNET-DEBUG: ERROR: SCRIPT EXECUTION FAILED (USE -D TO DEBUG)

NMAP DONE: 1 IP ADDRESS (1 HOST UP) SCANNED IN 141.32 SECONDS

A.2.3 REOLINK RLC-420

STARTING NMAP 7.70 ( HTTPS://NMAP.ORG ) AT 2019-05-01 09:34 EEST
NMAP SCAN REPORT FOR 192.168.2.15

HosT1s up (0.0033S LATENCY).

NOT SHOWN: 65527 CLOSED PORTS

PORT STATE SERVICE VERSION

80/TCP OPEN HTTP  NGINX 1.6.2

443/TCP OPEN SSL/HTTP NGINX 1.6.2

554 /TcP OPEN RTSP  D-LINK DCS-2130 oR PELCO IDE10DN WEBCAM RTSPD

1935/TCP OPEN RTMP?

6001/TCP OPEN RTSP  D-LINK DCS-2130 OR PELCO IDE10DN WEBCAM RTSPD

8000/TCP OPEN TCPWRAPPED
9000/TCP OPEN CSLISTENER?
17823 /TCP OPEN HTTP  NGINX 1.6.2

MAC ADDRESS: EC:71:DB:5F:BA:D6 (SHENZHEN BAICHUAN DIGITAL TECHNOLOGY)

SERVICE INFO: DEVICE: WEBCAM; CPE: CPE: /H:PELCO:IDE10DN

SERVICE DETECTION PERFORMED. PLEASE REPORT ANY INCORRECT RESULTS AT HTTPS: //NMAP.ORG/SUBMIT/

NMAP DONE: 1 IP ADDRESS (1 HOST UP) SCANNED IN 180.59 SECONDS
STARTING NMAP 7.70 ( HTTPS://NMAP.ORG ) AT 2019-05-01 10:39 EEST
NMAP SCAN REPORT FOR 192.168.2.15

HosT 1s up (0.056S LATENCY).

NOT SHOWN: 993 CLOSED PORTS

PORT STATE SERVICE VERSION

80/TCP OPEN HTTP  NGINX 1.6.2

|_HTTP-SERVER-HEADER: NGINX/1.6.2

|_HTTP-TITLE: REOLINK

443/TCP OPEN SSL/HTTP NGINX 1.6.2

|_HTTP-SERVER-HEADER: NGINX/1.6.2

|_HTTP-TITLE: 400 THE PLAIN HTTP REQUEST WAS SENT TO HTTPS PORT
| SSL-CERT: SUBJECT: COMMONNAME=REO-LINK/ORGANIZATIONNAME=REO-
LINK/STATEORPROVINCENAME=GD /COUNTRYNAME=CN

| NOT VALID BEFORE: 2016-01-08T07:54:35

|_NOT VALID AFTER: 2026-01-05T07:54:35

|_SSL-DATE: TLS RANDOMNESS DOES NOT REPRESENT TIME

| TLS-ALPN:

|_ HTTP/1.1

| TLS-NEXTPROTONEG:

|_ HTTP/1.1

554 /T1cP OPEN RTSP  D-LINK DCS-2130 oR PELCO IDE10DN WEBCAM RTSPD
|_RTSP-METHODS: OPTIONS, DESCRIBE, SETUP, TEARDOWN, PLAY, PAUSE, GET_PARAMETER,

SET_PARAMETER
1935/TCP OPEN RTMP?

6001/TCP OPEN RTSP  D-LINK DCS-2130 oR PELCO IDE10DN WEBCAM RTSPD
|_RTSP-METHODS: OPTIONS, DESCRIBE, SETUP, TEARDOWN, PLAY, PAUSE, GET_PARAMETER,

SET_PARAMETER
8000/TCP OPEN TCPWRAPPED
|_HTTP-SERVER-HEADER: GSOAP/2.8
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|_HTTP-TITLE: SITE DOESN'T HAVE A TITLE (TEXT/XML; CHARSET=UTF-8).
9000/TCP OPEN CSLISTENER?
SERVICE INFO: DEVICE: WEBCAM; CPE: CPE: /H:PELCO:IDE10DN

SERVICE DETECTION PERFORMED. PLEASE REPORT ANY INCORRECT RESULTS AT HTTPS: //NMAP.ORG/SUBMIT/

NMAP DONE: 1 IP ADDRESS (1 HOST UP) SCANNED IN 162.96 SECONDS

STARTING NMAP 7.70 ( HTTPS://NMAP.ORG ) AT 2019-05-01 10:43 EEST
NMAP SCAN REPORT FOR 192.168.2.15

HosT1s up (0.0095S LATENCY).

NOT SHOWN: 993 CLOSED PORTS

PORT STATE SERVICE VERSION

80/TCP OPEN HTTP  NGINX 1.6.2

443/TCP OPEN SSL/HTTP NGINX 1.6.2

554 /T1cP OPEN RTSP  D-LINK DCS-2130 oR PELCO IDE10DN WEBCAM RTSPD
1935/TCP OPEN RTMP?

6001/TCP OPEN RTSP  D-LINK DCS-2130 oR PELCO IDE10DN WEBCAM RTSPD
8000/TCP OPEN TCPWRAPPED

9000/TCP OPEN CSLISTENER?

SERVICE INFO: DEVICE: WEBCAM; CPE: CPE:/H:PELCO:IDE10DN

SERVICE DETECTION PERFORMED. PLEASE REPORT ANY INCORRECT RESULTS AT HTTPS: //NMAP.ORG/SUBMIT/

NMAP DONE: 1 IP ADDRESS (1 HOST UP) SCANNED IN 5038.33 SECONDS

STARTING NMAP 7.70 ( HTTPS://NMAP.ORG ) AT 2019-05-01 12:16 EEST
NMAP SCAN REPORT FOR 192.168.2.15

HosT1s up (0.0067S LATENCY).

NOT SHOWN: 993 CLOSED PORTS

PORT STATE SERVICE VERSION

80/TCP OPEN HTTP  NGINX 1.6.2

|_HTTP-SERVER-HEADER: NGINX/1.6.2

|_HTTP-TITLE: REOLINK

443 /TCP OPEN SSL/HTTP NGINX 1.6.2

|_HTTP-SERVER-HEADER: NGINX/1.6.2

|_HTTP-TITLE: 400 THE PLAIN HTTP REQUEST WAS SENT TO HTTPS PORT

| SSL-CERT: SUBJECT: COMMONNAME=REO-LINK/ORGANIZATIONNAME=REO-
LINK/STATEORPROVINCENAME=GD /COUNTRYNAME=CN

| NOT VALID BEFORE: 2016-01-08T07:54:35

|_NOT VALID AFTER: 2026-01-05T07:54:35

|_SSL-DATE: ERROR: SCRIPT EXECUTION FAILED (USE -D TO DEBUG)

| TLS-ALPN:

|_ HTTP/1.1

| TLS-NEXTPROTONEG:

|_ HTTP/1.1

554 /T1cP OPEN RTSP  D-LINK DCS-2130 oR PELCO IDE10DN WEBCAM RTSPD
|_RTSP-METHODS: OPTIONS, DESCRIBE, SETUP, TEARDOWN, PLAY, PAUSE, GET_PARAMETER,
SET_PARAMETER

1935/TCP OPEN RTMP?

6001/TcP OPEN RTSP  D-LINK DCS-2130 OR PELCO IDE10DN WEBCAM RTSPD
|_RTSP-METHODS: OPTIONS, DESCRIBE, SETUP, TEARDOWN, PLAY, PAUSE, GET_PARAMETER,
SET_PARAMETER

8000/TCP OPEN TCPWRAPPED

|_HTTP-OPEN-PROXY: PROXY MIGHT BE REDIRECTING REQUESTS
|_HTTP-SERVER-HEADER: GSOAP/2.8

|_HTTP-TITLE: SITE DOESN'T HAVE A TITLE (TEXT/XML; CHARSET=UTF-8).
9000/TCP OPEN CSLISTENER?
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SERVICE INFO: DEVICE: WEBCAM; CPE: CPE: /H:PELCO:IDE10DN
SERVICE DETECTION PERFORMED. PLEASE REPORT ANY INCORRECT RESULTS AT HTTPS: //NMAP.ORG/SUBMIT/

NMAP DONE: 1 IP ADDRESS (1 HOST UP) SCANNED IN 163.19 SECONDS

STARTING NMAP 7.70 ( HTTPS://NMAP.ORG ) AT 2019-05-03 17:13 EEST

NMAP SCAN REPORT FOR 192.168.2.15

HosT1s up (0.00094s LATENCY).

NOT SHOWN: 993 CLOSED PORTS

PORT STATE SERVICE

80/TCP OPEN HTTP

443 /TCP OPEN HTTPS

554 /TCP OPEN RTSP

1935/TCP OPEN RTMP

6001/Tcp OPEN X11:1

8000/TCP OPEN HTTP-ALT

9000/TCP OPEN CSLISTENER

MAC ADDRESS: EC:71:DB:5F:BA:D6 (SHENZHEN BAICHUAN DIGITAL TECHNOLOGY)

NO EXACT OS MATCHES FOR HOST (IF YOU KNOW WHAT OS IS RUNNING ON IT, SEE
HTTPS://NMAP.ORG/SUBMIT/ ).

TCP/IP FINGERPRINT:
O0S:SCAN(V=7.70%E=4%D=5/3%0T=80%CT=1%CU=42363%PV=Y%DS=1%DC=D%G=Y%M=E
C71DB%TM
0S:=5CCC4CAC%P=x86_64-APPLE-DARWIN13.4.0)SEQ(SP=105%GCD=1%ISR=10D%TI=Z%CI=I
0S:%I1=I%TS=8)OPS(01=M5B4ST11NW3%02=M5B4ST11NW3%03=M5B4NNT11NW3%04=
M5B4ST11
0S:NW3%05=M5B4ST11NW3%06=M5B4ST11)WIN(W1=7120%W2=7120%W3=7120%W4=7
120%W5=71
0S:20%W6=7120)ECN(R=Y%DF=Y%T=40%W=7210%0=M5B4NNSNW3%CC=Y%Q=)T1(R=Y
%DF=Y%T=4
0S:0%S=0%A=S+%F=AS%RD=0%Q=)T2(R=N)T3(R=N)T4(R=Y%DF=Y%T=40%W=0%S=A%A=
Z%F=R%0
0S:=%RD=0%Q=)T5(R=Y%DF=Y%T=40%W=0%S=2%A=S+%F=AR%0=%RD=0%Q=)T6(R=Y%
DF=Y%T=40
0S:%W=0%S=A%A=Z%F=R%0=%RD=0%Q=)T7(R=Y%DF=Y%T=40%W=0%S=2%A=S+%F=A
R%0=%RD=0%Q
0S:=)U1(R=Y%DF=N%T=40%IPL=164%UN=0%RIPL=G%RID=G%RIPCK=G%RUCK=G%RUD=G
JIE(R=Y

0S:%DFI=N%T=40%CD=S)

NETWORK DISTANCE: 1 HOP

OS DETECTION PERFORMED. PLEASE REPORT ANY INCORRECT RESULTS AT HTTPS://NMAP.ORG/SUBMIT/ .
NMAP DONE: 1 IP ADDRESS (1 HOST UP) SCANNED IN 14.17 SECONDS
STARTING NMAP 7.70 ( HTTPS://NMAP.ORG ) AT 2019-05-03 17:18 EEST
NMAP SCAN REPORT FOR 192.168.2.15

HosT1s up (0.00097s LATENCY).

NOT SHOWN: 993 CLOSED PORTS

PORT STATE SERVICE

80/TCP OPEN HTTP

443/TCP OPEN HTTPS

554 /TCP OPEN RTSP

1935/TCP OPEN RTMP

6001/TCP OPEN X11:1

8000/TCP OPEN HTTP-ALT

9000/TCP OPEN CSLISTENER
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MAC ADDRESS: EC:71:DB:5F:BA:D6 (SHENZHEN BAICHUAN DIGITAL TECHNOLOGY)

NO EXACT OS MATCHES FOR HOST (IF YOU KNOW WHAT OS IS RUNNING ON IT, SEE
HTTPS://NMAP.ORG/SUBMIT/ ).
TCP/IP FINGERPRINT:

0S:SCAN(V=7.70%E=4%D=5/3%0T=80%CT=1%CU=41433%PV=Y%DS=1%DC=D%G=Y%M=E

C71DB%TM

0S:=5CCC4DCF%P=x86_64-APPLE-DARWIN13.4.0)SEQ(SP=104%GCD=1%ISR=10C%TI=Z%CI=I

0S:%I1=1%TS=8)0OPS(01=M5B4ST11NW3%02=M5B4ST11NW3%03=M5B4NNT11NW3%04=

M5B4ST11

0S:NW3%05=M5B4ST11NW3%06=M5B4ST11)WIN(W1=7120%W2=7120%W3=7120%W4=7

120%W5=71

0S:20%W6=7120)ECN(R=Y%DF=Y%T=40%W=7210%0=M5B4NNSNW3%CC=Y%Q=)T1(R=Y

%DF=Y%T=4

0S:0%S=0%A=S+%F=AS%RD=0%Q=)T2(R=N)T3(R=N)T4(R=Y%DF=Y%T=40%W=0%S=A%A=

Z%F=R%0

0S:=%RD=0%Q=)T5(R=Y%DF=Y%T=40%W=0%S=Z%A=S+%F=AR%0=%RD=0%Q=)T6(R=Y%

DF=Y%T=40

0S:%W=0%S=A%A=7Z%F=R%0=%RD=0%Q=)T7 (R=Y%DF=Y%T=40%W=0%S=2%A=S+%F=A

R%0=%RD=0%Q

0S:=)U1(R=Y%DF=N%T=40%IPL=164%UN=0%RIPL=G%RID=G%RIPCK=G%RUCK=G%RUD=G

JIE(R=Y
0S:%DFI=N%T=40%CD=S)

NETWORK DISTANCE: 1 HOP

OS DETECTION PERFORMED. PLEASE REPORT ANY INCORRECT RESULTS AT HTTPS:/ /NMAP.ORG/SUBMIT/ .

NMAP DONE: 1 IP ADDRESS (1 HOST UP) SCANNED IN 14.23 SECONDS
STARTING NMAP 7.70 ( HTTPS://NMAP.ORG ) AT 2019-05-03 17:24 EEST
PRE-SCAN SCRIPT RESULTS:

| BROADCAST-AVAHI-DOS:

| DISCOVERED HOSTS:

| 224.0.0.251

| AFTER NULL UDP AVAHI PACKET DOS (CVE-2011-1002).

|_ HOSTS ARE ALL UP (NOT VULNERABLE).

NMAP SCAN REPORT FOR 192.168.2.15

HosT1s up (0.0062S LATENCY).

NOT SHOWN: 993 CLOSED PORTS

PORT STATE SERVICE

80/TCP OPEN HTTP

|_HTTP-CSRF: COULDN'T FIND ANY CSRF VULNERABILITIES.
|_LHTTP-DOMBASED-XSS: COULDN'T FIND ANY DOM BASED XSS.

| HTTP-ENUM:

| /MAIN_CONFIGURE.CGI: INTELLINET [P CAMERA

| /CGI-BIN/FFILEMAN.CGI?: FFILEMAN WEB FILE MANAGER

| /SETUP.CGI: LINKSYS CISCO WAG120N OR SIMILAR

| /DEBUG.CGI: LINKSYS WRT54G

| /TOOLS_ADMIN.CGI?: D-LINK WBR-1310

| /RESTOREINFO.CGI: SAGEM ROUTER

| /CGI-MOD/VIEW_HELP.CGI: BARRACUDA NETWORKS SPAM & VIRUS FIREWALL
| /CGI-MOD/INDEX.CGI: BARRACUDA WEB APPLICATION FIREWALL

| /CGI-MOD/SMTP_TEST.CGI: BARRACUDA IM FIREWALL

| /NAGIOS3/CGI-BIN/STATUSWML.CGI: NAGIOS3

| /STATMAIL.NSF: LOTUS DOMINO

| /STATREP.NSF: LOTUS DOMINO

| /KBCAT.CGI: ACTIVDESK
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/INCLUDES/FCKEDITOR/EDITOR /FILEMANAGER /BROWSER /DEFAULT/CONNECTORS/PERL/CONNECTOR.CGI:
PHPNUKE/REMOTE FILE DOWNLOAD

| /STATUS/README: INTERESTING, A README.

| /STATUSNET/README: INTERESTING, A README.

| /STATE/: POTENTIALLY INTERESTING FOLDER

| /STAT/: POTENTIALLY INTERESTING FOLDER

| /STATISTIC/: POTENTIALLY INTERESTING FOLDER

| /STATISTICS/: POTENTIALLY INTERESTING FOLDER

| /STATS-BIN-P/: POTENTIALLY INTERESTING FOLDER
| /STATS/: POTENTIALLY INTERESTING FOLDER

| /STATS_OLD/: POTENTIALLY INTERESTING FOLDER
|_ /STATUS/: POTENTIALLY INTERESTING FOLDER

| HTTP-FILEUPLOAD-EXPLOITER:

I
I
I
I

COULDN'T FIND A FILE-TYPE FIELD.

COULDN'T FIND A FILE-TYPE FIELD.
| HTTP-SQL-INJECTION:
| POSSIBLE SQLI FOR QUERIES:
|-
HTTP://192.168.2.15:80/]S/BC_ENUM.JS?TIMEVERSION=00000000046%27%200R%20SQLSPIDER
|_HTTP-STORED-XSS: COULDN'T FIND ANY STORED XSS VULNERABILITIES.
| HTTP-VULN-CVE2011-3192:
| VULNERABLE:
| APACHE BYTERANGE FILTER DOS
| STATE: VULNERABLE
| IDs: OSVDB:74721 CVE:CVE-2011-3192
| THE APACHE WEB SERVER IS VULNERABLE TO A DENIAL OF SERVICE ATTACK WHEN NUMEROUS
|  OVERLAPPING BYTE RANGES ARE REQUESTED.
| DISCLOSURE DATE: 2011-08-19
| REFERENCES:
I
I
I
I

HTTP://0SVDB.ORG/74721
HTTP:/ /NESSUS.ORG/PLUGINS/INDEX.PHP?VIEW=SINGLE&ID=55976
HTTPS://CVE.MITRE.ORG/CGI-BIN/CVENAME.CGI?NAME=CVE-2011-3192
HTTP://CVE.MITRE.ORG/CGI-BIN /CVENAME.CGI?NAME=CVE-2011-3192
|_  HTTP://SECLISTS.ORG/FULLDISCLOSURE/2011/AUG/175
443 /TCP OPEN HTTPS
| _HTTP-CSRF: COULDN'T FIND ANY CSRF VULNERABILITIES.
| _HTTP-DOMBASED-XSS: COULDN'T FIND ANY DOM BASED XSS.
|_HTTP-STORED-XSS: COULDN'T FIND ANY STORED XSS VULNERABILITIES.
| SSL-DH-PARAMS:
| VULNERABLE:
| DIFFIE-HELLMAN KEY EXCHANGE INSUFFICIENT GROUP STRENGTH
| STATE: VULNERABLE
|  TRANSPORT LAYER SECURITY (TLS) SERVICES THAT USE DIFFIE-HELLMAN GROUPS
|  OF INSUFFICIENT STRENGTH, ESPECIALLY THOSE USING ONE OF A FEW COMMONLY
|  SHARED GROUPS, MAY BE SUSCEPTIBLE TO PASSIVE EAVESDROPPING ATTACKS.
| CHECK RESULTS:
| WEAKDHGROUP 1
| CIPHER SUITE: TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA
| MoDULUS TYPE: SAFE PRIME
| MODULUS SOURCE: NGINX/1024-BIT MODP GROUP WITH SAFE PRIME MODULUS
| MODULUS LENGTH: 1024
| GENERATOR LENGTH: 8
[ PuUBLIC KEY LENGTH: 1024
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REFERENCES:
HTTPS://WEAKDH.ORG

| SSL-POODLE:

VULNERABLE:
SSL POODLE INFORMATION LEAK
STATE: LIKELY VULNERABLE
IDs: OSVDB:113251 CVE:CVE-2014-3566
THE SSL PROTOCOL 3.0, AS USED IN OPENSSL THROUGH 1.0.11 AND OTHER

PRODUCTS, USES NONDETERMINISTIC CBC PADDING, WHICH MAKES IT EASIER

FOR MAN-IN-THE-MIDDLE ATTACKERS TO OBTAIN CLEARTEXT DATA VIA A
PADDING-ORACLE ATTACK, AKA THE "POODLE" ISSUE.
DISCLOSURE DATE: 2014-10-14
CHECK RESULTS:
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_FALLBACK_SCSV PROPERLY IMPLEMENTED
REFERENCES:
HTTPS://WWW.IMPERIALVIOLET.ORG/2014/10/14/POODLE.HTML
HTTPS://CVE.MITRE.ORG/CGI-BIN/CVENAME.CGI?NAME=CVE-2014-3566
HTTP://0SVDB.ORG/113251
HTTPS://WWW.OPENSSL.ORG/~BODO/SSL-POODLE.PDF

| _SSLV2-DROWN:

554 /TCP OPEN RTSP
1935/TCP OPEN RTMP
6001/TCP OPEN X11:1
8000/TCP OPEN HTTP-ALT
| HTTP-ENUM:

/BLOG/: BLOG

/WEBLOG/: BLOG

/WEBLOGS/: BLOG

/WORDPRESS/: BLOG

JWIKI/: WIKI

/MEDIAWIKI/: WIKI

/WIKI/MAIN_PAGE: WIKI

/TIKIWIKI/: TIKIWIKI

/CGI-BIN/MJ_WWWUSR: MAJORDOMOZ2 MAILING LIST
/MAJORDOMO/MJ_WWWUSR: MAJORDOMOZ MAILING LIST
/]2EE /EXAMPLES /SERVLETS/: ORACLE J2EE EXAMPLES
/]12EE/EXAMPLES /JSP/: ORACLE ] 2EE EXAMPLES

/DSC/: TREND MICRO DATA LOSS PREVENTION VIRTUAL APPLIANCE
/REG_1.HTM: POLYCOM IP PHONE

/ADR.HTM: SNOM [P PHONE

/LINE_LOGIN.HTM?L=1: SNOM IP PHONE

/TBOOK.CSV: SNOM [P PHONE

/GLOBALSIPSETTINGS.HTML: AASTRA IP PHONE
/SIPSETTINGSLINE1.HTML: AASTRA IP PHONE

/WEBSVN/: WEBSVN REPOSITORY

/LOGIN.STM: BELKIN G WIRELESS ROUTER
/TOOLS_ADMIN.PHP: D-LINK DIR-300

/BSC_LAN.PHP: D-LINK DIR-300, DIR-320, DIR-615 REVD
/MANAGE.TRI: LINKSYS WRT54G2

//SYSTEM.HTML: CMNC-200 IP CAMERA
/MAIN_CONFIGURE.CGI: INTELLINET IP CAMERA
/OVCGI/TOOLBAR.EXE: HP OPENVIEW NETWORK NODE MANAGER
/FRONTEND /X3 /: CPANEL
/AWSTATSTOTALS/AWSTATSTOTALS.PHP: AWSTATS TOTALS
/AWSTATS/AWSTATSTOTALS.PHP: AWSTATS TOTALS
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/AWSTATSTOTALS.PHP: AWSTATS TOTALS
/AWSTATS/INDEX.PHP: AWSTATS TOTALS
/AWSTATSTOTALS/INDEX.PHP: AWSTATS TOTALS
/EGROUPWARE/: EGROUPWARE
/CALENDAR/CAL_SEARCH.PHP: EXTCALENDAR
/CAL_SEARCH.PHP: EXTCALENDAR
/A_VIEWUSERS.PHP: ANDYS PHP KNOWLEDGEBASE
/APHPKB/: ANDYS PHP KNOWLEDGEBASE

/WEBEDITION /WE/INCLUDE/WE_MODULES/: WEB EDITION

/WEBEDITION/: WEB EDITION

/EXAMPLES/: POSSIBLE DOCUMENTATION FILES
/LIGHTNEASY.PHP?DO=LOGIN: LIGHTNEASY
/CHANNEL_DETAIL.PHP: DZTUBE

/CGI-BIN/VCS: MITEL AUDIO AND WEB CONFERENCING (AWC)

/OCSREPORTS/: OCS INVENTORY

/VBSEO.PHP: VBSEO

/FORUM/: FORUM

/FORUMS/: FORUM

/SMF/: FORUM

/PHPBB/: FORUM

/MANAGER/: POSSIBLE ADMIN FOLDER

/ADMIN.PHP: POSSIBLE ADMIN FOLDER

/ADMIN/: POSSIBLE ADMIN FOLDER
/ADMIN/ADMIN/: POSSIBLE ADMIN FOLDER
/ADMINISTRATOR/: POSSIBLE ADMIN FOLDER
/MODERATOR/: POSSIBLE ADMIN FOLDER
/WEBADMIN/: POSSIBLE ADMIN FOLDER
/ADMINAREA/: POSSIBLE ADMIN FOLDER
/BB-ADMIN/: POSSIBLE ADMIN FOLDER
/ADMINLOGIN/: POSSIBLE ADMIN FOLDER
/ADMIN_AREA/: POSSIBLE ADMIN FOLDER
/PANEL-ADMINISTRACION/: POSSIBLE ADMIN FOLDER
/INSTADMIN/: POSSIBLE ADMIN FOLDER
/MEMBERADMIN/: POSSIBLE ADMIN FOLDER
/ADMINISTRATORLOGIN/: POSSIBLE ADMIN FOLDER
/ADM/: POSSIBLE ADMIN FOLDER
/ADMIN/ACCOUNT.PHP: POSSIBLE ADMIN FOLDER
/ADMIN/INDEX.PHP: POSSIBLE ADMIN FOLDER
/ADMIN/LOGIN.PHP: POSSIBLE ADMIN FOLDER
/ADMIN/ADMIN.PHP: POSSIBLE ADMIN FOLDER
/JOOMLA/ADMINISTRATOR: POSSIBLE ADMIN FOLDER
/LOGIN.PHP: POSSIBLE ADMIN FOLDER
/ADMIN_AREA /ADMIN.PHP: POSSIBLE ADMIN FOLDER
/ADMIN_AREA /LOGIN.PHP: POSSIBLE ADMIN FOLDER
/SITEADMIN /LOGIN.PHP: POSSIBLE ADMIN FOLDER
/SITEADMIN /INDEX.PHP: POSSIBLE ADMIN FOLDER
/SITEADMIN /LOGIN.HTML: POSSIBLE ADMIN FOLDER
/ADMIN/INDEX.HTML: POSSIBLE ADMIN FOLDER
/ADMIN/LOGIN.HTML: POSSIBLE ADMIN FOLDER
/ADMIN/ADMIN.HTML: POSSIBLE ADMIN FOLDER
/ADMIN_AREA /INDEX.PHP: POSSIBLE ADMIN FOLDER
/BB-ADMIN /INDEX.PHP: POSSIBLE ADMIN FOLDER
/BB-ADMIN /LOGIN.PHP: POSSIBLE ADMIN FOLDER
/BB-ADMIN /ADMIN.PHP: POSSIBLE ADMIN FOLDER
/ADMIN/HOME.PHP: POSSIBLE ADMIN FOLDER
/ADMIN_AREA /LOGIN.HTML: POSSIBLE ADMIN FOLDER
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/ADMIN_AREA /INDEX.HTML: POSSIBLE ADMIN FOLDER
/ADMIN/CONTROLPANEL.PHP: POSSIBLE ADMIN FOLDER
/ADMINCP/: POSSIBLE ADMIN FOLDER

/ADMINCP /INDEX.ASP: POSSIBLE ADMIN FOLDER
/ADMINCP/INDEX.HTML: POSSIBLE ADMIN FOLDER
/ADMINCP/LOGIN.PHP: POSSIBLE ADMIN FOLDER
/ADMIN /ACCOUNT.HTML: POSSIBLE ADMIN FOLDER
/ADMINPANEL.HTML: POSSIBLE ADMIN FOLDER
/WEBADMIN.HTML: POSSIBLE ADMIN FOLDER
/WEBADMIN/INDEX.HTML: POSSIBLE ADMIN FOLDER
/WEBADMIN /ADMIN.HTML: POSSIBLE ADMIN FOLDER
/WEBADMIN /LOGIN.HTML: POSSIBLE ADMIN FOLDER
/ADMIN /ADMIN_LOGIN.HTML: POSSIBLE ADMIN FOLDER
/ADMIN_LOGIN.HTML: POSSIBLE ADMIN FOLDER

/PANEL-ADMINISTRACION /LOGIN.HTML: POSSIBLE ADMIN FOLDER

/ADMIN /CP.PHP: POSSIBLE ADMIN FOLDER

/CP.PHP: POSSIBLE ADMIN FOLDER

/ADMINISTRATOR /INDEX.PHP: POSSIBLE ADMIN FOLDER
/ADMINISTRATOR /LOGIN.PHP: POSSIBLE ADMIN FOLDER
/NSW/ADMIN/LOGIN.PHP: POSSIBLE ADMIN FOLDER
/WEBADMIN /LOGIN.PHP: POSSIBLE ADMIN FOLDER
/ADMIN /ADMIN_LOGIN.PHP: POSSIBLE ADMIN FOLDER
/ADMIN_LOGIN.PHP: POSSIBLE ADMIN FOLDER
/ADMINISTRATOR /ACCOUNT.PHP: POSSIBLE ADMIN FOLDER
/ADMINISTRATOR.PHP: POSSIBLE ADMIN FOLDER
/ADMIN_AREA /ADMIN.HTML: POSSIBLE ADMIN FOLDER
/PAGES/ADMIN /ADMIN-LOGIN.PHP: POSSIBLE ADMIN FOLDER
/ADMIN /ADMIN-LOGIN.PHP: POSSIBLE ADMIN FOLDER
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/IMG/CAKE.ICON.PNG: CAKEPHP APPLICATION

/JS/VENDORS.PHP: CAKEPHP APPLICATION
/CGI-BIN/FFILEMAN.CGI?: FFILEMAN WEB FILE MANAGER
/FSHOW.PHP: HORIZON WEB APP

/ADMIN /UPLOAD.PHP: ADMIN FILE UPLOAD
/UPLOAD_MULTIPLE_JS.PHP: NAS UPLOADER

/UPLOADTESTER.ASP: FREE ASP UPLOAD SHELL

/INFO.PHP: POSSIBLE INFORMATION FILE

/PHPINFO.PHP: POSSIBLE INFORMATION FILE
/KUSABAX/MANAGE_PAGE.PHP: KUSABAX IMAGE BOARD
/PLUS/LURKING.PHP: PHPMYCHAT PLUS

/ADM/BARRA /ASSETMANAGER /ASSETMANAGER.PHP: 360 WEB MANAGER
/EYEOS/: POSSIBLE EYEOS INSTALLATION

/NETWARE.HTM: PLANET FPS-1101

/SETUP.CGI: LINKSYS CISCO WAG120N OR SIMILAR

/DEBUG.CGI: LINKSYS WRT54G

/EHCP/?0P=APPLYFORFTPACCOUNT: EASY HOSTING CONTROL PANEL
/EHCP/?0P=APPLYFORACCOUNT: EASY HOSTING CONTROL PANEL
/EHCP/?0P=APPLYFORDOMAINACCOUNT: EASY HOSTING CONTROL PANEL
/VHOSTS/EHCP/?0P=APPLYFORFTPACCOUNT: EASY HOSTING CONTROL PANEL
/VHOSTS/EHCP/?0P=APPLYFORACCOUNT: EASY HOSTING CONTROL PANEL
/VHOSTS/EHCP/?0P=APPLYFORDOMAINACCOUNT: EASY HOSTING CONTROL PANEL
/TOOLS_ADMIN.CGI?: D-LINK WBR-1310
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| /APPSERVER/JVMREPORT.JSF?INSTANCENAME=SERVER&PAGETITLE=]VM%Z20REPORT: ORACLE
GLASHFISH SERVER INFORMATION

| /COMMON/APPSERVER/JVMREPORT.JSF?PAGETITLE=]VM%Z20REPORT: ORACLE GLASHFISH SERVER
INFORMATION

| /COMMON/APPSERVER/JVMREPORT.JSF?REPORTTYPE=SUMMARY&INSTANCENAME=SERVER: ORACLE
GLASHFISH SERVER INFORMATION

/CONSOLE/LOGIN/LOGINFORM.JSP: ORACLE WEBLOGIC SERVER ADMINISTRATION CONSOLE
/BROWSERID /WIZARDFORM.JHTML: CISCO COLLABORATION SERVER
/WEBLINE/HTML/FORMS/CALLBACK.JHTML: CISCO COLLABORATION SERVER
/WEBLINE/HTML/FORMS/CALLBACKICM.JHTML: CISCO COLLABORATION SERVER
/WEBLINE/HTML/AGENT/AGENTFRAME.JHTML: CISCO COLLABORATION SERVER
/WEBLINE/HTML/AGENT/DEFAULT/BADLOGIN.JHTML: CISCO COLLABORATION SERVER
/CALLME/CALLFORM.JHTML: CISCO COLLABORATION SERVER
/WEBLINE/HTML/MULTICHATUI/NOWDEFUNCTWINDOW.JHTML: CISCO COLLABORATION SERVER
/BROWSERID /WIZARD.JHTML: CISCO COLLABORATION SERVER
/ADMIN/CISCOADMIN.JHTML: CISCO COLLABORATION SERVER

/MSCCALLME /MSCCALLFORM.JHTML: CISCO COLLABORATION SERVER
/WEBLINE/HTML/ADMIN/WCS/LOGINPAGE.JHTML: CISCO COLLABORATION SERVER
/RESTOREINFO.CGI: SAGEM ROUTER

/CONFIRMINVITE.PHP: PHPMYBITTORRENT

/SOURCEBANS/: SOURCEBANS - STEAM SERVER APPLICATION
/SWFUPLOAD/INDEX.PHP: SWFUPLOAD

/MYMARKET /SHOPPING/INDEX.PHP: MYMARKET

/MYSHOP_START.PHP: FOZZCOM SHOPPING

/PIRANHA/SECURE/PASSWD.PHP3: REDHAT PIRANHA VIRTUAL SERVER
/CGI-BIN/CK/MIMENCODE: CONTENTKEEPER WEB APPLIANCE
/CGI-BIN/MASTERCGI?: ALCATEL-LUCENT OMNIPCX ENTERPRISE
/TINY_MCE/PLUGINS/FILEMANAGER/: TINY MCE FILE UPLOAD
/UPLOAD/SCP/AJAX.PHP: OSTICKET / AJAX FILE UPLOAD

/CGI-MOD /VIEW_HELP.CGI: BARRACUDA NETWORKS SPAM & VIRUS FIREWALL
/CGI-MOD /INDEX.CGI: BARRACUDA WEB APPLICATION FIREWALL

/CGI-MOD /SMTP_TEST.CGI: BARRACUDA IM FIREWALL

/TOPTOOLAREA.HTML: ALTEON OS BBI (NORTELL)

/SWITCHSYSTEM.HTML: ALTEON OS BBI (NORTELL)

/INTRUVERT /JSP/MODULE/LOGIN.JSP: MCAFEE NETWORK SECURITY MANAGER
/AJAXFILEMANAGER/: AJAX FILE MANAGER

/UPLOAD /DATA/SETTINGS.CDB: CF IMAGE HOSTING DB

/FM.PHP: SIMPLE FILE MANAGER

/NAGIOS3/CGI-BIN /STATUSWML.CGI: NAGIOS3

/NAGIOS3/: NAGIOS3

/TEST/LOGON.HTML: JETTY

/CAL_CAT.PHP: CALENDARIX

/CALENDAR/CAL_CAT.PHP: CALENDARIX

/CAL/CAL_CAT.PHP: CALENDARIX

/PRIVATE/SDC.TGZ: IBM BLADECENTER MANAGEMENT LOGS

/CACTI/: CACTI WEB MONITORING

/CGI-BIN/AWSTATS.PL: AWSTATS

/WIKI/RANKINGS.PHP: BIT WEAVER

/REQDETAILS.PHP: BTITRACKER

/SHARED/HELP.PHP: OPENBIBLIO/WEBBIBLIO SUBJECT GATEWAY SYSTEM

/SETLPHP: PHP SETI@HOME

/IMC/: 3COM INTELLIGENT MANAGEMENT CENTER

/IMCWS/: 3COM INTELLIGENT MANAGEMENT CENTER

/PARTYMGR/: APACHE OFBIZ

/BASE/UPLOAD.PHP: MASSMIRROR UPLOADER

/BASE/EXAMPLE_1.PHP: MASSMIRROR UPLOADER
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/YUI-UPLOAD /HTML: YUI IMAGES / FILE UPLOAD
/TOOLS/FILEMANAGER /SKINS /MOBILE /ADMIN 1.TEMPLATE.PHP: ISPCP OMEGA
/UPLOADIFY/: UPLOADIFY

/SYSSITE/: SHOPEX

/UPDOWN.PHP: PHP UPLOADER DOWNLOADER
/MODULES/DOCMANAGER/DOCTYPETEMPLATES /MYUPLOADEDFILE: ACHIEVO
/REQWEBHELP/ADVANCED /WORKINGSET.JSP: IBM RATIONAL REQUISITEPRO/REQWEBHELP
/DHOST/: NOVELL EDIRECTORY

/ENGINE/API/APL.CLASS.PHP: DATALIFEENGINE

/JSFT_RESOURCE.JSF: JSFTEMPLATING/MOJARRA SCALES/GLASSFISH APPLICATION SERVER
/SCALES_STATIC_RESOURCE.JSF: JSFTEMPLATING/MOJARRA SCALES/GLASSFISH APPLICATION SERVER
/SETUP/PASSWORD_REQUIRED.HTML: 2ZWIRE GATEWAY

/ZP-CORE/: ZEN PHOTO

/AMEMBER/: AMEMBER

/.HGIGNORE: REVISION CONTROL IGNORE FILE

/.GITIGNORE: REVISION CONTROL IGNORE FILE

/.BZRIGNORE: REVISION CONTROL IGNORE FILE

/ARCSIGHT/: ARCSIGHT

/ARCSIGHT /IMAGES /LOGO-LOGIN-ARCSIGHT.GIF: ARCSIGHT

/ARCSIGHT/IMAGES /NAVBAR-ICON-LOGOUT-ON.GIF: ARCSIGHT
/IMAGES/LOGO-ARCSIGHT.GIF: ARCSIGHT

/LOGGER/MONITOR.FTL: ARCSIGHT

/BEEF/: BEEF BROWSER EXPLOITATION FRAMEWORK

/BEEF/: BEEF BROWSER EXPLOITATION FRAMEWORK

/BEEF/IMAGES /BEEF.GIF: BEEF BROWSER EXPLOITATION FRAMEWORK
/GFX/FORM_TOP_LEFT_CORNER.GIF: SECUNIA NSI

/GFX/LOGOUT_24.PNG: SECUNIA NSI

/GFX/NEW_LOGO.GIF: SECUNIA NSI

/JAVASCRIPT/SORTTABLE.JS: SECUNIA NSI

/IMAGES/BTN_HELP_NML.GIF: IBM PROVENTIA

/IMAGES/HDR_ICON_HOMEG.GIF: IBM PROVENTIA

/SPCONTROL.PHP: IBM PROVENTIA

/IMAGES /ISSLOGO.GIF: IBM PROVENTIA

/DEPLOYMENTMANAGER/: IBM PROVENTIA

/118N/EN/CSS/FOUNDSTONE.CSS: FOUNDSTONE
/118N/EN/IMAGES/EXTERNAL_NAV_SQUARE.GIF: FOUNDSTONE

/OFFICESCAN /CONSOLE/HTML/CGI/CGICHKMASTERPWD.EXE: TREND MICRO OFFICESCAN SERVER
/OFFICESCAN /CONSOLE /HTML/CLIENTINSTALL/OFFICESCANNT.HTM: TREND MICRO OFFICESCAN SERVER
/OFFICESCAN/CONSOLE /HTML/IMAGES/ICON_REFRESH.GIF: TREND MICRO OFFICESCAN SERVER
/PICTS/BC_BWLOGOREV.GIF: BLUECOAT REPORTER

/PICTS/MENU_LEAF.GIF: BLUECOAT REPORTER

/THEME /IMAGES/EN/LOGIN1.GIF: FORTINET VPN /FIREWALL

/NESSUSCLIENT.SWF: NESSUS

/DOTDEFENDER/: DOTDEFENDER WEB APPLICATION FIREWALL

/VMWARE/: VMWARE

/VMWARE /IMX /VMWARE_BOXES-16X16.PNG: VMWARE

/U1/: VMWARE

/U1/IMX/VMWARELOGO-16X16.PNG: VMWARE
/U1/IMX/VMWAREPAPERBAGLOGO-16X16.PNG: VMWARE

/UI/VMANAGE.DO: VMWARE

/CLIENT/VMWARE-VICLIENT.EXE: VMWARE

/EN/WELCOMERES.]S: VMWARE

/CITRIX/: CITRIX

/CITRIX/: CITRIX

/CITRIX/METAFRAME /AUTH /LOGIN.ASPX: CITRIX

/IMAGES/CTXHEADERO1.JPG: CITRIX
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/IMAGES/SAFEWORD_TOKEN.JPG: CITRIX

/SW/AUTH/LOGIN.ASPX: CITRIX

/VPN/IMAGES/ACCESSGATEWAY.ICO: CITRIX
/CITRIX/ACCESSPLATFORM/AUTH/CLIENTSCRIPTS/: CITRIX
/ACCESSPLATFORM /AUTH/CLIENTSCRIPTS/: CITRIX

/CITRIX/ /ACCESSPLATFORM /AUTH/CLIENTSCRIPTS /COOKIES.]S: CITRIX
/CITRIX/ACCESSPLATFORM/AUTH /CLIENTSCRIPTS/LOGIN.JS: CITRIX
/CITRIX/PNAGENT/CONFIG.XML: CITRIX

/CGI-BIN/IMAGE /SHIKAKU2.PNG: TERASTATION PRO RAID 0/1/5 NETWORK ATTACHED STORAGE
/CONFIG/PUBLIC/USERGRP.GIF: AXIS STORPOINT
/PICTURES/BUTTONS/FILE_VIEW_MARK.GIF: AXIS STORPOINT
/CPQLOGIN.HTM?REDIRECTURL=/&REDIRECTQUERYSTRING=: HP SYSTEM MANAGEMENT HOMEPAGE
/HPLOGO.GIF: HP SYSTEM MANAGEMENT HOMEPAGE

/IE_INDEX.HTM: HP INTEGRATED LIGHTS OUT

/1LO.GIF: HP INTEGRATED LIGHTS OUT
/IMAGES/ICON_SERVER_CONNECTED.GIF: HP BLADE ENCLOSURE
/MXHTML/IMAGES /SIGNIN_LOGO.GIF: HP INSIGHT MANAGER
/MXHTML/IMAGES /STATUS_CRITICAL_15.GIF: HP INSIGHT MANAGER
/MXPORTAL/HOME/EN_US/SERVICETOOLS.GIF: HP INSIGHT MANAGER
/MXPORTAL/HOME/MXPORTALFRAMES.JSP: HP INSIGHT MANAGER
/XYMON/MENU /MENU.CSS: XYMON

/RRC.HTM: RARITAN REMOTE CLIENT

/MANAGER/HTML/UPLOAD: APACHE TOMCAT

/MANAGER/HTML: APACHE TOMCAT

/AXIS2 /AXIS2-WEB/HAPPYAXIS.JSP: APACHE AXIS2

/AXIS2 /: APACHE AXIS2

/HAPPYAXIS.JSP: APACHE AXIS2

/WEB-CONSOLE/SERVERINFO.JSP: JBOSS CONSOLE
/WEB-CONSOLE/INVOKER: JBOSS CONSOLE

/INVOKER /JMXINVOKERSERVLET: JBOSS CONSOLE

/INVOKER/: JBOSS CONSOLE

/IMX-CONSOLE/: JBOSS CONSOLE

/ADMIN-CONSOLE/: JBOSS CONSOLE

/CFIDE /ADMINISTRATOR/ENTER.CFM: COLDFUSION ADMIN CONSOLE
/CFIDE/ADMINISTRATOR/ENTMAN /INDEX.CFM: COLDFUSION ADMIN CONSOLE
/CFIDE/INSTALL.CFM: COLDFUSION ADMIN CONSOLE
/CFIDE/ADMINISTRATOR/ARCHIVES/INDEX.CFM: COLDFUSION ADMIN CONSOLE
/CFIDE /WIZARDS/COMMON/_LOGINTOWIZARD.CFM: COLDFUSION ADMIN CONSOLE
/CFIDE/COMPONENTUTILS/LOGIN.CFM: COLDFUSION ADMIN CONSOLE
/CFIDE/ADMINISTRATOR/STARTSTOP.HTML: COLDFUSION ADMIN CONSOLE
/FLEXFM/: FLEX FILE MANAGER

/LIB/USERMANAGEMENT /USERINFO.PHP: TESTLINK TESTMANAGEMENT
/SECURITY /XAMPPSECURITY.PHP: XAMPP

/DM-ALBUMS/DM-ALBUMS.PHP: DM FILEMANAGER

/X_LOGO.GIF: XEROX PRINTER

/GIF/HP.GIF: HP PRINTER

/GIF/HP_INVENT_LOGO.GIF: HP PRINTER

/GIF/PRINTER.GIF: HP PRINTER

/HP/DEVICE /THIS.LCDISPATCHER: HP PRINTER
/HP/DEVICE/WEBACCESS/INDEX.HTM: HP PRINTER
/PAGESELECTOR.CLASS: HP PRINTER

/IMAGES/LEXBOLD.GIF: LEXMARK PRINTER

/IMAGES/LEXLOGO.GIF: LEXMARK PRINTER

/IMAGES/PRINTER.GIF: LEXMARK PRINTER

/PRINTER/IMAGE: LEXMARK PRINTER

/IMAGES/MUTE_ALLOFF.GIF: NEC PROJECTOR
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/IMAGES/PIC_BRI.GIF: NEC PROJECTOR
/SCANWEB/IMAGES /SCANWEBTM.GIF: SCAN WEB (WEBCAM)
/VIEW/INDEX.SHTML: AXIS 212 PTZ NETWORK CAMERA
/PHPMYADMIN/: PHPMYADMIN
/PHPMYADMIN/: PHPMYADMIN
/PHPMYADMIN/: PHPMYADMIN

/PMA/: PHPMYADMIN

/PMA/: PHPMYADMIN

/DBADMIN/: PHPMYADMIN

/MYADMIN/: PHPMYADMIN
/PHP-MY-ADMIN/: PHPMYADMIN
/PHPMYADMINZ /: PHPMYADMIN
/PHPMYADMIN-2 /: PHPMYADMIN
/PHPMYADMIN-2.2.3/: PHPMYADMIN
/PHPMYADMIN-2.2.6/: PHPMYADMIN
/PHPMYADMIN-2.5.1/: PHPMYADMIN
/PHPMYADMIN-2.5.4/: PHPMYADMIN
/PHPMYADMIN-2.5.5-RC1/: PHPMYADMIN
/PHPMYADMIN-2.5.5-RC2/: PHPMYADMIN
/PHPMYADMIN-2.5.5/: PHPMYADMIN
/PHPMYADMIN-2.5.5-PL1/: PHPMYADMIN
/PHPMYADMIN-2.5.6-RC1/: PHPMYADMIN
/PHPMYADMIN-2.5.6-RC2/: PHPMYADMIN
/PHPMYADMIN-2.5.6/: PHPMYADMIN
/PHPMYADMIN-2.5.7 /: PHPMYADMIN
/PHPMYADMIN-2.5.7-PL1/: PHPMYADMIN
/PHPMYADMIN-2.6.0-ALPHA/: PHPMYADMIN
/PHPMYADMIN-2.6.0-ALPHAZ /: PHPMYADMIN
/PHPMYADMIN-2.6.0-BETA1/: PHPMYADMIN
/PHPMYADMIN-2.6.0-BETAZ /: PHPMYADMIN
/PHPMYADMIN-2.6.0-RC1/: PHPMYADMIN
/PHPMYADMIN-2.6.0-RC2/: PHPMYADMIN
/PHPMYADMIN-2.6.0-RC3/: PHPMYADMIN
/PHPMYADMIN-2.6.0/: PHPMYADMIN
/PHPMYADMIN-2.6.0-PL1/: PHPMYADMIN
/PHPMYADMIN-2.6.0-PL2/: PHPMYADMIN
/PHPMYADMIN-2.6.0-PL3/: PHPMYADMIN
/PHPMYADMIN-2.6.1-RC1/: PHPMYADMIN
/PHPMYADMIN-2.6.1-RC2/: PHPMYADMIN
/PHPMYADMIN-2.6.1/: PHPMYADMIN
/PHPMYADMIN-2.6.1-PL1/: PHPMYADMIN
/PHPMYADMIN-2.6.1-PL2/: PHPMYADMIN
/PHPMYADMIN-2.6.1-PL3/: PHPMYADMIN
/PHPMYADMIN-2.6.2-RC1/: PHPMYADMIN
/PHPMYADMIN-2.6.2-BETA1/: PHPMYADMIN
/PHPMYADMIN-2.6.2 /: PHPMYADMIN
/PHPMYADMIN-2.6.2-PL1/: PHPMYADMIN
/PHPMYADMIN-2.6.3/: PHPMYADMIN
/PHPMYADMIN-2.6.3-RC1/: PHPMYADMIN
/PHPMYADMIN-2.6.3-PL1/: PHPMYADMIN
/PHPMYADMIN-2.6.4-RC1/: PHPMYADMIN
/PHPMYADMIN-2.6.4-PL1/: PHPMYADMIN
/PHPMYADMIN-2.6.4-PL2 /: PHPMYADMIN
/PHPMYADMIN-2.6.4-PL3/: PHPMYADMIN
/PHPMYADMIN-2.6.4-PL4/: PHPMYADMIN
/PHPMYADMIN-2.6.4/: PHPMYADMIN



/PHPMYADMIN-2.7.0-BETA1/: PHPMYADMIN
/PHPMYADMIN-2.7.0-RC1/: PHPMYADMIN
/PHPMYADMIN-2.7.0-PL1/: PHPMYADMIN
/PHPMYADMIN-2.7.0-PL2 /: PHPMYADMIN
/PHPMYADMIN-2.7.0/: PHPMYADMIN
/PHPMYADMIN-2.8.0-BETA1/: PHPMYADMIN
/PHPMYADMIN-2.8.0-RC1/: PHPMYADMIN
/PHPMYADMIN-2.8.0-RC2/: PHPMYADMIN
/PHPMYADMIN-2.8.0/: PHPMYADMIN
/PHPMYADMIN-2.8.0.1/: PHPMYADMIN
/PHPMYADMIN-2.8.0.2/: PHPMYADMIN
/PHPMYADMIN-2.8.0.3/: PHPMYADMIN
/PHPMYADMIN-2.8.0.4/: PHPMYADMIN
/PHPMYADMIN-2.8.1-RC1/: PHPMYADMIN
/PHPMYADMIN-2.8.1/: PHPMYADMIN
/PHPMYADMIN-2.8.2/: PHPMYADMIN
/SQLMANAGER/: PHPMYADMIN
/PHP-MYADMIN/: PHPMYADMIN
/PHPMY-ADMIN/: PHPMYADMIN
/MYSQLADMIN/: PHPMYADMIN
/MYSQL-ADMIN/: PHPMYADMIN
/WEBSQL/: PHPMYADMIN
/_PHPMYADMIN/: PHPMYADMIN

/FOOTER1.GIF: (POSSIBLE) ORACLE WEB SERVER
/HOMEPAGE.NSF/HOMEPAGE.GIF?OPENIMAGERESOURCE: LOTUS DOMINO

/1CONS /ECBLANK.GIF: LOTUS DOMINO
/852566C90012664F: LoTUS DOMINO
/ADMIN4.NSF: LOTUS DOMINO
/ADMIN5.NSF: LOTUS DOMINO
/ADMIN.NSF: LOTUS DOMINO
/AGENTRUNNER.NSF: LOTUS DOMINO
/ALOG.NSF: LOTUS DOMINO
/A_DOMLOG.NSF: LOTUS DOMINO
/BOOKMARK.NSF: LOTUS DOMINO
/BUSYTIME.NSF: LOTUS DOMINO
/CATALOG.NSF: LOTUS DOMINO
/CERTA.NSF: LOTUS DOMINO
/CERTLOG.NSF: LOTUS DOMINO
/CERTSRV.NSF: LOTUS DOMINO
/CHATLOG.NSF: LOTUS DOMINO
/CLBUSY.NSF: LOTUS DOMINO
/CLDBDIR.NSF: LOTUS DOMINO
/CLUSTA4.NSF: LOTUS DOMINO
/COLLECT4.NSF: LOTUS DOMINO
/DA.NSF: LOTUS DOMINO
/DBA4.NSF: LOTUS DOMINO
/DCLF.NSF: LOTUS DOMINO
/DEASAPPDESIGN.NSF: LOTUS DOMINO
/DEASL0OGO1.NSF: LOTUS DOMINO
/DEASL0OGOZ2.NSF: LoTUS DOMINO
/DEASL0G03.NSF: LoTUS DOMINO
/DEASL0G04.NSF: LOTUS DOMINO
/DEASL0GO05.NSF: LoTUS DOMINO
/DEASLOG.NSF: LOTUS DOMINO
/DECSADM.NSF: LOTUS DOMINO
/DECSLOG.NSF: LOTUS DOMINO
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/DEESADMIN.NSF: LOTUS DOMINO
/DIRASSIST.NSF: LOTUS DOMINO
/DOLADMIN.NSF: LOTUS DOMINO
/DOMADMIN.NSF: LOTUS DOMINO
/DOMCFG.NSF: LOTUS DOMINO
/DOMGUIDE.NSF: LOTUS DOMINO
/DOMLOG.NSF: LOTUS DOMINO
/DSPUG.NSF: LOTUS DOMINO
/EVENTS4.NSF: LOTUS DOMINO
/EVENTS5.NSF: LOTUS DOMINO
/EVENTS.NSF: LOTUS DOMINO
/EVENT.NSF: LOTUS DOMINO
/HOMEPAGE.NSF: LOTUS DOMINO

/INOTES/FORMSS5.NSF/$DEFAULTNAV: LOTUS DOMINO

/JOTTER.NSF: LOTUS DOMINO
/LEIADM.NSF: LOTUS DOMINO
/LEILOG.NSF: LOTUS DOMINO
/LEIVLT.NSF: LOTUS DOMINO
/LOG4A.NSF: LOTUS DOMINO

/LOG.NSF: LOTUS DOMINO
/L_DOMLOG.NSF: LOTUS DOMINO
/MAB.NSF: LOTUS DOMINO
/MAIL10.B0X: LOTUS DOMINO
/MAIL1.BOX: LOTUS DOMINO
/MAIL2.BOX: LOTUS DOMINO
/MAIL3.BOX: LOTUS DOMINO
/MAIL4.BOX: LOTUS DOMINO
/MAIL5.BOX: LOTUS DOMINO
/MAIL6.BOX: LOTUS DOMINO
/MAIL7.BOX: LOTUS DOMINO
/MAIL8.BOX: LOTUS DOMINO
/MAIL9.BOX: LOTUS DOMINO
/MAIL.BOX: LOTUS DOMINO
/MSDWDA.NSF: LOTUS DOMINO
/MTATBLS.NSF: LOTUS DOMINO
/MTSTORE.NSF: LOTUS DOMINO
/NAMES.NSF: LOTUS DOMINO
/NNTPPOST.NSF: LOTUS DOMINO
/NNTP/NDOOO0O01.NSF: LOTUS DOMINO
/NNTP/NDOOOOO02.NSF: LOTUS DOMINO
/NNTP/NDOO0003.NSF: LOTUS DOMINO
/NTSYNC45.NSF: LOTUS DOMINO
/PERWEB.NSF: LOTUS DOMINO
/QPADMIN.NSF: LOTUS DOMINO

/QUICKPLACE/QUICKPLACE /MAIN.NSF: LOTUS DOMINO

/REPORTS.NSF: LOTUS DOMINO
/SAMPLE /SIREGW46.NSF: LOTUS DOMINO
/SCHEMAS50.NSF: LOTUS DOMINO
/SETUPWEB.NSF: LOTUS DOMINO
/SETUP.NSF: LOTUS DOMINO
/SMBCFG.NSF: LOTUS DOMINO
/SMCONF.NSF: LOTUS DOMINO
/SMENCY.NSF: LOTUS DOMINO
/SMHELP.NSF: LOTUS DOMINO
/SMMSG.NSF: LOTUS DOMINO
/SMQUAR.NSF: LOTUS DOMINO
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/SMSOLAR.NSF: LOTUS DOMINO

/SMTIME.NSF: LOTUS DOMINO

/SMTPIBWQ.NSF: LOTUS DOMINO

/SMTPOBWQ.NSF: LOTUS DOMINO

/SMTP.BOX: LOTUS DOMINO

/SMTP.NSF: LOTUS DOMINO

/SMVLOG.NSF: LOTUS DOMINO

/SRVNAM.HTM: LOTUS DOMINO

/STATMAIL.NSF: LOTUS DOMINO

/STATREP.NSF: LOTUS DOMINO

/STAUTHS.NSF: LOTUS DOMINO

/STAUTHT.NSF: LOTUS DOMINO

/STCONFIG.NSF: LOTUS DOMINO

/STCONF.NSF: LOTUS DOMINO

/STDNASET.NSF: LOTUS DOMINO

/STDOMINO.NSF: LOTUS DOMINO

/STLOG.NSF: LOTUS DOMINO

/STREG.NSF: LOTUS DOMINO

/STSRC.NSF: LOTUS DOMINO

/USERREG.NSF: LOTUS DOMINO

/VPUSERINFO.NSF: LOTUS DOMINO

/WEBADMIN.NSF: LOTUS DOMINO

/WEB.NSF: LOTUS DOMINO
/.NSF/../WINNT/WIN.INI: LOTUS DOMINO
/ICONS/ECBLANK.GIF: LOTUS DOMINO
/_LAYOUTS/IMAGES /HELPICON.GIF: MS SHAREPOINT
/PAGES/DEFAULT.ASPX: MS SHAREPOINT
/PUBLISHINGIMAGES/NEWSARTICLEIMAGE.JPG: MS SHAREPOINT
/_ADMIN/OPERATIONS.ASPX: MS SHAREPOINT
/_APP_BIN: MS SHAREPOINT

/_CONTROLTEMPLATES: MS SHAREPOINT
/_LAYOUTS: MS SHAREPOINT
/_LAYOUTS/VIEWLSTS.ASPX: MS SHAREPOINT
/FORMS/ALLITEMS.ASPX: MS SHAREPOINT
/FORMS/WEBFLDR.ASPX: MS SHAREPOINT
/FORMS/MOD-VIEW.ASPX: MS SHAREPOINT
/FORMS/MY-SUB.ASPX: MS SHAREPOINT
/PAGES/CATEGORYRESULTS.ASPX: MS SHAREPOINT
/CATEGORIES /VIEWCATEGORY.ASPX: MS SHAREPOINT
/SITEDIRECTORY: MS SHAREPOINT

/EDITDOCS.ASPX: MS SHAREPOINT
/WORKFLOWTASKS/ALLITEMS.ASPX: MS SHAREPOINT
/LISTS/TASKS/: MS SHAREPOINT

/CATEGORIES /ALLCATEGORIES.ASPX: MS SHAREPOINT

/CATEGORIES/SOMEOTHERDIR /ALLCATEGORIES.ASPX: MS SHAREPOINT

/MYCATEGORIES.ASPX: MS SHAREPOINT
/LISTS/: MS SHAREPOINT
/LISTS/ALLITEMS.ASPX: MS SHAREPOINT
/LISTS/DEFAULT.ASPX: MS SHAREPOINT
/LISTS/ALLPOSTS.ASPX: MS SHAREPOINT
/LISTS/ARCHIVE.ASPX: MS SHAREPOINT
/LISTS/BYAUTHOR.ASPX: MS SHAREPOINT
/LISTS/CALENDAR.ASPX: MS SHAREPOINT
/LISTS/MOD-VIEW.ASPX: MS SHAREPOINT
/LISTS/MYPOSTS.ASPX: MS SHAREPOINT
/LISTS/MY-SUB.ASPX: MS SHAREPOINT



| /LISTS/ALLCOMMENTS.ASPX: MS SHAREPOINT

| /LISTS/MYCOMMENTS.ASPX: MS SHAREPOINT

| /_LAYOUTS/USERDISP.ASPX: MS SHAREPOINT

| /_LAYOUTS/HELP.ASPX: MS SHAREPOINT

| /_LAYOUTS/DOWNLOAD.ASPX: MS SHAREPOINT

| /PROJECTSERVER/HOME/HOMEPAGE.ASP: MS PROJECT SERVER

| /PROJECTSERVER/IMAGES/BRANDING.GIF: MS PROJECT SERVER

| /PROJECTSERVER/IMAGES/PGHOME.GIF: MS PROJECT SERVER

| /PROJECTSERVER/IMAGES/PGTASK.GIF: MS PROJECT SERVER

| /PROJECTSERVER/TASKS/TASKSPAGE.ASP: MS PROJECT SERVER

| /EXCHWEB/BIN/AUTH/OWALOGON.ASP: OUTLOOK WEB ACCESS

| /IMAGES/OUTLOOK.JPG: OUTLOOK WEB ACCESS

| /owA/8.1.375.2/THEMES/BASE/LGNTOPL.GIF: OUTLOOK WEB ACCESS

| /owA/: OUTLOOK WEB ACCESS

| /TSWEB/: REMOTE DESKTOP WEB CONNECTION

| /REPORTSERVER/: MICROSOFT SQL REPORT SERVICE

| /JHW_LOGO.HTML: HUAWEI HG 530

| /1cONS/ICON_SET_UP_2701XX_01.GIF: 2WIRE 2701HG

| /1CONS/ICON_HOMEPORTAL_2701XX.GIF: 2ZWIRE 2701HG

| /ES/IMAGES/NAV_SL_HOME_NETWORK_01.GIF: 2ZWIRE 2701HG

| /EN/IMAGES/NAV_SL_HOME_NETWORK_01.GIF: 2WIRE 2701HG

| /IMAGES/STXX_ XL.GIF: THOMSON TG585

| /IMAGES/BBC_ XL.GIF: THOMSON TG585

I
~Y02F..%2F..%2F..%2F..%2F..%2F..%2F..%2F /VAR /MOBILE /LIBRARY /ADDRESSBOOK /ADDRESSBOOK.SQ
LITEDB: POSSIBLE IPHONE/IPOD /IPAD GENERIC FILE SHARING APP DIRECTORY TRAVERSAL (10S)

| /CMSPAGES.PHP: 2POINT SOLUTIONS CMS

| /SC_WEBCAT/ECAT/CMS_VIEW.PHP: WEBCAT

| /KBCAT.CGI: ACTIVDESK

| /FORUM_ANSWER.PHP?QUE_ID=1: GURU JUSTANSWER
| /TEMPLATES1/VIEW_PRODUCT.PHP: HB ECOMMERCE
| /ESCORT-PROFILE.PHP: FIRST ESCORT MARKETING CMS
| /PAGES/INDEXHEADER.PHP: GREEN PANTS CMS

| /PAGES/SEARCHER.PHP: GREEN PANTS CMS

| /PAGES/INDEXVIEWENTRY.PHP: GREEN PANTS CMS
| /TINYMCPUK/FILEMANAGER/BROWSER.HTML: CMS LOKOMEDIA

| /ADMIN/LIBRARIES/AJAXFILEMANAGER/AJAXFILEMANAGER.PHP: LOG1 CMS

| /LEFTMENUBODY.PHP: QUICKTECH

| /DSP_PAGE.CFM: ALCASSOFTS SOPHIA CMS

| /ZIKULA/INDEX.PHP: ZIKULA CMS

| /SYSTEM/ADMIN/HEADER.PHP: HABARI BLOG

| /SYSTEM/ADMIN/COMMENTS_ITEMS.PHP: HABARI BLOG

| /SCRIPTS/FCKEDITOR/EDITOR/FILEMANAGER/CONNECTORS/TEST.HTML: DIGITALUS CMS/FCKEDITOR
FILE UPLOAD

| /SCRIPTS/FCKEDITOR/EDITOR/FILEMANAGER/CONNECTORS/UPLOADTEST.HTML: DIGITALUS
CMS/FCKEDITOR FILE UPLOAD

| /FCKEDITOR/EDITOR/FILEMANAGER/CONNECTORS/TEST.HTML: PHPMOTION /FCKEDITOR FILE UPLOAD

| /FCKEDITOR/EDITOR/FILEMANAGER/UPLOAD/TEST.HTML: GEEKLOG/FCKEDITOR FILE UPLOAD

| /ADMIN/VIEW/JAVASCRIPT/FCKEDITOR/EDITOR/FILEMANAGER/CONNECTORS/TEST.HTML:
OPENCART/FCKEDITOR FILE UPLOAD

| /FCKEDITOR/EDITOR/FILEMANAGER/CONNECTORS/PHP/CONFIG.PHP: DM FILE MANAGER/FCKEDITOR
FILE UPLOAD

|
/INCLUDES/FCKEDITOR/EDITOR/FILEMANAGER /BROWSER /DEFAULT /CONNECTORS /PHP /CONNECTOR.PHP:
PHPNUKE/REMOTE FILE DOWNLOAD
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/INCLUDES/FCKEDITOR/EDITOR/FILEMANAGER /BROWSER /DEFAULT /CONNECTORS/ASP/CONNECTOR.ASP:
PHPNUKE/REMOTE FILE DOWNLOAD

|
/INCLUDES/FCKEDITOR/EDITOR/FILEMANAGER /BROWSER /DEFAULT /CONNECTORS/ASPX/CONNECTOR.ASP
X: PHPNUKE/REMOTE FILE DOWNLOAD

|

/INCLUDES/FCKEDITOR/EDITOR /FILEMANAGER /BROWSER /DEFAULT /CONNECTORS/CFM /CONNECTOR.CFM:
PHPNUKE/REMOTE FILE DOWNLOAD

I

/INCLUDES/FCKEDITOR/EDITOR /FILEMANAGER /BROWSER /DEFAULT/CONNECTORS/LASSO/CONNECTOR.LA
$s0: PHPNUKE/REMOTE FILE DOWNLOAD

I
/INCLUDES/FCKEDITOR/EDITOR/FILEMANAGER /BROWSER /DEFAULT/CONNECTORS/PERL/CONNECTOR.CGI:
PHPNUKE/REMOTE FILE DOWNLOAD

| /INCLUDES/FCKEDITOR/EDITOR/FILEMANAGER/BROWSER/DEFAULT/CONNECTORS/PY/CONNECTOR.PY:
PHPNUKE/REMOTE FILE DOWNLOAD

| /FCKEDITOR/EDITOR/FILEMANAGER/BROWSER/DEFAULT/CONNECTORS/TEST.HTML: EGO OR
0SCMAX/FCKEDITOR FILE UPLOAD

| /ADMIN/INCLUDES/TINY_MCE/PLUGINS/TINYBROWSER /UPLOAD.PHP: COMPACTCMS OR B-HIND
CMS/FCKEDITOR FILE UPLOAD

| /BACKSTAGE/COMPONENTS/FREETEXTBOX/FTB.IMAGEGALLERY.ASPX: LUFTGUITAR CMS/FILE UPLOAD

| /_PLUGIN/FCKEDITOR/EDITOR/FILEMANAGER/CONNECTORS/TEST.HTML: SWEETRICE/FCKEDITOR FILE
UPLOAD

| /HTML/NEWS_FCKEDITOR/EDITOR/FILEMANAGER/UPLOAD/PHP/UPLOAD.PHP:
CARDINALCMS/FCKEDITOR FILE UPLOAD

| /FCKEDITOR/EDITOR/FILEMANAGER/CONNECTORS/TEST.HTML: LIGHTNEASY/FCKEDITOR FILE UPLOAD

| /ADMIN/INCLUDES/FCKEDITOR/EDITOR/FILEMANAGER/UPLOAD/TEST.HTML: ASP SIMPLE BLOG /
FCKEDITOR FILE UPLOAD

| /UPLOADSNAPS.PHP: ZEEMATRI/FILE UPLOAD

| /UPLOAD/INCLUDES/]S/FILES/UPLOAD.PHP: DIGITAL COLLEGE/FILE UPLOAD
| /TINYBROWSER/UPLOAD.PHP: TINYBROWSER REMOTE FILE UPLOAD
| /EDITOR/EDITOR/FILEMANAGER/UPLOAD/TEST.HTML: TADBIR / FILE UPLOAD
| /PHOTOGALLERY_OPEN.PHP: HEAVEN SOFT CMS

| /PROVIDERS/HTMLEDITORPROVIDERS/FCK/FCKLINKGALLERY.ASPX: DOTNETNUKE / FILE UPLOAD
| /ASSETMANAGER/ASSETMANAGER.ASP: ASSET MANAGER/REMOTE FILE UPLOAD
| /FINAL/LOGIN/AVA_UPL.PHP: CH-CMS

| /FINAL/LOGIN/AVA_UPLZ2.PHP: CH-CMS

| /SPAW/DEMO.PHP: SPAWCMS /REMOTE FILE UPLOAD

| /ADMIN/JSCRIPT/UPLOAD.PHP: LIZARD CART/REMOTE FILE UPLOAD
| /ADMIN/JSCRIPT/UPLOAD.HTML: LIZARD CART/REMOTE FILE UPLOAD
| /ADMIN/JSCRIPT/UPLOAD.PL: LIZARD CART/REMOTE FILE UPLOAD

| /ADMIN/JSCRIPT/UPLOAD.ASP: LIZARD CART/REMOTE FILE UPLOAD
| /DATABASES/ACIDCAT_3.MDB: ACIDCAT CMS DATABASE

| /MDB-DATABASE/DBLOG.MDB: DBLOG DATABASE

| /DB/USERS.MDB: BLOGWORX DATABASE

| /INFUSIONS/AVATAR_STUDIO/AVATAR_STUDIO.PHP: PHP-FUSION MOD AVATAR_STUDIO

| /BNNR.PHP: VBULLETIN ADS_SAED

| /VB/BNNR.PHP: VBULLETIN ADS_SAED

| /FORUM/BNNR.PHP: VBULLETIN ADS_SAED

| /WEBLINK_CAT_LIST.PHP: WHMCOMPLETESOLUTION CMS

| /PIX/MOODLELOGO.GIF: MOODLE FILES

| /ADMIN/ENVIRONMENT.XML: MOODLE FILES

| /TYPO3/SYSEXT/T3SKIN/IMAGES/LOGIN/TYPO3LOGO-WHITE-GREYBACK.GIF: TYPO3 INSTALLATION
| /SQUIRRELMAIL/IMAGES/SM_LOGO.PNG: SQUIRRELMAIL

| /WEBMAIL/IMAGES/SM_LOGO.PNG: SQUIRRELMAIL
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| /SKINS/DEFAULT/IMAGES/ROUNDCUBE_LOGO.PNG: ROUNDCUBE
| /ARCHIVE/FLASH:HOME/HTML/IMAGES/CISCO_LOGO.GIF: CIscO SDM
| /DEFAULT?MAIN=DEVICE: TOPACCESS TOSHIBA E-STUDI0520
| /ToPACCESS/IMAGES/RIOGRANDE/RIO_PPC.GIF: TOPACCESS TOSHIBA E-STUDI0520
| /JWSAPPMNGR.JNLP: NETFORENSICS
| /NFDESKTOP.JNLP: NETFORENSICS
| /NFSERVLETS/SERVLET/SPSROUTERSERVLET/: NETFORENSICS
| /NA_ADMIN/STYLES/DFM.CSS: NETWORKAPPLIANCE NETAPP RELEASE 6.5.3P4
| /SITECORE/ADMIN/STATS.ASPX: SITECORE.NET (CMS)
| /SITECORE/ADMIN/UNLOCK_ADMIN.ASPX: SITECORE.NET (CMS)
| /SITECORE/SHELL/APPLICATIONS/SHELL.XML: SITECORE.NET (CMS)
| /SITECORE/ADMIN/SHOWCONFIG.ASPX: SITECORE.NET (CMS)
| /APP_CONFIG/SECURITY/DOMAINS.CONFIG.XML: SITECORE.NET (CMS)
| /APP_CONFIG/SECURITY/GLOBALROLES.CONFIG.XML: SITECORE.NET (CMS)
| /SITECORE%Z20MODULES/STAGING/SERVICE/APL.ASMX: SITECORE.NET (CMS)
| /SITECORE%Z20MODULES/STAGING/WORKDIR: SITECORE.NET (CMS)
|_ /SITECORE/SYSTEM/SETTINGS/SECURITY/PROFILES: SITECORE.NET (CMS)
| HTTP-PHPMYADMIN-DIR-TRAVERSAL:
| VULNERABLE:
| PHPMYADMIN GRAB_GLOBALS.LIB.PHP SUBFORM PARAMETER TRAVERSAL LOCAL FILE INCLUSION
| STATE: LIKELY VULNERABLE
| IDs: CVE:CVE-2005-3299
|  PHP FILE INCLUSION VULNERABILITY IN GRAB_GLOBALS.LIB.PHP IN PHPMYADMIN 2.6.4 AND 2.6.4-PL1
ALLOWS REMOTE ATTACKERS TO INCLUDE LOCAL FILES VIA THE $__REDIRECT PARAMETER, POSSIBLY
INVOLVING THE SUBFORM ARRAY.
|
DISCLOSURE DATE: 2005-10-NIL
EXTRA INFORMATION:
/o) wf ) /JETC/PASSWD NOT FOUND.

REFERENCES:
HTTPS://CVE.MITRE.ORG/CGI-BIN/CVENAME.CGI?NAME=CVE-2005-3299

|_ HTTP://WWW.EXPLOIT-DB.COM/EXPLOITS /1244 /

9000/TCP OPEN CSLISTENER

MAC ADDRESS: EC:71:DB:5F:BA:D6 (SHENZHEN BAICHUAN DIGITAL TECHNOLOGY)

NMAP DONE: 1 IP ADDRESS (1 HOST UP) SCANNED IN 161.63 SECONDS
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	Starting Nmap 7.70 ( https://nmap.org ) at 2019-05-01 09:34 EEST
	Nmap scan report for 192.168.2.11
	Host is up (0.00080s latency).
	Not shown: 65531 closed ports
	PORT      STATE SERVICE  VERSION
	88/tcp    open  http     lighttpd
	443/tcp   open  ssl/http lighttpd
	888/tcp   open  soap     gSOAP
	65534/tcp open  rtsp     D-Link DCS-2130 or Pelco IDE10DN webcam rtspd
	MAC Address: 00:62:6E:82:43:CD (Unknown)
	Service Info: Device: webcam; CPE: cpe:/h:pelco:ide10dn
	Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
	Nmap done: 1 IP address (1 host up) scanned in 43.19 seconds
	Starting Nmap 7.70 ( https://nmap.org ) at 2019-05-01 10:39 EEST
	Nmap scan report for 192.168.2.11
	Host is up (0.00066s latency).
	Not shown: 997 closed ports
	PORT    STATE SERVICE  VERSION
	88/tcp  open  http     lighttpd
	443/tcp open  ssl/http lighttpd
	| ssl-cert: Subject: commonName=*.myfoscam.org/organizationName=Shenzhen Foscam Intelligent Technology Co.,Ltd/stateOrProvinceName=Guangdong/countryName=CN
	| Subject Alternative Name: DNS:*.myfoscam.org, DNS:myfoscam.org
	| Not valid before: 2017-05-31T08:06:15
	|_Not valid after:  2020-05-29T08:06:15
	888/tcp open  soap     gSOAP
	|_http-server-header: gSOAP
	|_http-title: Site doesn't have a title (text/xml; charset=utf-8).
	Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
	Nmap done: 1 IP address (1 host up) scanned in 66.83 seconds
	Starting Nmap 7.70 ( https://nmap.org ) at 2019-05-01 10:41 EEST
	Nmap scan report for 192.168.2.11
	Host is up (0.00100s latency).
	Not shown: 997 closed ports
	PORT    STATE SERVICE  VERSION
	88/tcp  open  http     lighttpd
	443/tcp open  ssl/http lighttpd
	888/tcp open  soap     gSOAP
	Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
	Nmap done: 1 IP address (1 host up) scanned in 24.65 seconds
	Starting Nmap 7.70 ( https://nmap.org ) at 2019-05-01 12:16 EEST
	Nmap scan report for 192.168.2.11
	Host is up (0.00077s latency).
	Not shown: 997 closed ports
	PORT    STATE SERVICE  VERSION
	88/tcp  open  http     lighttpd
	|_http-title: IPCam Client
	443/tcp open  ssl/http lighttpd
	| ssl-cert: Subject: commonName=*.myfoscam.org/organizationName=Shenzhen Foscam Intelligent Technology Co.,Ltd/stateOrProvinceName=Guangdong/countryName=CN
	| Subject Alternative Name: DNS:*.myfoscam.org, DNS:myfoscam.org
	| Not valid before: 2017-05-31T08:06:15
	|_Not valid after:  2020-05-29T08:06:15
	888/tcp open  soap     gSOAP
	|_http-server-header: gSOAP
	|_http-title: Site doesn't have a title (text/xml; charset=utf-8).
	Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
	Nmap done: 1 IP address (1 host up) scanned in 46.68 seconds
	Starting Nmap 7.70 ( https://nmap.org ) at 2019-05-03 17:13 EEST
	Nmap scan report for 192.168.2.11
	Host is up (0.00061s latency).
	Not shown: 997 closed ports
	PORT    STATE SERVICE
	88/tcp  open  kerberos-sec
	443/tcp open  https
	888/tcp open  accessbuilder
	MAC Address: 00:62:6E:82:43:CD (Unknown)
	No exact OS matches for host (If you know what OS is running on it, see https://nmap.org/submit/ ).
	TCP/IP fingerprint:
	OS:SCAN(V=7.70%E=4%D=5/3%OT=88%CT=1%CU=32561%PV=Y%DS=1%DC=D%G=Y%M=00626E%TM
	OS:=5CCC4C93%P=x86_64-apple-darwin13.4.0)SEQ(SP=102%GCD=1%ISR=106%TI=Z%CI=I
	OS:%II=I%TS=U)OPS(O1=M550NNSNW4%O2=M550NNSNW4%O3=M550NW4%O4=M550NNSNW4%O5=M
	OS:550NNSNW4%O6=M550NNS)WIN(W1=3520%W2=3520%W3=3520%W4=3520%W5=3520%W6=3520
	OS:)ECN(R=Y%DF=Y%T=40%W=3520%O=M550NNSNW4%CC=Y%Q=)T1(R=Y%DF=Y%T=40%S=O%A=S+
	OS:%F=AS%RD=0%Q=)T2(R=N)T3(R=N)T4(R=Y%DF=Y%T=40%W=0%S=A%A=Z%F=R%O=%RD=0%Q=)
	OS:T5(R=Y%DF=Y%T=40%W=0%S=Z%A=S+%F=AR%O=%RD=0%Q=)T6(R=Y%DF=Y%T=40%W=0%S=A%A
	OS:=Z%F=R%O=%RD=0%Q=)T7(R=Y%DF=Y%T=40%W=0%S=Z%A=S+%F=AR%O=%RD=0%Q=)U1(R=Y%D
	OS:F=N%T=40%IPL=164%UN=0%RIPL=G%RID=G%RIPCK=G%RUCK=G%RUD=G)IE(R=Y%DFI=N%T=4
	OS:0%CD=S)
	Network Distance: 1 hop
	OS detection performed. Please report any incorrect results at https://nmap.org/submit/ .
	Nmap done: 1 IP address (1 host up) scanned in 14.09 seconds
	Starting Nmap 7.70 ( https://nmap.org ) at 2019-05-03 17:19 EEST
	Pre-scan script results:
	| broadcast-avahi-dos:
	|   Discovered hosts:
	|     224.0.0.251
	|   After NULL UDP avahi packet DoS (CVE-2011-1002).
	|_  Hosts are all up (not vulnerable).
	Nmap scan report for 192.168.2.11
	Host is up (0.00077s latency).
	Not shown: 997 closed ports
	PORT    STATE SERVICE
	88/tcp  open  kerberos-sec
	443/tcp open  https
	|_http-aspnet-debug: ERROR: Script execution failed (use -d to debug)
	| http-csrf:
	| Spidering limited to: maxdepth=3; maxpagecount=20; withinhost=192.168.2.11
	|   Found the following possible CSRF vulnerabilities:
	|
	|     Path: http://192.168.2.11:443/js/upfile.js?ver=
	|     Form id: ' + formid + '
	|_    Form action:
	|_http-dombased-xss: Couldn't find any DOM based XSS.
	| http-fileupload-exploiter:
	|
	|     Couldn't find a file-type field.
	|
	|_    Couldn't find a file-type field.
	|_http-sql-injection: ERROR: Script execution failed (use -d to debug)
	|_http-stored-xss: Couldn't find any stored XSS vulnerabilities.
	|_http-vuln-cve2014-3704: ERROR: Script execution failed (use -d to debug)
	|_sslv2-drown:
	888/tcp open  accessbuilder
	MAC Address: 00:62:6E:82:43:CD (Unknown)
	Nmap done: 1 IP address (1 host up) scanned in 331.46 seconds
	Α.2.2 tp-link nc450

	Starting Nmap 7.70 ( https://nmap.org ) at 2019-05-01 09:35 EEST
	Nmap scan report for 192.168.2.16
	Host is up (0.0019s latency).
	Not shown: 65528 closed ports
	PORT     STATE SERVICE          VERSION
	80/tcp   open  http             lighttpd 1.4.32
	443/tcp  open  ssl/http         lighttpd 1.4.32
	554/tcp  open  rtsp             DoorBird video doorbell rtspd
	2020/tcp open  soap             gSOAP 2.8
	8080/tcp open  http-proxy       Streamd,A42BB014D915
	8081/tcp open  blackice-icecap?
	8088/tcp open  radan-http       vod
	3 services unrecognized despite returning data. If you know the service/version, please submit the following fingerprints at https://nmap.org/cgi-bin/submit.cgi?new-service :
	==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
	SF-Port8080-TCP:V=7.70%I=7%D=5/1%Time=5CC93E37%P=x86_64-apple-darwin13.4.0
	SF:%r(GetRequest,15D,"HTTP/1\.0\x20401\x20Unauthorized\r\nServer:\x20Strea
	SF:md,A42BB014D915\r\nDate:\x20Wed,\x2001\x20May\x202019\x2006:35:34\x20UT
	SF:C\r\nPragma:\x20no-cache\r\nCache-Control:\x20no-cache\r\nContent-Lengt
	SF:h:\x200\r\nWWW-Authenticate:\x20Digest\x20realm=\"TP-Link\x20IP-Camera\
	SF:",algorithm=\"MD5\",qop=\"auth\",nonce=\"ba858619fb77b3171e76938d7f9cce
	SF:9800001dce14e5e604\",opaque=\"64943214654649846565646421\"\r\nConnectio
	SF:n:\x20close\r\n\r\n")%r(HTTPOptions,15D,"HTTP/1\.0\x20401\x20Unauthoriz
	SF:ed\r\nServer:\x20Streamd,A42BB014D915\r\nDate:\x20Wed,\x2001\x20May\x20
	SF:2019\x2006:35:34\x20UTC\r\nPragma:\x20no-cache\r\nCache-Control:\x20no-
	SF:cache\r\nContent-Length:\x200\r\nWWW-Authenticate:\x20Digest\x20realm=\
	SF:"TP-Link\x20IP-Camera\",algorithm=\"MD5\",qop=\"auth\",nonce=\"38864a59
	SF:fb157693b5a47511b759495600001dce16551b23\",opaque=\"6494321465464984656
	SF:5646421\"\r\nConnection:\x20close\r\n\r\n")%r(RTSPRequest,10C,"HTTP/1\.
	SF:0\x20400\x20Bad\x20Request\r\nServer:\x20Streamd,A42BB014D915\r\nDate:\
	SF:x20Wed,\x2001\x20May\x202019\x2006:35:34\x20UTC\r\nContent-Type:\x20tex
	SF:t/html\r\nContent-Length:\x20108\r\nConnection:\x20close\r\n\r\n<!DOCTY
	SF:PE\x20HTML><html><head><title>400\x20Bad\x20Request</title></head><body
	SF:><h1>400\x20Bad\x20Request</h1></body></html>")%r(FourOhFourRequest,106
	SF:,"HTTP/1\.0\x20404\x20Not\x20Found\r\nServer:\x20Streamd,A42BB014D915\r
	SF:\nDate:\x20Wed,\x2001\x20May\x202019\x2006:35:34\x20UTC\r\nContent-Type
	SF::\x20text/html\r\nContent-Length:\x20104\r\nConnection:\x20close\r\n\r\
	SF:n<!DOCTYPE\x20HTML><html><head><title>404\x20Not\x20Found</title></head
	SF:><body><h1>404\x20Not\x20Found</h1></body></html>")%r(Socks5,10C,"HTTP/
	SF:1\.0\x20400\x20Bad\x20Request\r\nServer:\x20Streamd,A42BB014D915\r\nDat
	SF:e:\x20Wed,\x2001\x20May\x202019\x2006:35:34\x20UTC\r\nContent-Type:\x20
	SF:text/html\r\nContent-Length:\x20108\r\nConnection:\x20close\r\n\r\n<!DO
	SF:CTYPE\x20HTML><html><head><title>400\x20Bad\x20Request</title></head><b
	SF:ody><h1>400\x20Bad\x20Request</h1></body></html>")%r(GenericLines,10C,"
	SF:HTTP/1\.0\x20400\x20Bad\x20Request\r\nServer:\x20Streamd,A42BB014D915\r
	SF:\nDate:\x20Wed,\x2001\x20May\x202019\x2006:35:39\x20UTC\r\nContent-Type
	SF::\x20text/html\r\nContent-Length:\x20108\r\nConnection:\x20close\r\n\r\
	SF:n<!DOCTYPE\x20HTML><html><head><title>400\x20Bad\x20Request</title></he
	SF:ad><body><h1>400\x20Bad\x20Request</h1></body></html>");
	==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
	SF-Port8081-TCP:V=7.70%I=7%D=5/1%Time=5CC93E37%P=x86_64-apple-darwin13.4.0
	SF:%r(GetRequest,F9,"HTTP/1\.0\x20404\x20Not\x20Found\r\nServer:\x20Speake
	SF:r\r\nDate:\x20Wed,\x2001\x20May\x202019\x2006:35:34\x20UTC\r\nContent-T
	SF:ype:\x20text/html\r\nContent-Length:\x20104\r\nConnection:\x20close\r\n
	SF:\r\n<!DOCTYPE\x20HTML><html><head><title>404\x20Not\x20Found</title></h
	SF:ead><body><h1>404\x20Not\x20Found</h1></body></html>")%r(FourOhFourRequ
	SF:est,F9,"HTTP/1\.0\x20404\x20Not\x20Found\r\nServer:\x20Speaker\r\nDate:
	SF:\x20Wed,\x2001\x20May\x202019\x2006:35:34\x20UTC\r\nContent-Type:\x20te
	SF:xt/html\r\nContent-Length:\x20104\r\nConnection:\x20close\r\n\r\n<!DOCT
	SF:YPE\x20HTML><html><head><title>404\x20Not\x20Found</title></head><body>
	SF:<h1>404\x20Not\x20Found</h1></body></html>")%r(HTTPOptions,F9,"HTTP/1\.
	SF:0\x20404\x20Not\x20Found\r\nServer:\x20Speaker\r\nDate:\x20Wed,\x2001\x
	SF:20May\x202019\x2006:35:39\x20UTC\r\nContent-Type:\x20text/html\r\nConte
	SF:nt-Length:\x20104\r\nConnection:\x20close\r\n\r\n<!DOCTYPE\x20HTML><htm
	SF:l><head><title>404\x20Not\x20Found</title></head><body><h1>404\x20Not\x
	SF:20Found</h1></body></html>");
	==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
	SF-Port8088-TCP:V=7.70%I=7%D=5/1%Time=5CC93E37%P=x86_64-apple-darwin13.4.0
	SF:%r(GetRequest,F5,"HTTP/1\.0\x20404\x20Not\x20Found\r\nServer:\x20vod\r\
	SF:nDate:\x20Wed,\x2001\x20May\x202019\x2006:35:34\x20UTC\r\nContent-Type:
	SF:\x20text/html\r\nContent-Length:\x20104\r\nConnection:\x20close\r\n\r\n
	SF:<!DOCTYPE\x20HTML><html><head><title>404\x20Not\x20Found</title></head>
	SF:<body><h1>404\x20Not\x20Found</h1></body></html>")%r(HTTPOptions,F5,"HT
	SF:TP/1\.0\x20404\x20Not\x20Found\r\nServer:\x20vod\r\nDate:\x20Wed,\x2001
	SF:\x20May\x202019\x2006:35:39\x20UTC\r\nContent-Type:\x20text/html\r\nCon
	SF:tent-Length:\x20104\r\nConnection:\x20close\r\n\r\n<!DOCTYPE\x20HTML><h
	SF:tml><head><title>404\x20Not\x20Found</title></head><body><h1>404\x20Not
	SF:\x20Found</h1></body></html>")%r(FourOhFourRequest,F5,"HTTP/1\.0\x20404
	SF:\x20Not\x20Found\r\nServer:\x20vod\r\nDate:\x20Wed,\x2001\x20May\x20201
	SF:9\x2006:36:26\x20UTC\r\nContent-Type:\x20text/html\r\nContent-Length:\x
	SF:20104\r\nConnection:\x20close\r\n\r\n<!DOCTYPE\x20HTML><html><head><tit
	SF:le>404\x20Not\x20Found</title></head><body><h1>404\x20Not\x20Found</h1>
	SF:</body></html>");
	MAC Address: A4:2B:B0:14:D9:15 (Tp-link Technologies)
	Service Info: Device: webcam
	Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
	Nmap done: 1 IP address (1 host up) scanned in 138.72 seconds
	Starting Nmap 7.70 ( https://nmap.org ) at 2019-05-01 10:40 EEST
	Nmap scan report for 192.168.2.16
	Host is up (0.00066s latency).
	Not shown: 993 closed ports
	PORT     STATE SERVICE          VERSION
	80/tcp   open  http             lighttpd 1.4.32
	|_http-server-header: lighttpd/1.4.32
	|_http-title: Site doesn't have a title (text/html).
	443/tcp  open  ssl/http         lighttpd 1.4.32
	|_http-server-header: lighttpd/1.4.32
	|_http-title: NC450 Admin - Login
	| ssl-cert: Subject: commonName=localhost/stateOrProvinceName=Guangdong/countryName=CN
	| Not valid before: 2019-05-01T04:28:11
	|_Not valid after:  2029-03-09T04:28:11
	|_ssl-date: 2019-05-01T07:42:21+00:00; -1s from scanner time.
	554/tcp  open  rtsp             DoorBird video doorbell rtspd
	|_rtsp-methods: OPTIONS, DESCRIBE, SETUP, TEARDOWN, PLAY, PAUSE, GET_PARAMETER, SET_PARAMETER
	2020/tcp open  soap             gSOAP 2.8
	|_http-server-header: gSOAP/2.8
	|_http-title: Site doesn't have a title (text/html; charset=utf-8).
	8080/tcp open  http-proxy       Streamd,A42BB014D915
	| fingerprint-strings:
	|   FourOhFourRequest:
	|     HTTP/1.0 404 Not Found
	|     Server: Streamd,A42BB014D915
	|     Date: Wed, 01 May 2019 07:40:22 UTC
	|     Content-Type: text/html
	|     Content-Length: 104
	|     Connection: close
	|     <!DOCTYPE HTML><html><head><title>404 Not Found</title></head><body><h1>404 Not Found</h1></body></html>
	|   GenericLines:
	|     HTTP/1.0 400 Bad Request
	|     Server: Streamd,A42BB014D915
	|     Date: Wed, 01 May 2019 07:40:27 UTC
	|     Content-Type: text/html
	|     Content-Length: 108
	|     Connection: close
	|     <!DOCTYPE HTML><html><head><title>400 Bad Request</title></head><body><h1>400 Bad Request</h1></body></html>
	|   GetRequest:
	|     HTTP/1.0 401 Unauthorized
	|     Server: Streamd,A42BB014D915
	|     Date: Wed, 01 May 2019 07:40:22 UTC
	|     Pragma: no-cache
	|     Cache-Control: no-cache
	|     Content-Length: 0
	|     WWW-Authenticate: Digest realm="TP-Link IP-Camera",algorithm="MD5",qop="auth",nonce="2a817a9fe256f714b2aa30056c55bfc200002cfe362509c5",opaque="64943214654649846565646421"
	|     Connection: close
	|   HTTPOptions:
	|     HTTP/1.0 401 Unauthorized
	|     Server: Streamd,A42BB014D915
	|     Date: Wed, 01 May 2019 07:40:22 UTC
	|     Pragma: no-cache
	|     Cache-Control: no-cache
	|     Content-Length: 0
	|     WWW-Authenticate: Digest realm="TP-Link IP-Camera",algorithm="MD5",qop="auth",nonce="0ef8f3c09595b1b33d210f0eadff46c000002cfe36ada56e",opaque="64943214654649846565646421"
	|     Connection: close
	|   RTSPRequest, Socks5:
	|     HTTP/1.0 400 Bad Request
	|     Server: Streamd,A42BB014D915
	|     Date: Wed, 01 May 2019 07:40:22 UTC
	|     Content-Type: text/html
	|     Content-Length: 108
	|     Connection: close
	|_    <!DOCTYPE HTML><html><head><title>400 Bad Request</title></head><body><h1>400 Bad Request</h1></body></html>
	| http-auth:
	| HTTP/1.0 401 Unauthorized\x0D
	|_  Digest realm=TP-Link IP-Camera nonce=b0f0a34bb887712cae856653fd0ffee500002d771295d78b opaque=64943214654649846565646421 qop=auth algorithm=MD5
	|_http-server-header: Streamd,A42BB014D915
	|_http-title: Site doesn't have a title.
	8081/tcp open  blackice-icecap?
	| fingerprint-strings:
	|   FourOhFourRequest, GetRequest:
	|     HTTP/1.0 404 Not Found
	|     Server: Speaker
	|     Date: Wed, 01 May 2019 07:40:22 UTC
	|     Content-Type: text/html
	|     Content-Length: 104
	|     Connection: close
	|     <!DOCTYPE HTML><html><head><title>404 Not Found</title></head><body><h1>404 Not Found</h1></body></html>
	|   HTTPOptions:
	|     HTTP/1.0 404 Not Found
	|     Server: Speaker
	|     Date: Wed, 01 May 2019 07:40:27 UTC
	|     Content-Type: text/html
	|     Content-Length: 104
	|     Connection: close
	|_    <!DOCTYPE HTML><html><head><title>404 Not Found</title></head><body><h1>404 Not Found</h1></body></html>
	8088/tcp open  radan-http       vod
	| fingerprint-strings:
	|   FourOhFourRequest:
	|     HTTP/1.0 404 Not Found
	|     Server: vod
	|     Date: Wed, 01 May 2019 07:41:15 UTC
	|     Content-Type: text/html
	|     Content-Length: 104
	|     Connection: close
	|     <!DOCTYPE HTML><html><head><title>404 Not Found</title></head><body><h1>404 Not Found</h1></body></html>
	|   GetRequest:
	|     HTTP/1.0 404 Not Found
	|     Server: vod
	|     Date: Wed, 01 May 2019 07:40:22 UTC
	|     Content-Type: text/html
	|     Content-Length: 104
	|     Connection: close
	|     <!DOCTYPE HTML><html><head><title>404 Not Found</title></head><body><h1>404 Not Found</h1></body></html>
	|   HTTPOptions:
	|     HTTP/1.0 404 Not Found
	|     Server: vod
	|     Date: Wed, 01 May 2019 07:40:27 UTC
	|     Content-Type: text/html
	|     Content-Length: 104
	|     Connection: close
	|_    <!DOCTYPE HTML><html><head><title>404 Not Found</title></head><body><h1>404 Not Found</h1></body></html>
	|_http-server-header: vod
	|_http-title: 404 Not Found
	3 services unrecognized despite returning data. If you know the service/version, please submit the following fingerprints at https://nmap.org/cgi-bin/submit.cgi?new-service :
	==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
	SF-Port8080-TCP:V=7.70%I=7%D=5/1%Time=5CC94D67%P=x86_64-apple-darwin13.4.0
	SF:%r(GetRequest,15D,"HTTP/1\.0\x20401\x20Unauthorized\r\nServer:\x20Strea
	SF:md,A42BB014D915\r\nDate:\x20Wed,\x2001\x20May\x202019\x2007:40:22\x20UT
	SF:C\r\nPragma:\x20no-cache\r\nCache-Control:\x20no-cache\r\nContent-Lengt
	SF:h:\x200\r\nWWW-Authenticate:\x20Digest\x20realm=\"TP-Link\x20IP-Camera\
	SF:",algorithm=\"MD5\",qop=\"auth\",nonce=\"2a817a9fe256f714b2aa30056c55bf
	SF:c200002cfe362509c5\",opaque=\"64943214654649846565646421\"\r\nConnectio
	SF:n:\x20close\r\n\r\n")%r(HTTPOptions,15D,"HTTP/1\.0\x20401\x20Unauthoriz
	SF:ed\r\nServer:\x20Streamd,A42BB014D915\r\nDate:\x20Wed,\x2001\x20May\x20
	SF:2019\x2007:40:22\x20UTC\r\nPragma:\x20no-cache\r\nCache-Control:\x20no-
	SF:cache\r\nContent-Length:\x200\r\nWWW-Authenticate:\x20Digest\x20realm=\
	SF:"TP-Link\x20IP-Camera\",algorithm=\"MD5\",qop=\"auth\",nonce=\"0ef8f3c0
	SF:9595b1b33d210f0eadff46c000002cfe36ada56e\",opaque=\"6494321465464984656
	SF:5646421\"\r\nConnection:\x20close\r\n\r\n")%r(RTSPRequest,10C,"HTTP/1\.
	SF:0\x20400\x20Bad\x20Request\r\nServer:\x20Streamd,A42BB014D915\r\nDate:\
	SF:x20Wed,\x2001\x20May\x202019\x2007:40:22\x20UTC\r\nContent-Type:\x20tex
	SF:t/html\r\nContent-Length:\x20108\r\nConnection:\x20close\r\n\r\n<!DOCTY
	SF:PE\x20HTML><html><head><title>400\x20Bad\x20Request</title></head><body
	SF:><h1>400\x20Bad\x20Request</h1></body></html>")%r(FourOhFourRequest,106
	SF:,"HTTP/1\.0\x20404\x20Not\x20Found\r\nServer:\x20Streamd,A42BB014D915\r
	SF:\nDate:\x20Wed,\x2001\x20May\x202019\x2007:40:22\x20UTC\r\nContent-Type
	SF::\x20text/html\r\nContent-Length:\x20104\r\nConnection:\x20close\r\n\r\
	SF:n<!DOCTYPE\x20HTML><html><head><title>404\x20Not\x20Found</title></head
	SF:><body><h1>404\x20Not\x20Found</h1></body></html>")%r(Socks5,10C,"HTTP/
	SF:1\.0\x20400\x20Bad\x20Request\r\nServer:\x20Streamd,A42BB014D915\r\nDat
	SF:e:\x20Wed,\x2001\x20May\x202019\x2007:40:22\x20UTC\r\nContent-Type:\x20
	SF:text/html\r\nContent-Length:\x20108\r\nConnection:\x20close\r\n\r\n<!DO
	SF:CTYPE\x20HTML><html><head><title>400\x20Bad\x20Request</title></head><b
	SF:ody><h1>400\x20Bad\x20Request</h1></body></html>")%r(GenericLines,10C,"
	SF:HTTP/1\.0\x20400\x20Bad\x20Request\r\nServer:\x20Streamd,A42BB014D915\r
	SF:\nDate:\x20Wed,\x2001\x20May\x202019\x2007:40:27\x20UTC\r\nContent-Type
	SF::\x20text/html\r\nContent-Length:\x20108\r\nConnection:\x20close\r\n\r\
	SF:n<!DOCTYPE\x20HTML><html><head><title>400\x20Bad\x20Request</title></he
	SF:ad><body><h1>400\x20Bad\x20Request</h1></body></html>");
	==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
	SF-Port8081-TCP:V=7.70%I=7%D=5/1%Time=5CC94D67%P=x86_64-apple-darwin13.4.0
	SF:%r(GetRequest,F9,"HTTP/1\.0\x20404\x20Not\x20Found\r\nServer:\x20Speake
	SF:r\r\nDate:\x20Wed,\x2001\x20May\x202019\x2007:40:22\x20UTC\r\nContent-T
	SF:ype:\x20text/html\r\nContent-Length:\x20104\r\nConnection:\x20close\r\n
	SF:\r\n<!DOCTYPE\x20HTML><html><head><title>404\x20Not\x20Found</title></h
	SF:ead><body><h1>404\x20Not\x20Found</h1></body></html>")%r(FourOhFourRequ
	SF:est,F9,"HTTP/1\.0\x20404\x20Not\x20Found\r\nServer:\x20Speaker\r\nDate:
	SF:\x20Wed,\x2001\x20May\x202019\x2007:40:22\x20UTC\r\nContent-Type:\x20te
	SF:xt/html\r\nContent-Length:\x20104\r\nConnection:\x20close\r\n\r\n<!DOCT
	SF:YPE\x20HTML><html><head><title>404\x20Not\x20Found</title></head><body>
	SF:<h1>404\x20Not\x20Found</h1></body></html>")%r(HTTPOptions,F9,"HTTP/1\.
	SF:0\x20404\x20Not\x20Found\r\nServer:\x20Speaker\r\nDate:\x20Wed,\x2001\x
	SF:20May\x202019\x2007:40:27\x20UTC\r\nContent-Type:\x20text/html\r\nConte
	SF:nt-Length:\x20104\r\nConnection:\x20close\r\n\r\n<!DOCTYPE\x20HTML><htm
	SF:l><head><title>404\x20Not\x20Found</title></head><body><h1>404\x20Not\x
	SF:20Found</h1></body></html>");
	==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
	SF-Port8088-TCP:V=7.70%I=7%D=5/1%Time=5CC94D67%P=x86_64-apple-darwin13.4.0
	SF:%r(GetRequest,F5,"HTTP/1\.0\x20404\x20Not\x20Found\r\nServer:\x20vod\r\
	SF:nDate:\x20Wed,\x2001\x20May\x202019\x2007:40:22\x20UTC\r\nContent-Type:
	SF:\x20text/html\r\nContent-Length:\x20104\r\nConnection:\x20close\r\n\r\n
	SF:<!DOCTYPE\x20HTML><html><head><title>404\x20Not\x20Found</title></head>
	SF:<body><h1>404\x20Not\x20Found</h1></body></html>")%r(HTTPOptions,F5,"HT
	SF:TP/1\.0\x20404\x20Not\x20Found\r\nServer:\x20vod\r\nDate:\x20Wed,\x2001
	SF:\x20May\x202019\x2007:40:27\x20UTC\r\nContent-Type:\x20text/html\r\nCon
	SF:tent-Length:\x20104\r\nConnection:\x20close\r\n\r\n<!DOCTYPE\x20HTML><h
	SF:tml><head><title>404\x20Not\x20Found</title></head><body><h1>404\x20Not
	SF:\x20Found</h1></body></html>")%r(FourOhFourRequest,F5,"HTTP/1\.0\x20404
	SF:\x20Not\x20Found\r\nServer:\x20vod\r\nDate:\x20Wed,\x2001\x20May\x20201
	SF:9\x2007:41:15\x20UTC\r\nContent-Type:\x20text/html\r\nContent-Length:\x
	SF:20104\r\nConnection:\x20close\r\n\r\n<!DOCTYPE\x20HTML><html><head><tit
	SF:le>404\x20Not\x20Found</title></head><body><h1>404\x20Not\x20Found</h1>
	SF:</body></html>");
	Service Info: Device: webcam
	Host script results:
	|_clock-skew: mean: -1s, deviation: 0s, median: -1s
	Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
	Nmap done: 1 IP address (1 host up) scanned in 135.32 seconds
	Starting Nmap 7.70 ( https://nmap.org ) at 2019-05-01 10:43 EEST
	Nmap scan report for 192.168.2.16
	Host is up (0.00066s latency).
	Not shown: 993 closed ports
	PORT     STATE SERVICE          VERSION
	80/tcp   open  http             lighttpd 1.4.32
	443/tcp  open  ssl/http         lighttpd 1.4.32
	554/tcp  open  rtsp             DoorBird video doorbell rtspd
	2020/tcp open  soap             gSOAP 2.8
	8080/tcp open  http-proxy       Streamd,A42BB014D915
	8081/tcp open  blackice-icecap?
	8088/tcp open  radan-http       vod
	3 services unrecognized despite returning data. If you know the service/version, please submit the following fingerprints at https://nmap.org/cgi-bin/submit.cgi?new-service :
	==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
	SF-Port8080-TCP:V=7.70%I=9%D=5/1%Time=5CC94E22%P=x86_64-apple-darwin13.4.0
	SF:%r(GetRequest,15D,"HTTP/1\.0\x20401\x20Unauthorized\r\nServer:\x20Strea
	SF:md,A42BB014D915\r\nDate:\x20Wed,\x2001\x20May\x202019\x2007:43:29\x20UT
	SF:C\r\nPragma:\x20no-cache\r\nCache-Control:\x20no-cache\r\nContent-Lengt
	SF:h:\x200\r\nWWW-Authenticate:\x20Digest\x20realm=\"TP-Link\x20IP-Camera\
	SF:",algorithm=\"MD5\",qop=\"auth\",nonce=\"ea7a3eb02dad2a1f7ebeba581bf1a1
	SF:3e00002db9398b1cce\",opaque=\"64943214654649846565646421\"\r\nConnectio
	SF:n:\x20close\r\n\r\n")%r(HTTPOptions,15D,"HTTP/1\.0\x20401\x20Unauthoriz
	SF:ed\r\nServer:\x20Streamd,A42BB014D915\r\nDate:\x20Wed,\x2001\x20May\x20
	SF:2019\x2007:43:29\x20UTC\r\nPragma:\x20no-cache\r\nCache-Control:\x20no-
	SF:cache\r\nContent-Length:\x200\r\nWWW-Authenticate:\x20Digest\x20realm=\
	SF:"TP-Link\x20IP-Camera\",algorithm=\"MD5\",qop=\"auth\",nonce=\"0448370c
	SF:e467bd5c2d1d300d764a5bb400002db93b06bdf3\",opaque=\"6494321465464984656
	SF:5646421\"\r\nConnection:\x20close\r\n\r\n")%r(RTSPRequest,10C,"HTTP/1\.
	SF:0\x20400\x20Bad\x20Request\r\nServer:\x20Streamd,A42BB014D915\r\nDate:\
	SF:x20Wed,\x2001\x20May\x202019\x2007:43:29\x20UTC\r\nContent-Type:\x20tex
	SF:t/html\r\nContent-Length:\x20108\r\nConnection:\x20close\r\n\r\n<!DOCTY
	SF:PE\x20HTML><html><head><title>400\x20Bad\x20Request</title></head><body
	SF:><h1>400\x20Bad\x20Request</h1></body></html>")%r(FourOhFourRequest,106
	SF:,"HTTP/1\.0\x20404\x20Not\x20Found\r\nServer:\x20Streamd,A42BB014D915\r
	SF:\nDate:\x20Wed,\x2001\x20May\x202019\x2007:43:29\x20UTC\r\nContent-Type
	SF::\x20text/html\r\nContent-Length:\x20104\r\nConnection:\x20close\r\n\r\
	SF:n<!DOCTYPE\x20HTML><html><head><title>404\x20Not\x20Found</title></head
	SF:><body><h1>404\x20Not\x20Found</h1></body></html>")%r(Socks5,10C,"HTTP/
	SF:1\.0\x20400\x20Bad\x20Request\r\nServer:\x20Streamd,A42BB014D915\r\nDat
	SF:e:\x20Wed,\x2001\x20May\x202019\x2007:43:29\x20UTC\r\nContent-Type:\x20
	SF:text/html\r\nContent-Length:\x20108\r\nConnection:\x20close\r\n\r\n<!DO
	SF:CTYPE\x20HTML><html><head><title>400\x20Bad\x20Request</title></head><b
	SF:ody><h1>400\x20Bad\x20Request</h1></body></html>")%r(GenericLines,10C,"
	SF:HTTP/1\.0\x20400\x20Bad\x20Request\r\nServer:\x20Streamd,A42BB014D915\r
	SF:\nDate:\x20Wed,\x2001\x20May\x202019\x2007:43:34\x20UTC\r\nContent-Type
	SF::\x20text/html\r\nContent-Length:\x20108\r\nConnection:\x20close\r\n\r\
	SF:n<!DOCTYPE\x20HTML><html><head><title>400\x20Bad\x20Request</title></he
	SF:ad><body><h1>400\x20Bad\x20Request</h1></body></html>");
	==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
	SF-Port8081-TCP:V=7.70%I=9%D=5/1%Time=5CC94E22%P=x86_64-apple-darwin13.4.0
	SF:%r(GetRequest,F9,"HTTP/1\.0\x20404\x20Not\x20Found\r\nServer:\x20Speake
	SF:r\r\nDate:\x20Wed,\x2001\x20May\x202019\x2007:43:29\x20UTC\r\nContent-T
	SF:ype:\x20text/html\r\nContent-Length:\x20104\r\nConnection:\x20close\r\n
	SF:\r\n<!DOCTYPE\x20HTML><html><head><title>404\x20Not\x20Found</title></h
	SF:ead><body><h1>404\x20Not\x20Found</h1></body></html>")%r(FourOhFourRequ
	SF:est,F9,"HTTP/1\.0\x20404\x20Not\x20Found\r\nServer:\x20Speaker\r\nDate:
	SF:\x20Wed,\x2001\x20May\x202019\x2007:43:29\x20UTC\r\nContent-Type:\x20te
	SF:xt/html\r\nContent-Length:\x20104\r\nConnection:\x20close\r\n\r\n<!DOCT
	SF:YPE\x20HTML><html><head><title>404\x20Not\x20Found</title></head><body>
	SF:<h1>404\x20Not\x20Found</h1></body></html>")%r(HTTPOptions,F9,"HTTP/1\.
	SF:0\x20404\x20Not\x20Found\r\nServer:\x20Speaker\r\nDate:\x20Wed,\x2001\x
	SF:20May\x202019\x2007:43:34\x20UTC\r\nContent-Type:\x20text/html\r\nConte
	SF:nt-Length:\x20104\r\nConnection:\x20close\r\n\r\n<!DOCTYPE\x20HTML><htm
	SF:l><head><title>404\x20Not\x20Found</title></head><body><h1>404\x20Not\x
	SF:20Found</h1></body></html>")%r(OfficeScan,F9,"HTTP/1\.0\x20404\x20Not\x
	SF:20Found\r\nServer:\x20Speaker\r\nDate:\x20Wed,\x2001\x20May\x202019\x20
	SF:07:46:19\x20UTC\r\nContent-Type:\x20text/html\r\nContent-Length:\x20104
	SF:\r\nConnection:\x20close\r\n\r\n<!DOCTYPE\x20HTML><html><head><title>40
	SF:4\x20Not\x20Found</title></head><body><h1>404\x20Not\x20Found</h1></bod
	SF:y></html>")%r(apple-iphoto,F9,"HTTP/1\.0\x20404\x20Not\x20Found\r\nServ
	SF:er:\x20Speaker\r\nDate:\x20Wed,\x2001\x20May\x202019\x2007:47:50\x20UTC
	SF:\r\nContent-Type:\x20text/html\r\nContent-Length:\x20104\r\nConnection:
	SF:\x20close\r\n\r\n<!DOCTYPE\x20HTML><html><head><title>404\x20Not\x20Fou
	SF:nd</title></head><body><h1>404\x20Not\x20Found</h1></body></html>");
	==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
	SF-Port8088-TCP:V=7.70%I=9%D=5/1%Time=5CC94E22%P=x86_64-apple-darwin13.4.0
	SF:%r(GetRequest,F5,"HTTP/1\.0\x20404\x20Not\x20Found\r\nServer:\x20vod\r\
	SF:nDate:\x20Wed,\x2001\x20May\x202019\x2007:43:29\x20UTC\r\nContent-Type:
	SF:\x20text/html\r\nContent-Length:\x20104\r\nConnection:\x20close\r\n\r\n
	SF:<!DOCTYPE\x20HTML><html><head><title>404\x20Not\x20Found</title></head>
	SF:<body><h1>404\x20Not\x20Found</h1></body></html>")%r(HTTPOptions,F5,"HT
	SF:TP/1\.0\x20404\x20Not\x20Found\r\nServer:\x20vod\r\nDate:\x20Wed,\x2001
	SF:\x20May\x202019\x2007:43:34\x20UTC\r\nContent-Type:\x20text/html\r\nCon
	SF:tent-Length:\x20104\r\nConnection:\x20close\r\n\r\n<!DOCTYPE\x20HTML><h
	SF:tml><head><title>404\x20Not\x20Found</title></head><body><h1>404\x20Not
	SF:\x20Found</h1></body></html>")%r(FourOhFourRequest,F5,"HTTP/1\.0\x20404
	SF:\x20Not\x20Found\r\nServer:\x20vod\r\nDate:\x20Wed,\x2001\x20May\x20201
	SF:9\x2007:44:34\x20UTC\r\nContent-Type:\x20text/html\r\nContent-Length:\x
	SF:20104\r\nConnection:\x20close\r\n\r\n<!DOCTYPE\x20HTML><html><head><tit
	SF:le>404\x20Not\x20Found</title></head><body><h1>404\x20Not\x20Found</h1>
	SF:</body></html>")%r(OfficeScan,F5,"HTTP/1\.0\x20404\x20Not\x20Found\r\nS
	SF:erver:\x20vod\r\nDate:\x20Wed,\x2001\x20May\x202019\x2007:46:19\x20UTC\
	SF:r\nContent-Type:\x20text/html\r\nContent-Length:\x20104\r\nConnection:\
	SF:x20close\r\n\r\n<!DOCTYPE\x20HTML><html><head><title>404\x20Not\x20Foun
	SF:d</title></head><body><h1>404\x20Not\x20Found</h1></body></html>")%r(ap
	SF:ple-iphoto,F5,"HTTP/1\.0\x20404\x20Not\x20Found\r\nServer:\x20vod\r\nDa
	SF:te:\x20Wed,\x2001\x20May\x202019\x2007:47:50\x20UTC\r\nContent-Type:\x2
	SF:0text/html\r\nContent-Length:\x20104\r\nConnection:\x20close\r\n\r\n<!D
	SF:OCTYPE\x20HTML><html><head><title>404\x20Not\x20Found</title></head><bo
	SF:dy><h1>404\x20Not\x20Found</h1></body></html>");
	Service Info: Device: webcam
	Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
	Nmap done: 1 IP address (1 host up) scanned in 5028.70 seconds
	Starting Nmap 7.70 ( https://nmap.org ) at 2019-05-01 12:17 EEST
	Nmap scan report for 192.168.2.16
	Host is up (0.00042s latency).
	Not shown: 993 closed ports
	PORT     STATE SERVICE          VERSION
	80/tcp   open  http             lighttpd 1.4.32
	|_http-server-header: lighttpd/1.4.32
	|_http-title: Site doesn't have a title (text/html).
	443/tcp  open  ssl/http         lighttpd 1.4.32
	|_http-server-header: lighttpd/1.4.32
	|_http-title: NC450 Admin - Login
	| ssl-cert: Subject: commonName=localhost/stateOrProvinceName=Guangdong/countryName=CN
	| Not valid before: 2019-05-01T04:28:11
	|_Not valid after:  2029-03-09T04:28:11
	|_ssl-date: 2019-05-01T09:19:15+00:00; -1s from scanner time.
	554/tcp  open  rtsp             DoorBird video doorbell rtspd
	|_rtsp-methods: OPTIONS, DESCRIBE, SETUP, TEARDOWN, PLAY, PAUSE, GET_PARAMETER, SET_PARAMETER
	2020/tcp open  soap             gSOAP 2.8
	|_http-server-header: gSOAP/2.8
	|_http-title: Site doesn't have a title (text/html; charset=utf-8).
	8080/tcp open  http-proxy       Streamd,A42BB014D915
	| fingerprint-strings:
	|   FourOhFourRequest:
	|     HTTP/1.0 404 Not Found
	|     Server: Streamd,A42BB014D915
	|     Date: Wed, 01 May 2019 09:17:15 UTC
	|     Content-Type: text/html
	|     Content-Length: 104
	|     Connection: close
	|     <!DOCTYPE HTML><html><head><title>404 Not Found</title></head><body><h1>404 Not Found</h1></body></html>
	|   GenericLines:
	|     HTTP/1.0 400 Bad Request
	|     Server: Streamd,A42BB014D915
	|     Date: Wed, 01 May 2019 09:17:20 UTC
	|     Content-Type: text/html
	|     Content-Length: 108
	|     Connection: close
	|     <!DOCTYPE HTML><html><head><title>400 Bad Request</title></head><body><h1>400 Bad Request</h1></body></html>
	|   GetRequest:
	|     HTTP/1.0 401 Unauthorized
	|     Server: Streamd,A42BB014D915
	|     Date: Wed, 01 May 2019 09:17:15 UTC
	|     Pragma: no-cache
	|     Cache-Control: no-cache
	|     Content-Length: 0
	|     WWW-Authenticate: Digest realm="TP-Link IP-Camera",algorithm="MD5",qop="auth",nonce="2f5d679313839630bfb7a9182a1a506b000043b400bcf9e6",opaque="64943214654649846565646421"
	|     Connection: close
	|   HTTPOptions:
	|     HTTP/1.0 401 Unauthorized
	|     Server: Streamd,A42BB014D915
	|     Date: Wed, 01 May 2019 09:17:15 UTC
	|     Pragma: no-cache
	|     Cache-Control: no-cache
	|     Content-Length: 0
	|     WWW-Authenticate: Digest realm="TP-Link IP-Camera",algorithm="MD5",qop="auth",nonce="bf2266afba641da403c8bcea50e00a0f000043b401e10a61",opaque="64943214654649846565646421"
	|     Connection: close
	|   RTSPRequest, Socks5:
	|     HTTP/1.0 400 Bad Request
	|     Server: Streamd,A42BB014D915
	|     Date: Wed, 01 May 2019 09:17:15 UTC
	|     Content-Type: text/html
	|     Content-Length: 108
	|     Connection: close
	|_    <!DOCTYPE HTML><html><head><title>400 Bad Request</title></head><body><h1>400 Bad Request</h1></body></html>
	| http-auth:
	| HTTP/1.0 401 Unauthorized\x0D
	|_  Digest realm=TP-Link IP-Camera nonce=0d5fcc6ac5d7ab1e19e9c3f7013743f5000044293ace9071 qop=auth opaque=64943214654649846565646421 algorithm=MD5
	|_http-server-header: Streamd,A42BB014D915
	|_http-title: Site doesn't have a title.
	8081/tcp open  blackice-icecap?
	| fingerprint-strings:
	|   FourOhFourRequest, GetRequest:
	|     HTTP/1.0 404 Not Found
	|     Server: Speaker
	|     Date: Wed, 01 May 2019 09:17:15 UTC
	|     Content-Type: text/html
	|     Content-Length: 104
	|     Connection: close
	|     <!DOCTYPE HTML><html><head><title>404 Not Found</title></head><body><h1>404 Not Found</h1></body></html>
	|   HTTPOptions:
	|     HTTP/1.0 404 Not Found
	|     Server: Speaker
	|     Date: Wed, 01 May 2019 09:17:20 UTC
	|     Content-Type: text/html
	|     Content-Length: 104
	|     Connection: close
	|_    <!DOCTYPE HTML><html><head><title>404 Not Found</title></head><body><h1>404 Not Found</h1></body></html>
	8088/tcp open  radan-http       vod
	| fingerprint-strings:
	|   FourOhFourRequest:
	|     HTTP/1.0 404 Not Found
	|     Server: vod
	|     Date: Wed, 01 May 2019 09:18:08 UTC
	|     Content-Type: text/html
	|     Content-Length: 104
	|     Connection: close
	|     <!DOCTYPE HTML><html><head><title>404 Not Found</title></head><body><h1>404 Not Found</h1></body></html>
	|   GetRequest:
	|     HTTP/1.0 404 Not Found
	|     Server: vod
	|     Date: Wed, 01 May 2019 09:17:15 UTC
	|     Content-Type: text/html
	|     Content-Length: 104
	|     Connection: close
	|     <!DOCTYPE HTML><html><head><title>404 Not Found</title></head><body><h1>404 Not Found</h1></body></html>
	|   HTTPOptions:
	|     HTTP/1.0 404 Not Found
	|     Server: vod
	|     Date: Wed, 01 May 2019 09:17:20 UTC
	|     Content-Type: text/html
	|     Content-Length: 104
	|     Connection: close
	|_    <!DOCTYPE HTML><html><head><title>404 Not Found</title></head><body><h1>404 Not Found</h1></body></html>
	|_http-server-header: vod
	|_http-title: 404 Not Found
	3 services unrecognized despite returning data. If you know the service/version, please submit the following fingerprints at https://nmap.org/cgi-bin/submit.cgi?new-service :
	==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
	SF-Port8080-TCP:V=7.70%I=7%D=5/1%Time=5CC9641D%P=x86_64-apple-darwin13.4.0
	SF:%r(GetRequest,15D,"HTTP/1\.0\x20401\x20Unauthorized\r\nServer:\x20Strea
	SF:md,A42BB014D915\r\nDate:\x20Wed,\x2001\x20May\x202019\x2009:17:15\x20UT
	SF:C\r\nPragma:\x20no-cache\r\nCache-Control:\x20no-cache\r\nContent-Lengt
	SF:h:\x200\r\nWWW-Authenticate:\x20Digest\x20realm=\"TP-Link\x20IP-Camera\
	SF:",algorithm=\"MD5\",qop=\"auth\",nonce=\"2f5d679313839630bfb7a9182a1a50
	SF:6b000043b400bcf9e6\",opaque=\"64943214654649846565646421\"\r\nConnectio
	SF:n:\x20close\r\n\r\n")%r(HTTPOptions,15D,"HTTP/1\.0\x20401\x20Unauthoriz
	SF:ed\r\nServer:\x20Streamd,A42BB014D915\r\nDate:\x20Wed,\x2001\x20May\x20
	SF:2019\x2009:17:15\x20UTC\r\nPragma:\x20no-cache\r\nCache-Control:\x20no-
	SF:cache\r\nContent-Length:\x200\r\nWWW-Authenticate:\x20Digest\x20realm=\
	SF:"TP-Link\x20IP-Camera\",algorithm=\"MD5\",qop=\"auth\",nonce=\"bf2266af
	SF:ba641da403c8bcea50e00a0f000043b401e10a61\",opaque=\"6494321465464984656
	SF:5646421\"\r\nConnection:\x20close\r\n\r\n")%r(RTSPRequest,10C,"HTTP/1\.
	SF:0\x20400\x20Bad\x20Request\r\nServer:\x20Streamd,A42BB014D915\r\nDate:\
	SF:x20Wed,\x2001\x20May\x202019\x2009:17:15\x20UTC\r\nContent-Type:\x20tex
	SF:t/html\r\nContent-Length:\x20108\r\nConnection:\x20close\r\n\r\n<!DOCTY
	SF:PE\x20HTML><html><head><title>400\x20Bad\x20Request</title></head><body
	SF:><h1>400\x20Bad\x20Request</h1></body></html>")%r(FourOhFourRequest,106
	SF:,"HTTP/1\.0\x20404\x20Not\x20Found\r\nServer:\x20Streamd,A42BB014D915\r
	SF:\nDate:\x20Wed,\x2001\x20May\x202019\x2009:17:15\x20UTC\r\nContent-Type
	SF::\x20text/html\r\nContent-Length:\x20104\r\nConnection:\x20close\r\n\r\
	SF:n<!DOCTYPE\x20HTML><html><head><title>404\x20Not\x20Found</title></head
	SF:><body><h1>404\x20Not\x20Found</h1></body></html>")%r(Socks5,10C,"HTTP/
	SF:1\.0\x20400\x20Bad\x20Request\r\nServer:\x20Streamd,A42BB014D915\r\nDat
	SF:e:\x20Wed,\x2001\x20May\x202019\x2009:17:15\x20UTC\r\nContent-Type:\x20
	SF:text/html\r\nContent-Length:\x20108\r\nConnection:\x20close\r\n\r\n<!DO
	SF:CTYPE\x20HTML><html><head><title>400\x20Bad\x20Request</title></head><b
	SF:ody><h1>400\x20Bad\x20Request</h1></body></html>")%r(GenericLines,10C,"
	SF:HTTP/1\.0\x20400\x20Bad\x20Request\r\nServer:\x20Streamd,A42BB014D915\r
	SF:\nDate:\x20Wed,\x2001\x20May\x202019\x2009:17:20\x20UTC\r\nContent-Type
	SF::\x20text/html\r\nContent-Length:\x20108\r\nConnection:\x20close\r\n\r\
	SF:n<!DOCTYPE\x20HTML><html><head><title>400\x20Bad\x20Request</title></he
	SF:ad><body><h1>400\x20Bad\x20Request</h1></body></html>");
	==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
	SF-Port8081-TCP:V=7.70%I=7%D=5/1%Time=5CC9641D%P=x86_64-apple-darwin13.4.0
	SF:%r(GetRequest,F9,"HTTP/1\.0\x20404\x20Not\x20Found\r\nServer:\x20Speake
	SF:r\r\nDate:\x20Wed,\x2001\x20May\x202019\x2009:17:15\x20UTC\r\nContent-T
	SF:ype:\x20text/html\r\nContent-Length:\x20104\r\nConnection:\x20close\r\n
	SF:\r\n<!DOCTYPE\x20HTML><html><head><title>404\x20Not\x20Found</title></h
	SF:ead><body><h1>404\x20Not\x20Found</h1></body></html>")%r(FourOhFourRequ
	SF:est,F9,"HTTP/1\.0\x20404\x20Not\x20Found\r\nServer:\x20Speaker\r\nDate:
	SF:\x20Wed,\x2001\x20May\x202019\x2009:17:15\x20UTC\r\nContent-Type:\x20te
	SF:xt/html\r\nContent-Length:\x20104\r\nConnection:\x20close\r\n\r\n<!DOCT
	SF:YPE\x20HTML><html><head><title>404\x20Not\x20Found</title></head><body>
	SF:<h1>404\x20Not\x20Found</h1></body></html>")%r(HTTPOptions,F9,"HTTP/1\.
	SF:0\x20404\x20Not\x20Found\r\nServer:\x20Speaker\r\nDate:\x20Wed,\x2001\x
	SF:20May\x202019\x2009:17:20\x20UTC\r\nContent-Type:\x20text/html\r\nConte
	SF:nt-Length:\x20104\r\nConnection:\x20close\r\n\r\n<!DOCTYPE\x20HTML><htm
	SF:l><head><title>404\x20Not\x20Found</title></head><body><h1>404\x20Not\x
	SF:20Found</h1></body></html>");
	==============NEXT SERVICE FINGERPRINT (SUBMIT INDIVIDUALLY)==============
	SF-Port8088-TCP:V=7.70%I=7%D=5/1%Time=5CC9641D%P=x86_64-apple-darwin13.4.0
	SF:%r(GetRequest,F5,"HTTP/1\.0\x20404\x20Not\x20Found\r\nServer:\x20vod\r\
	SF:nDate:\x20Wed,\x2001\x20May\x202019\x2009:17:15\x20UTC\r\nContent-Type:
	SF:\x20text/html\r\nContent-Length:\x20104\r\nConnection:\x20close\r\n\r\n
	SF:<!DOCTYPE\x20HTML><html><head><title>404\x20Not\x20Found</title></head>
	SF:<body><h1>404\x20Not\x20Found</h1></body></html>")%r(HTTPOptions,F5,"HT
	SF:TP/1\.0\x20404\x20Not\x20Found\r\nServer:\x20vod\r\nDate:\x20Wed,\x2001
	SF:\x20May\x202019\x2009:17:20\x20UTC\r\nContent-Type:\x20text/html\r\nCon
	SF:tent-Length:\x20104\r\nConnection:\x20close\r\n\r\n<!DOCTYPE\x20HTML><h
	SF:tml><head><title>404\x20Not\x20Found</title></head><body><h1>404\x20Not
	SF:\x20Found</h1></body></html>")%r(FourOhFourRequest,F5,"HTTP/1\.0\x20404
	SF:\x20Not\x20Found\r\nServer:\x20vod\r\nDate:\x20Wed,\x2001\x20May\x20201
	SF:9\x2009:18:08\x20UTC\r\nContent-Type:\x20text/html\r\nContent-Length:\x
	SF:20104\r\nConnection:\x20close\r\n\r\n<!DOCTYPE\x20HTML><html><head><tit
	SF:le>404\x20Not\x20Found</title></head><body><h1>404\x20Not\x20Found</h1>
	SF:</body></html>");
	Service Info: Device: webcam
	Host script results:
	|_clock-skew: mean: -1s, deviation: 0s, median: -1s
	Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
	Nmap done: 1 IP address (1 host up) scanned in 134.29 seconds
	Starting Nmap 7.70 ( https://nmap.org ) at 2019-05-03 17:19 EEST
	Nmap scan report for 192.168.2.16
	Host is up (0.00084s latency).
	Not shown: 993 closed ports
	PORT     STATE SERVICE
	80/tcp   open  http
	443/tcp  open  https
	554/tcp  open  rtsp
	2020/tcp open  xinupageserver
	8080/tcp open  http-proxy
	8081/tcp open  blackice-icecap
	8088/tcp open  radan-http
	MAC Address: A4:2B:B0:14:D9:15 (Tp-link Technologies)
	Device type: WAP
	Running: Linux 2.6.X
	OS CPE: cpe:/o:linux:linux_kernel:2.6.26
	OS details: OpenWrt Kamikaze 8.09 (Linux 2.6.26)
	Network Distance: 1 hop
	OS detection performed. Please report any incorrect results at https://nmap.org/submit/ .
	Nmap done: 1 IP address (1 host up) scanned in 3.12 seconds
	Starting Nmap 7.70 ( https://nmap.org ) at 2019-05-03 17:25 EEST
	Pre-scan script results:
	| broadcast-avahi-dos:
	|   Discovered hosts:
	|     224.0.0.251
	|   After NULL UDP avahi packet DoS (CVE-2011-1002).
	|_  Hosts are all up (not vulnerable).
	Nmap scan report for 192.168.2.16
	Host is up (0.0011s latency).
	Not shown: 993 filtered ports
	PORT     STATE SERVICE
	80/tcp   open  http
	|_http-csrf: Couldn't find any CSRF vulnerabilities.
	|_http-dombased-xss: Couldn't find any DOM based XSS.
	| http-enum:
	|   /globalSIPsettings.html: Aastra IP Phone
	|   /SIPsettingsLine1.html: Aastra IP Phone
	|   //system.html: CMNC-200 IP Camera
	|   /siteadmin/login.html: Possible admin folder
	|   /admin/index.html: Possible admin folder
	|   /admin/login.html: Possible admin folder
	|   /admin/admin.html: Possible admin folder
	|   /admin_area/login.html: Possible admin folder
	|   /admin_area/index.html: Possible admin folder
	|   /admincp/index.html: Possible admin folder
	|   /admin/account.html: Possible admin folder
	|   /adminpanel.html: Possible admin folder
	|   /webadmin.html: Possible admin folder
	|   /webadmin/index.html: Possible admin folder
	|   /webadmin/admin.html: Possible admin folder
	|   /webadmin/login.html: Possible admin folder
	|   /admin/admin_login.html: Possible admin folder
	|   /admin_login.html: Possible admin folder
	|   /panel-administracion/login.html: Possible admin folder
	|   /admin_area/admin.html: Possible admin folder
	|   /bb-admin/index.html: Possible admin folder
	|   /bb-admin/login.html: Possible admin folder
	|   /bb-admin/admin.html: Possible admin folder
	|   /admin/home.html: Possible admin folder
	|   /pages/admin/admin-login.html: Possible admin folder
	|   /admin/admin-login.html: Possible admin folder
	|   /admin-login.html: Possible admin folder
	|   /admin/adminLogin.html: Possible admin folder
	|   /adminLogin.html: Possible admin folder
	|   /home.html: Possible admin folder
	|   /adminarea/index.html: Possible admin folder
	|   /adminarea/admin.html: Possible admin folder
	|   /admin/controlpanel.html: Possible admin folder
	|   /admin.html: Possible admin folder
	|   /admin/cp.html: Possible admin folder
	|   /cp.html: Possible admin folder
	|   /moderator.html: Possible admin folder
	|   /administrator/index.html: Possible admin folder
	|   /administrator/login.html: Possible admin folder
	|   /user.html: Possible admin folder
	|   /administrator/account.html: Possible admin folder
	|   /administrator.html: Possible admin folder
	|   /login.html: Possible admin folder
	|   /modelsearch/login.html: Possible admin folder
	|   /moderator/login.html: Possible admin folder
	|   /adminarea/login.html: Possible admin folder
	|   /panel-administracion/index.html: Possible admin folder
	|   /panel-administracion/admin.html: Possible admin folder
	|   /modelsearch/index.html: Possible admin folder
	|   /modelsearch/admin.html: Possible admin folder
	|   /admincontrol/login.html: Possible admin folder
	|   /adm/index.html: Possible admin folder
	|   /adm.html: Possible admin folder
	|   /moderator/admin.html: Possible admin folder
	|   /account.html: Possible admin folder
	|   /controlpanel.html: Possible admin folder
	|   /admincontrol.html: Possible admin folder
	|   /test.html: Test page
	|   /TopToolArea.html: Alteon OS BBI (Nortell)
	|   /switchSystem.html: Alteon OS BBI (Nortell)
	|   /test/logon.html: Jetty
	|   /setup/password_required.html: 2WIRE GATEWAY
	|   /CFIDE/Administrator/startstop.html: ColdFusion Admin Console
	|   /HW_logo.html: Huawei HG 530
	|   /postinfo.html: Frontpage file or folder
	|   /readme.html: Interesting, a readme.
	|   /pligg/readme.html: Interesting, a readme.
	|   /digg/readme.html: Interesting, a readme.
	|   /news/readme.html: Interesting, a readme.
	|   /tinymcpuk/filemanager/browser.html: CMS Lokomedia
	|   /scripts/fckeditor/editor/filemanager/connectors/test.html: Digitalus CMS/FCKEditor File upload
	|   /scripts/fckeditor/editor/filemanager/connectors/uploadtest.html: Digitalus CMS/FCKEditor File upload
	|   /fckeditor/editor/filemanager/connectors/test.html: phpmotion/FCKeditor File upload
	|   /fckeditor/editor/filemanager/upload/test.html: Geeklog/FCKeditor File upload
	|   /admin/view/javascript/fckeditor/editor/filemanager/connectors/test.html: OpenCart/FCKeditor File upload
	|   /FCKEditor/editor/filemanager/browser/default/connectors/test.html: EgO or osCMax/FCKeditor File upload
	|   /_plugin/fckeditor/editor/filemanager/connectors/test.html: SweetRice/FCKeditor File upload
	|   /fckeditor/editor/filemanager/connectors/test.html: LightNEasy/FCKeditor File upload
	|   /admin/includes/FCKeditor/editor/filemanager/upload/test.html: ASP Simple Blog / FCKeditor File Upload
	|   /editor/editor/filemanager/upload/test.html: Tadbir / File Upload
	|_  /admin/jscript/upload.html: Lizard Cart/Remote File upload
	| http-slowloris-check:
	|   VULNERABLE:
	|   Slowloris DOS attack
	|     State: LIKELY VULNERABLE
	|     IDs:  CVE:CVE-2007-6750
	|       Slowloris tries to keep many connections to the target web server open and hold
	|       them open as long as possible.  It accomplishes this by opening connections to
	|       the target web server and sending a partial request. By doing so, it starves
	|       the http server's resources causing Denial Of Service.
	|
	|     Disclosure date: 2009-09-17
	|     References:
	|       http://ha.ckers.org/slowloris/
	|_      https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-6750
	|_http-stored-xss: Couldn't find any stored XSS vulnerabilities.
	443/tcp  open  https
	| http-csrf:
	| Spidering limited to: maxdepth=3; maxpagecount=20; withinhost=192.168.2.16
	|   Found the following possible CSRF vulnerabilities:
	|
	|     Path: https://192.168.2.16:443/lib/jqueryX.js?ver=3A033D
	|     Form id: '+formid+'
	|_    Form action:
	|_http-dombased-xss: Couldn't find any DOM based XSS.
	| http-enum:
	|   /globalSIPsettings.html: Aastra IP Phone
	|   /SIPsettingsLine1.html: Aastra IP Phone
	|   //system.html: CMNC-200 IP Camera
	|   /siteadmin/login.html: Possible admin folder
	|   /admin/index.html: Possible admin folder
	|   /admin/login.html: Possible admin folder
	|   /admin/admin.html: Possible admin folder
	|   /admin_area/login.html: Possible admin folder
	|   /admin_area/index.html: Possible admin folder
	|   /admincp/index.html: Possible admin folder
	|   /admin/account.html: Possible admin folder
	|   /adminpanel.html: Possible admin folder
	|   /webadmin.html: Possible admin folder
	|   /webadmin/index.html: Possible admin folder
	|   /webadmin/admin.html: Possible admin folder
	|   /webadmin/login.html: Possible admin folder
	|   /admin/admin_login.html: Possible admin folder
	|   /admin_login.html: Possible admin folder
	|   /panel-administracion/login.html: Possible admin folder
	|   /admin_area/admin.html: Possible admin folder
	|   /bb-admin/index.html: Possible admin folder
	|   /bb-admin/login.html: Possible admin folder
	|   /bb-admin/admin.html: Possible admin folder
	|   /admin/home.html: Possible admin folder
	|   /pages/admin/admin-login.html: Possible admin folder
	|   /admin/admin-login.html: Possible admin folder
	|   /admin-login.html: Possible admin folder
	|   /admin/adminLogin.html: Possible admin folder
	|   /adminLogin.html: Possible admin folder
	|   /home.html: Possible admin folder
	|   /adminarea/index.html: Possible admin folder
	|   /adminarea/admin.html: Possible admin folder
	|   /admin/controlpanel.html: Possible admin folder
	|   /admin.html: Possible admin folder
	|   /admin/cp.html: Possible admin folder
	|   /cp.html: Possible admin folder
	|   /moderator.html: Possible admin folder
	|   /administrator/index.html: Possible admin folder
	|   /administrator/login.html: Possible admin folder
	|   /user.html: Possible admin folder
	|   /administrator/account.html: Possible admin folder
	|   /administrator.html: Possible admin folder
	|   /login.html: Possible admin folder
	|   /modelsearch/login.html: Possible admin folder
	|   /moderator/login.html: Possible admin folder
	|   /adminarea/login.html: Possible admin folder
	|   /panel-administracion/index.html: Possible admin folder
	|   /panel-administracion/admin.html: Possible admin folder
	|   /modelsearch/index.html: Possible admin folder
	|   /modelsearch/admin.html: Possible admin folder
	|   /admincontrol/login.html: Possible admin folder
	|   /adm/index.html: Possible admin folder
	|   /adm.html: Possible admin folder
	|   /moderator/admin.html: Possible admin folder
	|   /account.html: Possible admin folder
	|   /controlpanel.html: Possible admin folder
	|   /admincontrol.html: Possible admin folder
	|   /test.html: Test page
	|   /TopToolArea.html: Alteon OS BBI (Nortell)
	|   /switchSystem.html: Alteon OS BBI (Nortell)
	|   /test/logon.html: Jetty
	|   /setup/password_required.html: 2WIRE GATEWAY
	|   /CFIDE/Administrator/startstop.html: ColdFusion Admin Console
	|   /HW_logo.html: Huawei HG 530
	|   /postinfo.html: Frontpage file or folder
	|   /readme.html: Interesting, a readme.
	|   /pligg/readme.html: Interesting, a readme.
	|   /digg/readme.html: Interesting, a readme.
	|   /news/readme.html: Interesting, a readme.
	|   /tinymcpuk/filemanager/browser.html: CMS Lokomedia
	|   /scripts/fckeditor/editor/filemanager/connectors/test.html: Digitalus CMS/FCKEditor File upload
	|   /scripts/fckeditor/editor/filemanager/connectors/uploadtest.html: Digitalus CMS/FCKEditor File upload
	|   /fckeditor/editor/filemanager/connectors/test.html: phpmotion/FCKeditor File upload
	|   /fckeditor/editor/filemanager/upload/test.html: Geeklog/FCKeditor File upload
	|   /admin/view/javascript/fckeditor/editor/filemanager/connectors/test.html: OpenCart/FCKeditor File upload
	|   /FCKEditor/editor/filemanager/browser/default/connectors/test.html: EgO or osCMax/FCKeditor File upload
	|   /_plugin/fckeditor/editor/filemanager/connectors/test.html: SweetRice/FCKeditor File upload
	|   /fckeditor/editor/filemanager/connectors/test.html: LightNEasy/FCKeditor File upload
	|   /admin/includes/FCKeditor/editor/filemanager/upload/test.html: ASP Simple Blog / FCKeditor File Upload
	|   /editor/editor/filemanager/upload/test.html: Tadbir / File Upload
	|_  /admin/jscript/upload.html: Lizard Cart/Remote File upload
	| http-slowloris-check:
	|   VULNERABLE:
	|   Slowloris DOS attack
	|     State: LIKELY VULNERABLE
	|     IDs:  CVE:CVE-2007-6750
	|       Slowloris tries to keep many connections to the target web server open and hold
	|       them open as long as possible.  It accomplishes this by opening connections to
	|       the target web server and sending a partial request. By doing so, it starves
	|       the http server's resources causing Denial Of Service.
	|
	|     Disclosure date: 2009-09-17
	|     References:
	|       http://ha.ckers.org/slowloris/
	|_      https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-6750
	|_http-stored-xss: Couldn't find any stored XSS vulnerabilities.
	| ssl-dh-params:
	|   VULNERABLE:
	|   Diffie-Hellman Key Exchange Insufficient Group Strength
	|     State: VULNERABLE
	|       Transport Layer Security (TLS) services that use Diffie-Hellman groups
	|       of insufficient strength, especially those using one of a few commonly
	|       shared groups, may be susceptible to passive eavesdropping attacks.
	|     Check results:
	|       WEAK DH GROUP 1
	|             Cipher Suite: TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA
	|             Modulus Type: Non-safe prime
	|             Modulus Source: RFC5114/1024-bit DSA group with 160-bit prime order subgroup
	|             Modulus Length: 1024
	|             Generator Length: 1024
	|             Public Key Length: 1024
	|     References:
	|_      https://weakdh.org
	| ssl-poodle:
	|   VULNERABLE:
	|   SSL POODLE information leak
	|     State: LIKELY VULNERABLE
	|     IDs:  OSVDB:113251  CVE:CVE-2014-3566
	|           The SSL protocol 3.0, as used in OpenSSL through 1.0.1i and other
	|           products, uses nondeterministic CBC padding, which makes it easier
	|           for man-in-the-middle attackers to obtain cleartext data via a
	|           padding-oracle attack, aka the "POODLE" issue.
	|     Disclosure date: 2014-10-14
	|     Check results:
	|       TLS_RSA_WITH_AES_128_CBC_SHA
	|       TLS_FALLBACK_SCSV properly implemented
	|     References:
	|       https://www.imperialviolet.org/2014/10/14/poodle.html
	|       https://www.openssl.org/~bodo/ssl-poodle.pdf
	|       https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-3566
	|_      http://osvdb.org/113251
	|_sslv2-drown:
	554/tcp  open  rtsp
	2020/tcp open  xinupageserver
	8080/tcp open  http-proxy
	| http-slowloris-check:
	|   VULNERABLE:
	|   Slowloris DOS attack
	|     State: LIKELY VULNERABLE
	|     IDs:  CVE:CVE-2007-6750
	|       Slowloris tries to keep many connections to the target web server open and hold
	|       them open as long as possible.  It accomplishes this by opening connections to
	|       the target web server and sending a partial request. By doing so, it starves
	|       the http server's resources causing Denial Of Service.
	|
	|     Disclosure date: 2009-09-17
	|     References:
	|       http://ha.ckers.org/slowloris/
	|_      https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-6750
	8081/tcp open  blackice-icecap
	8088/tcp open  radan-http
	|_http-aspnet-debug: ERROR: Script execution failed (use -d to debug)
	Nmap done: 1 IP address (1 host up) scanned in 141.32 seconds
	Α.2.3 reolink rlc-420

	Starting Nmap 7.70 ( https://nmap.org ) at 2019-05-01 09:34 EEST
	Nmap scan report for 192.168.2.15
	Host is up (0.0033s latency).
	Not shown: 65527 closed ports
	PORT      STATE SERVICE     VERSION
	80/tcp    open  http        nginx 1.6.2
	443/tcp   open  ssl/http    nginx 1.6.2
	554/tcp   open  rtsp        D-Link DCS-2130 or Pelco IDE10DN webcam rtspd
	1935/tcp  open  rtmp?
	6001/tcp  open  rtsp        D-Link DCS-2130 or Pelco IDE10DN webcam rtspd
	8000/tcp  open  tcpwrapped
	9000/tcp  open  cslistener?
	17823/tcp open  http        nginx 1.6.2
	MAC Address: EC:71:DB:5F:BA:D6 (Shenzhen Baichuan Digital Technology)
	Service Info: Device: webcam; CPE: cpe:/h:pelco:ide10dn
	Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
	Nmap done: 1 IP address (1 host up) scanned in 180.59 seconds
	Starting Nmap 7.70 ( https://nmap.org ) at 2019-05-01 10:39 EEST
	Nmap scan report for 192.168.2.15
	Host is up (0.056s latency).
	Not shown: 993 closed ports
	PORT     STATE SERVICE     VERSION
	80/tcp   open  http        nginx 1.6.2
	|_http-server-header: nginx/1.6.2
	|_http-title: Reolink
	443/tcp  open  ssl/http    nginx 1.6.2
	|_http-server-header: nginx/1.6.2
	|_http-title: 400 The plain HTTP request was sent to HTTPS port
	| ssl-cert: Subject: commonName=reo-link/organizationName=reo-link/stateOrProvinceName=GD/countryName=CN
	| Not valid before: 2016-01-08T07:54:35
	|_Not valid after:  2026-01-05T07:54:35
	|_ssl-date: TLS randomness does not represent time
	| tls-alpn:
	|_  http/1.1
	| tls-nextprotoneg:
	|_  http/1.1
	554/tcp  open  rtsp        D-Link DCS-2130 or Pelco IDE10DN webcam rtspd
	|_rtsp-methods: OPTIONS, DESCRIBE, SETUP, TEARDOWN, PLAY, PAUSE, GET_PARAMETER, SET_PARAMETER
	1935/tcp open  rtmp?
	6001/tcp open  rtsp        D-Link DCS-2130 or Pelco IDE10DN webcam rtspd
	|_rtsp-methods: OPTIONS, DESCRIBE, SETUP, TEARDOWN, PLAY, PAUSE, GET_PARAMETER, SET_PARAMETER
	8000/tcp open  tcpwrapped
	|_http-server-header: gSOAP/2.8
	|_http-title: Site doesn't have a title (text/xml; charset=utf-8).
	9000/tcp open  cslistener?
	Service Info: Device: webcam; CPE: cpe:/h:pelco:ide10dn
	Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
	Nmap done: 1 IP address (1 host up) scanned in 162.96 seconds
	Starting Nmap 7.70 ( https://nmap.org ) at 2019-05-01 10:43 EEST
	Nmap scan report for 192.168.2.15
	Host is up (0.0095s latency).
	Not shown: 993 closed ports
	PORT     STATE SERVICE     VERSION
	80/tcp   open  http        nginx 1.6.2
	443/tcp  open  ssl/http    nginx 1.6.2
	554/tcp  open  rtsp        D-Link DCS-2130 or Pelco IDE10DN webcam rtspd
	1935/tcp open  rtmp?
	6001/tcp open  rtsp        D-Link DCS-2130 or Pelco IDE10DN webcam rtspd
	8000/tcp open  tcpwrapped
	9000/tcp open  cslistener?
	Service Info: Device: webcam; CPE: cpe:/h:pelco:ide10dn
	Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
	Nmap done: 1 IP address (1 host up) scanned in 5038.33 seconds
	Starting Nmap 7.70 ( https://nmap.org ) at 2019-05-01 12:16 EEST
	Nmap scan report for 192.168.2.15
	Host is up (0.0067s latency).
	Not shown: 993 closed ports
	PORT     STATE SERVICE     VERSION
	80/tcp   open  http        nginx 1.6.2
	|_http-server-header: nginx/1.6.2
	|_http-title: Reolink
	443/tcp  open  ssl/http    nginx 1.6.2
	|_http-server-header: nginx/1.6.2
	|_http-title: 400 The plain HTTP request was sent to HTTPS port
	| ssl-cert: Subject: commonName=reo-link/organizationName=reo-link/stateOrProvinceName=GD/countryName=CN
	| Not valid before: 2016-01-08T07:54:35
	|_Not valid after:  2026-01-05T07:54:35
	|_ssl-date: ERROR: Script execution failed (use -d to debug)
	| tls-alpn:
	|_  http/1.1
	| tls-nextprotoneg:
	|_  http/1.1
	554/tcp  open  rtsp        D-Link DCS-2130 or Pelco IDE10DN webcam rtspd
	|_rtsp-methods: OPTIONS, DESCRIBE, SETUP, TEARDOWN, PLAY, PAUSE, GET_PARAMETER, SET_PARAMETER
	1935/tcp open  rtmp?
	6001/tcp open  rtsp        D-Link DCS-2130 or Pelco IDE10DN webcam rtspd
	|_rtsp-methods: OPTIONS, DESCRIBE, SETUP, TEARDOWN, PLAY, PAUSE, GET_PARAMETER, SET_PARAMETER
	8000/tcp open  tcpwrapped
	|_http-open-proxy: Proxy might be redirecting requests
	|_http-server-header: gSOAP/2.8
	|_http-title: Site doesn't have a title (text/xml; charset=utf-8).
	9000/tcp open  cslistener?
	Service Info: Device: webcam; CPE: cpe:/h:pelco:ide10dn
	Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
	Nmap done: 1 IP address (1 host up) scanned in 163.19 seconds
	Starting Nmap 7.70 ( https://nmap.org ) at 2019-05-03 17:13 EEST
	Nmap scan report for 192.168.2.15
	Host is up (0.00094s latency).
	Not shown: 993 closed ports
	PORT     STATE SERVICE
	80/tcp   open  http
	443/tcp  open  https
	554/tcp  open  rtsp
	1935/tcp open  rtmp
	6001/tcp open  X11:1
	8000/tcp open  http-alt
	9000/tcp open  cslistener
	MAC Address: EC:71:DB:5F:BA:D6 (Shenzhen Baichuan Digital Technology)
	No exact OS matches for host (If you know what OS is running on it, see https://nmap.org/submit/ ).
	TCP/IP fingerprint:
	OS:SCAN(V=7.70%E=4%D=5/3%OT=80%CT=1%CU=42363%PV=Y%DS=1%DC=D%G=Y%M=EC71DB%TM
	OS:=5CCC4CAC%P=x86_64-apple-darwin13.4.0)SEQ(SP=105%GCD=1%ISR=10D%TI=Z%CI=I
	OS:%II=I%TS=8)OPS(O1=M5B4ST11NW3%O2=M5B4ST11NW3%O3=M5B4NNT11NW3%O4=M5B4ST11
	OS:NW3%O5=M5B4ST11NW3%O6=M5B4ST11)WIN(W1=7120%W2=7120%W3=7120%W4=7120%W5=71
	OS:20%W6=7120)ECN(R=Y%DF=Y%T=40%W=7210%O=M5B4NNSNW3%CC=Y%Q=)T1(R=Y%DF=Y%T=4
	OS:0%S=O%A=S+%F=AS%RD=0%Q=)T2(R=N)T3(R=N)T4(R=Y%DF=Y%T=40%W=0%S=A%A=Z%F=R%O
	OS:=%RD=0%Q=)T5(R=Y%DF=Y%T=40%W=0%S=Z%A=S+%F=AR%O=%RD=0%Q=)T6(R=Y%DF=Y%T=40
	OS:%W=0%S=A%A=Z%F=R%O=%RD=0%Q=)T7(R=Y%DF=Y%T=40%W=0%S=Z%A=S+%F=AR%O=%RD=0%Q
	OS:=)U1(R=Y%DF=N%T=40%IPL=164%UN=0%RIPL=G%RID=G%RIPCK=G%RUCK=G%RUD=G)IE(R=Y
	OS:%DFI=N%T=40%CD=S)
	Network Distance: 1 hop
	OS detection performed. Please report any incorrect results at https://nmap.org/submit/ .
	Nmap done: 1 IP address (1 host up) scanned in 14.17 seconds
	Starting Nmap 7.70 ( https://nmap.org ) at 2019-05-03 17:18 EEST
	Nmap scan report for 192.168.2.15
	Host is up (0.00097s latency).
	Not shown: 993 closed ports
	PORT     STATE SERVICE
	80/tcp   open  http
	443/tcp  open  https
	554/tcp  open  rtsp
	1935/tcp open  rtmp
	6001/tcp open  X11:1
	8000/tcp open  http-alt
	9000/tcp open  cslistener
	MAC Address: EC:71:DB:5F:BA:D6 (Shenzhen Baichuan Digital Technology)
	No exact OS matches for host (If you know what OS is running on it, see https://nmap.org/submit/ ).
	TCP/IP fingerprint:
	OS:SCAN(V=7.70%E=4%D=5/3%OT=80%CT=1%CU=41433%PV=Y%DS=1%DC=D%G=Y%M=EC71DB%TM
	OS:=5CCC4DCF%P=x86_64-apple-darwin13.4.0)SEQ(SP=104%GCD=1%ISR=10C%TI=Z%CI=I
	OS:%II=I%TS=8)OPS(O1=M5B4ST11NW3%O2=M5B4ST11NW3%O3=M5B4NNT11NW3%O4=M5B4ST11
	OS:NW3%O5=M5B4ST11NW3%O6=M5B4ST11)WIN(W1=7120%W2=7120%W3=7120%W4=7120%W5=71
	OS:20%W6=7120)ECN(R=Y%DF=Y%T=40%W=7210%O=M5B4NNSNW3%CC=Y%Q=)T1(R=Y%DF=Y%T=4
	OS:0%S=O%A=S+%F=AS%RD=0%Q=)T2(R=N)T3(R=N)T4(R=Y%DF=Y%T=40%W=0%S=A%A=Z%F=R%O
	OS:=%RD=0%Q=)T5(R=Y%DF=Y%T=40%W=0%S=Z%A=S+%F=AR%O=%RD=0%Q=)T6(R=Y%DF=Y%T=40
	OS:%W=0%S=A%A=Z%F=R%O=%RD=0%Q=)T7(R=Y%DF=Y%T=40%W=0%S=Z%A=S+%F=AR%O=%RD=0%Q
	OS:=)U1(R=Y%DF=N%T=40%IPL=164%UN=0%RIPL=G%RID=G%RIPCK=G%RUCK=G%RUD=G)IE(R=Y
	OS:%DFI=N%T=40%CD=S)
	Network Distance: 1 hop
	OS detection performed. Please report any incorrect results at https://nmap.org/submit/ .
	Nmap done: 1 IP address (1 host up) scanned in 14.23 seconds
	Starting Nmap 7.70 ( https://nmap.org ) at 2019-05-03 17:24 EEST
	Pre-scan script results:
	| broadcast-avahi-dos:
	|   Discovered hosts:
	|     224.0.0.251
	|   After NULL UDP avahi packet DoS (CVE-2011-1002).
	|_  Hosts are all up (not vulnerable).
	Nmap scan report for 192.168.2.15
	Host is up (0.0062s latency).
	Not shown: 993 closed ports
	PORT     STATE SERVICE
	80/tcp   open  http
	|_http-csrf: Couldn't find any CSRF vulnerabilities.
	|_http-dombased-xss: Couldn't find any DOM based XSS.
	| http-enum:
	|   /main_configure.cgi: Intellinet IP Camera
	|   /cgi-bin/ffileman.cgi?: Ffileman Web File Manager
	|   /setup.cgi: Linksys Cisco Wag120n or similar
	|   /debug.cgi: Linksys WRT54G
	|   /tools_admin.cgi?: D-Link WBR-1310
	|   /restoreinfo.cgi: Sagem router
	|   /cgi-mod/view_help.cgi: Barracuda Networks Spam & Virus Firewall
	|   /cgi-mod/index.cgi: Barracuda Web Application Firewall
	|   /cgi-mod/smtp_test.cgi: Barracuda IM Firewall
	|   /nagios3/cgi-bin/statuswml.cgi: Nagios3
	|   /statmail.nsf: Lotus Domino
	|   /statrep.nsf: Lotus Domino
	|   /kbcat.cgi: ActivDesk
	|   /includes/FCKeditor/editor/filemanager/browser/default/connectors/perl/connector.cgi: PHPnuke/Remote File Download
	|   /status/README: Interesting, a readme.
	|   /statusnet/README: Interesting, a readme.
	|   /state/: Potentially interesting folder
	|   /stat/: Potentially interesting folder
	|   /statistic/: Potentially interesting folder
	|   /statistics/: Potentially interesting folder
	|   /stats-bin-p/: Potentially interesting folder
	|   /stats/: Potentially interesting folder
	|   /stats_old/: Potentially interesting folder
	|_  /status/: Potentially interesting folder
	| http-fileupload-exploiter:
	|
	|     Couldn't find a file-type field.
	|
	|_    Couldn't find a file-type field.
	| http-sql-injection:
	|   Possible sqli for queries:
	|_    http://192.168.2.15:80/js/bc_enum.js?timeVersion=00000000046%27%20OR%20sqlspider
	|_http-stored-xss: Couldn't find any stored XSS vulnerabilities.
	| http-vuln-cve2011-3192:
	|   VULNERABLE:
	|   Apache byterange filter DoS
	|     State: VULNERABLE
	|     IDs:  OSVDB:74721  CVE:CVE-2011-3192
	|       The Apache web server is vulnerable to a denial of service attack when numerous
	|       overlapping byte ranges are requested.
	|     Disclosure date: 2011-08-19
	|     References:
	|       http://osvdb.org/74721
	|       http://nessus.org/plugins/index.php?view=single&id=55976
	|       https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-3192
	|       http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-3192
	|_      http://seclists.org/fulldisclosure/2011/Aug/175
	443/tcp  open  https
	|_http-csrf: Couldn't find any CSRF vulnerabilities.
	|_http-dombased-xss: Couldn't find any DOM based XSS.
	|_http-stored-xss: Couldn't find any stored XSS vulnerabilities.
	| ssl-dh-params:
	|   VULNERABLE:
	|   Diffie-Hellman Key Exchange Insufficient Group Strength
	|     State: VULNERABLE
	|       Transport Layer Security (TLS) services that use Diffie-Hellman groups
	|       of insufficient strength, especially those using one of a few commonly
	|       shared groups, may be susceptible to passive eavesdropping attacks.
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