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Abstract

Wireless communication was invented with the main goal of allowing a free wire
channel communication over a medium (air) between devices with final purpose the
exchange of information. Along with the deployment of wireless communication in
nearly every day life electronic device rising from home appliances, cars,
smartphone’s and thousands more, the rapid increase of wireless communication
brought along many challenges like security, benefits like mobility but also created a
hall new wireless scientific area in which by taking into account characteristics of
wireless signalling like time of flight, angle of arrival, signal strength and others gave
the opportunity for researchers to create and study new algorithms and to companies
and developers to create new applications vary in health, safety, industry monitoring,
environment and many others with final cause the localization of different devises in
space.

Perhaps the most well known system that emerged is GPS which is a wireless outdoor
positioning system. Due to the complexity, the price and the fact that GPS is not
functioning well in indoor spaces and recent advances in wireless technology gave the
ability for creation of indoor wireless positioning systems based on the previous
mentioned characteristics of wireless communication.

The purpose of this project is to create such a system based on values of WLAN
received signal strength (RSSI) using mid range hardware devices available to
everyone and open source tools. The system will compare RSSI signals values
obtained at run-time (at an unknown position) with the ones collected during an off-
line survey phase (fingerprint database) and also a second purpose is to investigate the
accuracy and quality of the algorithm Nearest Neighbor RSS Location Method. One
third goal is to investigate the effect and the impact of the position of a laptop screen
(laptop angle) against on how the laptop finally receives the RSSI signal due to the
fact that most laptops have the wireless card embedded in their screen.



Iepiinyn

H acOppomn emkowvovia emvondnke pe kbdplo otdéyo vo emtponel 1 emkowvovio
HEC® €VOC aoVPUOTOL KOvaAloD (aépa) HeTaED CLOKELMV WHE TEAIKO OKOTO TNV
avToAlayn TAnpogopidv. Mall pe v avamtuén e acOpUaTNG EMKOVOVING Kot TNV
EPOPLOYN NG O KAOMUEPIVEG MAEKTPOVIKEG GUOKEVEG OMMG OIKIOKEG GLOKEVEG,
avtokivnta, smartphone kot yuMdoeg dAheg, m toyeio adénon g acHpuATNg
emkowvoviag £pepe pall g MOAAEG TPOKANGELS, OMMG OCPAAELD OAAG Kol OQEAT,
omwg M kwnukotnta. Emiong onuovpynce éva véo emotnUovViKGO  KOCUO TOL
Baciletar otv acvpuatn texvoAoyia. Ot epguvmtég AapPdvovtag vmoOyrn To
YOPOKTNPIOTIKA TNG aCVPUOTNG ONUATOOOTNONG OT®MG TO YPOVO TTNONG, TN Yovio
AP1ENG, TNV 16Y0 TOL CHUATOG Kot GALD £XOVV TNV EVKOIPIO VO ONULOVPYNCOVV Kol VoL
HEAETNGOLY VEOUG OAYOPIOLOVE, ETOUPEIEG KOl TPOYPOULOATIOTEG VO, ONULOVPYNGOLY
véeg eQopHoyEG ol omoileg mowiAAovv amd Vv vyeio, TV ac@dAEln, TNV
mopakorovOnon ¢ Popnyaviag, Oépata mEpPPAALOVTOC Kol TOAAEG GAAEC, WE
TEMKO OKOTO TNV EVIOMIOY UIOG GUOKEVNG GE £V TPOSIYPOUUEVO YDPO OTMG Eval
YOPTN.

Towg 10 MO Yv®GTO GHOTNU PASIOEVTOTIGHOV TTov Tpoékvye gival To GPS, to omoio
elval éva acOpuato vaifplo cuoTUa EVIOTIGHOL BEong. AOY® TG TOAVTAOKOTNTAG,
N TN kot to yeyovog 01t 1o GPS dev Asttovpyel KaAd 6€ e6MTEPIKOVG YDPOVG OAAYL
emiong Ko ot mpoopateg €SeAEEl; oty acOpuatn TeXVoloyio €xovv dMOEL T
duvatdHTNTO Yoo TN OMOVPYID E0MTEPIKAOV OCUPUOTOV GUGTNUATOV EVIOTIGLOV
0éonc pe Pdaon to TOPATAVEO YOPOKINPIOTIKA TNG OCVPUOTNG  ETIKOVOVIOG.
O okomdg avtig g SwtpPng eivar va dnuovpyndel éva Tétolo GUOTNUO. TTOV
Bacileton otig aiec g acvppatng emkowvoviag Aappoavopevov ofjpatog (RSSI),
YPNOUYLOTOIDVTAG PACHN GUOKELAOV Kol VAKOV O100éc1o oe OAOVG Kot epyaleiol
avolktov k®motka. To cvotnua Ba cvykpivel Tig Tynég RSSI mov AapPavovtal katd to
YPOVO ekTéEAEONC (O€ Ayvmat BE0m) He aVTA TOL GLAAEYOVTOL KATH T OLOPKELD LLOG
Un GLVOESEUEVNG GACT TNG Epevvag (PAom dedOUEV®V SAKTLAIKDOV OITOTUTOUATOV) LE
OKOTO TOV €VIOMIGUO MG ovokevng. Emiong, €vag devtepoc okomodg eival va
dtepevvnOet n axpifelan Ko n TorOTNTA TOV OAYOpiBUOL TOTOBEGING TANGIEGTEPOL
veitova RSS. "Evag tpitog o1d)0g ivar va depeuvnbei n emidpaon Kot 0 avtiktomog
oL £YEl oTOL acLPpaTe TokETo 1 B€omn g 006vn (1 omoia £xel EVOOUATOUEVN TV
aGVPHOTN KAPTO SIKTOOV) KATO0V GopnToD VIoAoYloT (Yovid 006vng) katd mdco
aAAlotdveTon To TeEAKO onjua RSSI.
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Chapter 1  Introduction

1.1 Motivation

The rapid and worldwide deployment of wireless systems and networks like 3G, 4G,
GPS, IEEE 808.11 b/g/n raised and created a new world of applications for mobile
devices like laptops, PDA’s, Smartphone’s, car GPS which are based on the concept
of the term localization. This kind of applications and services are called Location
based services (LBSs). Some examples of such applications include navigation,
people and assets tracking and guiding, security and coordination of emergency and

maintenance responses to accidents and many others [2-3].

In order for those applications to work well they need accurate user coordinates of a
designate area or open space environment. This is possible through the process of
localization. Localization is the process of determining the physical position

(coordinates) of a node or a machine.

Hence due to these applications there is a global growing interest in developing
effective positioning and tracking systems. GPS and cellular mobile networks works
well in outside environments but not in indoor spaces due to path loss, noise, metal
and concrete obstacles and many others interference factors. Of course some
variations of GPS exist today that can work well inside a close space. The Calibree
model computes the distances between mobile phones that have at least one GSM cell
tower in common and then construct’s a graph with weight edges based on those
distances and try to find the distance for future phones based on the graph [4].
Another indoor GPS is the Assisted GPS model which works by combining

information’s from a GPS receiver and from a server which downloads distances and



coordinates from cellular bas stations [5]. Expect the fact that these methods need
special GPS chipset’s which cost some money are able to provide a good accurate
position estimate indoors but not accurate enough in order to provide reliable LBS

and also they are only applicable to mobile phones.

Also other types of wireless technologies can be deployed for indoor positioning like
wireless sensors devices which records information’s with the use of infrared, radio
frequency, proximity sensors and ultrasound in order to detect a node with high
accuracy. The downside of these wireless sensors systems is that they need special
equipment and installation which costs a lot of money and this is a discourage factor

that prevent there widely deployment.

With the cheap wide deployment of the wireless protocol IEEE 802.11 b/g/n in nearly
every building worldwide, software developers and researchers can take advantage
characteristics of the wireless protocol a build a good positioning WLAN system.
Angle of Arrival (AOA), Time of arrival (TOA) and time difference of arrival
(TDOA) are techniques that can be used for localization. Although these techniques
have a good high accuracy they need complicate setup and configuration and in some
cases special equipment in order to produce valid results. On the other hand the
received signal strength indicator (RSSI) is a metric to measure the strength of an
incoming signal and it can be extracted programmatically by any Access Point (AP)
either directly from them AP or by software installed on it or even by a request made

from a wireless client.

Finally this thesis aims to build a very low cost and as accurate as possible wireless
tracking and positioning system using open source tools and systems, cheap hardware
that already exist in the market world wide and that can be easily implemented in

already wireless infrastructures.



1.2 Location Based Services (LSBS)

The rapid evolution of mobile phones, both on hardware and software level, combined
with an explosion of highly personalized applications, high capacity cellular networks
and recent developments in positioning technologies created the location based
service (LBS) which basically is a software application for an IP capable mobile
device that requires knowledge about where the mobile device is located. Although
location-based services have been around since 2000, they have mostly been used in
commerce with a subscription-based business model. The release of Apple's 3G
iPhone and newer along with Google's LBS enabled Android operating system has
allowed developers to introduce millions of consumers to LBS. One simple example
is when type or talk to an Android Google Maps mobile phone and ask for the nearest
hospital, restaurant or gas station. Traffic advisories, navigation help including maps
and directions, and roadside assistance are natural location-based services. Other
services can combine present location with information about personal preferences to

help users find food, lodging, and entertainment to fit their tastes and pocketbooks.

1.2.1 Categories of Location Based Services (LSBs)

1.2.1.1 Global Positioning System (GPS)
GPS satellites circle the earth and transmit signal information to earth. GPS receivers

take this information and use triangulation to calculate the user's exact location.
Essentially, the GPS receiver compares the time a signal was transmitted by a satellite
with the time it was received. The time difference tells the GPS receiver how far away
the satellite is and the receiver can determine the user's position and display it on the

unit's electronic map.
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1.2.1.2 Geographic Information Systems (GIS)
Geographic Information Systems (GIS) provide the tools to provision and administer

base map data such as man made structures (streets, buildings) and terrain (mountains,
rivers). GIS is also used to manage point-of-interest data such as location of gas

stations, restaurants, etc.

1.2.1.3 Location based information
As mention before this category provides highly personalized services to the user of a

WLAN cable mobile phone like searching for the nearest ATM, hospital and etc.

1.2.1.4 Location based billing
Through location based billing, the user can establish personal zones such as a home

zone or work zone. Through arrangements with the serving wireless carrier, the user
could perhaps enjoy flat-rate calling while in the home area and special rates while in

other defined zones.

1.2.1.5 Location Emergency services
All wireless carriers must provide a certain degree of accuracy in pinpointing the

location of mobile users who dial an emergency number. Such a service would be
extremely useful, especially to users who are far from home and don't know local

landmarks.

1.2.1.6 Location Tracking
This is a large category that contains everything from the difficult fleet applications to

enabling mobile commerce, asset and people tracking, driving safety and many others.
Fleet applications typically entail tracking vehicles for purposes of the owning
company. Tracking is also an enable of mobile commerce services. A mobile user
could be tracking and provided information that he has predetermined he desires, such

as notification of a sale a store close to the user's current proximity.
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1.3 Major Positioning Systems

There are three broad categories of positioning systems: systems that use satellites and
are mostly vehicle based positioning systems, the cellular network based positioning
systems which are operated by cellular communication network operators and systems

based on wireless network technology such as Wi-Fi and Bluetooth.

The vehicle based positioning systems acquire information’s from at least three
satellites in order to triangulate the location of a mobile device. Examples include
systems like Global Positioning System and Galileo Satellite Systems. These
positioning systems are highly precise and relatively low cost since GPS chips are
increasingly embedded in devices as a feature. The drawbacks are that they require a

high level of power consumption, and have a weak signal inside buildings.

Global System for Mobile Communications (GSM) and Universal Mobile
Telecommunications System (UMTS) provide positioning methods in cellular
network based positioning systems such as, cell tower calculations, Cell of Origin
positioning (COO), time difference of arrival positioning (TDOA) and angle of arrival
positioning (AOA). Cell tower calculations locate the mobile device based on which
tower the mobile device is connected to. The COO method determines the location
based on the base station which the mobile device is connected. When TDOA is in
use three base stations measured the time difference that a signal requires to travel
between the base station and the device and from that time the location and distance
can be derived. AOA calculates the angle of the user’s mobile device by looking at
the direction of radio signals based on information received on and after some

geometric calculations the position can be found.

Wi-Fi based positioning systems is an attractive positioning technology due to the

widely deployed WiFi access points (APs) and the growing number of WiFi-enabled
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mobile devices on the market. Also Wi-Fi based positioning systems have become
useful in areas where GPS signals can be weaker, or where the use of GPS consumes
the device’s battery quickly. For example a device can sent a query to a geological
map database through a nearby Wi-Fi access point and the database replies with the
location of the device based on the matching Wi-Fi access point. Bluetooth may also
be tracked and positioned indoors, however limited range and density make this less

practical, whereas Wi-Fi access points are more commonly present.

1.4 Problem Statement and Objectives

Perhaps the most typical scenario of an indoor wireless tracking system is as follow: a
mobile user moves around in the dinosaur section wing of a large museum admiring
the size and aggressiveness of those creatures while it’s connected to the free Wi-Fi
network provided from the museum. Then he touch a button on his smartphone and he
receives a message on the museum application that he previously downloaded and
installed to turn right in order to face the fossils of a huge T-Rex tyrannosaur and a
hall other details. This Wi-Fi positioning system consist the following big players: a
user with a Wi-Fi 8022.11x enable device, access points in the room (APs) and a
database server. The user collects RSS signal strength from the nearby APs which
transmit RSS broadcast beacons constantly in a specific channel and also it can
extract information, such as MAC address, SSID and RSS db power from them. The
database server stores the RSS fingerprints collected by the mobile device. The
localization process takes place when the user clients sent a query to the database
server and in turn the server compares the RSS signals of the client with the ones store
in the dataset and extracts location estimation coordinates through some

measurements techniques.
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This thesis focuses on the creation of a WLAN positioning and tracking system that
can locate and track accurate a mobile user that has a Wi-Fi enable device and can be
implemented on existing wireless network infrastructures. RSS is the measurement
metric. The innovation of this project relies on the fact that this system works
completely different from the typical scenario mention earlier. This system is of
course consisted from the same players as before but now the user is completely
unaware that is been track down from the network administrator. This innovation
raises many privacy issues but the main purpose of this system is to serve finally as a
security positioning measurement in a network building infrastructure and not as a
guideline or informative positioning system. The way it works is actually very simple.
At first a database is built up consisted from RSS sample readings taken from
reference points in the actual space and then broadcast beacons in all 802.11x
channels are sent out from APs which in their turn receive back replies from wireless
devices located in the predefine area. The APs produce an integer RSS db power
indication with the use of a special tool call Wiviz. Then the server which has
installed the application can transfer those readings locally using Netcat and
manipulate them in such a way thus by comparing the live RSS from a mobile user
against the database readings through a localization algorithm produces an estimation
of the user position on map. Also another innovation is that the system is built up
from free open source tools and applications and requires minimum cheap equipment.
To summarize, contributions of this thesis are extensive to the security of network
environments, technical problems of wireless environments and also to the accuracy

and evaluation performance of the localization algorithm in use.
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Chapter 2  Background and Theory

2.1 Localization

Localization is the process of determining the physical position of a mobile device
either through a wireless medium like 802.11x or a physical medium like an eye
recognition device on a safety door. This position can either be expressed descriptive
as for example room 4, or locally in an area using the Cartesian coordinates such as
(4, 8). A physical position can also be expressed in the global coordinate system in a

form of latitude/longitude.

2.1.1 Indoor Localization Technology Systems
Indoor localization as increasingly gain worldwide interest due not only to the wide

deployment of different wireless networks kinds but also to the emerge and discovery
of new ideas develop into applications like helping a blind man navigate his self
inside a hospital, track an important company asset and many others. A positioning
system determines the location of an object in a particular space, such as an enterprise
facility or warehouse. Indoor localization systems can be categorized according to the

medium they use to the following categories.

2.1.1.1 Active Radio Frequency Identification systems (RFID)
Radio frequency identification (RFID) is a generic term that is used to describe a

system that transmits the identity (in the form of a unique serial number) of an object
or person wirelessly, using radio waves. It's grouped under the broad category of
automatic identification technologies. RFID scanners installed throughout a facility

scans for signals from active or passive tags attached to objects. Active tags use
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batteries and allow up to a twenty foot range between the scanner and the tags.
Passive tags don’t use batteries, and they receive energy when being scanned and
consequently they must be relatively close (within inches or a few feet ) to the
scanner. A centralized station stores the tag codes that the scanners collect. Because
the scanners are placed in known positions throughout a facility, the centralized
station is able to identify and display the location of each tag (and of course the client
device that the tag corresponds with). Active RFID systems determine position based
merely on the presence of the object in a particular area, within range of a RFID
scanner. When a person wearing an Active RFID tag enters a room, for instance, the
system indicates the existence of that person as soon as it detects the tag’s signal. As a
result, the accuracy of an Active RFID system is highly dependent on the positioning
of the scanners. One scanner per room only provides location accuracy to the size of
the room. This kind of systems can be very costly due to the large number of RFID
scanners needed to be installed as per room and also in addition, some RFID systems
operate in the same frequency band as wireless LANs, which poses RF interference
issues in a wireless LAN network. RFID systems can be built up on Bluetooth

protocol or the newer protocol called ZigBee.

2.1.1.1.1 Bluetooth systems

Bluetooth systems use of course the well known IEEE 802.15.1 standard which is
located almost in every mobile phone and other appliances. Bluetooth is designed for
very low power use, and the transmission range will only be 10m at best in an open
space. In these systems user carry a Bluetooth enable device and when they enter into
a specific cover radio range of a Bluetooth locator device they can exchange
information and finally to estimate the target position. Main disadvantage is the

limited range of the protocol IEEE 802.15.1.
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2.1.1.1.2 ZigBee systems

ZigBee technology is a low data rate, low power consumption, low cost, wireless
networking protocol targeted towards automation and remote control applications
originally based on the IEEE 802.15.4 standard for wireless personal area networks
(WPANS). ZigBee solutions are widely applied in many areas, such as home
automation, healthcare, smart energy and other consumer and industrial equipment
that require short-range wireless transfer of data at relatively low rates. The low cost
allows the technology to be widely deployed in wireless control and monitoring

applications. Low power-usage allows longer life with smaller batteries.

2.1.1.1.3 ZigBee vs. Bluetooth

ZigBee looks rather like Bluetooth but is simpler, faster, has a lower data rate and
spends most of its time snoozing. This characteristic means that a node on a ZigBee
network should be able to run for six months to two years on just two AA batteries.
ZigBee can be implemented in mesh networks larger than is possible with Bluetooth.
ZigBee compliant wireless devices can transmit up to 10-75 meters depending on the
RF environment and the power output consumption required for a given while
Bluetooth delivers only up to 10m. The data rate of ZigBee is 250kbps at 2.4GHz,

40kbps at 915MHz and 20kbps at 868MHz whereas that of Bluetooth is 1Mbps.

2.1.1.2 Infrared systems (IR)
An IR location system determines position of an object based on the presence of an

object. Each object being tracked includes a proprietary emitter that periodically
transmits an IR beacon invisible to human eye which contains a unique code.
Specialized IR receivers placed throughout the facility detect the beacons and

determine the approximate position of the object because of the known location of the
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IR receiver. An IR system is practically immune to interference from wireless
network because it operates on a lower frequency but many disadvantages exist such
as because IR signals don’t penetrate materials, such as walls or ceilings, an IR
tracking system must often have several receivers in each room to avoid losing sight
with the tag on the object. Also the IR tag must be place in such a way on the object
or the person in order not blocking sight with the IR readers. These drawbacks add to
the cost and complexity of the overall solutions and as with Active RFID systems,

scaling these proprietary solutions can become very costly.

*
P — n

Helicomm ZigBee Active RFID Readers

Helicomm ZigBee Active RFID Tags

Figure 1: Helicomm ZigBee tags and readers

2.1.1.3 Ultra-Wideband (UWB)
Similar to most other positioning solutions, UWB positioning systems have

proprietary scanners installed throughout the facility that continuously monitor UWB
radio transceivers attached to clients. UWB tags generally transmit several beacons
each second, which makes batteries last approximately one year. UWB systems,

operate using radio signals having very wide bandwidth, and position calculations are
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made based on time-of-arrival techniques instead of signal strength. This leads to
fairly good location accuracy. The use of UWB signaling considerably reduces signal
impairments, such as RF interference and multipath propagation, which makes the
coexistence with Wi-Fi networks acceptable. The downside of these systems is that
UWB hardware is expensive to purchase and scale and battery replacement can be
costly. Furthermore the public use of UWB is still under consideration with the FCC,

which makes the future of this technology unclear.

2.1.1.4 Sensor Networks
In a sensor network solution, mobile nodes or objects bearing a battery powered radio

module transmit an RF beacon containing a unique identification to a receiver. Other
types of proprietary sensor networks include those that operate by measuring the time
is takes for a signal to travel between the sensor and the tracked object, commonly
referred to as Time Difference of Arrival (TDOA). These systems makes use of
modified Wi-Fi access points or separate sensors installed throughout a facility that
receive the beacons containing the identity of the client like timing information of the
packets transmitted and then a centralized software interprets the position of a
particular client using a triangulation method based on differences in signal strength
measurements retrieved from three or more access points. TDOA systems also rely on
having a relatively clear line of sight between the sensor and the tag. In complex
environments such as factories and hospitals, TDOA systems would require an
exceptionally high number of sensors to achieve decent positional accuracy which in
turn may completely destroy the business case for a location tracking system. TDOA
systems on the other hand perform better in outdoor spaces where there are fewer
obstructions blocking the signal path between the sensors and the tags. In this type of

environment combining GPS with WiFi may however be a more cost-effective
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alternative. Most of the sensor network tracking solutions allows the access points to
carry typical data traffic associated with Wi-Fi users. This is a strong benefit over the
other positioning systems, such as RFID and IR that make use of only proprietary
equipment. Disadvantages include battery replacements, purchase of specialized
software and tags are relatively large, with each measuring roughly two by four inches
and weighing a couple ounces. The addition of this size of device for tracking
purposes can be unacceptable in some cases. Also real time tracking is not optimal
because the tags beacon transmission rate is very low and as a result a people moving

pretty fast will not be able to track it.

2.1.1.5 WiFi-based Positioning
With the widespread adoption of wireless LANs, Wi-Fi is an ideal technology as the

basis for positioning technologies. A standard WiFi-based positioning system, is
completely software-based and utilizes existing Wi-Fi access points installed in a
facility and radio cards already present in user devices. The critical issues of the
positioning technologies discussed so far include the proprietary nature of the
scanners and tags, needs for an infrastructure that is completely separate from a
company’s data network, and limited real-time operation. These common attributes
make the systems costly to deploy, scale, and support. Without the need for additional
hardware, a company can install the system much faster and significantly reduce
initial and long-term support costs. The positioning system works wherever there is
Wi-Fi coverage. In addition to cost savings in hardware, a standards WiFi-based
positioning system significantly reduces the potential for RF interference. The total
Wi-Fi positioning system shares the same network along with other network clients,
so there is no additional installation of a separate wireless network (as RFID requires)

that may cause RF interference with the existing wireless network. These systems use
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the received signal strength indicator (RSSI) as the basis for positioning and target
estimation is done by signal propagation models, proximity or fingerprint techniques.
A downside is that the signal strength values change analogue to the location of a
device and so accuracy may vary depending on the environment type, access point
density, antenna types and site calibration density. On the other hand some advantages
are: they can work both in indoor and outdoor areas, quick installation, cost effective

scalability and no disruption to existing operations and infrastructures.

2.1.2 Outdoor Localization Technology Systems
Outdoor localization is not a new technology trend, rather is an old one which keeps

getting better in matters of quality of service and worldwide deployment by everyday

users and industry services.

2.1.2.1 GPS (Global Positioning System)
GPS is commonly deployed in a variety of devices, such as handheld GPS receivers

that provide latitude and longitude as well as moving maps for navigating airplanes
and automobiles. The GPS consists of satellites in located geostationary orbit around
the Earth. These satellites remain in a fixed position relative to the ground and
continuously transmit coded beacon signals. A GPS receiver located on a client
receives simultaneous signals from multiple GPS satellites and uses a time-based
approach for calculating position. The successful reception of at least three satellite
signals is enough to calculate x-y coordinates. With a greater number of satellite
signals, however, accuracy is better, and it’s even possible to determine elevation. An
issue is that GPS signals are relatively weak, making it only usable in areas with an
unobstructed path between the GPS receiver and the sky. In fact, GPS is not usable at
all inside buildings. Tree foliage also significantly limits GPS signals. As with the

positioning technologies discussed so far, GPS requires a dedicated chipset in the
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client device. This entails the installation of GPS circuitry, which adds to the expense

and complexity of the user device.

2.1.2.2 Cell of Origin (COO) /Cell ID (CID)
The most basic and simple way to locate a mobile device might be to find its cell area.

The location of the base station or antenna in this cell area is the estimated location of
the mobile device. Although simple, fast and low cost, the locating accuracy of this

method is quite rough.

2.1.2.3 Cell tower calculations
Cell tower calculations locate the mobile device based on which tower the mobile

device is connected to. Cell towers are divided into cells which can be meters or
kilometers large. The accuracy of this technique is quite low because it depends on

the density of cell towers which is sporadic.

2.2 Location Sensing Methods and Measurements

There are several fundamentally different techniques that may be used to estimate the
location of a person or an object. In general they can be classified in the following
classes: time of arrival (TOA) and time difference of arrival (TDOA), angle of arrival
(AOA) and Signal Strength (RSS Location Methods). Frequently location aware

systems combine these approaches to achieve higher accuracy or precision.

2.2.1 Time of arrival (TOA) and Time difference of arrival (TDOA)
TOA and TDOA methods use geometric principles and calculations to calculate the

distance between a wireless node and a number more than three AP’s in order to
determine the coordinates of the mobile target. The TOA method is based on the time

of arrival of a known signal sent from the mobile device and received by three or
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more base stations, where the TDOA method values are calculated by pair wise
subtracting the differences of the arrival times between the target and the base
stations. This approach opens up a number of timing and clock synchronization

questions that each system that employs this approach has to address it.

Mobile
= ()h]cu

-

Figure 2: Location-sensing based on Time of Arrival (TOA)
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Figure 3: Location-sensing based on Time Difference of Arrival (TDOA)
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2.2.2 Angle of arrival (AOA)
Angle of arrival (AOA) is probably the oldest method because it doesn’t need any

special hardware except a directional antenna. Angle of arrival (AOA) is a network-
based method of determining position that does not require a mobile device to
operate. In AOA, a mobile device's signal is received by multiple base stations. The
base stations have additional equipment that determines the compass direction from
which the user's signal is arriving. The information from each base station is sent to
the mobile switch, where it is analyzed and used to generate an approximate latitude
and longitude for the mobile device. An advantage of AOA is that it supports legacy
handsets. Disadvantages include the fact that every base station needs to have an
equipment upgrade. Users might also be concerned about privacy issues because they
are not able to disable positioning from the handset. AOA systems are able to find the

location and distance by a using a technique called triangulation.

2.2.2.1 Triangulation & Lateration Techniques
Triangulation is the process of determining the location of a point by measuring

angles to it from known points at either end of a fixed baseline. Lateration is the same
process as triangulation but instead angles distance measurements to the target are

used.

2.2.2.1.1 Angulation

Angulation as explain before at 1.3.2 angles are used for determining the position of
an object and it is used in the triangulation technique. In general, two dimensional
angulations require two angle measurements and one length measurement such as the

distance between the reference points.



24

P
b d
D
A N
IP — + P
I e ¥ e =
: \ 1%
._" e, b f e, -
G: - a - G:
Figure 4: Angulation example in two dimensions

2.2.2.1.2 Lateration

Lateration computes the position of an object by measuring s distance from multiple
reference positions by using the RSS signals from AP’S which are converted to
distance according to the signal propagation model. Calculating an object's position in
two dimensions requires distance measurements from minimum 3 points. In 3
dimensions, distance measurements from 4 points are required. There are three
general approaches to measuring the distances required by the lateration technique.
The direct approach where the measurement of distance is a physical action or
movement. For example a tape measure. The Time-of-Flight method which the
distance is estimated from an object to some point P using time-of-fight means
measuring the time it takes to travel between the object and point P at a known
velocity. And finally by measuring the distance through signal attenuation. The
intensity of an emitted signal decreases as the distance from the emission source
increases. The decrease relative to the original intensity is the attenuation. Given a

function correlating attenuation and distance for a type of emission and the original



25

strength of the emission, it is possible to estimate the distance from an object to some

point P by measuring the strength of the emission when it reaches P.

Figure 5: Trilateration example

2.2.2.1.2.1 Multilateral Systems

In a multilateral system the mobile target transmits beacons in a predefined area
towards some fixed known coordinates AP’s. The location is calculated from
measurements taken by those receivers whose positions are known. An advantage is
that these systems can run on servers with great storage and computational power. On
the others hand a network administrator can track a target without the targets

permission which it may consider a violation of privacy.

2.2.2.1.2.2 Unilateral Systems

In a unilateral the system the mobile target computes its own location from received
signals strengths from multiple terminals whose positions are known. In these systems

no privacy rights are violated because all the computations are taking place on the
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mobile target by its self. Also another advantage of this method is that many mobile
nodes can find their location simultaneously since computations are distributed among
them. On the other hand these systems cannot be used as a security wireless

positioning system because it will serve no purpose.

2.2.3 Signal Strength RSS
Positioning systems that make use of signal strength (RSS) actually they mainly have

as a base the WLAN IEEE 802.11b/g/n standard used for providing wireless internet
access for indoor areas. That doesn’t mean that are restricted not to use other wireless
protocols like Bluetooth or infrared or RF or ultrasound. These systems are further
divisible into two categories: the ones that use proximity and the ones that use
fingerprint to locate a mobile target. The advantage of scene analysis is that the
location of objects can be inferred using passive observation and features that do not

correspond to geometric angles or distances.

2.2.3.1 What is RSSI
RSSI stands for "Receive Signal Strength Indicator”, which is a circuit to measure the

strength of an incoming signal. The basic circuit is designed to pick RF signals and
generate an output equivalent to the signal strength measured in db (decibel). The
ability of the receiver to pick the weakest of signals is referred to as receiver
sensitivity. Common devices with inbuilt RSSI are cell phones, wireless network
adapters and even remote control. In an IEEE 802.11 system RSSI is the relative
received signal strength in a wireless environment. RSSI is an indication of the power

level being received by the antenna.

2.2.3.2 Proximity
A proximity location sensing technique entails determining when an object is near a

known location. The object's presence is sensed using a physical phenomenon with
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limited range. This means that the detection of a mobile terminal takes place in
specific signal radio area of a fixed predefine location which the target lies in that
specific range. Monitoring a mobile device in a range of one or more access points in
a wireless cellular network is an implementation of a proximity location technique.

This method it’s easy to implement but does not provide high accurate results.

2.2.3.3 Fingerprint
Wi-Fi Fingerprinting creates a radio map of a given location based on the RSSI data

from several access points (more than tree) and generates a probability distribution of
RSSI values for a given (X, y) coordinate location. In the given location RSSI samples
readings are taken usually like a grid known points and store in a database. These
samples are called fingerprints. Afterwards live RSSI taken from mobile terminal
located inside the specific area are compared to the fingerprints to find the closest

match and generate a predicted (X, y) location.

2.3 RSSI Location Methods

2.3.1.1.1 RSSI Location Method based on Range Estimators

The location coordinates in this method can be calculated based on mathematical
propagation models of free space like Friis equation figure 3 or from methods based
on geometry like the intersection of circles in 2D dimension or intersection of spheres
in 3D dimensions like the ones used in TOF systems. The error rate in RSS systems is
greater than the TOF systems due to the different environment conditions that have a
positive or negative effect on signal strength power value. An example of these
method are smart sensor networks which they only have distance knowledge for

neighbor sensors. To find the location of a target tree sensors constitute the tree side
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lengths of a triangle and then the angles and sides are calculated and so the

coordinates of a mobile target
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Figure 6: Friis equation

2.3.1.1.2 RSSI Location Method based on Database Comparison

This method works by comparing a set of live RSSI signals of a mobile target which
is located in a known area with signals measurements in a fingerprint database. The
fingerprints signals were measure and sample in an offline phase usually called
fingerprint phase and store in a database according to each access point. These
techniques are called fingerprinting or pattern recognition [1]. This technique can be

used for both indoor and outdoor areas.

The location estimation method has two phases. The first phase, as said called
fingerprint or offline or survey phase is the creation of the fingerprint database. In a
predefine space reference points are decided in a grid manner having a good distance

apart. Then sample RSSI readings area collected from those reference points for each
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access point that exist in the area and thus creating a radio map. The accuracy of the
estimated position of the user depends highly on the number of reference points
collected in the fingerprint database. At each reference point a mobile terminal is
placed which transits beacons to the access points while it is oriented in the four
directions: North, East, West and South in order to build a more comprehensive
fingerprint database. The reason why the mobile terminal must transit a beacon in all
directions is that because its antenna is not omnidirectional, meaning an antenna
which is capable of transmitting and receiving radio signals equally in any direction in
the horizontal plane, and thus the transmitted signal strength reading is dependent on
the location of the antenna on the device. Also the signal also depends on the location
of the operator body if it is blocking the line of sight between the mobile terminal and
the access point. Furthermore other factors that may affect an RSSI signal is different
objects in the area, other people, other signals, shadows, walls, movement of device
and many others. That’s why the need for the different orientations and also the need
to take many samples for each orientation. Then the readings are imported into a
database in order to create the fingerprint database categorized from each AP. Next in
the second phase, the location real time phase when a mobile user whether holds a
laptop or a smartphone or any device able to emit an RSSI signal can calculate its
position in that area if it is a unilateral system or to be tracked down if it is in a
multilateral system. Online signals recorded on all access points are compared with
the ones in the fingerprint database against all reference points and the result is
calculated from the closest match reference points. The advantage of the fingerprint
database is that because it is built on actual real signals measurements the different
environment effects like multipathing, path loss, obstacles and etc minimally affects

the final estimated location result. Although the other effects caused from hardware
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like antenna transit power or antenna orientation still contribute negative the results
are quiet accurate. Also perhaps the biggest disadvantage of this method is the
fingerprints database itself and its maintenance. Because the database is built only for
a specific area it applies only to that particular and nowhere else. Also over time the
current RSS readings slowly deviate from the readings in the database due to the
environment with danger for the database to turn out useless, if it is not updated
periodically. Furthermore the offline fingerprint phase is very time consuming and
expensive to create but much cheaper from many other methods because it doesn’t
need any special equipment or software that is not already available in a company
wireless environment. Because the RSS readings collected by different network cards
may be different is suggested to use two different mobile devices and even more for
the collection of RSS readings from each reference point. When for comparing the
live online RSSI signals against the fingerprint database many ways have been
developed which are not in the scope of this thesis except two which will be briefly
explain. The one uses the Euclidean distance as a distance measurement and it is
called Search Nearest Neighbor and also is the one chosen to be used in thesis
because it is a simple and effective method for indoor positioning systems, and the
other one is a statistical way that uses and called the Bayesian Inference location

method.

2.3.1.1.2.1 Database Comparison by Search Nearest Neighbor Algorithm

Also called similarity search or closest point is an optimization problem for finding
closest points in metric spaces. In the traditional Nearest Neighbor the goal is to
preprocess a set of objects, so that later, given a query object, one can find efficiently
the data object most similar to the query. The problem is how quickly this preprocess

is done and in what way it’s better to be cluster in order to minimize the response time
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in a query. This algorithm is widely used for classification, clustering and texture
mapping. The search for nearest neighbours in a high-dimensional database is
complicated by the size of the database and the dimensionality of the space. In the
wireless system developed for this thesis this algorithm is been adopted because it's
relative easy to be implemented, quick for the data that has to handle, it doesn’t need

any special equipment to work and it produces good accurate results.

In NN RSS location method the first step is to create the fingerprint database. So in
each reference point RSSI sample readings are gather from each AP and form a vector
(S1....... Sk)" whose values are the average normalized RRS db value at each AP K.
Then these vectors are store in the fingerprint database. Afterwards when an online
RSS measurement vector is obtained the algorithm uses the Euclidean distance to

calculate a distance D for each vector store in the database as follow:

K
Dn = Z(STL._ Sin)
i=1

D represents the distance of the target from a particular sample vector, St is the user
online signal strength vector, S is the database vector collected earlier, i is the index
number of the AP and n is the index number of the reference point. When the
Euclidean distance part finishes the results are store in a ascending order and the first
K reference points coordinates are chosen. Basically the minimum K results are
chosen. Then in order to obtain the Cartesian coordinates of target the algorithm sum

up the coordinates of the reference points chosen and average them as follow:
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where L is the number of minimum reference points and x , y are their integer know

coordinates.

Because by moving from one point to another to collect signal strength readings can
be very time consuming other techniques to collect them exist such as the following

propagation formula:

d
PG 4p= ZOlog( ) + 10 enelog (%) + X,

4md,,

PGyp stands for Path Gain which is the ratio of the received power to the transmitter
radiated power [1]. 4 is the wavelength at distance d and zd, is the separation
distance. X, ang N are random variables which their values can be found from table 1

[1].

The accuracy of this technique depends heavily on the environment because indoor
radio propagation channel is highly unpredictable and time-varying, due to severe
multipath in indoor environment, shadowing effect arising from reflection and

refraction caused by obstacles and walls.

Frequency Variance o
Environment (MHz) Exponent n (dB)
Retail store 914 2.2 8.7
Office, hard partition 1500 3.0 7.0
Office, soft partition 900 2.4 9.6
Factory, line of sight 1900 2.6 14.1
Table 1: Variation of Propagation Parameters

2.3.1.1.2.2 Bayesian Inference RSS Location Method

This is a statistical method which uses probabilities in order to determine the target’s

location. During the offline phase at the reference points signal strength are gathered
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for each AP in the area and they are transformed into statistics and vectors group into

states S. The vector collected is:

Sk = (X Vi Pk)T

where (Xk, yk) are the Cartesian coordinates of the location and pi is the mobile target

orientation. The set of all states is:

S={sy sy ... Sk .5k}

where K is the total number of states which is equal to the number of reference points

multiply the number of orientations in point.

These vectors are store in groups called sets in a database in a form called
observations o, which consists the received signal strength and usually the MAC
address of the base station associate with the signal thus creating again the fingerprint
database. The idea is to find the posterior distribution of the location, which is the
conditional probability estimated from Bayes rule written as:

(0'lsk) (si)
Z’;ﬁ:l P(0’|sk) P(sk)

P(slo") =

where o' is the real time observation of the mobile target. The expression is calculated

for all states sk and the maximum P (s, |o") is probably the location of the target.

Furthermore the previous expression cannot derive a numeric value for P(s,|o") from
the statistics derived from the observations and so two probabilities relationships
called histogram are used. Basically they are two statistical graphs showing the
relation of the signal strength (db) and the probability frequency of a signal against
the probabilities they occur in the offline phase. The fist probability is the relative
frequency which equals the number of signal strength measurements in the

observation that are associated with an access point address divided by the total
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number of signal strength measurements as P( fi | sk), M, in that observation [1]. The
second probability relationship describes the distribution of signal strengths between a
target and each access point given sk, expressed as P (oj | b, sk) [1]. The statistics
from those relations form the histograms, two for each AP. Then, the likelihood
probability for a particular RSS value can be obtained from the histograms. In order to
have a good reliable histogram a large amount of RSS must be collected and thus this

is a major drawback of this method.

2.3.1.1.2.1 Comparison between Nearest Neighbor and Bayesian Inference RSS

Location Method

First of all the Bayesian method uses more information for each signal strength
reading and thus applies that it has a much larger database than Nearest Neighbor.
The Nearest Neighbor is just doing simple math calculations instead of complex
probabilities and tends to give less accurate results from the Bayesian one, especially
when the samples taken are not many. Finally in both methods the offline phase is
taking place first and the sample signal readings are affected by environmental and

hardware factors.

2.4 WLAN Standards

WLAN stands for Wireless Local Area Network. A wireless LAN (WLAN) is a
flexible data communication system implemented as an extension to or as an
alternative for, a wired LAN within a building or campus. Using electromagnetic
waves, WLAN transmit and receive data over the air, minimizing the need for wired
connections. Thus, WLAN combine data connectivity with user mobility, and,

through simplified configuration, enable movable LANSs.
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24.1 IEEE 802.11
In 1997, the Institute of Electrical and Electronics Engineers (IEEE) created the first

WLAN standard. They called it 802.11 after the name of the group formed to oversee
its development. Unfortunately, 802.11 only supported a maximum network
bandwidth of 2 Mbps - too slow for most applications. For this reason, ordinary

802.11 wireless products are no longer manufactured.

2.4.2 IEEE 802.11a
802.11a supports bandwidth up to 54 Mbps and signals in an unregulated frequency

spectrum around 5 GHz. This higher frequency compared to 802.11b shortens the
range of 802.11a networks. The higher frequency also means 802.11a signals have
more difficulty penetrating walls and other obstructions. Its modulation scheme is
OFDM, and uses WEP and WPA to implement security.It has 12 non-overlapping
channels and it’s less potential for radio frequency interference than 802.11b and

802.11g

2.4.3 IEEE 802.11b
IEEE 802.11b is the most widely used WLAN standard. 802.11b uses the same

unregulated radio signalling frequency (2.4 GHz) as the original 802.11 standard.
Vendors often prefer using these frequencies to lower their production costs. The data
rate of IEEE 802.11b is up to 11Mbps in the 2.4GHz band. Its modulation scheme is
DSSS with CCK, and uses WEP and WPA to implement security. It offers high-speed
access to data at up to 100 meters from the base station and it has 14 overlapping
channels but it’s prone to interference from microwave ovens, cordless phones, and

other appliances using the same 2.4GHz band.
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2.4.4 |EEE 802.11¢g
802.11g attempts to combine the best of both 802.11a and 802.11b. 802.11g supports

bandwidth up to 54 Mbps, and it uses the 2.4 GHz frequency for greater range.
802.11g is backwards compatible with 802.11b, meaning that 802.11g access points
will work with 802.11b wireless network adapters and vice versa. The data rate of
802.11g is up to 54Mbps in the 2.4GHz band. Its modulation scheme is OFDM and
DSSS, and uses WEP and WPA to implement security. It has 14 overlapping channels

and it has the same interference problems as 802.11b.

2.45 IEEE 802.11n
802.11n is a new wireless standard that improves network throughput over the

previous standards by adding a new technology called multiple-input multiple-output
(MIMO). MIMO uses several antennas to move multiple data streams from one place
to another. Instead of sending and receiving a single stream of data, MIMO can
simultaneously transmit three streams of data and receive two. This allows more data
to be transmitted in the same period of time. This technique can also increase range,
or the distance over which data can be transmitted. Another technology being
incorporated into 802.11n is channel bonding, which can use two separate non-
overlapping channels at the same time to transmit data. This technique also increases
the amount of data that can be transmitted. 802.11n connections support maximum
theoretical network bandwidth up to 300 Mbps depending primarily on the number of
wireless radios incorporated into devices and also offers a better operating distance

than current networks.
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2.5 Indoor Wireless Channel Effects

In a WLAN deployment, performance and capacity are impacted by several factors
that must all be considered to meet the requirements of a high availability and high
performance network environment. The wireless medium is a very dynamic shared
environment affected by several factors. The indoor environment has unique
properties that influence the radio frequency signals used by the sensors of positioning
systems. Some of these factors can be controlled while others are fundamental
limitations of the wireless medium that must be recognized and taken into account
when planning a WLAN. The following factors should be taken into account when
deploying a wireless RSSI positioning system because they can play a critical role in
the accuracy of the system. Ways of dealing them should be develop and face through
the location methods and techniques as to change a building environment it’s rather

hard.

2.5.1 Indoor Wavelength Propagation

2.5.1.1 Reflection
When a signal is reflected there is normally some loss of the signal, either through

absorption, or as a result of some of the signal passing into the medium. A variety of
surfaces can reflect radio signals. A variety of surfaces can reflect radio signals
differently depending on the physical properties such as the surfaces’ geometry,
texture and material composition. For relatively short range communications, many
buildings, especially those with metallic surfaces provide excellent reflectors of radio
energy. As a result of this signals travel via a variety of paths to and from in a Wi-Fi
and other short range wireless communications. An office environment contains many

surfaces that reflect radio signals very effectively.
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2.5.1.2 Refraction
When radio waves travel through substances of different densities, the wave will bend

(refract). This is due to the fact that radio signals move slower through substances of
greater density. Typically, refraction will be most noticeable at night and in the early

morning hours, when moisture in the air is highest.

2.5.1.3 Diffraction
Diffraction occurs when a travelling signal encounter an obstacle it tend to travel

around it. This can mean that a signal may be received from a transmitter even though
it may be blocked by a large object between them and there is no line of site. The
result of diffraction of a wave at an obstacle edge is that the wave bends around and
behind the obstacle edge and as a result the signal power decreases. Diffraction is best
demonstrated by the radio signal being detected close to the inside walls around

corners and hallways.

2.5.1.4 Scattering
If there are many objects in the signal path, and the objects are small relative to the

signal wavelength, then the propagated signal will break apart into many directions.

The resultant signal will scatter in all directions adding to the constructive and
destructive interference of the signal. Most modern buildings contain steel throughout
the wall supports that support scattering. Furthermore, construction materials such as

conduit for electrical and plumbing service can add to the scattering effect.

2.5.1.5 Doppler Effect
When radio wave travels between two objects, the wavelength changes if one or both

of them are moving. The Doppler Effect is observed whenever the source of waves is

moving with respect to an observer.
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All these propagation effects have as a result the following signal transformations and

paths categories.

2.5.2 Signal Transformations and Paths Corruption
The main problem that exists for indoor environments is that the signal propagated

from the transmitter antenna will experience many different signal transformations
and paths corruption with a small portion reaching the receiver antenna. Awareness of

this process will assist the user to better understand radio performance limitations.

2.5.2.1 Path Loss
In free space, the radio waves travel outward from the transmitter in an expanding

sphere and as a result the strength of radio wave decreases as the distance between the
transmitter and receiver increases. Path loss is difficult to calculate for an indoor
environment because of the variety of physical barriers and materials within the
indoor structure which attenuate and corrupt a signal. Free space loss can be

2
calculated as FSPL = (?) where d is distance in meters between the

transmitter and receiver, and A is the wavelength in meters. This equation also implies

that as the frequency increases the loss will be proportionally higher.

Figure 7: How much the signal has weakened over a distance d (FSPL)
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2.5.2.2 Multipath Fading
When a radio frequency signal is transmitted towards the receiver, the general

behaviour of the signal is to grow wider as it is transmitted further. On its way, the
signal encounters objects that reflect, refract, diffract or interfere with the signal.
When a signal is reflected off an object, multiple wave fronts are created. As a result
of these new duplicate wave fronts, there are multiple wave fronts that reach the
receiver. Multipath propagation occurs when signals take different paths from a
source to a destination. A part of the signal goes to the destination while another part
bounces off an obstruction, then goes on to the destination. As a result, part of the
signal encounters delay and travels a longer path to the destination. Multipath fading
can be caused from refraction, reflection and diffraction propagation signalling.
Effects of multipath distortion include: data corruption, signal cancelling and

increased or decreased signal amplitude.

2.5.2.3 Shadowing Fading
Shadow fading occurs when an obstacle gets positioned between the wireless device

and the signal transmitter. This interference causes significant reduction in signal
strength because the wave is shadowed or blocked by the obstacle. Shadowing is the
effect that the received signal power fluctuates due to diffraction. Fast fading shadow
is also referred to as small-scale fading, which accounts for the rapid variation of
signal levels, when the user terminal moves within a small or local area. There are
many physical factors in the radio propagation channel, which result in fast fading,
which typically include: Doppler Effect, diffraction, reflection, radio frequency,

bandwidth and etc.
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2.5.2.4 Wireless Interference
Wireless interference is when wireless devices that use the same radio band clash with

each other in the airwaves resulting to data corruption and loss. In mobile receivers,
interference is from other base stations that transmit the same frequencies as the
serving base station. In wireless LANSs in the 2.4 GHz unlicensed band, interference
can come from other LANSs, cordless phones, Bluetooth devices, wireless video
cameras, outdoor microwave links, wireless game controllers, ZigBee devices,
fluorescent lights, WiMAX, and so on. The problem with wireless interference is that
it will likely change over time. For example, a neighbour may purchase a cordless
phone and start using it frequently, or the use of wireless LANSs in an area may
increase. This means that the resulting impacts of wireless interference may grow
over time, or they may come and go. As a result, in addition to data corruption and
loss another problem caused by wireless inference is the poor performance of the

wireless network.

2.6 Laptop opening antenna angle effects

The majority of laptops today have a built in wireless antenna position on the top
horizontal plastic shield of the screen. The user rarely notices its position. The size of
the antenna depends greatly on the thickness of the laptop case. The antenna
performance strongly depends upon its location on the laptop, because an antenna
positioned in a specific location most probably will not suffer from the same effects in
another position but also the RSS signal power while receiving and transmitting will
be differ. Another factor except from the location of the antenna inside the mobile
node is the height of its position (angle). By changing the angle of the screen
unwilling the height of the antenna changes and so combine the new position with the

previous signal and path corruption events describe in 2.5.2 the hall RSS signals
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spectrum changes resulting in different power values. So the height of the antenna can
result to a false coordinate result from a wireless positioning system but also other
factors generated from the mobile node equipment can play a significant role. Metal
laptop components nearby the antenna and the size limitation due to the plastic can
reduce bandwidth, add noise corruption and degrade the radiation efficiency. Also
other sources of interference on the system platform, such as EMI spectrum from
CPU, LCD, and memory, which may be in the form of radiation or conduction
emission, but also the human body interaction electromagnetic inference which
absolves the RSS signals, have a negative impact on the quality of signal perceived at

the transceiver.
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Chapter 3  Wireless Positioning System
Overview and Development

As mention in the previous chapters RSS signals vary according to the environment
located and also are affected from numerous factors. Due to this unstable nature of
RSS most wireless positioning vendors use the RSS Fingerprint method to their
systems. So by considering that an RSS signal basically adopts environment
characteristics and reflects those environmental negative factors to its power value
wireless positioning RSS systems can achieve good accuracy results and be
implemented relative easily compared to other systems. In this thesis such a system
has been developed and the core localization algorithm is Search by Nearest

Neighbour.

3.1 System Overview and Development
The Wireless Positioning System is a software tool which works completely as a

stand alone application installed preferably on a network environment server which its
unique purpose is to estimate the location of a mobile target in an area map. The
system consists of two phases: the offline and online phase. In the offline phase the
fingerprint database is generated and in the online phase the localization process is
taking place. Also along with the development of the system the antenna angle effects
mention in chapter 2.6 will be under investigation because the fingerprint database
will be develop three times for three angles measurements. The system will calculate
the position of a mobile target independently for each angle fingerprint database in
order to get a better understanding on how the laptop angle affects the RSS signal

indicator.
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3.2 System Architecture
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Figure 8: System Architecture

The figure in this page briefly describes the operation of the positioning system. From
top to bottom at the beginning of the project the fingerprint database (offline phase)
development is taking place (data collection) in order to build an RSS sample
indicator area in which the algorithm will find the nearest neighbour of a mobile
target. After building the fingerprint database the positioning can take place in the

predefined space after the input of the necessary information’s into the system like the
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access points credentials and IP’s and other which are guided by the application.
Through the system interface a network administrator can initiate a graphical
representation with all the mobile users located in the area and then decide to track
one or to just position them on the map: online phase where RSS readings are

obtained for the actual localization to take place.

System interfaces helps the user to build signal strength databases, to locate mobile
devices, and to configure how to use the software. Data collection has two functions.
One is collecting signal strength information and storing them in signal strength
database. The other is collecting real-time signal strength information for positioning.
In signal strength databases, the signal strength information collected is stored. It is
the most important and expensively time consuming part of the software especially in
this system which it makes use of three different fingerprint databases base on the

angle on the laptop angle. It is the basis of wireless positioning.

3.3 System Requirements

In this section the software and hardware requirements to set up a low cost working

positioning system of this thesis are briefly mention.

3.3.1 Software Requirements
First of all the system is designed to work only in pc’s running Windows operating

systems from Windows Xp to WIN 7 and in Administrate mode. It is better to be
installed on a machine with great computational power available (preferably newer
quad or | series processors) and of course the amount of available RAM to be more
than 4 GB. As mention before due to the crucial consideration before developing this
system was to be as low cost as possible only free software are implemented. This

consideration applies that with the deployment of the following free software’s not
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only their advantages are inherited into the project but also their disadvantages such
as unexpected shut down failures and etc. The free software’s with their purpose

serving are:

1) Netcat: is a simple command line network utility which reads and writes data
across network connections, using TCP or UDP protocol. It was first
implemented in UNIX and afterwards to other operating systems. It is a
reliable back-end tool that can be used directly or easily driven by other
programs and scripts. It's a wonderful tool for debugging all kinds of network
problems. At the same time, it is a feature-rich network debugging and
exploration tool, since it can create almost any kind of TCP/UDP connection.
In the simplest usage, the command nc host port creates a TCP connection to
the given port on the given target host. Then any input like for example a
command from the keyboard is sent to the host and anything that comes back
across the connection is sent back as an output. This continues indefinitely,
until the network connection is terminated or lost. Netcat can also function as
a server, by listening for inbound connections on arbitrary ports and then
doing the same reading and writing. It has many possibilities and capabilities
which are out of this thesis scope but some features are the following: it can
be used as port scanner, a backdoor, a port redirector, a port listener, transfer
files between clients and lots of other. In this project Netcat is embedded into
the installation file and thus the user doesn’t need to download the Windows
version. The role of Netcat in this project is to transfer the results of the
active wireless targets that the access point detect and save then locally to a

text file which in turn the platform parses and presents the clients into the
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application interface. So Netcat provides a reliable free transfer pipe between
the access points and the local terminal.

Wiviz version 1 & 2: is an open source project created by Nate True which
can be installed on routers or access points running Linux based firmware
systems. It stands for wireless network environment visualization and it’s a
visualization tool which creates and projects a radio signal map around an
AP. It scans the frequencies belonging to the wireless spectrum and then it
examines all the wireless packets replies from mobile nodes or even from
other access points coming into the interface and extracts valuable
information about the surrounding wireless infrastructure such MAC
addresses, channel settings like encryption and channel number, SSID’s,
RSSI signal strengths values and others. Then it uses that information’s to
build a java based web interface map of the surrounding network which is
updated in real time. In this thesis the project makes use this excellent
software in order to force the access points to scan their surrounding in all
wireless channels and thus acting as an expensive radar system. When the
scanning is completed or terminated by the user the results including all the
information’s about the packets are locally situated into the temporary folder
of the access point and then Netcat is called to transfer them locally. When
running Wiviz in the web interface because its dynamic nature and graphics-
effects it consumes many recourses from the pc, especially RAM and thus it
creates local overhead and slows down the application. A solution to this is to
run the tool from the telnet command window, this option is included in the
system. So Wiviz provides the significant advantage of instead to have an

expensive radar software or specialized equipment such as RF tags, adds the



3)

48

wireless radar scanning functionality to the system for free. But along with
the main advantage from this tool some disadvantages came along such as
the recourses overhead and also the scenario of failing to scan a particular
client when scanning is performed more than one time repeatedly. This can
happen when the target wireless card doesn’t transmit anything and is in idle
mode because Wiviz doesn’t force the card to transit a beacon or a reply. On
the other hand the innovation advantage that Wiviz adds to the system which
supports the hall idea to act as a security positioning system is that it scan
and examines all the packets coming in an access point from all wireless
channels without the permission of the client mobile user and without the
need to have a wireless machine to be connected to a local network access
points or any other. So a mobile user that has enable the wireless card and not
connected when entering in a specific area, the system can give an estimated
coordinate location and a representation on the area map without the user be
aware of it.

DD-WRT v.24 & OpenWrt v.8.09: are a free third party developed firmwares
for many ieee802.11a/b/g/h/n wireless routers based on a Broadcom or
Atheros chip reference design. They are an open-source Linux-based
alternative firmware for routers. They contain special features and
optimizations designed to improve on the standard firmware that router
manufacturers provide with their products. For example, DD-WRT provides
functionality that other types of firmware may lack such as converting a
router into a Wi-Fi hotspot, static routing, VPN, Quality of Service (QoS)
options, IPv6 capability and many others. They also unlock settings that

aren’t accessible normally, like antenna power and over clocking. Originally
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designed for use with certain models of Linksys routers, they have expanded
over the years to be compatible with other popular brands and also router
manufactures like Buffalo ship their products with DD-WRT preinstalled.
The main reason that these two firmware’s were chosen over other free ones
is that in the newer versions of DD-WRT from v.23 and higher Wiviz ver.2
comes pre installed and ready to work and OpenWrt provides the installation
of Wiviz ver. 1 through the router interface directly. Also they are relative
easy to install them on compatible routers and they are very stable
firmware’s. Of course they are available for specific models of routers which
are listed in their documentation online. They are powerful firmware’s that
can turn a regular simple manufacturer router into a professional worth much
more.

PUTTY: s a free terminal emulator that supports SSH, Telnet and many other
protocols. PUTTY was originally written for Microsoft Windows and it is
very useful for connecting to a UNIX or Linux SSH server or to telnet on a
router and issue commands on it. PUTTY has a graphical configuration
interface with many useful features such as storage of connection data for
quick reconnection, port forwarding, IPv6 support SCP and SFTP support
and many others. PUTTY has been ported to Linux and other Unix-like
operating systems and in this system it is used by the application to login into
the routers and to terminate or initiate the Wiviz process. It is also included

into the installation file.
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3.3.2 Hardware Requirements
The only hardware that this project needs is of course a power enough server to run

the positioning system with access to the network infrastructure and a minimum of
three access points compatible to run DD-WRT or OpenWrt or a higher number of
access points in order to provide sufficient wireless coverage in the area and better

accuracy.

3.4 System Interfaces

In this section a briefly guide of the application interfaces is presented in order for a
better understanding how the system works. Figure 9 is the main window of the
Wireless Positioning System. At first use the user can choose “Build Fingerprint
Database™ in order to jump to the fingerprint interface figure 10 and start building the
signal database. Other functions that can be performed from this interface after the

user has completed the information’s textboxes are:

I.  If OpenWrt is in use then the router’s wireless card should be first put on

monitor mode using (*“Start Monitor 1or Start Monitor 2”)

Il.  Start the Wiviz scanning tool on all routers (““Start Wiviz for all routers from
Browser or SSH™*)

I1l.  Transfer the results locally from the routers ( “Get the Wiviz data from all
routers while the Browser mode is ON or OFF or through Telnet)

IV.  Parse them and import them into the system ( “Import Data to Database™ )

V.  Choose targets or target to localize by going to the locale interface figure 11

(““Choose an item to locate™).
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Figure 9: Main Interface

Also the other buttons represent small useful functions that can support debugging test

such a ping all the routers in order to check if they are operational. The following

interface in figure 11 is the fingerprint database interface in which as indicated by the

name the user after fill in all the info textboxes can go forth with the collection and

the building of the fingerprint database signals. The system supports the use of one

and more mobile terminals which the sample readings are gathered. To use more than

one mobile terminal in this phase is recommended because the average results that

will be save in the database and use by the algorithm will face in a small degree the

problems of multipath fading.
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Figure 10:  Fingerprint Database Interface

The next interface in figure 11 as name implies the user can choose which targets
wants to locate, one or all, and see the estimate location on the map. The map can
change according to the user are by simply inserting a picture map file in the folder
C:\Netcat\pic and name the file map.jpg. The user can use the load button if
necessary to load at the moment other map image. Also other functions include :
rotate the map image, show a grid cell on map, track a user by using the Wiviz
visually or by telnet and others. If the user wants to start and scanned other targets
from the begginning then he will go back to the main interface and start the procedure

on page 44.
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Figure 11:  Item Selection and Localization Interface
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Finally the last interface in figure 12 is the Database Data interface in which the user
can check all the data that are store in the database used by the application and even to

update them or add new.

Select Database -
Select Table -

Figure 12:  Database Data interface

3.5 Fingerprint Offline phase

Offline phase is the period that allows the positioning system to collect RSS data at
the area of interest. The system also process and store the collected data into the
database in order for the system to be able to estimate the mobile device’s position in
the online phase. This training must be done wherever the positioning system is first
deployed. The time required for the training depends on the size of the survey site, the
number of the reference location points, if more than one mobile terminal will be use

and in this project case the numbers of databases to be develop. Usually this phase is
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very time consuming and costly and thus is the biggest disadvantage of it. Moreover,
the database may need to be rebuilt if the surrounding environments of the area of
interest changes significantly like add some wall partitions or a stack of furniture’s.
One of the most common setups for fingerprint database building is an infrastructure-
based approach. Several fixed base stations transmit and receive beacons to and from
a specific terminal. Then those readings are reporter back to a central server and store
in a database. A less common is an infrastructure less approach, which only uses
mobile nodes and distributes the database across the nodes. Storing the database on
either a central computer, the base stations, or on the mobile node itself has its
advantages and disadvantages in terms of scalability, privacy, resource-requirements
etc. Storing the database on the mobile node is attractive because of the inherent
support for privacy. On the other hand, mobile nodes are often resource-poor and can
therefore only store a part of the database. Storing the database on a central computer
on the other hand, can be a problem in terms of privacy, since the mobile node has to
communicate with the server to determine its positions. In this thesis the database is
store on the same centralizing server which the system is installed. Privacy issues is
not a concern because as mention earlier this system is to be used as a security
positioning application and therefore a mobile terminal in the area of interest in

unaware that is been tracked.

Signal strength databases are the basis of wireless positioning. This system uses the
free version of Microsoft SQL Server as a database tool. The software must be
downloaded and installed by the user. Also the user is responsible to set it up and
create the three data stores that reflect the three sample angle readings signals which
the system will use. The first operation of the offline phase is to do a physical view

test of the area of interest and then decide how many access points are enough for
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good space coverage. Of course if the access points are already installed in a wireless
environment is good to consider going through the area with a mobile terminal and
checking if their current network performance using a tool that measures signaling
and throughput like iPerf. Then if possible to reallocate to achieve a better
performance it would be for the best. Other factors when considering wireless AP’s
implementation are: avoid physical obstructions or barriers, avoid reflective surfaces
such as windows and avoid locations that are closed to other wireless devices that can
cause interference such as cordless phones. Then the fingerprint data collection can
begin. During this stage sample RSS readings from all AP’s are collected by a
WLAN-enabled mobile device at desired known positions, referred to as the reference
points. Usually the reference points can be chosen to form a grid for simplicity
reasons. In this thesis, RSS readings are collected at all four directions, namely North,
East, South and West and at the three different laptop angles of 90°, 120° 145°
degrees. This procedure is taking place in all reference points not only once but twice
with the use of two different mobile devices. Afterwards all results are average and
store in the database server along with the Cartesian coordinates of each point. The
reason why this time consuming data collection method is essential is because by
sampling RSS readings from all directions and different clients the results can address
in a degree the wireless environment effects that corrupt the signals and results
mention in chapter 2. For example the four direction collection rivals against the
problems of multipath and the human signal blocking direction. Also the use of two
different mobile terminals addresses the problem of the different antennas power
signaling and location in the device. Generally it helps to reduce those problems but

not significantly.
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In short the steps of building the signal strength databases in this thesis are:

1. On site survey for wireless signaling network performance for better access
point installation or reallocation if possible.

2. Reference point’s location decision and tagged on a map.

3. The necessary information’s of the wireless environment and server are
entered into the application fingerprint database interface

4. A mobile terminal is positioned and measured at each reference point, at each
direction and at each angle. This is repeated five times for each direction.

5. The previous procedure is repeated again with a different mobile terminal.

6. When finished the readings are averaged and store in the database for each

access point.

After the fingerprint collection is done the system averages the results along with the
coordinates of the reference points. After this phase the online detection phase can
begin. These data are then used in the online phase for the computation of position

estimations.

3.6 Online phase

To locate a mobile device online, the system needs to measure the real-time signal
strength values of it. During the online phase, the device carried by a mobile user can
be pointed to an unknown orientation and that’s why in the offline phase
measurements from all directions are taken into account. The system as mention uses
Wiviz to scan unnoticed the wireless environment of the designated area. Then when
the administrator chooses he can transfer the RSS readings from the access points

locally, parse them and import them into the database for the application to use them.
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Afterwards the system uses the online signals to produce a table with mobile
terminals which have at least more than three RSS online signals so they can be
positioned. The localization algorithm in this thesis as mention in page 24 is the

Search by Nearest Neighbor.

The process of estimating the location coordinates of a target terminal is as follow:
For example consider an online RSS measurement for a particular terminal located in
the area of interest from three access points. The measurement is transformed into a

vector denoted as:
PT = (—A1 dbm - A2 dbm - A3 dbm )T
Then the vector is normalized into:
PT = (((0) ((—A2 dbm) — (—A1 dbm))((—A3 dbm) — (—A1 dbm)))T

Also the table which holds the RSS data sorted by access point in ascending order
is also normalized the same way as the online RSS vector. Then the Euclidean
distance formula at page 25 is applied between them, resulting in a new table
listing an estimated measurement metric in meters for each reference point. This
measurement represents the estimated distance calculated at each reference
point from the three access points in respect to the RSS vector of the mobile
terminal at time & Then three reference points are chosen related to the smallest
measurement values which reflect to the nearest neighbor of the mobile target.
Finally the xand y coordinates of those points are averaged using the formula at
page 25 with L=the number of points chosen, which is the number of access
points and an estimated result is produced. The accuracy of the estimated result
both heavenly on the fingerprint database readings and also on the algorithm

structure itself.
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3.6.1 Accuracy of Search Nearest Neighbor RSS
As mention earlier in chapter 2.5 RSS signals are affected negative by numerous

factors, even the number of people and the day of time affect the wireless signaling
inside a building. In both offline and online phases the RSS sample and real time
readings contain an error of disruption due to environment factors that affect wireless
signaling. During the offline phase the method followed in this thesis, sampling
signals from all directions, from three different angles, using two mobile terminals
and sampling multiple signals from all previous instances minimizes in some degree
and basically reflects the influence of those factors on the finals value s store in the
fingerprint database. On the other hand in the online phase when the system scans the
area it only “grasp” a particular instance of the network environment at a time t. At
that time the possibility of a mobile terminal experiencing the same RSS values as the
ones in the database during measurement are minimal. Due to these reasons is
difficult to estimate the accuracy of the algorithm because it is working under
different situations but nether less in a study [7] taken place in an office wireless
environment the accuracy was measured as better than 3m with a probability of 50%
and 4.7m for a probability of 75%. The office size was 43 x 25 m and three access
points were in use and 70 reference points were sampled. It seems not be an
impressive ratio but if considering that this system works in a constantly unstable
environment, needs no extra hardware and infrastructure devices such as tag because
is mainly a software solution with an attractive low cost then it is an impressive
system which provides good accurate results in a large space. Also better accuracy

can be achieved by increasing the number of access points.
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3.6.2 Privacy Concerns during the Online phase
There is little doubt that location aware mobile devices have enormous potential for

enhancing safety, convenience, and utility in our lives. Already emergency services
are being improved by the ability of responders to quickly locate persons making
emergency calls or involved in accidents in location-aware vehicles. Unfortunately,
the same technologies that bring benefits like the ones mentioned above raise
hundreds of privacy issues due to their capability to collect, store, use, and disclose
the locations of those who use them. The system develop for this thesis act as a
security positioning system and thus is able to position a mobile target without its
knowledge when enter in the area of interest such as an office building. In any under
circumstance this system collects and store private data from mobile targets. The
positioning capability of this system is not intended to be used to reveal damaging and
perhaps embarrassing information, or lead to discrimination or for employee
monitoring. Also special attention must be given to the security of the wired and
wireless network in order to prevent unauthorized access which can lead to the

exposure of the fingerprint database or to the system application from unwanted users.

3.7 Chapter Summary

This chapter has presented a detailed guide how to set up the system and the software
and hardware requirements. The system involves two phases. The offline phase in
which the fingerprint database is created from RSS sample readings and the online

phase in which the positioning is taking place using the Nearest Neighbor algorithm.
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Chapter 4  Experimental Setup and
Results Analysis

This chapter describes the experimental setup of the positioning system, the
measurements and fingerprint databases construction and provides a small
comparison of the results of both online and offline phase. The proposed system is
evaluated in two different experimental RSS maps using the devices mentioned in
section 4.1. Also the RSS readings are collected in real indoor environments in order
to evaluate the performance of the proposed system in a dynamic and unpredictable

wireless indoor environment.

4.1 Software Platform and Devices

The software is written in Visual Basic 2010 Express (free version) and it is
compatible only with Windows operating systems of version XP and later. Also the
free version of Microsoft SQL Server 2010 is installed locally and three databases are
created namely angle90, angle 120 and anglel45 representing the three different
laptop angles under testing. The platform is develop and tested in my house second
floor. A small independent network has been created using three access points and a
router. The three access points are use to collect RSS samples and the router to direct
those RSS readings to an HP dc5750 pc that the platform is installed on it. The access
point’s model is the well known Linksys WRT54GL ver. 1 and it is chosen because
their ability to install DD-WRT or OpenWrt firmware easily, run Wiviz and support
also Netcat. The following figure number 13 presents the minimum hardware needed
to run the positioning system and also the two laptops used to collect RSS sample

readings during the offline phase for the fingerprint database creation.
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Devices Processor Speed RAM WLAN Purpose
HP dc5750 AMD Dual Core 2.0 3GB NO Database server and
GHz system installed on

it. The administrator
runs the system.

IBM Lenovo 3000 Intel Core 2 Duo 1.66 | 2 GB 802.11 b\g Collect RSS samples

N100 GHz in fingerprint
database

Sony VGN-BX196SP | Intel Pentium M 1.86 | 2 GB 802.11 b\g Collect RSS samples

GHz in fingerprint

database

Linksys WRT54GL Broadcom BCM5352 | 16 MB 802.11 b\g To scan the area for

ver.1 200 MHz wireless targets.
Build fingerprint
database.

Linksys WRT54GS Broadcom BCM5354 | 16 MB 802.11 b\g To serve as a router

ver.1 240 MHz connecting the
access points, the
server pc and
providing internet
access.

Table 2: System Devices

4.2 Offline Phase Experiment and Setup of Map 1

As mentioned earlier the experimental testbed is the second floor of my house, shown

in Figure 14. It is an area of 4 x 18.6 meters, including wall partitions and other

wireless obstacles such as furniture’s or mirrors. At the beginning different locations

were consider for the access point installation but in the end after RSS power

measurements taken using the two laptops mention in figure 13 from the OpenWrt

interface directly it is decided to be installed as in figure 14 because they provide

better coverage especially for the close environment spaces. Then the reference

point’s location should be decided. Due to the small place the reference point’s

number should not be too many and not too close in order to snap the RRS deviation

and variation effects. In order to test that theory it was decided as a first step to take




63

RSS measurements at x points 1.2, 2.4 and 3.6 m for the x horizontal axis and for the
vertical y axis just increasing the space in such a way in order to get a minimum of
one measurement in all rooms. The reference points are shown in figure 14 as dot
circles. In this experiment only one laptop (Lenovo) were used to build the database
and also measurements were taken only for angle 120° because we are interested only
to test if theoretically the small parse and distance of the reference points between

them should lead to false results.

Figure 13:  First Experimental Setup Map
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There were 20 samples for each reference location, 5 for each direction. The data
were read out by the system, normalized against access point 1 and the average value
was calculated and stored in the database as shown in figure 15 in order to be used as

offline data to do positioning.

ALEXK-POALEXK...RMALIZED TOTAL -

id x ¥ APl APZ AP3
> 1 1.2 1.5 (] 5 -26
2 2.4 1.5 (] 21 -1
3 3.6 1.5 (4] 32 -42
4 1.2 3 (o] 14 -37
5 2.4 3 (4] 17 -38
=] 3.6 3 a 15 45
7 1.2 5 (4] r -22
3 2.4 [ (o] 1 -28
=] 3.6 5 (o] -9 -31
10 1.2 9 (] -22 17
11 2.4 =] (] 12 21
12 3.6 =] (4] -3 -24
13 1.2 11 (o] 5 -20
14 1.2 11 (4] 5 -17
15 3.6 11 a 5 -13
16 1.2 13 (4] -5 -4
17 2.4 13 (o] -10 3
13 3.6 13 (o] -3 1
13 1.2 15 (] 17 18
20 2.4 15 (4] 1 16
21 3.6 15 (o] 7 3
22 1.2 17 (o] 2 32
23 2.4 17 (] 3 28
24 3.6 17 (] 1 24

Figure 14:  Many Reference points RSS readings

Then the Lenovo laptop was used as a mobile target during the online phase. The
system was scanning the wireless area and the network administrator was issuing a
positioning procedure when the target was visible. This was done in various locations
and the results are shown in the following table 3. The distance error is calculated

from the following formula:

E (Distanse Error) = (\/(x — 2)2 + (y — )?)

Where the estimated location is (X, y) and the true location is(x,y) .
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Distance Error
Point id Real locations (m) Estimated locations (m) (m)
X y X y E

1 3.10 5.00 1.50 8.00 3.40
2 2.10 10.00 1.20 8.60 1.66
3 0.40 16.60 2.33 15.60 2.17
4 2.50 13.00 2.33 15.00 2.01
5 4.00 9.00 1.33 8.66 2.69
6 1.00 7.00 1.40 7.80 0.89
7 3.16 0.30 2.33 4.00 3.79
Table 3: Estimated Results for many reference points

Table 3 shows the estimated location points and the distance error for each one. The
average distance error for 7 location points is 2.37 m which is a relative bad result. It
is a relative bad result because in some cases like a big open space where the
estimated target locations provide visual sight estimation can be consider as a relative
good result. On the other hand in a close building environment a distance error could
mean that a target is located in a different room that the one estimated by the
Cartesian coordinates on the map. Also another observation is that the estimated
locations have tendency to converge towards the middle of the area. This is due to the
close reference points RSS measurements taken for the fingerprint database. Because
the reference points are too close between them the RSS sample taken earlier do not
change significantly in terms of power value and so when the algorithm is looking for
the nearest neighbours and perform the necessary computations all neighbours are too
close between to the center. It is safe to state now that the approach of having too

many reference points in a small close environment are should be avoided.
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4.3 Offline Phase Experiment and Setup of Map 2

Next by abandoning the previous idea a more scatter radio map with less reference
points having a greater distance between them is decided to be develop. Again in this
phase as the previous one the laptop angle factor is not taken into account. The access
points will remain at same place as previous but now the RSS measurements will be
taken at x points 1 and 3 m for the x horizontal axis and for the vertical y axis
increasing the space for 2.5 m in such a way in order to create a grid manner scale.
Again 20 sample readings will be collected for each reference point, 5 for each
direction. The RSS map of this experiment is showing in figure 18. Also in this
experiment two databases will be constructed. The one will contain only RSS sample
collected using only the Lenovo laptop and the other will contain the average RSS
samples from both laptops. This done in order to check how much the accuracy

improves as the number of RSS samples from different stations increases.

First in order to show the behavior and more accurate the deviation that an RSS signal
is going through due to the different wireless factors figure 17 presents a comparison
for all RSS sample readings collected from all new 14 reference points from the three
access points. It is obvious that in most reference points measurements the RSS
signals corresponding to the two different laptops do have a small but also a large
value difference. This figure proves the theory of the RSS signaling disruption and
justifies why the RSS fingerprint database should be built from samples of more than
one terminal. Figure 15 and 16 presents the sample RSS reading from the Lenovo and
Sony laptop respectively, collected during the offline phase which are not normalized
against the first access point RSS value. These new reference points represent the idea

of a more scatter RSS map in the area of interest.
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Figure 16:

Sony laptop RSS samples readings

id * ¥ AP1 AP2 AP3
1 1 -45 63 -89
2 3 1 -8 -57 -B6
3 1 3.5 -43 -58 -84
4 3 3.5 ] -57 -85
5 1 &5 -55 -47 -78
5] 3 =] -56 -50 -81
7 1 8 -&0 43 -74
8 3 8 52 -38 -75
=l 1 11 -5 -47 -72
10 3 11 53 -42 -70
11 1 14.6 -59 -56 -55
12 3 14.5 -71 -57 -54
13 1 18 -61 -04 47
14 3 18 57 59 42
ALEL AEL ALEL AL AEL ALEL
Figure 15:  Lenovo laptop RSS samples readings
ALEXK-POVALEXK.test?2 - dbu.FIMGERZ]
id X ¥ AP1 AP2 AF3
1 1 -52 52 87
2 3 1 -47 -6 -85
3 1 3 -44 =57 -86
4 3 3 -55 -58 -85
5 1 3 -58 -50 -32
3] 3 3 -52 -56 -84
7 1 g -0a -44 -7a
8 3 8 -60 -45 -82
9 1 11 63 -41 -7
10 3 11 67 -43 -74
11 1 14.8 -74 -08 -58
12 3 14.6 -60 52 =54
13 1 13 -74 &7 -44
14 3 13 B2 -68 -50
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Figure 17:  Comparison between RSS samples from two laptops



69

The comparison charts in figure 17 clearly state the unpredictable and dynamic
wireless environment and the effects on RSS signalling. In most cases the RSS
samples have a different value between the two laptops. For this reason is best to
measure the accuracy of this algorithm not with absolute values but in terms of
distance measurements. Of course the goal is always to minimize the distance error
and improve the estimated location result. The following table 4 shows the real and
the estimated location points and the distance error for each one for the database
containing the average RSS samples taken from both laptops. Comparing with the
previous table 3 in page 58 for the first experimental setup the average distance error
has been reduced to 2.09 m from 2.37 m. The estimate locations results have an
increase of accuracy of 11.8 % by reducing the reference points but also using two the

measurements from two laptops and not one.

Distance Error
Point id Real locations (m) Estimated locations (m) (m)
X y X Y E
1 3.10 5.00 2.33 6.667 1.83
2 2.10 10.00 1.67 7.33 2.71
3 0.40 16.60 1.67 16.00 1.00
4 2.50 13.00 1.67 14.33 1.57
5 4.00 9.00 2.33 7.66 2.14
6 1.00 7.00 2.33 5.33 1.70
7 3.16 0.30 2.33 3.00 2.82

Table 4: Estimated Results for less reference points (2 databases)
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As said at the beginning of this experimental phase two databases will be constructed.
The one is has been presented earlier at pages 61 and 62 and it contains RSS sample
readings measurements with the new RSS map with less reference points but averaged
RSS samples from both laptops. In the following table 5 the estimated results for the
same location points as previous are presented but this time the fingerprint database

contains only the RSS samples from the Lenovo laptop listed at figure 15.

Distance Error
Point id Real locations (m) Estimated locations (m) (m)
X y X y E

1 3.10 5.00 1.66 6.66 2.20

2 2.10 10.00 1.00 8.33 2.00

3 0.40 16.60 2.33 17.00 1.97

4 2.50 13.00 1.66 13.66 1.07

5 4.00 9.00 1.66 6.66 3.31

6 1.00 7.00 1.66 5.33 1.80

7 3.16 0.30 2.33 3.00 2.82
Table 5: Estimated Results for less reference points (1 database)

The average distance error in this case is 2.17 m. It is more accurate from 2.37 m
measure in the section 4.2 by 8.43 % but less accurate than the one measure earlier in
this experiment by 3.67 %. By precision terms the most precise results are provided
by the experiment with fewer reference points and the fingerprint database made up
from the averaged RSS values from both laptops because 4 points out 7 have distance
error within the distance range of 0-2 m and 3 within the distance range of 2-4 m. The
other experiment in this section estimates 3 points out 7 have distance error within the
distance range of 0-2 m and 4 within the distance range of 2-4 m. On the other hand
the experiment phase in section 4.2 estimates 2 points out 7 have distance error within

the distance range of 0-2 m and 5 within the distance range of 2-4 m.
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The following table 6 presents the precision accuracy in terms of probabilities, of an
estimated target to be physically located with in the range of 0-2 m or of 2-4 m from

the estimated Cartesian coordinates on the map.

Concluding its best to say that in a small but also and in a large area reference points
should at least have a minimum distance of 2 m and preferably higher in order to be
able to actually reflect the changes that an RSS signal is suffering. Also it is logically
to assume that by increasing the number of access points, the number of
measurements of RSS sample readings for each direction and also the number of
devices that the samples are taken like the first experiment in this section a better

estimate results in terms of accuracy and precision will be achieve.

Experiment | Laptops | Fingerprint Probability Probability
Map Database within in 0-2 within 2-4
meter meters

Section 1 from1 4/7=57.2% 3/7=42.8%
4.3-a laptop

Section 2 from?2 3/7=42.8% 4/7=57.2%
4.3-b laptops

Section 4.2 1 from1l 2/7=28.6% 5/7=71.4%
laptop

Table 6:

Estimated Probabilities
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4.4 Offline Phase Experiment and Setup of Map 3

In this section the final experimental phase will represent the actual implementation of
the system. The reference points and access points will remain the same as section
4.3. Also in this experimental phase the measurements will contain the values for the
three different angles in order to built three different databases (angle90, angle120,
angle145). Again the sample RSS measurements will be collected using the average
values from both laptops. The RSS radio map for this scenario is illustrated in figure
18. In order to be able to compare the estimate locations results produce from the
system are going to be outputted in a txt file called results.txt on the local C drive,
containing the estimate results for each angle fingerprint database and the final
average location (x, y). Also by creating the new angle databases we can compare the
RSS distribution over time with the database created in section 4.3 since the radio
map and configuration remains the same. The fingerprint collection is exactly the
same as before. At each reference point 5 samples are collected at each orientation for
each angle database. This procedure is repeated twice using two different laptops.

Finally the system average and save the results in the database server locally.

It is important to compare the relationship between the RSS deviation cause by the
antenna position because users in a real life scenario do not handle their wireless
enable devices such as smart phones, pads and others in a standard position of angle
and height. So by slightly change the antenna position the RSS signal that a laptop
experiences changes automatically. Due to this uncontrolled user variation, measuring

different RSS angles it is assume a better estimated result will be produced.
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Figure 18:  Second Experimental Setup Map

In order to show the deviation of RSS distribution over time a comparison between
sections 4.3 with the databases created in this experiment is presented at page 68, but
first the RSS samples taken for the angle databases are presented at the next page. It is

worth mentioning that the RSS readings at section 4.3 were taken by not considering

the angle of the laptop.
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Figure 19:  RSS angle readings
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Figure 20:

RSS readings from both laptops for all angles and no angle
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Figure 19 just shows the new RSS readings for the angles databases, which in turn the tables
show that the values in each cell are different for each reference point. For example the first
sample with id 1 for angle 90 for the Lenovo laptop is (-51 -63 -83) and for the Sony (-52 -65
-84) which their deviation is small and has a minimum effect on the final estimated result.
On the other in the same tables the sample with id 11 form the vectors (-59 -66 -50) and (-75
-66 -50). Despite that the two last values came out the same, the first value observe from
AP1 has a difference of -26 dbm. This value can cause a significant deviation to the final
estimated result due to the algorithm structure calculations. When the algorithm will average
those vectors in order to create the final normalize RSS tables if in use was only the samples
from the Lenovo laptop the normalize vector should look like (0 -7 9) and if in use was only
the samples from the Sony laptop the normalize vector should look like (0 9 25). On the
other hand if in use was the averaged RSS from both laptops the normalize vector should
look like (0 1 17). This extreme example in the database states the different wireless factors
that affect an RSS sample to its actual numerical value. Also it shows why it is important to
use more than one client terminal to built the fingerprint database, because it helps to reduce
the negative impact of the different environmental wireless factors and not. Furthermore this

illustrates that the antenna gain for Sony is smaller than the one for the Lenovo.

Next another significant observation is that if we compare the same RSS vectors from each
laptop for each angle in figure 20 the graphs show that deviation between the angles is not
great but can cause different estimated results. So by taking into account the different angles
RSS measurements can improve the final estimated result but not as much as taking into
account RSS measurements from different clients. Of course the ideal is to take into account

both cases but this is very time consuming.
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Also in figure 20 the angle RSS samples are compared with the ones collected at section 4.3
which no angle was under consideration. This is done in order to show the RSS distribution
over time. As said the trend of the RSS distributions across the angle different measurements
does not change significantly but when compare with the RSS distribution at section 4.3 in
almost all points the deviation is big enough and able to produce different results. 1t’s worth
mentioning that the database in section 4.3 was built on a different day than the latest ones.
So a good practice can be to build a fingerprint database in which two and more terminals
will be used and their samples will be collected on different time periods. The above
observations may directly cause many traditional localization models to fail if they use the
data collected at one time period, in one subarea or by one device for training and the data
collected at another time period, in another subarea or by another device for testing. Finally
there is no need to compare the values for each angle for both laptops because it is obvious

from figure 19 that are different as shown earlier.

As mention earlier the final system uses the three different angle databases not only to show
the relationship and the effect between the RSS signaling and the laptop angle but also to
average the estimated location results produce by using separately each database and form a
final one which is presented to the user on the map. All the results are saved in a txt file at
local C directory as mentioned. The same reference points are used to show the estimated
calculations locations points as before in the other sections. The results are summarized in

table 7 at next page.
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Angle 90 Angle 120 | Angle 145 | All angles Distance Error (m)

Point Iocz?c?(lns Estimated Estimated | Estimated | Estimated I

id (m) locations locations locations locations 90 | 120 | 145 anAgIes
(m) (m) (m) (m)

X v X y X Y X v X y E E E E

1 3.10 5.00 2.33 6.67 2.33 6.67 1.67 | 5.83 | 2.11 | 6.39 1.84 | 1.84 | 1.65 1.71

2 210 | 10.00 | 1.67 | 833 | 167 | 933 | 1.67 | 933 | 1.67 | 9.00 | 1.72 | 0.80 | 0.80 1.09

3 0.40 16.60 2.33 15.73 1.67 16.87 2.33 167'8 2.11 12'4 212 | 1.30 | 1.95 1.71

4 2.50 | 13.00 | 2.33 | 1220 | 233 | 1573 | 2.33 133'3 2.33 136'7 0.82 | 2.74 | 0.37 0.78

5 400 | 9.00 | 233 | 667 | 233 | 667 | 167 | 583 | 2.11 | 639 | 2.87 | 2.87 | 3.93 3.22

6 1.00 7.00 2.33 5.83 2.33 6.67 233 | 583 | 233 | 6.11 1.77 | 1.37 | 1.77 1.60

7 3.16 0.30 1.67 2.67 1.67 2.67 1.67 | 1.83 | 1.67 | 239 | 2.80 | 2.80 | 2.14 2.57

Average Distance Error (m) for each angle case 1.99 | 1.96 | 1.80 1.81

Table 7: Estimated Results for less reference points (All angles databases)

What is interesting in this table is the relationship that derives when comparing the estimated
results for the three different angle databases. Angle 90 and 120 have a close distance error
rate compare with 1.80 m that the angle 145 has. The main reason of course is the large angle
that the two laptops had during RSS sample measurement phase. Due to the antenna position
iside the top plastic of the screen and to the wide angle the distance between the user and the
client terminal laptop increases proportional in compare with the other angles. This limits the
effect of the negative wireless factors such as multipathing, fading and the most important of
all in this measurement phase the effect of user’s presence on RSS. Because the human’s
body consists of 70% water and resonance frequency of water is at 2.4 GHz and the RSS is
absorbed when the user obstructs or is relative close to the signal path and causes an extra
attenuation. This extra attenuation is maximum significant to be present during the
fingerprint database collection because if a user is not present then the values collected will

not reflect the user presence in the area of interest.
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Another point coming out of the previous table is that the estimated values produce from the
final system which uses the average estimated locations from all angle databases do not
improve the distance error rather doing exactly the opposite, the first two angles 90 and 120
contribute to the increase of the error rate and only angle 145 decreases it. This leads to the
assumption that if the three databases were built using only angle 145 will probably decrease

the distance error even more but probably with not a big difference.

Next in term of probabilities the following table 8 presents the precision accuracy of the
distance error, of an estimated target to be physically located with in the range of 0-2 m or of
2-4 m from the estimated Cartesian coordinates on the map. The comparison is between this
experimental final phase and the one described in section 4.3 but this time with the data we

have estimated values with distance error less than 1m that should taken into account.

Experiment Fingerorint Probability | Probability | Probability | Probability
pMa Laptops Dagtabpase Angle within in withinin | within 2-3 | within 3-4
P 0-1 meter | 1-2 meter meters meters
SZC;'_Z” 2 |£:tr:ss random 0 4/7=57.2% | 3/7=42.8% 0
Section 4.4 2 I;r:'cr:ss 90 | 1/7=14.2% | 3/7=42.8% | 3/7=42.8% 0
Section 4.4 2 I;r:'cr:ss 120 | 1/7=14.2% | 3/7=42.8% | 3/7=42.8% 0
. from?2
Section 4.4 2 laptops 145 2/7=28.5% | 3/7=42.8% | 1/7=14.2% | 1/7=14.2%
all
. from2
Section 4.4 2 lantons angles | 1/7=14.2% | 4/7=57.2% | 1/7=14.2% | 1/7=14.2%
ptop average
Table 8: Estimated Probabilities for final system
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A closer look in the previous table reveals that actually angle 145 has the highest accuracy
percentage in terms of estimated location precision because it estimates two results within 1
meter instead of the other angles which estimate only 1 result and 0 result from section 4.3 a
database. What is interesting about angle 145 is also the worst result between 3-4 meters.
This raise some suspicious because in table 7 angle 145 has the highest distance error for
point 4 which estimates (1.67, 5.83). The x and y coordinate values have almost 1 m
difference compare with the other results from the other databases. This is exactly the
negatives effects of the wireless factors which are uncontrolled by humans. A possible
solution to this is to manually replace the values of the RSS samples in the problematic
database to match the closest values from the others. Then run the system again until a better
result is estimated. Of course this is not an optimal solution because is a complicate and time
expensive task that must be done with extreme precaution. Also what is important in table 8
is that the random database has all the estimated results between 1-3 m which is in the
acceptance levels of accuracy of a wireless RSS positioning system. But why the other
databases have estimated results with higher accuracy from the random angle database? The
answer is in the question. The random angle database from two laptops has a random value
for all its RSS samples collected during the fingerprint database and so it absorbs positive
but also negative effects from the environment. So the relation between a random and a
constant angle is that a constant angle fingerprint database can produce highest accurate
results in terms of coordinate precision but also and the other way around, instead of a
random angle database which its rests are always in the average acceptance accuracy levels.
Finally from the average all angles database has the same distance error as angle 145

database and better from the other two. That means that in a future real physical
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implementation of this system angle 145 can be consider as the best alternative from the

random angle database and from the all angle database scenario.
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Figure 21:  Final Precision Accuracy Percentages
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Chapter 5 Conclusions and Future work

5.1 Conclusions and goals achieved

In the thesis, a brief description of the different kinds of positioning technologies was
introduced. Next the new era of Location Based Services is mentioned and also a detailed
report on the multiple different indoor wireless factors is presented and their impact on RSSI
signaling. The system has been developed using the positioning technology called
fingerprint, which is a pure RSSI dependant technology. The SNN (Search by Nearest
Neighbor) algorithm has been chosen to be implemented in this system due to the relative
easy implementation but most important due to the fact that these kinds of systems do not
need any extra configuration and hardware to the designated area thus appoints them as a
cost effective solution. Also another advantage of the SNN algorithm is that it produces
fairly good results within an acceptances level of distance error. The primary goal of this
thesis was to create an application that can estimate the location of a mobile node in terms of
a Cartesian product in indoor environments with the innovation that positioning is taking
place in the area of interest without the user have any idea that is been tracked down.. The
challenge was to achieve a sub-room level accuracy of less than 3 meters. As a secondary
goal was to develop the system by using open source tools on Windows network
environment and also to be developed in such a way that the system will make use the
existence wireless infrastructure. The second goal set appoints the system to be a cost
effective solution for indoor wireless positioning because in order to be operational the only
hardware needed it a minimum number of three access points that are able to run the specific
firmware mentioned. The final goal of this thesis was to get a glimpse of the unstable,
unpredictable world of indoor RSSI signaling. This final goal was achieved by conducting

different experiments detailed mentioned in section 4 where those experiments were mainly
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base on the construction of the fingerprint database by changing and comparing the different

laptop angles and their impact on the final estimated location results.

Through the observations on signal strength features, all the positioning experiments and

results comparison the following conclusions can be derive:

1. First of all by comparing all estimated results in section 4, the section which has the
highest distance error rate is section 4.2 were the fingerprint database were built by
collecting RSS samples in many reference points close to each other. So is safe to
assume that a fingerprint database of this kind will fail in any implementation. The
correct first step when deciding to build a fingerprint database is to choose reference
points in a grid manner way which they have at least a different of 3 meters between
them in all directions. The consequence of this action is to have a scattered radio map
that can reflect the RSS indoor changes on the actual values. In this thesis this was
not possible due to the limited space but the reference points were quite apart from
each other as possible.

2. A second conclusion derives from section 4.3 were two fingerprint databases were
build. The one was build using only RSS sample from one laptop and the other from
the average RSS values from two laptops but in both the angle of the laptop was
random in all time. The comparison between them shows that if the algorithm uses
the second database with the average RSS samples has less average distance error
and hence estimates better results in terms of accuracy precision as shown in table 6
in section 4.3. So as a second step when building the fingerprint database is wise to
use more than two mobile terminals RSS signals.

3. Based on the second conclusion that by increasing the number of mobile terminals

during the fingerprint phase it is logically correct to assume that increasing the
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number of access points in both offline and online phase will increase the system
accuracy.

The final conclusion investigates the relationship and the impact between the
different angles in which a laptop screen can be and how these angles affect the
receiving RSS in terms of power and value. By comparing the estimated results not
only between the three different angles and the average one derived from them but
also with the results from the database built in section 4.3 is clear that database with
RSS measurements only from the 145 angle has the minimum average distance error
at 1.80 m. This number applies only for the current samples estimated but in general
a rule that can be derived from section 4.4 is that if the database is built using a
constant laptop angle the algorithm will produce higher accuracy. In this thesis it
seems that angle 145 is the best scenario to go with it for future implementations.
Also the different charts in section 4.4 show how much the RSS signals values
change by slightly changing the angle of a laptop. This come to contribute to the
negative unstable indoor wireless environment that pure RSS positioning systems
rely on.

Finally the previous conclusions can be used as recommendations when building
such a system but at the end they all come down to the future owner of the system.
Meaning if the future owner chooses to use more than two mobile terminals in the
offline phase , more access points and decide to investigate which angle produce
more accurate results in the designated area then the system can be too expensive in

terms of money and time consuming to be deploy.
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5.2 Future work

The indoor wireless Positioning system developed, works well on to locate mobile devices
which are temporarily static, and the positioning accuracy is less than three meters and
sometimes even under two meters. There are several problems that still need to be further
explored in order to improve the system positioning and tracking ability. They are listed as

follow:

1. Examine other tools or built one from scratch that can replace Wiviz because most of
the times when the system is in tracking mode Wiviz fail to find the client that is
been tracked down and so tracking stops. The new tools will have the ability to
automatically scan the area and send the results to the server when needed by the
system without the use of intermediaries programs and thus reducing the tracking and
positioning function and operation.

2. Almost all wireless devices are equipped with Bluetooth chips. A future scenario can
be to examine the uses of both RSS and Bluetooth in order to achieve higher
accuracy. Wireless access points can be equip with Bluetooth scanners and when a
client is been tracked down the Bluetooth can be use to determine in which room is
the user if the RSS system estimates that is close to the boundaries of two rooms.

3. Another crucial point that was not investigated in this thesis is the algorithm itself.
This algorithm, has a running time of O(Nd) where N is the cardinality of S meaning
the number of elements in set S and d is the dimensionality of M (metric space). In
order to reduce the running time of this algorithm with one solution is to compare the

live RSS sample against the ones in the database and then the algorithm could divide
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the samples in k value clusters and then apply the calculations only to the clusters that
are only closest (best match) to the live RSS taken from the mobile terminal. With
this approach the running time of the algorithm will be O ((N/k) d) but an extra time
complexity will be added when comparing against all samples in order to do the
clustering process. Another possible way to reduce the best match comparison is to
use the Bluetooth scanners on the access points. Due to the fact that Bluetooth
operates up until two meters if a client is in the Bluetooth range of an access point
then the algorithm could pick up those samples which will have an identification id

that are within that range and apply the calculations only to them.
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Appendices

Notes:

In this thesis as mention earlier two free firmwares are installed on the routers due to their
capability to run the Wiviz tool. DD-WRT is running Wiviz ver.1 and OpenWrt is running
Wiviz ver.1. The core and the scanning capabilities for both tools are the same. The only
differences between them is that version 2 of the program has more graphics and also gives
more network details for clients and access points scanned that are unnecessary for this
project. Although due to some major differences that the two versions have like the running
time that the tool needs or the time to transfer the results from the routers locally two

systems have been developed each one working respectively with DD-WRT and OpenWrt.

During the testing periods the system developed for running along side with DD-WRT
presented much stability issues. For example when the user issue a command to scan the area
of interest through the browser mode or while working in browser mode for much time many
times the Wiviz tool suffered from crashes instances. Also Wiviz ver.1 takes less time to
load and to scan and also less time to transfer the results from the router locally. Generally
speaking the experiments with the setup of OpenWrt and Wiviz ver.1 proved to be more

stable and faster than DD-WRT and Wiviz ver.2.
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Installation Guide:

In order for the system to be operational the installation must be done as follow:

1. First download and install Microsoft SQL Express 2008 version on the server that is
going to run the system. During installation configure the sever to accept only SQL
Server Authentication (username, password) for security enforcement reasons and
after the installation has finished create three different databases. The databases can
be called anything but its best to be called angle90, angle120 and angle145 in order
to reflect their purpose.

2. Make sure that three and more access points exist in the wireless infrastructure
running DD-WRT with Wiviz ver.2 or OpenWrt with Wiviz ver.1. The access point
should be password protected and the server should be cable of accessing them wired
or wireless.

3. Then just install the setup executable and following the system sequence for proper
operation. First build the fingerprint database and then run the positioning functions.

4. If the setup way of installation is not desirable then proceed from this step and below
for a manually execution of the system. Steps 1 and 2 remain the same.

5. Inthe zip file there are two folders name Netcat and Putty. Copy and paste them in C
directory.

6. Download the source code folder locally, run VB.NET with ADMINISTRATIVE
PRIVILEGES on win7 and vista and run the program.

7. Inside the Netcat folder there is a subfolder name pic. Place the map of the area of
the interest and name it map.jpg for example. This will help not load the area map

each time the system runs. Be careful about the x and y axis of the map. The initial
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point of the map (0, 0) must on the top left corner of your map. See figurel3 at page
62.

8. If OpenWrt is chosen over DD-WRT then the administrator must run and login to
each router with Putty manually at least one time before running the program
because the SSH key generate by Putty must be added to the registry of the local
server manually.

9. For both firmware’s it’s better to run Wiviz at least once for all routers from telnet or
ssh in order to create the configuration file before running the system.

10. Also Netcat (nc) must be added to the exception list of Windows firewall and
antivirus installed locally in order for the routers to be able to open a communication
channel between the local host and them.

11. Then just run the system, enter the details and start using it.
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